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mEIE s paradigm

Interactions between vehicles, road
side infrastructure, and remote car-
driver services would lead to saf an
more efficient roads o

Images borrowed from Car2Car Communication Consortium. In http://www.car-to-car.org/
S— SaFa 2010



5000 1 TS information chain

Obstacle prevention:

m Correct ITS operation *Slow down
Shift way
Sending Alert Emergency maneuver

Obstacle sensing In-car reaction

e A

- (Car2Car Communication)
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] Altering ITS operation Unnecessary obstacle

Sniff and store old alerts prevention may lead to
traffic jams or accidents

Send faked alert | Virtual obstacle S

Images borrowed from: http://booty-bootcamp.com/blog/ (1), http://www.khulsey.com/demo_howto_car.html (2),

http://www.darkgovernment.com/news/tag/cyber-warfare/ (3).




ol iTs protection

 In-car applications should be protected to prevent attacks

but ...
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* Borrowed from EVITA technical reports D3.2 and D3.3. In http://www.evita-project.org

Real time constrained execution of
Security Protocols *

(Enlarge this figure)
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(el Main concerns with car applications protection

= \We aim to address:
1. Adequate specification and representation of security properties.
2. Formal specification of security properties.

3. Representation of automotive communication systems in a model
(HW-SW).

4. Verification of properties in automotive models.
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B ZETM Generic Verification Methodology Flow

1. Translation of a technical specification to
a System and Security Model (box 1).
COMMON TEMPORAL FORMAL
_ [ LANGUAGES LANGUAGE LANGUAGE LANGUAGE
2. System and security model decoupling ? R Yo _ N
(Boxes 2 and 3). (1.TECHNICAL ) [ 2.SYSTEM ) 3. SECURITY
SPECIFICATION | | MODEL [~ MODEL
3. If possible, refinement of security and A v » REEINED
system models (Boxes 4 and 5). s "[secdmw MODEL]
4. Integration of Security and System o
models (BOX 6) ——=@ Written in [6. INTEGRATED]
' — = Translation MOQEL
. . < ->Conf it _ Y _ _
5. Perform validation methodology (Box 7). _, "~ " 7. VALIDATION !
ethodology Tow |METHODOLOGYI
: : L ___
6. Identify and track flaws (Box 8). Modify __Y__

system model up to achieve security
properties accomplishment.

['8. TRACKING |




EEI G Formal Security Model (FSecM)
= FSecM targets model

i i . Informal Security
checking and integrates: (o ™)
1. Security Requirements. — (Formal Sef:urity)
e Properties | Integrity J
2. Formal security properties === @ ”:\«Requm»
derived/synthesized flom e+ Semutty  (rummn
informal ones. Model Security
[Rese'(:'::rlltgnts] @ G:)ependenmeg
3. Analysis and formalization i
. . C System Attacks )
of security properties
dependencies.
4. System attacks are written

In the same language than
system model.




mEIT Security Requirements Representation

- Security Requirements :
» represented in an informal way
» SysML Security Requirement Diagrams (SRD)

- SysML Diagrams:
» conform directed hierarchy graphs
» nodes are security requirements
» edges adopt several compositional semantics

AuthenticationOfFunctionatPath & | f :
D=F5R-1.1.1 Edge Semantics
éhd of the functions on the ECLS" A B
U D L 2z —@ reqB composed by regA
Targeted attacks="" ]
— Aderivereq_ 2 | reqB derive regA
< {EE;W:- > A B s
2__wpy__3 | regAis acopy of reqB
Preveniﬁggssﬁﬁfgguuﬁng & ?_ _ ‘_’e_riiy_ _; O Vel’ifies rqu.

i-'“inlated_,&ctinn="n|:|,&1:ti|:|n"
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epresentation

—:4

tol Security Requiremen

<=Secutity Requirement:=x=
PreventSendingFakeCommand & Global
ID=F5E-1 H
Text="no description” requi rement
Kind="Functional"
Risk="Low"
Targeted attacks=""
<=SeCurity Requirement == - -
- =-=5erurity Requirements=
— = PreventRepIacementOfChlpsOnLocaIBusse? PruteuECUFIashlngPrucessﬁ
PreventManinTheMiddleAttac lTD=fSER:1'2' + destrinti D=FSR-1.3
it ="Requirement description: SR dni N
ID=F5R-1.1 \ Douhle-tlick to edit Texi~ Requirement destription:
Text="internal attack’ Kind="Controlled access fauthorization)" Kind =" niggrity
Kokt sk ot Riok—"Low"
I5K="L0! Targeted attacks="" =
Targeted attacks="" Y Targaetad attacks=
&P
=-=5ecurity Requirement== <=Fecurity Requirement = <=Recurity Requirement == Terunty Requl T e T - .
AuthenticationOfFunctionalPath MessageFreshnessAIungFunuiunalPatl* riwOfMessageAttrihutesAIungFunuiunalPaﬁ c;ﬁacﬁ;in ;&mmfﬂ;ﬁuﬁ = eé”,{'d‘;,ﬁﬁ:giﬁ;" . FIas?l?rslgézllt:n&;%ﬁFre:;i;esg
ID=FsR-1.1.1 ID=F5F-1.1.2 -11z2 ID=FsR-1.2.1 ID=F5R-1.3.2 =
; Text="Reguirement descrigtion: ‘Requirernent description: o = %De;fgﬁlieli'i?emem descrintion:
and of the functions on the ECUS" Double-lick to edit" oublp-click 1o edit Double-lick to eci Doubla-click 1o adi” Dauble-cik 1o e oo
Kind ="Data origin authenticity’ Kind="Freshness Kind ' Integrity Kind="Data origin authenticity| | Kind="Integrity" Kind="Freshnass"
Risk ="Low" Risk="Low" Low! Risk="Low" Risk="Low" Risk="Low"
Targeted anacks = Tl ditiEe= eted aftacks= Targeted attacks="" Targeted attacks="" Targetar attacks="
L3 \_/
)
< <wiify> > e
. Specific
N -
v requi rement
<=TObservers= &

PreventHeadUnitSpoofing

Yiolated_Action="noAction"
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i) Formalizing Security Properties

« Functional Path is a pair (F,C)*:

Event((start,ChO,in), 10 ) Event((Msgl1,Chl,out), t1 ) Event((Msgl1,Chl,in), t2)
Rec((start,Ch0,in)) :=RunP1();end(). Rec((MsgX,ChN,in)):=RunP2(MsgX);end().
—>»|{ RunP1():=Send(Msg1,Ch1,out). <> RunP2(MsgX):=Get_token(MsgX,i).
Cho Chl Get_token((x1,...,xn),i):=xi.

e Cisthe set of channels and events in the use case; C:={cno, chi,
Event((start,Ch0,in), t0), Event((MsgX,Ch1,out), t1), Event((MsgY,Chl,in), t2)}.

 F.=Fc/Fo; Fc is the set of functions that produce commands;
Fc:={ Rec(), RunP1(), RunP2() }

* Fo is the set of the functions that output data in channels of C;
Fo:={ send( }

* Borrowed from EVITA technical report D2.3.

e —— S
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i) Formalizing Security Properties

« Security Requirements:

— relate elements in a functional path with an (informal)
Security Property definition.

- Security Requirement: “Integrity of message attributes along
functional path.”

- Definition of Integrity: “An integrity property applies to a quantum of
Information between two observations (defined, e.g., by a time and
a location in the system). The property is satisfied when the
guantum of information has not been modified between the two
observations.”

SRl mE A



i) Formalizing Security Properties

* First Approach:
— Use a formal language

— directly represent the security property semantics (e.g.
CTL, LTL, TLA, etc.)

e Second Approach:
— Represent the security property as a System Observer

— Use a framework that allows translation to a formal
specification (e.g. TURTLE)
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100 Experience with UPPAAL and CTL (1 )

« Security properties as CTL queries:

- AG(Al.sendM > AF(A2.receiveM1 and M1=M))

- ECU1_ 5.id1094==1 -- > (ECUKM__ 3.id939==1 and
ECUl 5.Messagel dataO== ECUKM__3.Message data0)

- Semantics:
1. For all paths from the initial state of the system ...
2. Whenever Al sends M ...
3. Implies that always A2 eventually receives M1 ...
4. and M1=M.

=TI

e S



100 Experience with UPPAAL and CTL (1 )

 Main limitations:

- Level of abstraction:

— Queries are related to specific states;

» E.g. activation of the state id1094 in ECU1.:
ECULl_ 5.id1094==1

— The queries should be repeated,;
» Different events associated to different states

- Level of refinement:

— Verification of events during an specific period of time;
» E.g. freshness

— BUT: not provided by CTL,;
» Temporal quantifiers: unable to express specific time

e S

=TI



i) Dependencies in Security Properties

- Aim to provide an order for property verification
- Dependencies take into account:

- Verifier viewpoint:
» Events ignored by the verifier
» e.g. in a local view

- Model hypotheses:
» Properties assured by assumptions
» €.g. a secure channel

- Target of the property:
» e.g. data origin authenticity =»integrity

- Different schemes of dependencies; they are Use Case oriented
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ParisTech



(ol Attacker Paradigm

- Based upon the Dolev-Yao approach

- Direct interaction between the attacker and the system model
- Attacker represented in the same language as the system

- Attacker behavior based upon an specific attack goal

- Addressed attacks; the result of a threat and risk analysis

- Threat and risk analysis based upon specific HW-SW architecture

TELECOM
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AT Demo1: FSecM integration, 1 st Approach
« A Target of Verification (ToV) in the TURTLE framework

CANFreshnessObserverdy
= =tobserver== ==tare=

+ Message : PDU;
+ timeStamp = O : Matural;
+ actualTime = 0 @ MNatural;
+ System @ Parameters;
+ freshnessOK : Gate;
{ CU_ECU toCANBbuUSs = CAN_bus framCl + freshnesshlotOk @ Gate;
CU_ECU.fromCaANbus = CAN_bus ol ) + WatchPort | Gate; |
T
Cu-rcu <astan e || ! i
X ' { HU_ECU.taCAMBus = CAN_bus framHU { EncrypCall
: i}:;i:geﬁrgmays' ! HI_ECU.fromCANBus — CAN_bus.taHl } EncryntResp
+ Messagel : PDLU; . | |HU_ECU @& | | |HU_CRS
+ EncCode : Matural; | Synchro ﬁ}-\ |Invu(atiun ﬁ| ! it | ==stant=x
+ k_phu [2] | Array_nat; \ ¢ |+ System : Parameters; V| + System : Parameters;
i BfEESE (2] AT | {watchPart } ! |+ nMessage . PDU; 1|+ ciata [10] ¢ Array_nat
+ k_scu [2] 1 Array_nat; ' CAN_bus P ¢ |+ EncCode | Matural; 1 |+ Message @ PDL;
{ DSRCport } \ + F;DEEYI\IIZE A‘rrav,nat ' - P Sl ||+ kopou [2] 0 Array_nart; ! | + EncCode : Natural;
It + idx_i atural; ' 1|+ k_posc [2] 0 Array_nart v+ i Natural;
TamperedAnackervehicle @ + messagePriority : Matural; ! + System : Parameters; Uk K shu [21: Array.nat; 1| e - et
==starzx + timeStamp = O : Matural, . + Message | PDUL i |+ deltaT = 2 : Matural; V| + 10w Matural;
+ carlD = 11455 : Matural; <+ aeEme o © - Rl H +rarget ;. hatural; X , |+ messagePriority : Matural; '+ up : Natural;
+ CAM : PDL; <+ BUEREGPENED = (E15E @ EDEIR2r | + priortyCll = 0 ¢ Hatural 1|+ timeStamp = O : Natural; V| + k_pou (2] Arraynar;
+ EncCode : Natural; - EEEEEIEECANS = © ¢ RErED 4 <> PR = © 2 R } |+ actualmime = o Natural; ' |+ k_posc [2] : Array_nar
+ ich_m : Natural; N + EFID:;VCSCD’ _Ot Nat.ué'al,‘ . ! 1 + k_shu [2] © Array_nat;
+ timeRed = true : Boolean; + toCAhbus : Gate; . < SIS RG] o WA = HTEIEETE ' + EncryptCall : Gate; v+ sign : Matural;
+ actualTime : Natural + fromCaNbus : Gate; ' = BUEENGY o (EIED 2 EREIEEE ' + EncryptResp © Gate | Parameters «®
. 4+ EncryptCall - Gat . + CARNBUS_busy = 1 Martural; . g ' el
B ryptCal ate; ' d 3 ' + fromCANbus | Gate; ' | + Encrypicall : Gate;
+ DSRCport : Gate; ' |+ EncrymResp : Gare; v + Canlbus_base — 3 - Matural: ! |+ taCaNbus - Gate; L! |+ Encropiresp ; Gare; + CUID = 111 : Natural,
+ UTC_car : Gate; + clockTime : Gate; ! % SECEHISE R = © @ M ' + clockTime = Gate; + ChunkBlock : Gate; FDU <<TDataS + HU_ID = 222 : Matural;
+ DSRCpaon @ Gate; | + rejected_msg = O : Matural; h + MonAuthenticMsgHLU : Gate; + CypheroK : Gate; + CSC_ID = 223 : Matural;
+ MonintegringdsgCU @ Gate; ! . + MotFreshMsgHL - Gate: + origin : Matural; + K_stu = 435 : Natural;
+ MotFreshMsgCL : Gate; + framCU @ Gate; 4+ CAM_HU_alert - Gate + targetO : Matural; + K_shu = 193 : Matural;
+ CaMattended : Gate; + 10CU . Gate; — - + targetl : Matural; + K_scsc 277 Matural;
+ MNOReplaysttack @ Cate; + fromHU : Gate; + EncCocde : Matural; + K_ptu = 439 Matural;
+ REPLAY_ATTACK : Gate; + toHU : Gate; + priority : Matural; + K_phu = 192 : Matural;
+ fromCsSC . Cate; + timesStamp © MNatural; + K_pcsc 277 Matural;
+ 10C5C ; Gate; + data0 @ Matural; + K_prar = 157 : Matural;
+ WatchPort | Gate; + datal @ Matural; + oypherDelay = 10 @ Natural;
Synchro ﬁ'| |5V“""D - + dara? : Matural + CANdelay = 5 : Natural;
[ €3C_ECUA0CANbuUs = CAN_bus TromCsC { EncryptCall + data3 Natura\,: + Cldelay = 2 '. Matural;
Synchro @@l - «“ mvocation @& ||/ -"csc_Ecutromcanbus = Can_pusiocscy  EncryptResp +oatad E:ti::} T ?;Jgi?:\/ % N;;‘[:?é';l;
AR CSC_ECU CSC_CRS o d + clataé : Matural; + waitCalresponse = 6 Matural;
{ EncryptCall | CU_CRS & S ==stans= | St + data7? ; Matural; + waltCARavailability = 6 ; Matural;
EncryptResp } SR + System : Parameters; | |+ system : Parameters; + dlatad : Matural; + timeiindowCU = 13 : Matural;
+ Systern . Parameters; + Message - PDU; I‘ + data [10] : Arrasy_nat; + data® | Matural; + timewindowHU 15 | Matural;
+ data [10] : Array_nat; + EncCode : Matural; 1 |+ Message : PDU; + timewindowCsC = 13 : NMatural;
+ Message : PDU; + k_pru [2] : Array_nat; L+ _Enc(nde © Matural; + timewindowFy S . Matural;
{UTC_car} + idx_j : MNatural; + k_phu [2] : Array_nat; 1|+ idx_k : Matural; + timeReguest = true | Boolean;
+ tmp . Matural; + K_scsc [2] 1 Array_nat; + tmp : Matural;
+ low © Matural; + idx_l : Matural; + low : Matural;
+ up : Natural, UTCdock @& + messagePriarity : Natural; + up : Nawral;
+ k_phu [2] - Array_nat; ==slan-> + tirmestamp = © @ Matural; + K_pru [2] Array_nat;
+ K_pesc [2] @ Array_nat; + actualTime = 0 : Matural; + actualTime = O MNatural; + k_phu [2] @ Array nat;
+ k_scu [2]: Array_nat; + timeReguest © Boolean; v + k_scsc [2] 0 Array_nat;
+ k_pcar [2] @ Array_nat; + framCAMbus @ Gate; + sign : Matural;
+ sign @ Matural; + UTC_CU : Gate; N + taCANbus @ Gate;
+ UTC_HU : Gate; - + EncryptCall © Gate; + EncrypiCall @ Gate;
+ EncryptCall @ Gate; + UTC_C5C @ Gate; - + EncryptResp © Gate; + EncrymiResp © Gate;
+ EncryptResp @ Gate; + UTC_FV : Gate; le———"""|+ clockTime : Gate, + ChunkElock . Gate;
+ ChunkBlock @ Gate; + UTC_car: Cate; + MonintegrityMsgCsC © Gate; + CynherOK @ Gate;
+ Cypherok : Gate; + increasecClock ;. Gate; + NotFreshMsgCsC © Gate;
+ stopClock . Gate; + CAM_CSC_protocol @ Gate;
+ timeTick : Gate;
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—}:

(tl Demo2: FSecM integration, 2 "4 Approach

Integrity_Observer &
stariee

+ Msg5 : PDU;
+ MsgR : PDU;

.
s
s
+ ORSCAN : Gate;
s
i
i

IntegrityOK : Gate;
Integrityko © Cate

security protocol in .

{ ObSCAN }
ECU1 @ —== - Synchi ECUKM
~sstansy [ - T ool
—ostarte~
+ IECUL = 111 : Natural; + IECUL = 111 : Natural;
+ IECUKM = 222 : Matural; + IdECUL = 111 : Natural; + idECUKM = 222 : Matural;
+ Msg : PDL; < IBESUI) o 222 | MEE) + IdECUN = 333 : Natural;
+ Systern : Parameters; + IGECUN = 332 : Natural; + Msg : PDL;
+ acwalTime = 0 : Matural; + Msg : PDL; & St - A,
- + pski (2] Array.nat + origin : Natural; + acwalTime = 0 : Natural;
+ sesk [2] : Array_nat; > ClEsiiEEm : REwrEp + psk [2] © Array_nat,
+ mac [2] : Array_nat; + mac [2] : Array_nat;
+ Sesk : Natural; + TromECU1 : Gate; + Sesk : Natural;
+ result : Natural; + 1ECUL © Gate; + result : Natural;
+ attempts = O : Natural; & OIEAULT © @ + altempts = O : Natural;
+ t0ECUKM : Gate; S = - (N,
+ tOCAN : Gate; < TRAIEER @ EEiey + Kh : Natural;
= + TromCAN : Gate; < WEEE - @i + origin : Natural;
+ cipherPoro : Gate; + Msglostl: Gate; + dest : Natural;
— - + systemErrord © Gate; (ECULTOCEN - Canromzcur | PAEEE e
= TDaa Y + Msglost] : Gate; = + Msglosthl : Gate; + TrOmMCAN : Gate;
= + timer1Expired : Gate; ECUL.fromCAN = CAN.toECUL + ObsCAN : Gate; { CANITromECUKM = ECUKM.toCAN 1 - ) mm ol
Sl mEgE + callswh1 - Gate; Msglostl 3 CANPECUKM = ECUKM.fromCAN |, cipherpon - Gate;
¥ origin : Natural; + imegrityFaunl : Gate; MsgLAstKM } ¥ SystemErrorkM : Gate;
+ EES“”f“OD" NNE‘“rla‘r + TreshnessFaultl : Gate; + MsgLOStKM : Gate;
SERD o B8 Iy + Endl: Gate; v Synchro + timerkKMExpired : Gate;
@ ‘"St‘lﬂdexo -Nat‘wa‘z + Obsl: Gate; + callSWD_KM : Gate;
KoVl =0 Naturat, e GEE (ECUN1BCAN = € 3 imearFaultiM - Gare;
+ firstindex1 : Natural ECUN. fromCAN + TreshnessFaulti : Gare;
lastindlex L : Natural; o SO
+ las 5 Synchro + ObsKM : Gate;
+ key2 = © : Natural;
+ UtcKM : Gate;
+ firstindex2 : Natural; ECUN «
+ lastindex2 : Natural; —stan=s
+ KestAC © Natural
5 IDECUN = 232 : Natural;
+ firstindexMAC : Natural; {HECUKM = 232 © Matural
+ lastindexMAC : Natural;
+ clatao : Natural, {urcd e GO
D ey System : Parameters;
+ data2 | Natural 4 .
+ data3 : Natural

+
+
P
P
P
4 / + pskn [2] ; Array_nat; !
b
+
+
P
P

port : Natural;
keyHandle © Natural;

mac [2] : Array_nat \
fueny result  Natural '\ (owsn}
Invocation & origin : Natural;
dest : Natural;
runs = 0': Natural
Parameters @ + fromCAN : Gate; 1 utcKM 3
=L 3 g g [Twonien CojRy
= + cipherPo ate;
: IO = é ::E::::' uTc o + MsglostM @ Gate;
* 2 Naturay + timerhExpired - Gate;
e 2 e + actualTime = 0 : Natural; + SystemErrorhl - Gare;
i ot et + timeUpdate = 0 : Nawral T CAISWDN : Gate:
M o + dECUL — 111 : Narural; 5 ERTR AT ¢ (e
2 5> 08 WS + IDECUKM = 222 : Natural; + freshnessFaulthl : Gate;
& e, + I0ECUN = 333 : Natural, + EndN : Gate,
& et + origin : Natural; + OBaN: Cate
+ Ut : Gate;
e 2 ¢ i, + utcl : Gate;
+ 3 - Natwral, + WcKM - Gare;
+ metkey = 4 : Natural; 2 e - @
+ diayEncrt = 5 : Natural; i
+ diaybecrypt = 5 : Natural;
+ diayMAC = 5 : Natural; \|; { cipherPort2 3
+ 2 : Natural; - e
+ 2 - Natural, CryptoLibrary @
+ AN = 2 : Natral; ==danzz
+ MaxAtternpts = 4 : Natural; + Msg : DU,
+ MaxRuns = 5 : Natural; + System ; Parameters;
+9n = & : Natural + 0p : Matural;
+ ACK = 1: Narural; + PSKL = 251 : Natural;
+ MACcode = 1010 : Natural; + PSKN = 272 : Natural;
+ timeWindow = 20 ; Matural; + Sesik = 197 : Nawral;
+ firstLast [2] : Array.nat;
+ aus ; Natral;
=
=
=

cipherPorto : Gate; ‘
cipherPortl : Gate; { cipherPontl

+ cipherPortz : Gate;

{cipherforo

+ o+
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(ol Conclusions and Next Steps

- 18t Approach:
— Security requirements represented in CTL
— Verified with UPPAAL
— BUT: Insufficient CTL semantics

- 2"d Approach:
— Security Properties represented as Observers
— Using the TURTLE framework
— More flexible representation
— BUT: need for a more rigorous methodology
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(ol Conclusions and Next Steps

- Specific attacks represented in the TURTLE framework

- BUT: Generic Dolev-Yao attackers require more elements:

— e.g. For exhaustively exploring attacker-protocol
Interactions space.

- New formal languages are explored:
— pi-calculus, spi-calculus.

- And automated tools:
— ProVerif

- New insights in the research are expected
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