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Introduction
We appreciate the Commission’s simplification initiative that seeks to reduce cookie consentbanner fatigue and to make the rules on online tracking and consent more comprehensivewith the goal to improve compliance with Data Protection laws and tackle the complex issueof manipulative design. We particularly welcome the effort of improving and clarifying theapplication of the law to be achieved without weakening the level of privacy and personaldata protection that the current legal framework offers to Internet users.
Our contribution aims to provide evidence on the state of the art results from academicliterature on cookies and other tracking technologies, and their application of the ePrivacyDirective. We also introduce new ideas and clarifications on the need and opportunity to
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reduce cookie fatigue and strengthen users’ privacy rights online, including user autonomy,and propose innovative approaches to manage cookie and tracking preferences in modernWeb browsers.

ePrivacy Directive is essential for protecting confidentiality andintegrity of users’ communications, irrespective of the GDPR
The ePrivacy Directive 2002/58/EC, as amended by Directive 2009/136/EC (hereinabbreviated as “ePD”), aims to ensure an equivalent level of protection of fundamental rightsand freedoms, as referred to in Article 1(1).
The ePD safeguards the confidentiality and integrity of online user’s communications.Regarding confidentially, this protection applies to information stored or accessed on users’devices. As noted in Recital 24, it prevents hidden identifiers from entering users’ terminalequipment without their knowledge, safeguarding users’ privacy in line with the principle ofconfidentiality of communications enshrined in Article 7 of the Charter of Fundamental Rightsof the European Union. Regarding integrity, the ePD also ensures the integrity of users’terminal equipment, protecting it from unauthorized access without user’s consent.
The ePD ensures the protection of users’ privacy regardless of the type of informationstored or retrieved in the user’s terminal equipment. The protection given by the ePD isassured, as a standalone legal regime, regardless of whether or not it is personal data(pursuant to the Court of Justice decision in Planet 49).2
The ePD operates alongside, and not under, the GDPR. Article 5(3) of the ePrivacy Directivestipulates the need for consent for the storage of or access to to information of the user’sterminal equipment and operates cumulatively with the GDPR. Article 1(2) of the ePDexpressly provides that "the provisions of this Directive particularize and complementDirective 95/46/EC (…)". Article 94(2) GDPR provides that references to the repealed Directive95/46 shall be construed as references to the GDPR. The interplay between both laws inrelation to article 5(3) ePD has been acknowledged in binding case law of the Court of Justiceof the EU.3 This cumulative operation affirms and safeguards the ePD’s autonomous characterwithin EU Law, ensuring that it operates alongside, and not under, the GDPR.
Our recommendation: The ePrivacy Directive should continue to safeguard theconfidentiality and integrity of users’ communications. Additional guidelines and newinterpretations of this law should be provided to reduce cookie banner fatigue, protectuser’s privacy and protect them from manipulation by design (as elaborated in the nextsections).
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11 Y. Cao, S. Li, and E. Wijmans, “(Cross-)browser fingerprinting via os and hardware level features,” inProceedings 2017 Network and Distributed System Security Symposium. San Diego, CA: Internet Society, 2017.https://www.ndss-symposium.org/wp-content/uploads/2017/09/ndss2017_02B-3_Cao_paper.pdf
12 The Devil is in the Details: Detection, Measurement and Lawfulness of Server-Side Tracking on theWeb. ImaneFouad, Cristiana Santos, Pierre Laperdrix. Privacy Enhancing Technologies Symposium (PETS 2024).https://hal.science/hal-04617727/file/server_side_tracking-PETS24.pdf
13 Client-side and Server-side Tracking on Meta: Effectiveness and Accuracy. Asmaa El fraihi, Nardjes Amieur,Walter Rudametkin, Oana Goga. PETS 2024 (Privacy Enhancing Technologies Symposium).https://www.lix.polytechnique.fr/Labo/Oana.GOGA/papers/serverside_tracking_PETS2024.pdf
14 https://unifiedid.com/

Article 5(3) of the ePrivacy Directive scopes existing and futuretracking technologies that require consent
Browser-based tracking technology (BTT) is a technology that enables tracking of the user byeither depositing identifiers on their computer (that is, storing the information), or usingfingerprinting methods to identify users (by performing access to information on the user’sterminal equipment).4 For a technology to successfully track a browser user, BTT needs tohave two key capabilities:1. The ability to store a unique identifier (or to re-create it) on a user’s machine,2. The ability to communicate that identifier, as well as visited sites, back to the domain,controlled by the tracker.
As a result, Article 5(3) of ePD covers all tracking technologies and BTT, including, but notlimited to the following:

· Web browser cookies,5 both first- and third-party;
· any storage mechanisms in Web browsers, such as HTML5 localStorage6, HTTP cachingmechanisms,7 such as ETag,8 among others;
· Fingerprinting technologies9 that do not need to store information, but only retrieveit, including browser fingerprinting10 and operating system and hardwarefingerprinting11, pursuant to Article 5(3);
· Next-generation Server-side tracking technologies that are not easily detectable,12since they rely on very specific event data, and sometimes browser fingerprint andfirst-party cookies13;
· New technologies that work without cookies based on user identifiers, such as emailaddresses and phone numbers (such as Unified ID 2.0)14 that came out as an industryresponse to the Google’s announcement to deprecate third-party cookies. Such new
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technologies are announced to work cross-devices, also on mobile and connected TVapps, allowing to track users more efficiently than the basic third-party cookies.15
Our recommendations: Article 5(3) of the ePD applies to both existing and emergingtracking technologies beyond cookies, such as fingerprinting, server-side tracking, and newidentifier-based methods, such as UID 2.0. Understanding these technologies requiresinsights from computer science which examines how identifiers are stored andcommunicated.

Consent exemption: ‘’analytics’’ requires case-by-case assessment
According to Article 5(3) of the ePD, when the purpose of BTT is either for communication orit is strictly necessary, consent is not required. For any other non-necessary purpose, atracking technology included in awebsite/mobile app or a connected device requires consent.Consent exemptions are described as follows:

· Communication: tracking is used for the sole purpose of enabling the communicationover the Web (e.g. cashing, load balancing); and
· Strict necessity: tracking is strictly necessary to enable the service requested by theuser. If BTT is disabled, the service cannot function.

Currently, companies use numerous techniques to analyse the behavior of users on theirwebsites and mobile/smart device applications, calling such functionality as “traffic orperformance statistics”, “audience measurement”, “analytics”, etc. While it is very hard todistinguish such services from each other, in this Call for Evidence, we use the common termof “analytics” to describe all such services.
Two perspectives must be considered together when addressing the storage of, or access to,information on a user’s terminal equipment: a computer science perspective and a legalperspective.
From a legal perspective, considering tracking technologies used for the purpose of‘’analytics’’, these may be exempted from consent, provided that the following cumulativeconditions are met, as established in regulatory sources:161. Website-operated: the trackingmust be exclusively carried out for thewebsite owner.Examples include performance measurement, detection of navigation problems,optimization of technical performance or ergonomics, estimation of the power of therequired servers, or analysis of the content viewed;
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17 See section 4.3 of Missed by Filter Lists: Detecting Unknown Third-Party Trackers with Invisible Pixels. ImaneFouad, Nataliia Bielova, Arnaud Legout, Natasa Sarafijanovic-Djukic. Privacy Enhancing Technologies (PoPETS2020). https://inria.hal.science/hal-01943496v4/document
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19 See the last sentence of section 4.2.3 (page 9) of “Missed by Filter Lists: Detecting Unknown Third-PartyTrackers with Invisible Pixels” Imane Fouad, Nataliia Bielova, Arnaud Legout, Natasa Sarafijanovic-Djukic.Privacy Enhancing Technologies (PoPETS 2020). https://inria.hal.science/hal-01943496v4/document
20 A visualisation of such synchronisation if taken from Figure 4.2 (page 27) of “Protecting Privacy of Web Users”.Nataliia Bielova. Habilitation à diriger des recherches (HDR). University Cote d’Azur, France, 2021.https://inria.hal.science/tel-04296294v1/document

2. No data matching or sharing: statistical data cannot be combined with other dataprocessing operations, nor shared with third parties;3. Short retention period: Data should be kept only for the minimum duration necessaryfor producing statistics;4. Aggregation limited to the visited site: Analytics must relate only to the websitevisited and cannot allow tracking of the user across different applications or browsingdifferent websites. Any system that uses the same identifier on several sites (forexample, through cookies placed on a third-party domain loaded by several sites) tocross-reference, duplicate or measure audiences is excluded;5. Anonymization: The statistical data must be anonymized;6. No secondary use: The data collected for statistical purposes cannot be reused forany other purpose (e.g., marketing, profiling, or user segmentation).
From a computer science perspective, several technologies may comply with all theaforementioned requirements, yet still violate the confidentiality and integrity of users’ onlinecommunications.
Analytics services leak personal and sensitive data. Google Analytics is the most commonanalytics service among website operators, according to several empirical studies. Forexample, research from 2020 indicated that google-analytics.com tracks users on 69% out of72% websites where some analytics service is present.17 In general, Google Analytics andother similar analytics services may receive very sensitive personal data of users. For instance,search items included in the URL of a website can be of very sensitive nature, such as the“womens-sex-toys” search item that was shared to Google Analytics upon a user’s visit toadameve.com website in a recent class action lawsuit.18 Additional technical analysis shouldbe carried out to identify such leaks of personal and sensitive data when evaluatingcompliance of analytics services.
Synchronization of analytics cookies with other services leads to massive profiling. GoogleAnalytics service synchronizes its first-party cookie with the third-party cookie of Doubleclickon 39% out of 8.7 thousands websites19, thus enabling Alphabet to merge the local analyticsprofile of each user with their global Doubleclick profile, as the following image depicts:20
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The reason Google Analytics synchronizes its cookies with DoubleClick on 39% of the Web isprobably linked to the offer from Google to enable website operators the option to choose“Demographics and Interests reports for the property”21 in its Google Analytics settings. Thisoption allows them to gain demographics and interests information about its users. Thisinformation is available via Doubleclick when the identifier of the user in Google Analytics issynchronised with the identifier of the same user in Doubleclick’s third-party cookie.However, this very synchronization allows Alphabet (owner of Google Analytics andDoubleclick) to build richer user profiles. Such synchronization of cookies can lead to furtherdata aggregation and massive profiling of users, as confirmed by recent research that foundmultiple companies synchronizing their first- and third-party cookies.22
Audience Measurement collects excessive amount of users’ data. Hotjar23 is a popularservice for analysing user activity on a website. The scope of information collected by theservice is extensive, while its documentation provides only limited detail. The Hotjar Tagcollects the following data: date of visit, page URL, time spend on each page, all scrollingactions, all key presses of the user, mouse positions and mouse clicks, as well as browser andoperating system information, language, screen resolution, IP address, and also settlescookies.24 While such data collection may formally respect the legal requirements foranalytics (mentioned above), the sheer volume and granularity of information collected maybe considered excessive and unnecessary for the functioning of the service provided to thewebsite operator, thus failing the necessity requirement provided by Article 5(3) of the ePD.
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25 The Devil is in the Details: Detection, Measurement and Lawfulness of Server-Side Tracking on the Web. IFouad, C Santos, P Laperdrix. Privacy Enhancing Technologies Symposium (PETS 2024). https://hal.science/hal-04617727/file/server_side_tracking-PETS24.pdf Client-side and Server-side Tracking on Meta: Effectivenessand Accuracy. A El fraihi, N Amieur, W Rudametkin, O Goga. PETS 2024 (Privacy Enhancing TechnologiesSymposium). https://www.lix.polytechnique.fr/Labo/Oana.GOGA/papers/serverside_tracking_PETS2024.pdf
26 See a methodology: (a) for Google Tag Manager tags analysis in in “You Can't Trust Your Tag Neither: PrivacyLeaks and Potential Legal Violations within the Google Tag Manager”. Gilles Mertens, Nataliia Bielova, VincentRoca, Cristiana Santos. IEEE European Symposium on Security and Privacy (Euro S&P), 2025.https://hal.science/hal-05032798v1/document; (b) for mobile app SDKs in “Privacy Settings of Third-PartyLibraries in Android Apps: A Study of Facebook SDKs” David Rodriguez, Joseph A. Calandrino, Jose M. Del Alamo,Norman Sadeh. Proceedings on Privacy Enhancing Technologies (PoPETs’25).https://petsymposium.org/popets/2025/popets-2025-0056.php
27 F. Chanchary and S. Chiasson. User perceptions of sharing, advertising, and tracking. In Eleventh SymposiumOn Usable Privacy and Security (SOUPS 2015). pages 53–67,https://www.usenix.org/system/files/conference/soups2015/soups15-paper-chanchary.pdf; A. Kozyreva, P.Lorenz-Spreen, R. Hertwig, S. Lewandowsky, and S. M Herzog. 2021. Public attitudes towards algorithmicpersonalization and use of personal data online: Evidence from Germany, Great Britain, and the United States.Humanities and Social Sciences Communications 8, 1 (2021), 1–11.https://pure.mpg.de/rest/items/item_3249793_5/component/file_3249794/content; Kyi L, Shivakumar S A,Roesner F, Santos C, Zufall F and Biega AJ, ‘Investigating Deceptive Design in GDPR’s Legitimate Interest’ ACMConference on Human Factors in Computing Systems (CHI’23) https://doi.org/10.1145/3544548.3580637

Separation between first- and third-party is no longer relevant. Recent Server-side trackingtechnology25 developments allows website operators to integrate the tracking code directlyon their own servers and track users seamlessly. As a result, the traditional distinctionbetween first-party and third-party tracking becomes less relevant relevant to discuss, sincedata collected via these technologies will appear to auditors as “first-party only’’.
Our recommendations:1. We believe there is no need to introduce new exemptions for consent for analytics orsimilar services. However, the EU Commission should provide examples and guidelines, asmuch as possible, on the application of “strictly necessity’’ in practice, considering bothlegal and technical analysis presented here.2. Regulators should apply a strict case-by-case technical assessment of “analytics”,“audience measurement” and similar services, ensuring that all (updated) cumulativeexemption criteria are demonstrably met: no personal data is leaked, no further mergingand aggregation are possible, etc.. Whenever any uncertainty exists, consent should beobtained. For example, an “analytics” service could be evaluated in isolation, installing iton an empty website and testing its data collection by default.26

Users understanding of purposes should be considered
Recent empirical studies have examined how users interpret the purposes presented intypical cookie banners, and their preferences regarding tracking. The findings consistentlyshow that users generally oppose to being tracked, especially for advertising purposes.
Users are not comfortable with companies tracking them for ‘’advertising’’ purposes.Various peer-reviewed research studies evaluated attitudes of users toward different trackingpurposes — including advertising purposes—, as outlined below:

· users are not comfortable sharing their data for the purposes of ‘’personalized addelivery and measurement’’ and ‘’personalized content delivery and measurement’’,27
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28 Kyi L, Ammanaghatta Shivakumar S, Roesner F, Santos C, Zufall F and Biega AJ, ‘Investigating Deceptive Designin GDPR’s Legitimate Interest’ (2023) Proceedings of the 2023 CHI Conference on Human Factors in ComputingSystems (CHI ’23) https://doi.org/10.1145/3544548.3580637
29 Court of Justice Judgment, Meta Platforms Inc, Meta Platforms Ireland Ltd; Facebook Deutschland GmbH vBundeskartellamt , Case C-252/21, Grand Chamber, 4 July 2023, ECLI:EU:C:2023:537.
30 Kyi L, Ammanaghatta Shivakumar S, Roesner F, Santos C, Zufall F and Biega AJ, ‘Investigating Deceptive Designin GDPR’s Legitimate Interest’ (2023) Proceedings of the 2023 CHI Conference on Human Factors in ComputingSystems (CHI ’23) https://doi.org/10.1145/3544548.3580637
31 Also termed as ‘’pay-or-ok’’or paywalls. For more work on this model, see Morel, V., Santos, C., Fredholm, V.,Thunberg, A.: Legitimate interest is the new consent-large-scale measurement and legal compliance of IABEurope TCF paywalls. In: 22nd Workshop on Privacy in the Electronic Society (2023)https://dl.acm.org/doi/10.1145/3603216.3624966 ; Morel, V., Santos, C., Lintao, Y., Human, S.: Your consent isworth 75 euros a year-measurement and lawfulness of cookie paywalls. In: Proceedings of the 21st Workshopon Privacy in the Electronic Society, pp. 213–218 (2022) https://dl.acm.org/doi/10.1145/3559613.3563205.
32 This result stems from a focus group conducted by the authors Morel, V., Karegar, F., Santos, C. (2026). “I WillNever Pay for This”. In: Arastouei, N., Jensen, M., Rannenberg, K. (eds) Privacy Technologies and Policy. AnnualPrivacy Forum 2025, vol 16183. Springer, https://doi.org/10.1007/978-3-032-07574-1_1
33 Idem.
34 Kyi L, Ammanaghatta Shivakumar S, Roesner F, Santos C, Zufall F and Biega AJ, ‘Investigating Deceptive Designin GDPR’s Legitimate Interest’ (2023) Proceedings of the 2023 CHI Conference on Human Factors in ComputingSystems (CHI ’23) https://doi.org/10.1145/3544548.3580637
35 Nataliia Bielova, Laura Litvine, Anysia Nguyen, Mariam Chammat, Vincent Toubiana and Estelle Hary. TheEffect of Design Patterns on (Present and Future) Cookie Consent Decisions. USENIX Security Symposium (Sec),2024. https://www.usenix.org/system/files/sec23winter-prepub-365-bielova.pdf

· users disapprove of websites that list multiple advertising purposes under the legalbasis of legitimate interest,28 a practice that is not compliant with data protectionlaw,29
· users are also not comfortable sharing their data for the purposes of ‘’develop andimprove products’’, ‘’archiving data’’, ‘’future innovations’’, ‘’analytics’’,30
· users perceive ‘’pay or consent’’ models31 as profit-driven, widely perceived as unfair,and not enabling users to make a meaningful freely given choice,32
· users are more positive towards tracking for the purposes of ‘’personalized content’’,‘strictly necessary’, ‘performance and functionality’, and first-party ‘statistics andanalytics’.33

Users are confused about the meaning of purposes exposed in most common cookiebanners. While previously studies analysed users’ attitudes, it was not clear whether userstruly understand the meaning of purposes shown to them in cookie banners. Recent researchshows that users often have a wrong understanding of purposes:34
· ‘Performance and Functionality’: users think this provides them with targeted ads,
· ‘Statistics and Analytics’: users believe it is yet another purpose for sending marketingand advertising,
· ‘Personalized Content’: users believe it is meant for creating user profiles and showingpersonalized content based on these profiles. Users confuse it with ‘PersonalizedAdvertising’,
· ‘Advertising’ and ‘Personalized Advertising’: users believe that both purposes weremeant to serve personalized ads.

Users express concerns with tracking online. Another recent study35 showed that users areglobally concerned about sharing their data on the Web: 48% out of 3 947 participants in the
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36 Cristiana Santos , Arianna Rossi , Lorena Sanchez Chamorro, Kerstin BongardBlanchy, and Ruba Abu-Salma.Cookie Banners, What’s the Purpose? Analyzing Cookie Banner Text Through a Legal Lens. In Proceedings of the20th Workshop on Privacy in the Electronic Society (WPES), 2021. https://doi.org/10.1145/3463676.3485611

EU said that are not ready to share their data. Similarly, 46% of participants of the same studyhave preferred not to be tracked when they were exposed to a clear choice between trackingand continuing using the website without being tracked in the following cookie banner:

Out of almost 4 thousand users in the EU, the majority also prefers this type of cookie bannerinterface design compared to the standard interfaces they have observed on the Web:– 86%were overall very satisfiedwith the user interface design of such consent request– 82% of users are wishing to see more requests like this one in their Web experienceTherefore, users are concerned with tracking and prefer to be informed about theconsequences of tracking and to have a clear choice about being tracked online.
The case of ‘’analytics’’ purpose — lack of clarity in ‘’analytics’’ declarations in cookiebanners. Studies analyzing the text of cookie banners36 found that ‘Analytics’ purpose wasthe second most frequently mentioned, appearing in 33% out of 407 cookie banners.However, the text used in such banners was not clear about whether the collected data wasto be used by first and/or third parties, aggregate or anonymously. The lack of informationpotentially violates the specificity legal requirement. We recall that third-party analyticsentail the risk of cookie synchronization between different websites.
Our recommendations:1.Since users do not clearly understand complex purposes currently shown in existingcookie banners (such as “performance”, “statistics”, “analytics”, “advertising”, asexplained in this section), the names of purposes in consent interfaces should beredesigned by taking into account users’ perceptions, understanding and preferences.2. As multiple studies show that users are deeply concerned with online tracking, westrongly advice the Commission to add “tracking” as one of the standardized purposes andperform research studies with EU end-users to obtain statistically-significant results beforeapproving any other formulation of purposes.3. Since users perceive “website performance” as “advertising”, purpose descriptionsshould clearly explain how users’ data is used to improve website performance. This claritywould improve users’ understanding of purposes and support more informed consentdecisions in the novel consent interfaces.

https://doi.org/10.1145/3463676.3485611
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37 See section III.A.i, page 1313 of “Two worlds apart! Closing the gap between regulating EU consent and userstudies.” Nataliia Bielova, Cristiana Santos, Colin M. Gray. Volume 37 of the Harvard Journal of Law &Technology (JOLT), 2024. Available at https://jolt.law.harvard.edu/assets/articlePDFs/v37/Symposium-12-Bielova-Santos-Gray-Two-Worlds-Apart-Closing-the-Gap-Between-Regulating-EU-Consent-and-User-Studies.pdf
38 See page 1314, section B of “Two worlds apart! Closing the gap between regulating EU consent and userstudies.” Nataliia Bielova, Cristiana Santos, Colin M. Gray. Volume 37 of the Harvard Journal of Law &Technology (JOLT), 2024. Available at https://jolt.law.harvard.edu/assets/articlePDFs/v37/Symposium-12-Bielova-Santos-Gray-Two-Worlds-Apart-Closing-the-Gap-Between-Regulating-EU-Consent-and-User-Studies.pdf
39 R Bavel and N Rodriguea-Priego, Testing the effect of the cookie banners on behavior, JRC Technical Reports(2016). https://op.europa.eu/en/publication-detail/-/publication/45493c29-d315-11e6-ad7c-01aa75ed71a1/language-en
40 Elijah Bouma-Sims, Megan Li, Yanzi Lin, Adia Sakura-Lemessy, Alexandra Nisenoff, Ellie Young et al., A US-UKUsability Evaluation of Consent Management Platform Cookie Consent Interface Design on Desktop andMobile, in Proceedings of the 2023 CHI Conference on Human Factors in Computing Systems (CHI ’23)https://dl.acm.org/doi/10.1145/3544548.3580725
41 Hana Habib, Megan Li, Ellie Young, and Lorrie Cranor, “‘Okay, Whatever’: An Evaluation of Cookie ConsentInterfaces” in Proceedings of the 2022 ACM Conference on Human Factors in Computing Systems (CHI ’22),2022, https://dl.acm.org/doi/fullHtml/10.1145/3491102.3501985

4. Regarding the purpose of ‘’analytics’’, consent interfaces should clearly state whetheranalytics data are collected by first or third parties and how they are used. Vague referencesto “analytics cookies” should be replaced with precise wording that clarifies any third-partyinvolvement or data sharing to meet specificity requirements and ensure transparency.

Reducing cookie fatigue with a central consent managementmechanism
Under the current legal interpretation of consent requirements, and based on our analysis of16 regulatory documents — including EDPB reports, guidelines and recommendations issuedby Data Protection Authority (DPA) — the consent user interface (UI) should comply withnumerous obligations. The implementing these requirements in the form of cookie bannersacross websites has significantly contributed to the phenomenon of cookie fatigueexperienced by users.
Transparency disclosures do not have any effect on user’ decision-making. While the ePDrequires informed consent, the GDPR sets the requirements on the disclosure of informationfor consent to be informed. Accordingly, DPA guidelines establish the minimum informationto be disclosed to users. Such information includes the identification of data controller(s),purposes, legal basis, right to withdraw and how to exercise it, whether there are “site-specific” cookies, “third-party” cookies or both, the way users can accept, set, or rejectcookies, the consequences of refusing, and the link to the privacy or cookie policy.37 Whilelegal requirements settle that multiple types of information should be disclosed in the cookiebanner interface, user studies confirm that such disclosures have no impact on the end users’decision-making in the cookie banner interface.38 Multiple studies show that neither the typeof information disclosed,39 nor its formatting40 or structure41 do not have any effect on theusers’ decisions. All these results suggest that exposing the user to such privacy disclosureson every website they visit fails to achieve informed consent in practice.

https://jolt.law.harvard.edu/assets/articlePDFs/v37/Symposium-12-Bielova-Santos-Gray-Two-Worlds-Apart-Closing-the-Gap-Between-Regulating-EU-Consent-and-User-Studies.pdf
https://jolt.law.harvard.edu/assets/articlePDFs/v37/Symposium-12-Bielova-Santos-Gray-Two-Worlds-Apart-Closing-the-Gap-Between-Regulating-EU-Consent-and-User-Studies.pdf
https://jolt.law.harvard.edu/assets/articlePDFs/v37/Symposium-12-Bielova-Santos-Gray-Two-Worlds-Apart-Closing-the-Gap-Between-Regulating-EU-Consent-and-User-Studies.pdf
https://jolt.law.harvard.edu/assets/articlePDFs/v37/Symposium-12-Bielova-Santos-Gray-Two-Worlds-Apart-Closing-the-Gap-Between-Regulating-EU-Consent-and-User-Studies.pdf
https://jolt.law.harvard.edu/assets/articlePDFs/v37/Symposium-12-Bielova-Santos-Gray-Two-Worlds-Apart-Closing-the-Gap-Between-Regulating-EU-Consent-and-User-Studies.pdf
https://jolt.law.harvard.edu/assets/articlePDFs/v37/Symposium-12-Bielova-Santos-Gray-Two-Worlds-Apart-Closing-the-Gap-Between-Regulating-EU-Consent-and-User-Studies.pdf
https://op.europa.eu/en/publication-detail/-/publication/45493c29-d315-11e6-ad7c-01aa75ed71a1/language-en
https://op.europa.eu/en/publication-detail/-/publication/45493c29-d315-11e6-ad7c-01aa75ed71a1/language-en
https://dl.acm.org/doi/10.1145/3544548.3580725
https://dl.acm.org/doi/fullHtml/10.1145/3491102.3501985
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42 M Nouwens, I Liccardi, MVeale, D Karger, and L Kagal. 2020. Dark patterns after the GDPR: Scraping consentpop-ups and demonstrating their influence. In Proceedings of the 2020 CHI Conference on Human Factors inComputing Systems. 1–13 https://dl.acm.org/doi/10.1145/3313831.3376321
43DominiqueMachuletz and Rainer Böhme. 2020.Multiple purposes, multiple problems: A user study of consentdialogs after GDPR. Proceedings on Privacy Enhancing Technologies (2020), 481–498.https://petsymposium.org/popets/2020/popets-2020-0037.pdf44 N Bielova, L Litvine, A Nguyen, M Chammat, V Toubiana, and E Hary. 2024. The effect of design patterns on(present and future) cookie consent decisions. In Proceedings of the 33rd USENIX Conference on SecuritySymposium (SEC '24). Article 158, 2813–2830. https://dl.acm.org/doi/10.5555/3698900.3699058
45 Johanna Gunawan, Cristiana Santos, and Irene Kamara. 2022. Redress for Dark Patterns Privacy Harms? ACase Study on Consent Interactions. In Proceedings of the 2022 Symposium on Computer Science and Law(CSLAW ’22), November 1–2, 2022, Washington, DC, USA. ACM, New York, NY, USA, 14 pages.https://doi.org/10.1145/3511265.3550448; Colin M. Gray, Cristiana Santos, Nataliia Bielova, Michael Toth, andDamian Clifford. 2021. Dark Patterns and the Legal Requirements of Consent Banners: An Interaction CriticismPerspective. In Proceedings of the 2021 CHI Conference on Human Factors in Computing Systems (Yokohama,Japan) (CHI ’21). Association for Computing Machinery, New York, NY, USA, Article 172,https://dl.acm.org/doi/10.1145/3411764.3445779
46 For example, the Advanced Data Protection Control (ADPC) specification could be considered as a standardfor such management, following a similar approach for opt-out setting that is now being officially requested tobe added to all browsers by the California state law. See https://www.dataprotectioncontrol.org

Users are easily manipulated by dark patterns in the interfaces of cookie banners. Multiplepeer-reviewed academic research studies have shown and even measured the impact onmanipulative design and “dark patterns” on users’ decision-making in cookie bannersinterfaces. As such, it was found that:– hiding the “decline” button on the second layer of the banner significantly impactsusers’ ability to decline consent,42– highlighting the “accept” button with colors and more visible text significantly affectsusers even in the presence of a “decline”button,43– it is enough to expose the user to consent banners with dark patterns on two websitesin order to observe a change in the user’s behavior: such user will already bemanipulated towards clicking an “accept” button just because she was exposed tonudging on the two websites she has visited,44– several dark patterns are recurrent in cookie banners,45 which render consent neitherfreely given nor unambiguous. This violates the conditions for a lawful ground forprocessing (Art. 6(1) GDPR), when the collection of data is based on consent.
Therefore, repeated exposure to cookie banners across websites significantly increases therisk of user manipulation, since as few as two exposures to websites with manipulativecookie banner designs can already manipulate users and undermine their ability to makefree, autonomous and informed choices due of this past experience. Considering this effect,and given that a substantial proportion of users don’t want to be tracked for non-necessarypurposes, websites and apps should avoid interrupting the user experience with cookiebanners requesting user’s consent on every website and app they visit.
Our recommendations:1.We believe that given all the concerns expressed in all the sections above, the onlyreasonable and effective solution to reduce consent fatigue is to ensure a unified, standardconsent request interface within a Web browser, implementing a central consentmanagement in the user’s terminal equipment.46

https://dl.acm.org/doi/10.1145/3313831.3376321
https://petsymposium.org/popets/2020/popets-2020-0037.pdf
https://dl.acm.org/doi/10.5555/3698900.3699058
https://doi.org/10.1145/3511265.3550448
https://dl.acm.org/doi/10.1145/3411764.3445779
https://www.dataprotectioncontrol.org
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47 The recent work on this topic can be consulted to evaluate that such proposed standartized interface indeeddoes not contain any of such UI patterns, see Towards Key Contributing Factors in Identifying Dark PatternAutonomy Violations under the EU Digital Services Act. S Ahuja, J Gunawan, C Santos, N Bielova. DesigningInteractive Systems Conference (DIS), 2025. Available at https://doi.org/10.1145/3715668.3736336
48C Santos, C M. Gray, N Bielova, S Ahuja. Usable and Lawful: Can Consent be Both? Information &Communications Technology Law (ICTL), 2025, forthcoming,https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4961361
49 https://iabeurope.eu/iab-europe-transparency-consent-framework-policies/#:~:text=and%20the%20Specifications.-,Appendix%20A%3A%20Definitions%20Of%20Purposes%2C%20Features%20And%20Categories%20Of%20Data,-A.%20Purposes
50 https://my.onetrust.com/s/article/UUID-66bcaaf1-c7ca-5f32-6760-c75a1337c226?language=en_US&topicId=0TO1Q000000ssJBWAY
51 Do Cookie Banners Respect my Choice? Measuring Legal Compliance of Banners from IAB Europe’sTransparency and Consent Framework. Célestin Matte, Nataliia Bielova, Cristiana Santos. IEEE Symposium onSecurity and Privacy (IEEE S&P 2020). Project website: https://www-sop.inria.fr/members/Nataliia.Bielova/cookiebanners/ Full paper: https://www-sop.inria.fr/members/Nataliia.Bielova/papers/Matt-etal-20-SP.pdf

2.To strengthen user autonomy, such interface should not contain any manipulative orsteering elements, nor those that distort or impair the ability of users to make free,informed and autonomous decisions,47 and respect usability requirements for onlineinterfaces.48

Need for a unique standard for encoding consent preferences andfor transmitting consent decisions to Web servers
When users make their decision in the cookie banner interface within a website, this decisionis further stored in the user’s browser in a digital form.
No clear specification for the storage of consent decisions. While in the end of 2010 a digitalconsent was often stored in a specific browser cookie, today’s websites use ConsentManagement Platforms (CMPs) that store consent in a vast variety of digital forms andstorages. Some of such storages implement the IAB Europe Transparency and ConsentFramework,49 though this framework does not have a very clear specification as to where adigital consent has to be stored. OneTrust — one of the most common CMPs — has its ownformat for storing consent, either in a specific JavaScript variable or in a specific“OptanonConsent” cookie, where purposes are encoded within those elements, as per theOneTrust specification.50 However, this very specification does not explicitly inform aboutthe meaning of the encoded purposes.
Incorrect registration of consent. Since the format and/or storage location of the digitalconsent is often undefined, it is extremely difficult for regulators and auditors to knowwhether a consent decision of the user has been properly stored. An early study from 2020has detected an incorrect registration of consent decisions: 175 websites stored a positiveconsent before any interaction with the cookie banner, while 39 websites stored a positiveconsent even when the user explicitly refused it in the cookie banner interface.51 When a userrevokes consent in the cookie banner interface, consent is also not properly updated and

https://doi.org/10.1145/3715668.3736336
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4961361
https://iabeurope.eu/iab-europe-transparency-consent-framework-policies/#:~:text=and the Specifications.-,Appendix A%3A Definitions Of Purposes%2C Features And Categories Of Data,-A. Purposes
https://iabeurope.eu/iab-europe-transparency-consent-framework-policies/#:~:text=and the Specifications.-,Appendix A%3A Definitions Of Purposes%2C Features And Categories Of Data,-A. Purposes
https://iabeurope.eu/iab-europe-transparency-consent-framework-policies/#:~:text=and the Specifications.-,Appendix A%3A Definitions Of Purposes%2C Features And Categories Of Data,-A. Purposes
https://iabeurope.eu/iab-europe-transparency-consent-framework-policies/#:~:text=and the Specifications.-,Appendix A%3A Definitions Of Purposes%2C Features And Categories Of Data,-A. Purposes
https://my.onetrust.com/s/article/UUID-66bcaaf1-c7ca-5f32-6760-c75a1337c226?language=en_US&topicId=0TO1Q000000ssJBWAY
https://my.onetrust.com/s/article/UUID-66bcaaf1-c7ca-5f32-6760-c75a1337c226?language=en_US&topicId=0TO1Q000000ssJBWAY
https://www-sop.inria.fr/members/Nataliia.Bielova/cookiebanners/
https://www-sop.inria.fr/members/Nataliia.Bielova/papers/Matt-etal-20-SP.pdf
https://www-sop.inria.fr/members/Nataliia.Bielova/cookiebanners/
https://www-sop.inria.fr/members/Nataliia.Bielova/papers/Matt-etal-20-SP.pdf
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52 Johnny Can’t Revoke Consent Either: Measuring Compliance of Consent Revocation on the Web. GayatriPriyadarsini Kancherla, Nataliia Bielova, Cristiana Santos, Abhishek Bichhawat. Privacy Enhancing Technologies(PETS), 2025. Full paper: https://petsymposium.org/popets/2025/popets-2025-0133.php, paper summary:https://www-sop.inria.fr/members/Nataliia.Bielova/papers/Consent-revocation-summary.pdf
53 Idem.

hence an accepted consent is still registered: such practice is observed on 12-14% websites,according to the recent study.52
No specification for communication of consent decisions leads to global non-compliance.There is no clear specification of how consent decisions should to be communicated to thewebsite owner (data controller) and to all the parties whim whom consent is shared with(joint controllers or data processors) who store or write in the user’s terminal equipment. Arecent study, through partial analysis of existing mechanisms for communicating consentdecisions, identified a widespread issue of non-compliance with consent revocation: on74% of websites there was at least one third party that was informed about consentacceptance, but was never communicated the fact that a user has revoked their consent.53
Our recommendations: Given all the global problems stated above, namely, the absenceof a consent storage standard that leads to incorrect consent registration, and absence ofa clear specification for communicating user consent decisions, we strongly advice theCommission to consider proposing a unique standard for encoding consent decisions andfor transmitting such consent toWeb servers. The implementation of this standard shouldbe auditable and it can be implemented as a part of a central cookie managementmechanism in the Web browser.

https://petsymposium.org/popets/2025/popets-2025-0133.php
https://www-sop.inria.fr/members/Nataliia.Bielova/papers/Consent-revocation-summary.pdf
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