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Background

Fukushima Daiichi Nuclear Disaster March 2011

New Safety and Security norms for nuclear power plants.

Implement New Safety Requirements

Sensors
Agents
Information

j arameters
exceed the limits

| Shutdown of nuclear

Reactor trip or scram £

reactor
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v Modifications

Hp Vv,

ia 01

Vq

Implementation

=>» Test newly implemented functions.

=» Test non-modified functions (regression).

Done manually.

Let’s make it
automatic.
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l. Logical Diagrams: what are the challenges ?
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Test Generation

Logical Controller

:’ Black Box Testing
2

03

Real outputs

Input Values Expected
outputs
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=» Output o, does not converge when inputs are setto 1111
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Logical Diagrams: challenges

* Lack of formal definition and analysis methods.
. .. \:‘D_\;—I E M,
=» Generating test scenarios is done through manual Vs
simulation of the Logical Diagram. , Hp ‘ Vs
12 _“\ r . :)7_| E M-
W, 2 -
V5 i3 j [_ P
— " . e
* Verifying the stability of all ouputs in all cases: how? Va

Functional Specification

Manually generating test scenarios is a hard error-prone task.

Verifying stability directly on the logical diagram is even harder.
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Il. Logical Diagrams: a formal definition.

email: masfargandoura@lirmm.fr



Logical Diagrams: what are they ?

h_je

A logical diagram is specification model
used for EDF Logical Controllers.

M;
v
' —1  Hp vy A set of logical inputs and outputs linked
E_—\ =g M, through Interconnected logical blocks.
) ¢ o]
v, il :} A * Inputs ~
Vq e Logical functions
e Outputs -~
Logic gates Memory blocks
- 1 - T R
1 H LT
NOT OR AND iy M,
E
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Logical Diagrams: how do they function ?

M1
Vi
—  Hp v,
2 I\ e M,
», : o1
H
v, - D s
Va
1— 1
Logic gates 1— 1
- 1 - _,0
NOT OR AND

Synchronous execution from left to right
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Logical Diagrams: how do they function ?

I —h'_] E M,

A memory block has 1 output and 2 inputs E
(set) and H (reset).

Two types:
* M priority for the set (E)

Vi
_ — Hp V3
D I N—
) ) :
v, - D [
Vy

* M\, priority for the reset (H)

Memory block are evaluated in a sequence
in accordance to a given order.

| Example: (M1, M2)
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Evaluation of a memory block:

E set to 1 activates the output.

H set to 1 deactivates the output.

Both set to 0 maintains the last output value.
Both set to 1 activates the output in the case of
M and deactivates the output in the case of M,,.

Memory blocks

mim —J
] Ep — E
4 H = _'5g |
ME MH 12




Logical Diagrams: formal definition

E .

A Logical Diagram LD= (V, E, O):

e V: the set of vertices

E: the set of edges

 O: memory evaluation order

M1
Vi
M HP v3
m ) = E | M,
", D '
— HP
Vv, I3
Va
4 Vertices V: N Edges E: N 4
* input, u-v
* output, Uy
* or,and, not, M, M,, y 1) "
\_ / / \_
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Memory evaluation order O:

A bijection V(M) - {1, ...,|[V(M)|}

~

)

Gives an evaluation order to each

memory vertex M and M,
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Logical Diagrams: formal definition

i1 '*D_L_j E M;
Vi
— Hp V3
|2 __\ : }_] E M2
) : o
H
v, - D il P
Vg

/ The initializing function
f:

Associates a logical value
e to each input vertex
* to each memry vertex

\_

/ The output evaluation function \
LDf(U, k)

Gives the logical output value of a
vertex v at an evaluation step k for

an initilizing function f.

AN /

A logical Diagram LD= (V E, O):

* V:the set of vertices

* E:the set of edges

 O: memory evaluation order
Evaluation:

* f:the initializing function

* LD¢(v, k): output function

Example: LD¢(vy,0) = LDf(iy,0) A LDs(M3,0)
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A logical Diagram LD= (V, E, O):

Evaluation:
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lll. From Logical Diagrams to LTL formulas.
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From LD to LTL: what for?

A logical diagram lacks formal methods to:

e Check stability.
* Automatically generate scenarios that
lead to wanted output values.

We formally define Logical Diagrams I

We establish a sound and complete LTL
encoding of the Logical Diagrams.

We encode stability, activation and
deactivation of outputs into LTL formulas.

We use LTL model checkers to verify stability
then generate the input scenarios we need.

Manual generation and verification

01

N
0

LTL encoding of the
Logical Diagram properties

T

—

LTL encoding of the

=D

TP
o=
Hp

:)J

é

Tk

LTL Model checking

Automatic generation and verification
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From LD to LTL: the encoding

Logical Diagram

=T

E M;
Hp

[ =]

My
ﬁ\jf%
ia
I3
Va
M
\i[%
—=D""

Hp

© g+

LD=(V E O)

LDf (17 ) k)

Stability

Activation
Deactivation
of outputs

LTL Encoding

° V%APLD

 E;O;LDf > 1yp

. f étf
l ' = Convergence property -> Tstable

* Uniform stability 2 T;p E Tsiable

* Activation / Deactivation 2 9.t/ Teqct

m * Aninitf foract2 t;pUto E L

* Aninitf for deact T p U T, E L

W =s,, 5, ..

P stab

P,c(0)

P deact(o)



From LD to LTL: LTL Model checking

A real case Logical Diagram:

Logical Diagram

16 inputs

12 outputs
19 memories
77 logic gates

Pgiab: Tip F Tstable
. )
Pact(o)- [54)) U Tact El

P deact(o)"9 TLD U Tgeact FL

LTL encoding

)

LTL Model Checking

.

A counter-example

rsttab

: True in 26 minutes using the k-liveness technique (k-MC)

BDD

BMC

SBMC

k-MC

Manual generation of

timeout

Pn.r:l.(())
test cases

mean: 26s (33)
min: 4.2s (22)
max: 2m 11s (57)

mean: 3.4s (33)
min: 1.3s (22)
max: 11.3s (57)

mean: 6.2s (33)
min: 3.9s (24)
max: 12.9s (57)

Pacact(0) [timeout

Verify stability

mean: 18.2s (32)
min: 4s (22)
max: 35s (39)

mean: 2.9s (32)
min: 1.3s (22)
max: 4.4s (39)

mean: 5.3s (32)
min: 3.4s (22)
max: 7.5s (35)

Generate a scenario of activation/deactivation for each of the 12 outputs
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IV. Conclusion and future work
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Conclusions

¢
& SeDF

Electricité de France

) i V3
__\ =] .
D) B )—< "
> g— ) 1"

Generation of a test scenario

* We establish a sound and complete LTL encoding of the logical diagram.
* We use LTL model checking to verify the stability and generate the wanted test scenarios.
 We do a real case evaluation of our approach.
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Future work

Logical input Logical output

Timer output:

Input setto 1

. Logical output
Logical input g P

Logical
Off delay timer part

Open guestion: How to encode timers into LTL formulas?
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