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Multicast Architectures

1.    Multicast many-to-many model

In the general many-to-many multicast architecture services provided enable any host (source) in the internet to send a multicast packet to a group of receivers.

Today, in multicast there are a lot of unresolved issues in areas like : routing, congestion control & quality of service, reliability, real-time multicast etc… In this report we’ll concentrate only on multicast routing aspects. This include issues like :  interdomain&intradomain multicast, address allocation, new proposed architectures.

How works multicast ?


If a host wants to participate in a multicast session, first, it will announce its local router, using IGMP protocol, then the local router will use a multicast routing protocol to communicate with other multicast routers form the Internet to assure the delivery of data from source to local host.

Multiast routing protocols use either a broadcast-and-prune or an explicit-join mechanism.

Broadcast-and-prune protocols are also called dense mode protocols and always use a shortest path tree rooted at a source. This class of protocols assume hosts are receivers more often than not and require routers to explicitly prune unwanted traffic.

 Explicit join protocol also called sparse mode protocols can use either a shortest path tree or a shared tree. A sparse mode protocol assume receivers do not necessarily want multicast traffic and so require explicit joins. A shared tree uses a core or a rendezvous point to bring sources and receivers together.

IGMP (Internet Group Management Protocol)

IGMP runs between hosts and their immediately neighboring multicast routers. The mechanisms of the protocol allow a host to inform its local router that it wishes to receive transmissions addressed to a specific multicast group. Also, routers periodically query the LAN to determine if known group members are still alive. If there is more than one router on the LAN performing IP multicasting, one of the routers is elected querier and assumes the responsibility of querying the LAN for group members.

Based on the group membership information learned from the IGMP, a router is able to determine which (if any) multicast traffic needs to be forwarded to each of its «leaf » subnetworks. Multicast routers use this information, in conjunction with a multicast routing protocol, to support IP multicasting across the Internet.

  There are 3 versions of  IGMP protocol :


First version’s caracteristic is the host which leaves a group without announcing the router, which in turn, transmit a querry to see if there is any host belonging to a multicast group.


Second version, which is deployed today, introduces explicit leave, to lower the « leave latency » ; also is introduced a Group-Specific Querry message, and a procedure for election of the multicast querier for each LAN.


The third version, which will be deployed soon in the Internet, introduces support for Group-Source Report messages, so that a host can elect to receive traffic from specific sources of multicast group.

Multicast routing protocols

are responsible for construction of multicast packet delivery trees and performing multicast packet forwarding.

Source rooted tree protocols are DVMRP, MOSPF, PIM-DM ;

shared tree based protocols are CBT and PIM-SM.

DVMRP (Distance Vector Multicast Routing Protocol) 

It is the multicast version of the unicast routing protocol RIP. DVMRP is a « broadcast&prune » multicast routing protocol. It builds per-source broadcast trees based upon routing exchanges, then dinamically creates per-source-group delivery multicast delivery trees by pruning (removing branches from) the source’s truncated broadcast tree. It performs Reverse Path Forwarding checks to determine when multicast traffic should be forwarded to downstream interfaces. In this way, source-rooted shortest path trees can be formed to reach all group members for each source network of multicast traffic.

DVMRP was never meant to work beyond  a small autonomous domain because its flooding mechanism does not scale to the entire Internet.

MOSPF (Multicast Open Shortest Path First)

MOSPF is based on OSPF routing mechanisms. Group membership information is flooded throughout the network, and per-source trees are computed by each router using link-state routing information available from OSPF. Similar to DVMRP, MOSPF is suited to intradomain scenarios.

PIM-DM (Protocol Independent Multicast – Dense Mode)

PIM is not dependent on the mechanism provided by any particular unicast routing protocol. However any implementation supporting PIM requires the presence of  a unicast routing protocol to provide routing table information and to adapt topology changes. PIM-DM simply forwards the traffic on all downstream interfaces until explicit prune message are received. PIM-DM is willing to accept packet duplication to eliminate routing protocol dependencies and to avoid the overhead involved in building the parent/child database.

It is envisioned that PIM-DM will be deployed in resource–rich enviroments, such as a campus LAN where group membership is relatively dense and bandwidth is likely to be readily available.

CBT (Core Based Tree)

The CBT protocol constructs a single(bidirectional) tree that is shared by all members of the group. Multicast traffic for the entire group is sent and received over the same tree, regardless of the source. A CBT shared tree has a core router around which is constructed the tree.

The use of shared tree can provide signifiant savings in terms of amount of multicast state information that is stored in individual routers.  Also CBT conserve network bandwidth since it does not require that multicast frames be periodically forwarded to all multicast routers in the network. But, CBT may result in traffic concentration and bottlenecks near core routers since traffic from all sources traverses the same set of links as it approaches the core. Also, a single shared delivery tree may create suboptimal routes resulting in increased delay. Also are not solved problems like core router selection and dynamic placement strategies. Like all shared tree based protocols there is a single point of failure at the core of the tree.

PIM-SM (Protocol Independent Multicast – Sparse Mode)

PIM-SM is based on the concept of rendezvous points (RPs). RPs are pre-defined points in the network known by all edge-routers. The edge-routers with attached hosts interested in joining the multicast group start a multicast tree by sending join messages on the reverse shortest path to the RP, which instantiates a new branch of the RP’s unidirectional  shared tree. After forming a branch to the RP of a session, the newly joined edge-routers learn of each source joined in the same session (i.e. member senders).The edge routers then switch to the shortest path tree for sources that transmit over a certain threshold. PIM-SM build shortest path trees by sending join messages to each source in the session. The edge routers then prune back on the RP’s tree for that source. This results in per-source-per-group routing table entries in the multicast tree.

Interdomain multicast

PIM-SM / MSDP


If receivers using PIM-SM wish to join multicast groups with sources located in the remote domains(with remote RPs), PIM-SM requires that the group-to-RP mapping must be advertised to all edge-routers in PIM-SM domains. When crossing provider domains, an interdomain multicast routing solution is required. Currently, the most commonly employed solution is the Multicast Source Discovery Protocol (MSDP), which distributes this mapping and announces sources via TCP connections between RPs.  MSDP runs over a multicast capable Border Gateway Protocol (MBGP), which is a set of multicast extensions for BGPv4that separates unicast and multicast policy.

In MSDP, neighbouring domains announce sources to each other using « source active » messages. MSDP floods source information to all other RPs on the internet using TCP links between RPs. RPs servicing receivers that are interested in a particular source then join on the shortest path to the source.

The problem is that MSDP doest not scale due to its periodic flood and prune mechanism. It also has dramatic effect on the transmission delay and breaks the IP-multicast service model by carrying data over TCP. 

Also MSDP prevents the use of shared tree between domains. This is because when remote RPs receive active source messagees, they join directly to the source and not the RP of the source. Even when two sources are co-located in the same domain, RPs in remote domains will form two separate per-source branches, one to each source. 

BGMP (Border Gateway Multicast Protocol)

In the near future, interdomain multicast is expected to be managed by BGMP. It is an interdomain protocol used to manage interoperability between multicast routing protocols in different domains. It uses bi-directional shared trees between domains and relies on MAAA protocols or GLOP to designate the core-domains of multicast groups and to solve address allocation and core placement.

Address allocation

As the current multicast address space is unregulated, nothing prevents applications from sending data to any multicast address. Members of two sessions will receive each other’s data if separate addresses are not chosen. Address collision poses a serious inefficiency risk for multicast receivers and can create application inconsistencies. This is because packets from other sessions must be processed and dropped.

The chance of an address collision is very limited right now only because multicast is yet to become a popular interdomain service, but if multicast will become more popular, the problem of multicast allocation will be a serious issuse.

Currently, there are four alternatives to the current model for address allocation :

· The Multicast Address Allocation Architecture (MAAA) which try to efficiently use a dinamically allocated space at the cost of complex design. It consists of three protocols connecting hosts, domains and multicast addresss allocation servers.

· Static allocation and assignment : GLOP. It uses autonomous system numbers as the basis for restricting addresses available to domains.

· Ipv6 addressing, which drastically increase the address space at the expense of changing IP packet structures.

· Per-source (or channel ) allocation as proposed by Express model (or in a similar way by the Simple Multicast)

Conclusions over present architecure

 The solutions that have emerged are either relatively complex requiring significant administrative and protocol coordination, or have been found to be lacking in one or more crucial aspects.

Firstly, the existing multicast routing mechanisms broadcast some information and therefore do not scale well to groups that span the internet.

Secondly, the current scheme used to assign multicast addresses to groups does not scale well.

  
ISP require a service and a protocol architecture that is eazy to deploy, control and manage, and that scales well with the growing Internet. 

 
ISP customers expects to be the sole owner of multicast address, if only temporary, to have protection from malicious network attacks and theft of service and content and to be able to correct network problems quickly.


The current architecture does not consider these concerns well. It lacks simple and scalable mechanisms for supporting :

a) acces control (group creation and membership)

b) security : for protection against attacks to the routing and data integrity of multicast datagrams

c) address allocation

d) network management

2. Rama model – Root Addressed Multicast

Rama is a many-to-many multicast network layer communication service. The architecture is based on the bi-directional shared trees architecture, which is acknowledged to have attractive scaling properties and protocol similarities to CBT, PIM and BGMP.

The main caracteristics of Rama (or Simple Multicast) are : 

a) SM identifies a group with 8 bytes – an ordered combination of the core IP address and class D address, <core,classD>.

b) an end node conveys the <core, classD> parameters to a SM router, obviating the need for a “ bootstrap“  protocol between routers

SM is the product of combining the advantageous features of some existing protocols and incorporating them into the bi-directional shared tree architecture, and the reevaluation of some of the decisions made in the early years of multicast design. It is suited to intra-domain as well as inter-domain multicasting. SM’s design allows it to support the data-driven dense-mode multicast distribution style. The application can choose between shared-tree style and source-based trees style. Also it ensures the separation of multicast group and core allocation from routing. 


SM design features :

a) bi-directional shared trees : the shared tree is built and maintained by protocol mechanism like CBT ; tree building and maitenance belongs to the protocol’s control plane – SM control packets are directly encapsulated by IP  Bi-directional shared trees have attractive scaling characteristics particularly for the many-sender case, incurring O(G) state in the network. They are also lower cost to the network ; the number of nodes comprising a tree does not increase with the number of senders as is the case with source routed trees.

b) Very simple address allocation and management, potentially each core is able to assign a whole class D space !

c) SM data packets must carry a SM header in IP packets. Non member senders must unicast data packets to group’s core router for dissemination over the tree.

d)  There is not need for a bootstrap protocol for the routers, which does not scale, cause the core address is included in the 8 bytes.

e) SM’s tree maitenance is similar to CBT’s : parents monitor their children and children monitor their parents – “ heartbeats and keepalive ” 

f) SM can be deployed within and between domains, obviating the need to implement cumbersome and complex protocol internetworking mechanisms on domain boundaries.

g) Thinking at ISP’s point of view the ability to control acces to a group will contribute to the succes of multicast : a shared tree’s core is a point of control; an acces control list is configured on the groups’s core router and then propagated to other on-tree routers in “ heartbeat ” message.

h) A sender can indicate to the first-hop SM router that it wishes a data packet to be forwarded using RPF style distribution.

3. Express model

EXPlictitly Requested Single Source (EXPRESS) multicast model is an extension of existing IP multicast model which supports channel . A multicast channel has exactly one explicitly designated source, and zero or more channel subscribers. A single protocol supports  both channel subscription and efficient collection of channel information such as subscriber count.

The multicast channel is a datagram delivery service identified by a tuple (S,E), where S is the sender’s source address and E is a channel destination address. Only the source host may send to (S,E).


In the EXPRESS realization of the channel model, the IP multicast source host service interface is extended with the function 


count = CountQuerry ( channel, coundId, timeout ) – it efficiently collects a best-effort count for the channel within the specified timeout.



The source can also subcast a packet to a subset of the subscribers by relaying  it through an internal node in the multicast distribution tree.


Advantages of EXPRESS channel model :

a) source advantage : provides 24 bits lenght channel addresses. This eliminates the need to request an address from an allocation service.

b) The source has exclusive transmission acces to a channel and can control other hosts the ability to subscribe to it.

c) The source can use the CountQuery mechanism to efficiently determine the number of subscribers or to take a subscriber vote.

d) Subscriber advantage : the subscriber is assured of only receiving traffic from the source it designates.

e) The counting support, to determine the number of subscribers assists the ISP in charging for multicast channels based on different scales of use.

4. My personal opinion about evolution of multicast

Here is my personal view of the following steps in evolution of multicast in the next future :

Personal opinion about current architecture issues :

a. IGMPv3 will become soon a standard and will be widely deployed in the Internet. This is because it brings new options to control multicast flows, at the very basic level, given ISP’s the ability to personalize multicast flows according with their client’s demands any with their needs. Using IGMPv3 ISP have the full control over the multicast flux they carry, can limit network resurces used in multicast folws and they can support new protocols or architectures, like Express. Also, IGMPv2 will still be used in some domains, because of  its wide deployment today and also is apropriate if in an AS there are no needs of refined multicast routing.

b. DVMRP protocol is the widely deployed today in the Internet. It was built to work in small domains, because its scalability issues. In some AS it will be surely used, at this time at IETF is building a new version of the protocol. But, in many AS, DVMRP will be replaced with a more scalable protocol, like PIM-SM. 

c. MOSPF is not widely implemented, and its developements are not important at this time, also it needs a unicast routing domain wich use OSPF. The big problem with MOSPF is the large amount of information exchanged between the routers at the time of aquiring link state informations.

d. PIM-DM is a protocol similar with DVMRP which works faster than it, at a price of more network resources utilisation. Some AS may want to use it as an alternative for DVMRP.

e. CBT has a lot of unsolved issues and PIM-SM is usualy deployed instead, as a shared tree protocol.

f. PIM-SM will be widely deployed, as the best solution at this time, its ability to use shared trees and source routed trees, and also is the only solution at this moment for interdomain multicast, will lead at a large deployment of the protocol, or the deployment of a variant of it, like bidirectional PIM. If the multicast will become more popular, PIM will not be a viable interdomain solution, due to the MSDP problems ; but as an intradomain solution it can works fine.

g. BGMP is still a future solution, was not yet implemented, it has the potential to work better than PIM-SM / MSDP over the Internet, it is a pure bidirectional shared tree protocol, compared with PIM implementation which is source-rooted oriented at interdomain level. BGMP relies on a complicated allocation scheme, not implemented yet, which is possible to be never implemented, if multicast will not become very popular before the switch to IPv6. Using GLOP, BGMP will works fine.

h. It is possible the aparition of a new protocol, probabilly a variant of existing protocols, which will meet better the requirements of the present architecture ; the best candidate at this time is bidirectional-PIM.

Personal oppinion about different architecure proposals :

a. About current architecture, it is clear that there are many problems, despite years of work in the routing area, and there are a lot of temporary proposals for temporary needs : there are solutions good for the present moment, there are solutions for the next future, and when these solutions will not be sufficient, there are other approaches, for more incerasing demands. So, we cannot predict where all these aproaches will lead, and when we’ll have a stable(final) solution. It is clear that a lot of efforts are made to have a good routing paradigm and to minimize the time when we’ll have a working multicast solution deployed. In parallel there are some efforts to develop other architectures which may help the multicast to to have a more important place in the Internet world, and which can give IETF some time to develop performant protocols for the general many-to-many architecture.

b. I think that EXPRESS will be wide deployed, for this we only need IGMPv3 & PIM-SM, cause of the strong market demands for only one source(or small number of sources) multicast applications, like audio-video distribution, push media, file distribution&caching, announcements, monitoring. There are big money companies that wants to benefit of multicast support for their needs, and a quickly deployable solution is EXPRESS. So, in short time, there will be in parallel, in the routers, support for classical multicast and for EXPRESS. It is sure that EXPRESS cannot replace the many-to-many model, we will not have,ever, only EXPRESS; but as a temporary solution, it is appropriate, and it may last for long time (for ever ?) as multicast routing component in the routers.

c. Simple Multicast is a solution which solve only address space problem at the price of modifying IP packets (and in this way loosing speed), but leave unsolved all the other shared trees problems from the classical architecture, like core advertising. Also, it breaks the service model, cause hosts need to inform their local routers about core addresses they wish to join.

The core discovery and the failover mechanism are pushed to the applications. I don’t think that we’ll see SM/Rama deployed over Ipv4. 
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