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Bloc 1

Le réseau télephonique et I'Intenet

1.0 Le réseau téléphonique

Le réseau téléphonique est peut étre le plus grand réseau informatique du monde, mais il n'est pas identifié pas en tant
que tel parce quiil est spécialisé pour supporter lavoix. En plus de lavoix, le réseau supporte également lavidéo, le fac-
similé, et les données de télémétrie. Plus qu'un milliard de téléphones relient ensemble un quart de la population du
monde - de I'Argentine a Brunei, et du Y émen jusqu'en Zambie. Bien que le service téléphonique existe depuis plus de
cent ans, il continue & se développer rapidement en raison dinnovations telles que le téléphone cellulaire, les pagers, et
les modems. Aux Etats-Unis, la compagnie de téléphone AT& T, traite presque 200 millions d'appels chague jour. Dans
la complexité de son interconnexion, le degré de support organisationnel, et I'importance économique, le réseau
téléphonique dépasse actuellement I'lnternet. |1 convient donc d'y apporter une étude soigneuse.

1.1 Concepts

Le réseau téléphonique offre un service de base simple a ses utilisateurs : transfert de voix bidirectionnel et commuté,
avec un faible délai de bout en bout et la garantie qu'un appel, une fois accepté, sera maintenu jusqu'a la fin de la
communication. Cette qualité de service est garantie par |'établissement d'un circuit entre les deux "systémes finaux".
Un circuit est un chemin d'une source & une destination similaire & un circuit éectrique, supportant des signaux
simultanément dans les deux directions (nous appelons ceci la communication full-duplex). Le réseau garantit assez de
ressources a chaque circuit pour garantir la qualité de service.

Le réseau téléphonique se compose de systémes finaux, en général des téléphones ordinaires, mais également
télécopieurs ou modems, reliés par deux niveaux des commutateurs (voir la figure B1T11%). Une paire de fils relie
chague systéme final a un central téléphonique (Central Office ou CO). Cette partie du réseau sappelle la boucle locale.
Le central téléphonique fournit la puissance pour le fonctionnement du systéme final. 1l recoit les chiffres composés et
établit les appels pour le systéme final. |l numérise également les signaux entrants (typiquement la voix), et les envoie a
travers le réseau a un systéme final distant. Du point de vue du réseau, un systéme final est un dispositif sourd-muet, et
le réseau fournit toute I'intelligence. Naturellement, avec les ordinateurs équipés de modem et les télécopieurs controlés
par microprocesseur, les systemes finaux deviennent de plus en plus intelligents. Cependant, ceci n'a pas sensiblement
affecté 'architecture du réseau téléphonique.

Le schéma B1T11 montre une version fortement simplifiée d'un réseau téléphonique typique. Les systémes finaux sont
reliés aux commutateurs dans les centraux téléphoniques d'acces, et ces commutateurs sont reliés aux commutateurs
d'épine dorsale ou de coaur de réseau. Le nombre de commutateurs d'épine dorsale est beaucoup plus petit que le
nombre de commutateurs d'acces. Par exemple, aux Etats-Unis, il y a environ dix mille commutateurs d'acces, mais
moins de cing cents commutateurs d'épine dorsale. Le coaur du réseau est presque entierement relié, c.-ad., chaque
commutateur sur |'épine dorsale est directement lié a tous les autres commutateurs. Quand un commutateur d'acces
recoit un appel vers un systeme final relié au méme commutateur (par exemple, un appel de A vers B dans la figure
B1T11), il établit un chemin local de la source vers le systéme final destinataire. Si I'appel n'est pas local (par exemple,
de A vers C ou de A vers D), il relaie I'appel a un autre commutateur local (A vers C), ou au commutateur de coaur du
réseau le plus proche (A vers D). Ce commutateur relaie a son tour I'appel vers commutateur le plus proche du
commutateur d'accés du destinataire. Comme les commutateurs d'épine dorsale sont presgue tous connectés directement
['un & l'autre, le choix de ce chemin est facile. Dans certains réseaux téléphoniques, si le chemin direct est encombré,
I'appel est détourné & un chemin alternatif de deux "bonds'. Le commutateur d'accés relie alors le systéme final
destination al'initiateur de I'appel.

Considérez un appel fait a partir d'un systéme final avec le téléphone ayant le numéro 01 69 88 88 88 a un systéme final
ayant le numéro 04 92 38 38 38. A partir du numéro de |'appelant, nous savons quiil a comme indicatif régional 01.
Quand il compose le numéro 04, son commutateur d'accés local note que I'indicatif régional (04) est différent du sien
(01). Aing, il fait suivre I'appel au commutateur d'épine dorsale le plus proche. Au niveau du coaur du réseau, le réseau
établit une liaison directe ou via deux bonds au commutateur desservant la zone ayant le préfix 04, et de la vers le
commutateur d'acces desservant les numéros en 92. Finalement, une connexion est établie au systéme final 383838 dans
le commutateur 92. Ainsi, les numéros de téléphone permettent de prendre des décisions de routage simples.

! Lanotation pour les figures serala suivante : BxTy signifie voir le transparent y du Bloc x.



Ceci est une image simplifiée de I'opération du réseau téléphonique. Dans la pratique, cent ans d'évolution ont
compliqué sensiblement I'image. Par exemple, quelques centraux téléphoniques transmettent toujours de la voix
analogique aux commutateurs d'épine dorsale, de sorte que des commutateurs d'épine dorsale doivent étre équipés pour
numeériser ces appels entrants. La complexité surgit également quand le méme commutateur d'épine dorsale sert des
indicatifs régionaux multiples, ou quand un indicatif régional est supporté par plusieurs commutateurs de coaur de
réseal. Plus encore, des réseaux d'épine dorsale concurrents peuvent relier entre eux les commutateurs locaux. Pris
ensemble, ces détails compliquent ce qui est, al'origine, une technologie simple et robuste.

Les numéros de téléphone forment une hiérarchie, permettant I'attribution distribuée de nouveaux numéros de
téléphone, globalement uniques. Une autorité centrale attribue & chagque région ou a chague ville indicatif différent,
congtitué des premiers chiffres du numéro de téléphone, et chaque région attribue des nombres uniques a ses
commutateurs d'accés. Chague commutateur d'accés sassure a son tour que les systémes finaux gérés par ce
commutateur ont des numéros uniques. Ainsi, nous pouvons facilement nous assurer qu'un numéro de téléphone est
globalement unique, ce qui est essentiel pour acheminer les appels et pour la facturation.

Le numéro de téléphone du destinataire fournit des éléments pour connaitre l'itinéraire. Bien qu'il puisse y avoir plus
gu'un chemin pour atteindre un systéme final particulier, le numéro de téléphone du destinataire identifie les
commutateurs du réseau téléphonique que l'itinéraire doit contenir. Par exemple, l'itinéraire vers le téléphone le numéro
04 92 38 38 38 doit passer par le commutateur d'épine dorsale desservant l'indicatif régional 04 et le commutateur
d'acces 92, mais il peut également passer par d'autres commutateurs d'épine dorsale et locaux. Pour des indicatifs
spéciaux, tels que 700, 800, 888, et 900 aux Etats-Unis, le numéro composé est employé en tant quiindex pour
interroger une base de données qui traduit le numéro en numéro de téléphone normal. Le fournisseur de service peut
changer |a traduction selon la source de I'appel, I'heure, ou d'autres propriétés. Cette flexibilité permet aux usagers du
téléphone d'accéder a une grande variété de services en utilisant ces indicatifs spéciaux.

Nous étudierons briévement quatre composants du réseau téléphonique : les systémes finaux, la transmission, la
commutation, et la signalisation.

1.2 Systémes finaux

Un systéme final connecté & un réseau tél éphonique est en général un téléphone qui se compose de cing parties:

e Un convertisseur voix-a-signal-éectrique,

e Un convertisseur signal-électrique-a-voix,

e Undispositif de composition,

e Une sonnerie,

e Un connecteur de commutation

Nous décrivons ces parties en plus détail.

1.2.1 Convertiseurs de signal

Alexandre Graham Bell a inventé les premiers convertisseurs de voix-a-signal-électrique et de signal-électrique-a-voix
en 1875 - 1876. Un de ses premiers convertisseurs voix-a-signal-électrique était une membrane étirable fixée a une
borne en métal A plongée dans une fiole contenant un liquide conducteur B. La borne en métal a été reliée a une borne
d'une batterie, et I'autre borne de la batterie a été reliée alafiole. Les vibrations de voix modulent I'impédance du circuit
entre A et B, ce qui cause une courant variable dans le circuit.

Le convertisseur signal-électrique-a-voix est un électro-aimant D qui fait vibrer une petite tige en métal E. Les principes
derriére ces convertisseurs ont peu changé avec le temps. Les convertisseurs modernes de voix-a-signal-électrique
utilisent des granules de carbone ou un microphone electret (miniaturisable, pas trés sensible) pour réaliser une
résistance variable et ains une tension variable. Au niveau du récepteur, le signal électrique alimente un petit haut-
parleur plus ou moins de la méme fagon que le récepteur de Bell dil y acent ans.

1.2.2 Sidetones et échos

Pour permettre la communication bidirectionnelle, les circuits de transmission et de réception des systemes finaux
communiquants doivent étre reliés. Chaque circuit exige deux fils, ainsi la maniere évidente de relier un téléphone au
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central téléphonique est avec quatre fils : une paire pour chaque direction. Une solution moins onéreuse, consiste afaire
partager la méme paire de fils aux deux circuits, de sorte que les signaux transmis et recus soient superposes. Ceci
présente deux problémes. D'abord, a un systéme final, le signal éectrique du convertisseur de voix-a-signal-électrique
circule directement dans le circuit de réception. Aingi, tout ce qui est dit est entendu fortement par e récepteur. Ceci est
appellé le signa sidetone. Bien qu'il soit important que la personne entende sa propre voix dans I'écouteur, il est
nécessaire d'atténuer le signal a l'aide d'un circuit d'équilibrage, pour éviter d'assourdir la personne qui parle au
téléphone.

Le deuxieme probleme avec le fait d'employer seulement deux fils entre un systéme fina et un central téléphonique est
gue ceci provoque un écho dans le circuit. = chaque téléphone, le signal recu revient au central téléphonique via le
circuit de transmission circuit et sont entendus comme écho a |'autre extrémité. Pour des appels locaux, la présence d'un
écho n'est pas un probleéme, parce que I'oreille humaine ne peut pas distinguer un sidetone et |'écho. Cependant, pour des
appels internationaux (de longue distance), si le délai est plus de 20 ms environ, un écho fort peut étre trés génant et doit
étre atténué ou éliminé. Ceci exige un circuit d'annulation d'écho assez onéreux qui surveille activement le signal
transmis et recu. Puisque le réseau doit fournir un annulateur d'écho pour chague ligne longue distance, ceci peut
engendrer une dépense d'exploitation significative. Pour éviter le colt de annulateurs d'écho, les compagnies de
téléphone essayent de réduire le délai dans la mesure du possible. Nous verrons plus tard dans ce chapitre, que les
calculs des délais constituaient un facteur déterminant pour le choix des parametres essentiels des réseaux ATM.

La plupart des raccordements entre un systéme final et un central téléphonique sont des circuits a deux fils, mais les
raccordements entre les centraux tél éphoniques sont toujours a quatre fils (avec latransmission et la réception séparées).
Le central téléphonique effectue la conversion deux fils a quatre fils, et I'annulation d'écho est effectuée par les
commutateurs d'épine dorsale.

1.2.3 Composer et sonner

En plus de la conversion voix asignal éectrique et vice versa, le systéme final fait les opérations, relativement simples,
de composer et de sonner. Le dispositif de composition de numéros envoie une série de fréquences vocales ou
d'impulsions au central téléphonique. Un ordinateur a usage spécifique appelé "systéme de commutation” |es interpréete
pour établir un appel ou pour activer des fonctions spécifiques telles que le renvoi d'appel. Le systéme de commutation
envoie également un signal pour activer la sonnerie au téléphone quand il y a un appel entrant. Le central téléphonique
assure la puissance pour activer la sonnerie.

1.3 Transmission

Le réseau téléphonique transporte des signaux produits par un téléphone au-dessus de liens de transmission. Dans cette
section, nous discuterons de certaines métriques pour décrire ces liens. Nous étudierons auss comment des signaux
peuvent étre multiplexés pour réduire le colt par bit.

1.3.1 Caractéristiques de lien

Un lien de transmission peut étre caractérisé par sa capacité, le délai de propagation, et a quelle distance il peut
transporter un signal avant que le signal saffaiblit de fagon a ce qu'il ne puisse plus étre identifié (atténuation du lien).

La largeur de bande ou bande passante d'un lien mesure sa capacité. En utilisant une analogie de tuyauterie, c'est la
largeur du "tuyau de l'information”. Un lien supporte I'information sous forme de symboles anal ogiques, ou un symbole
peut correspondre a un ou plusieurs bit. Ainsi, le débit binaire d'une ligne, mesuré en bits par seconde, est le produit de
sa capacité mesurée en symboles par seconde et du nombre moyen de bit par symbole. Les ingénieurs réseau tendent a
confondre les notions de bande passante, de capacité, et de débit binaire, en les utilisant I'un a la place de |'autre par
abus de langage. Conformément a cette tradition, nous utiliserons ci-apres les termes bande passante et capacité sans
distinction (sauf dans la partie concernant la couche physique du chapitre 2, ot nous donnons dans le prochain chapitre
une définition plus détaill ée de ces notions.

Le délai du lien est le temps mis par un signal pour se propager au-dessus du milieu. Ce délai est significatif seulement
pour des liens ayant une longueur plus grande que quelques dizaines de kilométres. Par exemple, la lumiére voyage
dans lafibre optique a 0.7 fois la vitesse de la lumiére dans | e vide, correspondant a un délai de propagation d'environ 5
us’km (~8 ps/mile). Pour donner un exemple, notez que la conversation interactive de voix exige un délai de bout en
bout en dessous de la limite de 100 ms. Le délai de propagation entre New York et San Francisco (une distance
d'environ 2500 milles), est de 20 ms environ, et le délai entre New York et Londres (une distance d'environ 3500
milles), est de 27 ms environ. Donc sur ces liens, une fraction substantielle du délai de bout en bout autorisé est prise
par le délai du propagation du signal dii a la vitesse de la lumiére. Le délai est un probléme important dans le cas de la
transmission par satellite géostationnaire, oul le délai propagation de station-a-station est autour de 250 ms ce qui rend
les conversations tél éphoniques au-dessus d'un lien satellite parfois exaspérantes !



» mesure que la longueur d'un lien augmente, la qualité du signal transporté se dégrade. Pour maintenir la capacité du
lien, le signal doit étre régénéré apres une certaine distance. Les régénérateurs sont chers et difficilesa maintenir parce
guils ont besoin d'une aimentation d'énergie, parce quiils comportent des circuits électroniques actifs qui peuvent
tomber en panne, et parce quiils sont souvent au milieu de nulle part. Nous préférons donc une technologie de lien qui
nécessite le moindre nombre de régénérateurs. Les avancés récentes en technologie de fibre optique ont permis d'établir
des liens qui ont besoin de régénération seulement une fois tous les 5000 kilométres environ. D'alleurs, avec
['amplification optique, nous pouvons amplifier un signal optique sans le convertir en forme électronique. Ceci permet
demployer le méme lien optique pour transporter des signaux de diverses sortes sans devoir changer tous les
régénérateurs le long du chemin. » I'avenir, ces deux technologies pourraient rendre les régénérateurs électroniques
désuets.

1.3.2 Multiplexage

Lapaire de fils entre une maison et un central téléphonique transporte une conversation de voix. Cependant, les " cables’
entre les commutateurs d'épine dorsale doivent transporter des centaines de milliers de conversations. La pose des
centaines de milliers de paires de fil entre ces commutateurs n'est pas envisageable. Au lieu de cela, des conversations
sont groupées ou multiplexées ensemble avant transmission.

Les réseaux téléphoniques utilisent des multiplexeurs analogiques et numériques. Les multiplexeurs anaogiques
fonctionnent dans le domaine de fréquence : la voix analogique est filtré en passe-bas a 3.4 KHz puis décalé par une
porteuse de sorte que chague conversation soit dans une partie du spectre sans recouvrement avec d'autres conversation.
Cette technologie devient rapidement désuéte, car |e réseau tél éphonique devient tout numérique.

Les réseaux téléphoniques numériques convertissent la voix en signal numérique au niveau du téléphone ou du central
téléphonique, et le reste du réseau transporte uniquement des signaux numériques. L'idée principale dans la
numérisation de la voix est de comparer I'amplitude d'un signal de voix & un ensemble relativement réduits de niveaux
d'amplitude numérotés, appelés des niveaux de quantification. Une amplitude de voix sera représentée numériquement
par le numéro du niveau de quantification le plus proche. Si les niveaux de quantification sont correctement choisis,
I'erreur de quantification est réduite, et le signal analogique régénéré est acceptable. Le schéma standard de
numérisation consiste a échantillonner le signal de voix 8000 fois par seconde, comparant I'amplitude a 256 niveaux de
guantification, menant a des échantillons de 8 bits. Ceci a comme conséquence une largeur de bande standard de 64
Kbps pour la voix numérisée sdlon le standard PCM (Pulse Code Modulation). Typiquement, les niveaux de
guantification sont espacés selon une échelle logarithmique, puisque ceci donne une meilleure résolution aux niveaux
de signal faibles. Deux choix des niveaux de quantification sont d'usage courant, appelés laloi u (aux Etats-Unis et au
Japon) et la loi A (dans le reste du monde). Malheureusement, ceci signifie que les appels les plus internationaux
doivent étre ré-échelonnés.

Le multiplexage temporel (TDM ou Time Division Multiplexing) est employé pour combiner les flots de voix
numérisée a 64-Kbps pour former de flots de débit plus éevé. Un multiplexeur temporel synchrone (voir B1T18)
dispose de n liens identiques en entrée et d'un lien de sortie qui est au moins n fois plus rapide que les liens d'entrée. Le
multiplexeur enregistre les bits entrants en tampons mémoire et les place, a tour de réle, sur la ligne de sortie. Une
trame est donc constituée de n échantillons en sortie, avec des hits de surcharge congtituant I'en-téte. Un récepteur a
['autre extrémité d'une ligne multiplexée peut extraire chagque échantillon des flots constitutifs en se synchronisant par
rapport aux frontiéres de trame.

Des liens multiplexés peuvent étre multiplexés davantage. L'ensemble standard des débits des liens multiplexés
sappelle la hiérarchie de signalisation numérique (aux Etats-Unis et au Japon) (voir le tableau B1T20). Une hiérarchie
semblable est I'objet d'une norme internationale (comme dans beaucoup d'autres choses, ce qui pratiqué aux USA
différe |égérement des normes internationales).

1.4 Commutation

Le troisiéme composant important du réseau téléphonique c'est la commutation. - la différence du réseau de télévision,
qui fournit une communication de diffusion (1 vers N), le réseau téléphonique fournit la plupart du temps une
communication "point a point”.

Comment un utilisateur devrait-il étre mis en contact n'importe quel autre utilisateur ? Une solution naive, irréalisable
en pratique, est de lier physiquement chaque utilisateur a tous les autres utilisateurs (imaginez un milliard de fils arriver
chez vous !). Au lieu de cela, une paire de fils relie chague utilisateur a un commutateur, qui est relié a son tour a
d'autres commutateurs. Quand un appel est éabli vers un utilisateur, les commutateurs établissent une connexion
provisoire ou circuit entre I'appelant et |'appelé.

Un commutateur téléphonique est composé de deux parties (voir figure B1T22) : la matrice de commutation transporte
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la voix et le contréleur du commutateur manipule les demandes d'établissement et de résiliation des circuits. Quand un
utilisateur compose un numéro de téléphone, les contréleurs de commutateurs éablissent un circuit de transfert de
données de source a la destination. Pendant I'appel, les échantillons de voix traversent les commutateurs sans passer par
les contréleurs de commutateur. Les contrdleurs forment ainsi un réseau de recouvrement appelé le réseau de
signalisation. Nous allons évoqué la signalisation dans la section 1.5.

Un commutateur transfére des données arrivant sur une entrée vers une sortie. Ceci peut étre compliqué parce qu'un
grand commutateur de central téléphonique peut avoir plus de 150.000 entrées et sorties. Les deux maniéres de base de
relier des entrées aux sorties sont la commutation spatiale et la commutation temporelle. Dans cette section, nous
étudions des commutateurs spatiaux et temporels simples et les combinaisons permettant d'obtenir de grands
commutateurs a partir de ces éléments de base.

Le commutateur spatial le plus ssimple est une matrice de commutation appelée crossbar (figure B1T23). Dans un
crosshar, les entrées arrivent le long des lignes de la matrice de commutation, et les sorties sont reliées aux colonnes.
Pour relier nimporte quelle entrée a nimporte quelle sortie, le contréleur de commutateur établit une connexion au
point ou la ligne d'entrée rencontre la colonne de sortie. Les autres croisements ne sont pas connectés. De cette fagon, a
un moment donné, le commutateur peut relier nimporte quelle entrée a n'importe quelle sortie. Par exemple, dans la
figure B1T23, I'entrée B a été relié a la sortie 2, I'entrée C ala sortie 3, et I'entrée E ala sortie 4. Si les lignes entrant
dans un crosshar sont multiplexées, aors les points de croisement doivent étre réarrangés a intervalles réguliers (la
durée de l'intervalle étant égale a la durée d'un échantillon) afin de commuter correctement les nouveaux échantillons
entrants. Au moment de |'établissement d'appel, le contréleur de commutateur détermine un programme qui indique au
commutateur associé comment établir les points de croisement a chaque intervalle de temps d'une trame.

Un crossbar est un commutateur spatial parce que les chemins de données sont séparés dans I'espace. Une autre maniéere
est de séparer les chemins de données dans le temps, comme dans un commutateur temporel (figure B1T24). Dans ce
commutateur, les n entrées sont stockées dans des tampons mémoire. Le commutateur lit des tampons mémoire n fois
plus vite que chacune des entrées (considérées ayant un débit égal) et écrit le contenu sur le lien de sortie approprié. Par
exemple, pour réaliser les mémes raccordements que sur le schéma B1T23, le commutateur lit le tampon B et écrit sur
le lien de sortie 2, lit le tampon C, et écrit sur la sortie 3, et finalement lit le tampon E et écrit sur le lien 4. 1l est clair
gue si le commutateur fonctionne n fois plus vite que les entrées, n'importe quelle entrée peut étre dirigée vers nimporte
guelle sortie. Ce type d'élément de commutation sSappelle également un échangeur d'intervalle de temps (TSI ou Time
Slot Interchange). Notez la similitude étroite entre un multiplexeur temporel et un TSI.

Comme tous les échantillons de voix arrivent au méme instant, la seule information dont a besoin un commutateur
temporel est I'ordre dans lequel écrire sur les sorties (Ie programme). Si une entrée est a vide, le commutateur ne peut
pas employer l'intervalle de temps pour servir une autre entrée, donc tout intervalle a vide est gaspillé. C'est inefficace si
une conversation a de longues pauses. Nous verrons plus tard en ce chapitre, qu'en gjoutant un en-téte aux échantillons
de voix, nous pouvons éviter cette inefficacité. Nous donnons dans la section ci-aprés des détails concernant le
multiplexage et la commutation. Cette section peut étre sautée dans une premiére lecture pour aler directement a la
section 1.5.

Nous rappelons d'abord qu'un circuit de téléphone achemine des échantillons de voix de 8 bits correspondant a 125 ps
de voix échantillonnée. Notez qu'un échantillon n'a pas den-téte identifiant sa source ou sa destination : ces
informations sont inférées a partir de la ligne physique sur laguelle I'échantillon est recu et du temps de réception sur la
ligne (c.-&-d., la position de I'échantillon dans la trame). Dans cette section, nous étudions en détail comment commuter
des échantillons arrivant sur une entrée d'un commutateur téléphonique a une sortie. Avant que nous étudiions en détail
les commutateurs, nous allons aborder |es notions de base du multiplexage et du démultiplexage.

1.4.1 Multiplexeurs et démultiplexeurs

La plupart des lignes téléphoniques transportent plus d'un circuit de voix, partageant (ou multiplexant) laligne entre des

échantillons provenant de ces circuits. Au niveau d'un central téléphonique, les appels arrivant des boucles locales
actives sont combinés avant d'étre placés sur un ligne longue distance partagée, et les appels vers des boucles locales
actives sont enlevés (ou démultiplexés) des liens entrants. Les multiplexeurs et les démultiplexeurs sont donc, des
€léments de base du réseau téléphonique.

Un multiplexeur synchrone est composé de N lignes d'entrée et d'une ligne de sortie ayant une capacité N fois plus
grande que les lignes d'entrée (voir le schéma B1T18). Chaque ligne d'entrée est associée a un tampon qui peut stocker
au moins un échantillon. Le multiplexeur visite chague tampon d'entrée a tour de réle, plagant I'échantillon sur laligne
de sortie. Si les lignes d'entrée sont a 64 Kbps, aors I'échantillon dure 125 us sur la ligne d'entrée, mais légérement
moins de 125/N us sur laligne de sortie (& cause des bits de frontiére de trame).

Nous pouvons cascader en série des multiplexeurs afin de supporter plus de circuits de voix sur une méme ligne
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physique. La hiérarchie de signalisation numérique (voir B1T20) définit les débits autorisés sur une ligne multiplexée
dans le réseau téléphonique. Par exemple, une ligne T1 supporte 24 circuits de voix a 1.544 Mbps, et une ligne T3
supporte 28 T1s a44.736 Mbps.

Un démultiplexeur a une ligne d'entrée et N lignes de sortie ayant une capacité N fois plus faible que la ligne d'entrée.
Un tampon mémoire de la taille d'un échantillon (8 bits) est associé a chaque ligne de sortie. Les échantillons entrants
sont placés dans un tampon de sortie dans a tour de réle. De |3, ils sont transmis sur les lignes de sortie correspondantes.
Notez que ni un multiplexeur ni un démultiplexeur n'a besoin des informations d'adressage l'information. Leur
fonctionnement exige seulement I'information précise de synchronisation.

1.4.2 Les commutateurs de circuit

Un commutateur de circuit traitant N circuits de voix se compose conceptuellement de N entrées et de N sorties (dans la
pratique, N peut étre aussi grand que 120.000 voire plus). En réalité, le nombre de lignes physiques d'entrée et de sortie
est beaucoup plus faible car ces lignes sont multiplexées. Par exemple, si les entrées sont des DS3s donc chacune porte
672 appels de voix, le nombre de lignes physiques est réduit par un facteur de 672. Dans cette section, si les entrées sont
multiplexées, nous supposerons que toutes les entrées sont au méme niveau dans la hiérarchie de multiplexage, et que
les échantillons de voix sur toutes |es entrées arrivent de fagon synchrone®. L'objectif d'un commutateur de circuit est de
transmettre un échantillon entrant a la bonne ligne de sortie et au bon endroit (time-slot) dans la trame de sortie. Avant
gue nous €étudiions en détail les stratégies de commutation, nous distinguons les commutateurs qui relient les lignes
téléphoniques individuelles, appelées les commutateurs de ligne, et les commutateurs qui relient les lignes multiplexés,
appelés les commutateurs de transit. Un commutateur de ligne doit relier une entrée spécifique a une sortie spécifique.
En revanche, un commutateur de transit devrait relier une entrée a une des sorties alant dans la bonne direction. Par
exemple, un commutateur de transit a Chicago peut commuter quelques appels d'un DS3 (a 672 appels) du New-Jersey
a un autre DS3 alant en Californie. Dans ce cas-ci, le commutateur devrait relier une ligne d'entrée & une des sorties
alant en Californie.

La différence entre la commutation de ligne et la commutation de transit devient importante quand on considére la
probabilité de blocage dans un commutateur. Un appel est bloqué si aucun chemin n'existe pour connecter |'entrée ala
sortie. Au moment de |'établissement d'appel, les contréleur de commutateur refusent les appels blogués. Il y a deux
types de blocage : blocage interne et blocage de sortie. Le blocage interne se produit si la sortie est disponible, mais il
n'y a aucun chemin a travers le commutateur. Le blocage de sortie se produit si deux entrées concurrencent pour la
méme sortie, dans ce cas I'une d'entre elles est bloquée en sortie. Pour retourner a la commutation de ligne et de transit,
notez que si une entrée peut étre transmise sur n'importe quelle sortie dun ensemble, aors le blocage interne et le
blocage de sortie sont tous les deux réduits. Ainsi, un commutateur de transit peut réaliser la méme probabilité de
blocage qu'un commutateur de ligne avec moins de matériel.

Nous allons maintenant détailler les deux stratégies de base dans la commutation de circuit qui sont la commutation
temporelle et la commutation spatiale. Puis, nous considérons les commutateurs a plusieurs étages qui combinent la
commutation temporelle et spatiale.

1.4.2.1 La Commutation temporelle

Un échangeur d'intervalle de temps ou TSI utilisé dans la commutation temporelle, a seulement une entré et une sortie,
mais ces lignes porter des échantillons provenant de N circuits multiplexés. Un TSI écrit les échantillons entrants dans
un tampon de taille N octets, un octet par circuit entrant, et les lit sur les liaisons de sortie dans un ordre différent. Le
fait d'avoir un ordre différent pour les échantillons sur la liaison de sortie signifie (une fois cette liaison est passée a
travers un démultiplexeur), que les échantillons seront attribués aux différentes lignes de sortie. En d'autres termes, un
TSI commute des échantillons en réarrangeant |'ordre des échantillons sur une ligne multiplexée.

Exemple 1.1

Considérez une compagnie qui a deux succursales A et B, chacune ayant 24 lignes téléphoniques. Nous voulons que
n'importe quel téléphone dans A puisse se relier via une ligne T1 a nimporte quel téléphone a B. Nous faisons ceci en
installant de petits commutateurs, appelés les centraux téléphoniques privés (PBXs), aux sites A et B. Chaque PBX a 24
lignes le reliant aux 24 téléphones locaux et un ligne T1 le reliant al'autre PBX (voir figure B1T274). Des échantillons
provenant de chague téléphone sont multiplexés dans un certain ordre fixe et placés sur la ligne T1. Des échantillons
arrivant sur la connexion T1 sont passés a un TSI, qui a 24 tampons d'un octet chacun dans lesquels il écrit ces
échantillons de fagon cyclique. Le TSI échange I'ordre des échantillons avant de les envoyer & un démultiplexeur.

2 En réalité, on doit lisser la gigue (variation des temps d'arrivée des échantillons) par un tampon d'entrée.



Supposez que le deuxiéme téléphone dans A, correspondant au deuxiéme échantillon dans la trame partant de A,
voudrait se connecter au troisiéme téléphone en B. Afin d'éablir cette connexion, le TSI du site B place le deuxieme
échantillon d'entrée dans le troisiéme intervalle de temps (time-sot) dans la trame de sortie (voir figure B1T27b).
Quand la ligne de sortie du TSI est démultiplexée, le deuxiéme échantillon en provenance de A est ainsi placé sur la
troisiéme ligne de B.

Si nous voulions établir un grand commutateur a partir d'un seul TSI, quelle taille maximale pourrions nous avoir ? La
limite pour le passage al'échelle d'un TSI est le temps mis pour lire et écrire un échantillon en mémoire. Supposez que
nous avons voulu établir un commutateur auss grand que les plus grands commutateurs disponibles actuellement, qui
traitent 120.000 appels environ. Pour construire un TS| qui peut commuter 120.000 circuits, nous devons lire et écrire
des échantillons en mémoire 120.000 fois toutes les 125 ps. Ceci exigerait que chagque opération de lecture et écriture
soit effectuée en 0.5 ns environ, ce qui est inaccessible avec la technologie actuelle. Ainsi, construire un commutateur
de cette taille avec un seul TSI n'est pas pratique. De nos jours, les temps d'accés typiques de mémoire DRAM sont de
80 ns environ, et les mémoires ayant un temps d'acces autour de 40 ns peuvent étre achetées tout a fait a bon marché. Si
nous employons une mémoire 40-ns, le temps d'acces est 80 fois plus grand que de ce que hous avons besoin pour un
commutateur supportant 120.000 lignes. Ainsi la capacité de commutateur est tout au plus 120.000/80 = 1500 circuits,
qui est en fait trés faible ! Donc, pour établir des commutateurs de plus grande capacité, nous devons nous tourner vers
d'autres techniques.

1.4.2.2 La commutation spatiale

Quand on effectue une commutation spatiale, chague échantillon suit un chemin différent a travers le commutateur,
selon sa destination. Nous illustrons ceci par un exemple.

Exemple 1.2

Supposez que nous avons voulu employer la commutation spatiale dans le PBX de I'exemple 1.1. Nous pouvons faire
cela en démultiplexant d'abord laligne T1 sur 24 lignes différentes, reliant ensuite les sorties du démultiplexeur au bon
téléphone (voir figure B1T29). L'échantillon provenant du deuxiéme téléphone dans A apparait a la deuxieme ligne de
sortie du démultiplexeur. Cette ligne est reliée, a travers un commutateur spatial, au troisiéme téléphone sur le site B.
Les autres échantillons peuvent étre simultanément commutés le long d'autres chemins a travers le commutateur spatial.

Le commutateur crossbar

Le commutateur spatial le plus smple est le crossbar (voir figure B1T30). Les échantillons arrivent sur les lignes
d'entrées et sont transmis vers les sorties le long des colonnes. Des éléments actifs appelés les points de croisements
sont placés entre les lignes d'entrée et de sortie. Si le croisement est activé, les données peuvent circuler de I'entrée vers
laligne de sortie ; sinon, les deux sont déconnectés. Notons qu'un crosshar n'est pas nécessairement une matrice carrée
(ayant le méme nombre de lignes d'entrée et de lignes de sortie). Une matrice crossbar n x k dispose de n lignes d'entrée
et de k lignes de sortie. Si les lignes d'entrée ne sont pas multiplexées, un crossbar relie toujours les mémes entrées aux
mémes sorties (pendant la durée de la conversation téléphonique). Cependant, si les lignes d'entrée sont multiplexées, et
différents échantillons ont différentes destinations, un crossbar nécessitera un programme qui lui indique quels
croisements activer pendant chaque intervalle de temps d'un échantillon. Selon ce programme, des échantillons sont
transférés a partir de I'entrée choisie versla sortie choisie.

Un commutateur crossbar a un taux de blocage interne nul (c.-a-d., aucun échantillon n'est bloqué dans le commutateur
attendant |a disponibilité d'une ligne de sortie). Malheureusement, un crossbar N x N nécessite N? points de croisement
et est donc onéreux pour de grande valeur de N, telles que N = 100.000. Un deuxieme probléme concernant la
construction de crosshar de grande taille est que le temps de distribution de la signalisation ; c'est-a-dire, le temps mis
par un contrdleur pour activer/désactiver les croisements croit rapidement avec N. Troisiémement, une panne sur un
seul croisement isole une ligne d'entrée et de sortie, rendant le crossbar mono-étage moins robuste aux pannes que les
crosshars multi-étages que nous discutons aprés. Cependant, les crossbars sont une excellente solution pour construite
des petits commutateurs (8 x 8 ou 64 x 64). Nous verrons ci-apres, que des conceptions de commutateurs plus
complexes se composent de blocs de commutations plus petits, qui sont en fait des crossbars.

Crossbars multi-étages

Une généralisation simple du crossbar nous permet d'économiser un grand nombre de points de croisements. Notez que
pendant chaque intervalle de commutation (le temps pris pour transférer un échantillon a travers la matrice de
commutation crossbar) seulement un croisement dans chaque ligne ou colonne est activé. Ceci est inefficace. Si nous
pouvons faire en sorte qu'un élément interne puisse recevoir des échantillons de plusieurs lignes d'entrée, nous réduirons
cette inefficacité. Ceci peut étre réalisé en construisant des commutateurs multi-étages (voir figure B1T31). Dans ce cas,
les entrées sont réparties en groupes de n entrées, gérés chacun par une matrice de commutation d'entrée, avec un étage
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de commutation "interne" constitué d'un nombre k de crossbar. Plusieurs chemins (en fait, k chemins) sont possibles
entre une entrée et une sortie. Ces chemins partagent les crosshar de I'étage central, réduisant de ce fait le nombre de
points de croisement. Dans un commutateur multi-étages N x N typique, le premier étage se compose de N/n matrices
de commutation de taille n x k chacune, le deuxiéme étage se compose de k matrices de taille N/n x N/n, et le troisiéme
étage se compose de N/n matrices de commutation detaillek x n. Danslafigure B1T31, N=20,n=10, etk =3.

Notez que nous disposons maintenant de k chemins digoints de nimporte quelle matrice d'entrée & n'importe quelle
matrice de sortie. Si k est petit, comme dans la cas de lafigure B1T31, il est possible qu'une entrée et une sortie soient
toutes les deux libres, mais quiil n'y ait aucun chemin pour relier I'entrée considérée a la sortie (c.-a-d., le commutateur
peut avoir une blocage interne). Quelle valeur minimale devrait avoir k pour que le commutateur ait une taux de blocage
interne nul ? Clos a prouvé que si un contrleur de commutateur est disposé a réarranger les connexions existantes
quand un nouvel appel arrive (c'est adire de rerouter certaines connexions), la condition est :

k>2n-2

Ainsi, un commutateur basé sur un réseau de Clos est un commutateur sans blocage interne avec réarrangement. Dans la
pratique, les commutateurs de circuit réarrangent rarement les connexions existantes, ainsi ce résultat est principal ement
dintérét théorique.

Un réseau de Clos detaille N x N aun nombre de points de croisements égal a
2N(2n - 1) + (2n - 1).(N/n)?

ce qui est inférieur & N% comme cela est |e cas pour un crossbar. Ce nombre est réduit au minimum quand n est de
I'ordre de V(N).

Dans un commutateur mono-étage, trouver un chemin entre une entrée et une sortie est trivial. Par contre, dans un
commutateur multi-&ages, le contréleur de commutateur doit trouver un chemin valide d'une entrée & une sortie au
moment de I'admission d'appel. Le contréleur maintient une liste des entrées et des sorties libres pendant chaque
intervalle de temps, et emploie un algorithme de recherche (e.g. profondeur-d'abord) pour trouver un chemin. Ce
chemin est alors stocké dans un programme de commutateur et remis au commutateur pour exécution pendant le
transfert de données réel.

Méme un réseau de Clos ne passe pas & |'échelle trés bien avec N. Par exemple, pour N = 120.000, le nombre d'entrées
optimal pour les matrices du premier étage n = 346 ; Nous avons alors besoin quil y ait k > 690 éléments
intermédiaires. Prenons k = 691. Le réseau de Clos correspondant aura 248.8 millions de point de croisements ! Pour
réduire ce nombre & des valeurs "raisonnables’, nous devons soit utiliser une combinaison d'éléments de commutation
spatiale et temporelle, ou choisir d'utiliser un commutateur ayant un taux de blocage interne non nul, et accepter le
risque qu'un appel soit rejeté a cause du blocage interne. Une compagnie de téléphone doit établir un compromis entre
la probabilité de blocage et le colt du commutateur. Dans la pratique, la plupart des commutateurs de téléphone ont
taux de blocage faible, mais non nul.

1.4.2.3 La commutation spatio-temporelle

Nous rappelons qu'un échangeur dintervalle de temps (TSI) a une seule entrée et une seule sortie, et peut étre considéré
comme servant a réarranger des échantillons sur la ligne d'entrée. Dans la commutation de spatio-temporelle, les sorties
de plusieurs TSIs aimentent un commutateur spatial (voir figure B1T33). Il y a deux maniéres de considérer un
commutateur spatio-temporel. Selon un premier point de vue, on peut considérer que le TSI retarde les échantillons de
sorte quils arrivent au bon moment selon le programme du commutateur spatial. Sil n'y avait pas d'étage de
commutation temporelle, il se peut qu'a un moment donné, nous ayons plusieurs entrées de |'étage spatial destinées ala
méme sortie, ce qui causerait un blocage. En réarrangeant I'ordre dans lequel |'étage spatial recoit les échantillons, nous
gagnons un degré de liberté en sélectionnant le programme du commutateur spatial. Ceci nous permet d'établir un
commutateur spatial avec moins de croisements qu'un commutateur de Clos, et pourtant sans blocage.

Exemple 1.3

Considérez un crosshar 4 x 4 (représenté dans la figure B1T33) qui a quatre entrées multiplexées, chacune supportant
quatre circuits. Ainsi, le commutateur commute 16 circuits, quatre a la fois. Notez que durant le premier intervalle de
temps arrivent les échantillons provenant du circuit 1 et 2. Si tous les deux doivent étre envoyés sur la sortie 1, l'une
d'entre elles sera bloquée. Nous appelons ceci blocage de sortie. Maintenant, supposez que nous insérons un TSI a
chaque entrée. Nous pouvons réarranger I'échantillon provenant de 1 de sorte qu'il arrive al'intervalle de temps 2 et non
au premier intervalle de temps, de sorte que 1 et 13 ne soient plus en conflit. C'est I'avantage principal du commutateur
spatio-temporel : il peut réduire le blocage en réarrangeant |es entrées.



Une deuxiéme maniére de considérer la commutation espace-temps est de penser que le commutateur spatial permet de
permuter des échantillons entre deux lignes de sortie des TSIs. Un TSI nous permet d'échanger |'ordre des échantillons
dans une ligne multiplexée, mais ne nous permet pas de placer un échantillon sur une autre ligne. En raccordant
ensemble des TSIs et un commutateur spatial, nous pouvons prendre un échantillon arrivant par exemple sur la ligne
d'entrée 1, et de le transmettre sur laligne de sortie 3.

1.4.2.4 La commutation Temps-eSpace-Temps

Un commutateur Temps-eSpace-Temps est semblable a un cross de trois étages, dans lequel nous remplagons les étages
d'entrée et de sortie par des TSIs (voir figure B1T34). La maniére la plus facile de comprendre |e fonctionnement d'un
commutateur TST est de le comparer & un commutateur spatio-temporel. Un commutateur spatio-temporel sert
réarranger des échantillons dans trame sur une ligne d'entrée, et les commute vers une ligne de sortie différente.
Supposons maintenant que deux lignes d'entrée veulent envoyer simultanément un échantillon ala méme ligne de sortie,
ce qui mene a un blocage de sortie. Nous pourrions alors employer les TSIs a l'entrée du commutateur spatio-temporel
pour réarranger les échantillons de sorte qu'il n'y ait plus de blocage de sortie. Cependant, ce réarrangement peut avoir
comme conséquence une arrivée hors séguence d'échantillons aux sorties. En plagant un deuxiéme TSI a chaque sortie,
nous pouvons réaliser 'ordonnancement désiré sur chaque ligne de sortie. Ainsi, nous pouvons employer n'importe
quelle intervalle de temps disponible de commutateur spatial pour commuter les échantillons entre les lignes, réduisant
ainsi la probabilité d'un blocage d'appel dans |e commutateur spatial.

Exemple 1.4

Sur le schéma B1T 34, supposez que les échantillons 1 et 2 provenant de la ligne d'entrée 1 et les échantillons 13 et 14
provenant de la ligne d'entrée 4 devraient étre commutés a la ligne de sortie 1. De plus, supposez que les deux premiers
échantillons dans la trame de la sortie 1 sont envoyés sur le groupe de liaisons A (TGA), et les deux échantillons
suivants sur le groupe de liaisons B (TGB). Nous voulons donc que les échantillons 13 et 14 soient envoyés sur TGA, et
1 et 2 sur TGB. Notons d'abord que les échantillons 1 et 13 et échantillons 2 et 14 souffrent d'un blocage de sortie. Au
niveau des TSIs d'entrée, nous réarrangeons ces échantillons comme montré dans le schéma pour éviter le blocage de
sortie. Cependant, |'ordre au niveau de la ligne de sortie, 14, 2, 1, 13 est erroné. Le TSI sur la ligne de sortie nous
permet de réarranger |'ordre convenablement.

Plusieurs variantes plus générales des commutateurs TST sont employées dans la pratique. Par exemple, nous pouvons
remplacer |'étage S (Spatial) par un commutateur spatial multi-étages, réduisant de ce fait le nombre de points de
croisement. Ceci mene a un coaur de commutation TSSST, utilisé dans le commutateur EWSD fabriqué par Siemens. Le
commutateur 4ESS de Lucent Technologies, qui emploie un principe semblable, est un commutateur TSSSST avec
guatre étages spatiaux internes et deux étages TSIs aux extrémités. Ces commutateurs multi-étages assez complexes
peuvent commuter 100.000 a 200.000 circuits et sont largement déployés dans le réseau téléphonique.

1.5 Signalisation

Le dernier éément du réseau téléphonique que nous étudierons est la signalisation. Nous rappelons qu'un systéme de
commutation se compose d'un commutateur, par lequel transite les données, et un contréleur de commutateur, qui est
responsable d'établir un circuit entre I'appelant et I'appelé. Quand un abonné compose un numéro, les impulsions ou les
tonalités représentant le numéro appelé envoyées au commutateur d'accés du central téléphonique local. A ce stade, le
contréleur de commutateur interpréte les signaux pour décider de la destination de I'appel. Si I'appel est local, aors le
contrdleur établit un circuit au niveau du commutateur local entre I'entrée et laligne de sortie correcte. || envoie alors un
signal sur le fil reliant le central téléphonique au téléphone de I'appel€ pour activer la sonnerie. Quand le combiné est
décroché, la voix des deux cotés est numérisée et envoyée a travers le circuit établi. Le contr6leur met en place
également les enregistrements de facturation avec les numéros de téléphone appelant et appelés, I'heure de I'appel, et la
durée. Quand I'une ou I'autre partie raccroche, le contréleur de commutateur libére le circuit du commutateur et marque
les ligne correspondante comme "libres’.

Si I'appelé n'est pas local, le contrdleur de commutateur envoie un message d'établissement de circuit au controleur du
commutateur de coaur de réseau le plus proche, demandant un circuit a la destination a distance. Ce contréleur relaie la
demande d'appel & un commutateur de coaur de réseau distant. Si laligne de 'appelé est libre, alors le message retourne
avec succes et chaque commutateur sur le chemin de retour est programmé afin d'établir le circuit. Le central
téléphonique distant active la sonnerie du téléphone de I'appelé et le central téléphonique local envoie une tonalité de
sonnerie au combiné de I'appelant. Quand I'appelé décroche, les commutateurs situés le long du circuit commencent a
transférer les échantillons de voix.

Notez que le contréleur de commutateur ne traite pas les échantillons de voix : il est seulement responsable du contréle
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du réseau. Une autre maniere de dire cela est que les commutateurs sont dans le plan de données, tandis que les
contrdleurs de commutateur sont dans le plan de contrdle.

1.6 Défis

Dans cette section, nous discutons quel ques défis faisant face au réseau téléphonique global.

1.6.1 Multimédia

La communication multimédia, également appelée la communication a intégration de services, est la transmission
simultanée de la voix, vidéo, et des données. Un exemple de communication de multimédia est une vidéoconférence
avec une espace de travail partagé.

Le réseau téléphonique existant est inapproprié pour supporter un trafic multimédia et ce pour trois raisons. D'abord, la
vidéo exige entre 0.35 et 3.5 Mbps de débit par flot. Bien que le réseau téléphonique supporte dans le coaur de réseau la
transmission de la voix numérisé, le service téléphonique régulier entre le commutateur d'acces et 1'abonné (la boucle
locale) est analogique et utilise comme support les paires torsadées. Les meilleurs modems actuels ne peuvent pas
réaliser 3.5 Mbps par dessus ce type de lien. Méne si on utilise pour la transmission des données un lien numérique
RNIS (Réseau Numérique a Intégration de Services), nous disposons seulement de circuits K x 64 Kbps. Donc afin de
pouvoir supporter la transmission de la vidéo numérique, le réseau doit augmenter le débit disponible aux utilisateurs
par presque deux ordres de grandeur. D'ailleurs, les commutateurs doivent étre capables de manipuler deux ordres de
grandeur de plus en terme de bande passante, ce qui augmente la difficulté.

En second lieu, la vidéo numérique compressée et les donnés constituent par nature un trafic sporadique (bursty). En
d'autres termes, la valeur maximale du débit calculé sur une période tres courte (appelé débit créte) dépasse le débit
moyen calculé sur une longue période (appelé débit moyen). Pour certains trafic de données typiques, la rapport débit
créte/débit moyen peut atteindre 1000. Nous avons vu plus haut que les TSIs sont les ééments critiques pour la
commutation dans le réseau téléphonique. Pour qu'un TSI travaille correctement, une source doit envoyer des données a
un TSI au débit auquel il est servi ou a un débit moindre. Sinon, les tampons dansle TSl se rempliront, ce qui méne ala
perte de paguets. Deux choix se présentent donc dans le cas d'une source de trafic sporadique. Soit on dimensionne le
TSI pour fonctionner au débit maximal de la source, soit on dimensionne les TSI pour réserver des tampons mémoire
pour stocker les données arrivant en rafale® (ou burst). Si le TSI traite les données au débit maximal de la source, dans
les périodes ou la source envoie plus lent que son débit maximal, le TSI fonctionnerait "avide', gaspillant ainsi labande
passante. Si le TSI fonctionne a un débit plus faible que le débit maximal de la source, la taille des tampons mémoire au
TSI doit étre assez grande pour pouvoir absorber le burst le plus important, ce qui peut colter cher en place mémoire.
Nous concluons qu'un TSI, et donc le réseau téléphonique, est intrinséquement colteux soit en terme de bande passante
soit en terme de tampons mémoire. Le réseau téléphonique n'est donc pas adéguat au transport des données multimédia.

Troisiémement, la capacité des liens du coaur de réseau est décidée en se basant sur le comportement statistique d'un
grand nombre d'appel s tél éphoniques. Par exemple, suite a une observation effectuée le long de plusieurs décennies, les
ingénieurs de télécommunication peuvent estimer de fagon trés précise le nombre d'appels entre deux grandes villes en
un jour ouvrable typique. Ceci leur permet de planifier des ressources suffisantes sur le lien entre les commutateurs de
coaur de réseau correspondants. Avec I'avénement de la communication multimédia, il n'est pas clair si les statistiques
correspondant aux appels téléphoniques restent appropriées. Par exemple, les appels de modem (données) ont des
durées beaucoup plus longues que les appels de voix — ceci signifie que le réseau doit planifier une bande passante plus
grande pour les liens qui transportent plus d'appels de modem. Comment les durées de communication et les débit
globaux changeront-ils si les sources étaient des vidéoconférences ? On ne peut pas le prédire de fagon précise au jour
d'aujourd'hui.

1.6.2 Compatibilité avec l'existant

Puisque les compagnies de téléphone dans les pays développées ont déja un investissement énorme en infrastructure
existante, les changements du réseau doivent étre compatibles avec I'existant. N'importe quel nouvel équipement doit
interopérer avec les équipements existants, et les services fournis aux clients doivent continuer a étre supportés. Ce
besoin de compatibilité "en arriére" contraint les choix disponibles en ce qui concerne I'ajout des services au réseall.
Néanmoins, de nouveaux services doivent étre ajoutés pour satisfaire aux besoins des clients. La téléphonie cellulaire,
les numéros verts, et les services de fax sont des exemples de nouveaux services qui ont été intégrés avec succes dans
I'infrastructure du réseau téléphonique. Le défi est d'entretenir le matériel et les systémes de génération dépassée tout en

% Certains utilise la traduction "salve" pour le mot anglais burst. Nous utiliserons dans le polycopié le terme anglais.
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ayant la possibilité d'ajouter de nouveaux services rapidement. » cet égard, les pays en voie de développement ont
probablement un avantage par rapport aux pays développés, parce qu'ils n'ont pas un grand investissement préalable en
infrastructure.

1.6.3 Réglementation

La plupart des pays considérent que le réseau téléphonique fait partie intégrante de l'infrastructure économique. Pour
cela, les compagnies de téléphone partout dans le monde sont sujettes a des réglementations trés strictes. Dans beaucoup
de pays, un entreprise appartenant a I'état et ayant le monopole fournit le service téléphonique. En France, on I'appelle
I'opérateur "historique’. Cette tradition de réglementation méne d'habitude a étouffer I'innovation, en particulier quand
la compagnie de téléphone est un monopole. Par exemple, les répondeurs tél éphoniques ont été longtemps illégaux en
Allemagne. Ainsi, ce service commode n'était pas proposé aux consommateurs allemands en raison de la réglementation
démodée. Les innovations technologiques exigent une grande réactivité, et le défi est de faire ceci dans un
environnement de réglementation.

1.6.4 Concurrence

Beaucoup de pays ont commencé a ouvrir leurs services téléphoniques a la concurrence. L'idée est que les forces du
marché libres réduiront les prix et favoriseront la productivité. Du point de vue d'une compagnie de téléphone, ceci
signifie lafin des beaux jours, et une incitation a se serrer la ceinture. L'exemple le plus en avant était la décomposition
de AT&T en 1984. Jusqu'a ce temps 15, AT&T contrdlait aux Etats-Unis, non seulement les lignes longues distances,
mais également le service téléphonique local et les terminaux téléphoniques eux-mémes (la plupart des équipements
étaient loués par les abonneés). Le département de justice des Etats-Unis a statué que c'était monopolistique et que ce
n'était pas dans I'intérét public. En 1984, laAT&T a été morcelée en deux parties - une compagnie de téléphonie longue
distance qui a gardé le nom AT&T, et un ensemble de compagnies régionales a qui il a été accordé un monopole sur le
service local. Le service longue distance était ouvert ala concurrence, ouvrant la voie a des compagnies comme MCI et
Sprint - en 1995, plus que cent compagnies de téléphonie longue distance opéraient aux Etats-Unis. Des changements
semblables se sont produits ou sont en train de se produire en Allemagne, au Japon, en Finlande, au Royaume-Uni et en
France. La concurrence a apporté des changements importants aux opérateurs historiques. Avec la perte de sources de
revenu presgue garanties, ils ont du licencier des personnes, recycler leur main d'ceuvre, et étre plus réactifs aux
innovations technologiques. Ceci est parfois réalisé aux dépens de la vision et la planification long terme qui ont
caractérisé les compagnie de téléphone dans le passé.

Bien que la concurrence soit une bonne chose pour la société, la transition d'un monopole géré par le gouvernement la
libre concurrence doit étre sagement contrélée. Ceci peut étre le défi le plus difficile a surmonter pour les réseaux
téléphoniques dans le monde entier.

1.6.5 Inefficacités dans le systéeme

La prolifération des systémes et des formats semblables mais incompatible, est un legs d'une longue histoire du réseau
téléphonique. Par exemple, le systéme de facturation de AT&T traite plus de deux mille types de bulletins de
facturation pour générer une facture. Quelques formats remontent a plusieurs décennies et doivent toujours étre
entretenus au vingt et uniéme siécle a moins que le systéme de facturation soit complétement révisé - un exercice
onéreux et rébarbatif. Malheureusement, ce genre d'inefficacité est plutét la norme que I'exception. Pour prendre un
autre exemple, les commutateurs sont des systémes composés typiquement de plusieurs sous-ensembles
indépendamment développés. Quelques sous-ensembles ont été écrits en langages spécifiques ou méme en assembleur
pour des ordinateurs a usage spécifique. Cette spécialisation était nécessaire quand les machines génériques n'étaient
pas puissantes ou assez fiables. Avec la croissance de la puissance de calcul, un grand nombre de systémes peuvent étre
supportés par des systémes génériques, ce qui faciliterait la maintenance. Le défi faisant face au systéme est d'identifier
et d'éliminer les inefficacités dues aux décisions dues a des contraintes technol ogiques nécessaires dans le passé, mais
qui n'ont plus lieu aujourd'hui.
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2.0 Les Réseaux ATM

Les concepteurs des réseaux ATM (Asynchronous Transfer Mode) avaient I'ambition de combler I'inadéquation du
réseau téléphonique concernant le support des application multimédia en définissant une architecture de réseau
permettant de fournir des garanties de qualité de service (QdS aussi appelée QoS de I'anglais Quality of Service) pour
un trafic multimédia (audio, vidéo et données). Les mots clés qui sont cités lors de la présentation de |'architecture ATM
sont le support du haut débit, le passage a I'échelle’, et la gestion aisée. Les réseaux ATM ont fait I'objet de longues
controverses entre les défenseurs d'un service réseau "sans connexion” (plut6t du coté des ingénieurs ayant participé ala
conception de I'Internet) et ceux qui pronent un service réseau "orienté connexion" comme celui proposé par le réseau
Transpac. Nous n'allons pas détailler les arguments des uns et des autres a ce stade. Nous présenterons plutdt |es réseaux
ATM comme une évolution de la technologie des opérateurs de télécommunications permettant d'avoir une meilleure
gestion de la bande passante. Nous ne détaillerons pas non plus les différentes classes de service ATM: CBR, VBR, etc.
Nous nous contenterons de décrire les idées de base et le positionnement de I'architecture ATM par rapport au réseau
téléphonique (duquel elle est dérivée) et par rapport a I'lnternet. L'architecture ATM a été normalisée par I'Union
Internationale des Téécommunications - Secteur de la normalisation des télécommunication (ITU-T). Nous
focaliserons sur la présentation de |'architecture de base indépendamment de ces normes.

Les réseaux ATM sont basés sur des concepts importants : (1) les circuits virtuels, (2) lataille fixe des paquets, (3) la
taille réduite des paquets, (4) le multiplexage statistique, et (5) l'intégration de service. L'idée de base était que si ces
concepts sont tous mis en oauvre, ils devraient a priori permettre d'établir des réseaux qui peuvent supporter des classes
de trafic multiples (a la différence du réseau téléphonique) avec des garanties de QoS fournies aux flots individuels (ala
différence de I'Internet). Cela devrait aussi permettre la construction de grands commutateurs paralléles et fournir un
cadre uniforme pour la gestion du réseau (a cause de I'intégration). Nous étudions ces concepts ci-apres.

2.1 Circuits virtuels

2.1.1 Mode de Transfert Synchrone (ou STM)

Les réseaux ATM ont été congus a l'origine en réponse aux problémes avec la transmission en mode de transfert
synchrone (STM) utilisée dans les réseaux téléphoniques. Nous étudions donc d'abord comment deux circuits
multiplexés en STM pourraient partager un lien physique.

Considérons une liaison entre deux centraux téléphoniques reliant deux villes par exemple Paris et Berlin. Imaginons
deux utilisateurs (A et B) a Paris partageant le lien & un correspondant commun a Berlin comme suit : de 1:00 A.M. a
2:00 A.M., lelien est attribué a I'utilisateur A. De 2:00 A.M. a3:00 A.M., lelien est attribué al'utilisateur B, et ainsi de
suite. Ainsi, si les émetteurs et e récepteur partagent un base de temps commune, le récepteur aura besoin uniquement
de connaitre le temps courant pour déterminer I'émetteur. Par exemple, sil est 1:15 A.M., les données arrivant sur le lien
doivent provenir de I'émetteur A. Donc, s les émetteurs et le récepteur partagent un base de temps commune, c.-a-d.,
sils sont synchrones, il n'y aura jamais de confusion au sujet des données des deux utilisateurs. Nous appelons ce type
de partage du lien de transmission le mode de transfert synchrone (STM). Notez que dans STM, les données arrivant au
récepteur n'ont pas besoin d'un en-téte descriptif (pour identifier la source en particulier), le fait que les données arrivent
aun moment particulier est suffisant pour identifier leur source.

Dans la pratique, la synchronisation exacte entre I'émetteur et |e récepteur est impossible, ainsi I'émetteur ajoute des bits
de synchronisation spéciaux ayant une configuration bien connue. Le récepteur se synchronise a I'émetteur en se
verrouillant a la configuration binaire transmise. 1l peut alors extraire l'information correspondant a chaque utilisateur
multiplexé, parce que cette information est présente dans un ordre fixe dans la trame transmise. Les problémes avec
STM décrits ci-apres restent valables méme avec ces modifications aux détails opérationnels.

STM a deux problémes principaux. D'abord, méme si A n‘arien a envoyer - disons, de 1:45 A.M. a2:00 AM. - B ne
peut pas employer le lien & la place. Dans STM, les intervalles de temps inutilisées sont gaspillées, parce que le
récepteur distingue les données en provenance d'un émetteur uniquement a partir du temps courant (ou, pour étre précis,
del'ordre des"dots' dans une trame).

Le deuxiéme probleme est un peu plus subtile. Le mode transfert synchrone, dans la théorie, nlinterdit pas aux
utilisateurs A et B, de partager un lien en utilisant un programme arbitraire. Par exemple, A aurait pu envoyer pendant
21 secondes, puis B pendant 18 minutes, puis A pendant 12.43 minutes. Ceci permettrait a A et a B de partager le lien
de fagon arbitraire. Le récepteur doit, cependant, connaitre le programme entier a l'avance, ce qui complique son

* Traduction du mot anglais "scalability". On pourrait aussi utiliser le terme scalabilité.
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opération. Pour simplifier les choses, les liens sont partagés dans la pratique en utilisant un programme cyclique fixe, ou
tous les intervalles de temps du programme ont la méme longueur. Puis, la seule information dont aura besoin le
récepteur est la longueur de l'intervalle de temps et le programme. Par exemple, l'intervalle de temps pourrait étre de 10
ms, et le programme pourrait &re ABAABB. Si le programme se compose de N intervalle de temps, et la capacité du
lien partagé est C bps, aors un utilisateur peut obtenir un débit multiple de C/N bps uniquement. Dans le réseau
téléphonique, les intervalles de temps sont choisis pour correspondre a 64 Kbps (suffisant pour un appel téléphonique)
de sorte qu'un utilisateur du réseau téléphonique puisse obtenir un circuit dont le débit est multiple de 64Kbps
uniquement. En d'autres termes, STM limite la gamme des capacités disponibles a une connexion. Ceci représente un
probléme, par exemple, si une application veut 90 Kbps de bande passante : €lle pourra obtenir uniquement 64 ou 128
Kbps.

2.1.2 Réseaux de commutation de paquets

Le service STM n'est pas flexible : les circuits basés sur STM doivent avoir une capacité multiple d'une valeur donnée,
et les source perdent les slots qu'elles n'utilisent pas. Nous résolvons ces problémes dans un réseau a commutation de
paquets en rajoutant un en-téte (ou des méta-données) pour décrire les données, en particulier, leur source et leur
destination (voir figure B1T44). L'en-téte permet aux commutateurs intermédiaires de stocker des paquets, &fin de les
expédier quand cela sera convenable. Ainsi, par exemple, si A n'emploie pas le lien, B peut I'employer, et le récepteur
peut identifier la source des données par les méta-données. Par ailleurs, un partage plus compliqué du lien est possible,
puisque le récepteur ne doit pas se baser sur un format fixe de trame pour décider la source des données. En particulier,
une source peut étre attribuée une bande passante qui n'est pas nécessairement un multiple d'un taux de base fixe, tel
gue 64 Kbps. Ainsi, les réseaux de commutation de paquets sont efficaces et flexibles.

2.1.3 Datagrammes et circuits virtuels

Il'y a deux maniéres de réaliser un réseau a commutation de paquets. La premiére est d'gjouter a chague paquet un en-
téte contenant |'adresse compléte de la destination (tout comme une adresse postale sur une enveloppe). Clest ce qu'on
appelle I'approche datagramme, et chaque paguet contenant I'adresse compléte de la destination Sappelle un
datagramme. Les adresses peuvent étre longues, ains si lalongueur moyenne de datagramme est petite, ceci gaspille la
bande passante. Par exemple, si la longueur moyenne de données est de 50 octets, et |'adresse de destination est de 4
octets, 8% de la bande passante est gaspillée a cause de |'adresse.

Selon la deuxiéme maniére de réaliser un réseau & commutation de paquets, les en-tétes de paguet portent des
identificateurs au lieu des adresses, et chague commutateur maintient une table de correspondance entre I'indentificateur
et la destination. Ceci permet d'économiser |'espace d'en-téte parce que les identificateurs ont une taille plus petite que
les adresses destination. Cependant, la correspondance entre I'identificateur et la destination doit étre mise en place dans
chaque commutateur le long du chemin avant que la transmission de données commence. En d'autres termes, une phase
d'établissement d'appel doit précéder la phase de transmission de données. Nous appelons cette approche la
commutation de circuits virtuels (VC).

2.1.4 Les circuits virtuels

Considérons un commutateur S1 relié a trois systemes finaux comme dans la figure B1T45 (nous appellerons les
systémes finaux des machines "hétes’, en utilisant la terminologie Internet). Le héte H1 peut envoyer un message au
héte H2 selon une de deux approches. Selon |'approche datagramme, il rajoute un en-téte avec |'adresse de H2et le passe
a S1 pour I'acheminer. Le commutateur lit I'adresse de la destination (H2) et consulte sa table de routage qui lui indique
de passer la pagquet a S2. S2 expédie a son tour le paquet a H2.

Dans le cas de I'approche "circuits virtuels', H1 envoie un message d'établissement de circuit virtuel & S1 demandant un
connexion vers H2. En utilisant la méme table de routage que celle citée auparavant, S1 décide que le prochain
commutateur le long du chemin est S2. |l fait suivre le "paquet" d'établissement de circuit a S2 et renvoie au héte un
identificateur appelé I'ldentificateur de Circuit Virtuel (VCI) (dans I'exemple, le VCI "1" est attribué au circuit initié par
H1). Il initialise également un enregistrement par VC dans lequel est stockée l'interface de sortie correspondant au VCl
attribué. Aprés la fin de la phase d'établissement de circuit, si H1 veut envoyer un message a H2, il lui suffira de mettre
le VCI dans I'en-téte au lieu de |'adresse de destination compléte. En examinant I'identificateur, S1 sait que ce message
est destiné a S2, et I'expédie tout simplement sur I'interface correcte de sortie.

Chague hit de I'en-téte représente une surcharge inévitable parce que chagque paquet doit contenir un en-téte. Ainsi, il est
préférable d'avoir un en-téte le plus petit possible. 1l est a noter que les VCls économisent |'espace en en-téte, parce que
les identificateurs ont une taille plus petite que les adresses de destination complétes. Dans ce sens, les circuits virtuels
sont plus efficaces dans leur utilisation de la bande passante que les datagrammes.

En retournant a notre exemple, supposons que I'héte H3 veut également communiquer avec H2. 1l doit envoyer un
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message de demande d'établissement de circuit a S1 et obtenir un VCI en retour. Considérons le lien de S1 a S2. Les
paquets en provenance de H1 sur ce lien ont "1" en tant que VCI dans I'en-téte. Si les paguets en provenance de H3 ont
également le méme identificateur sur ce lien, alors on ne pourra pas distinguer entre les paguets de H1 et de H3.
Clairement, les paquets de H3 doivent employer un VVCI différent. Il y a deux maniéres d'assurer ceci.

Dans une premiére solution, deux circuits virtuels quel conques partageant un lien doivent étre garantis d'avoir des VCls
différents. Un hote qui veut établir une nouvelle connexion doit alors savoir quels VCls sont déa employés par les
autres hotes partageant nimporte quel lien le long du chemin vers la destination. Bien que cette solution soit
théoriquement possible, elle ne passe pas a I'échelle dans de grands réseaux. Une meilleure solution est alors pour le
commutateur S1 de résoudre les conflits en effectuant une permutation des VCls. Quand S1 regoit des paquets de H3, il
modifie le VCI dans|'en-téte de 1 & 2. Ainsi, les paquets sur le lien S1-S2 ont des VCl's uniques. La permutation de VCI
exige de chague commutateur de maintenir une table de trandation permettant d'associer un VCI en entrée aun VCl en
sortie. Quand un commutateur accepte un appel, il choisit un VCI unique (localement) sur le lien de sortie, et inscrit la
correspondance entre le VCI d'entrée et le VCI de sortie dans la table de tranglation.

Les circuits virtuels représentent en fait I'approche "orientée connexion” selon laquelle une source doit établir un circuit
ou une connexion avant de pouvoir transférer des données (par exemple, dans le réseau téléphonique, vous devez
composer et attendre I'aboutissement de I'appel avant de pouvoir parler). En revanche, nous appelons les réseaux de
datagramme des réseaux "sans connexion', parce qu'une source n'a pas besoin d'établir une connexion (au niveau du
réseall) avant de pouvoir communiquer (par |I'exemple vous pouvez envoyer une lettre sans informer le destinataire, ni
les bureaux de poste intermédiaires aux préalable). Nous faisons maintenant quelques observations a propos de
I'approche commutation par circuits virtuels.

e Chague commutateur doit maintenir des informations d'état sur chaque circuit virtuel pour déterminer le lien et le
VCI de sortie pour un paquet regu. Cette information est maintenue dans une table appelée la table de trandation. La
table de tranglation pour le commutateur S1 sur lafigure B1T44 est montrée ci-dessous.

Lien en entrée VCI en entrée Lien en sortie VCI en sortie
H1-S1 1 S1-S2 1
H3-S1 1 S1-S2 2

e Puisque chaque paquet porte un identificateur et non I'adresse de destination compléte, et que l'identificateur est
connu uniquement des commutateurs qui ont participé a la phase d'établissement d'appel, tous les paquets transmis
pendant la phase de transmission de données doivent suivre le méme itinéraire. Si I'un des commutateurs le long de
I'itinéraire tombe en panne, le circuit virtuel est perdu. Bien que le réseau puisse ré-acheminer un circuit virtuel, cette
opération reste compliquée et fastidieuse. En revanche, chague datagramme peut "choisir" indépendamment le chemin
pour atteindre la destination. Si un commutateur tombe en panne, les datagrammes stockés dans ce commutateur seront
perdus, mais e réseau peut facilement re-router |es autres datagrammes par un autre chemin vers la destination.

e Chague commutateur maintient un éat par circuit virtuel (VC), c.-ad., une entrée par VC dans la table de
trandation. Ceci permet & un commutateur de stocker aussi d'autre information par VC, telle que la priorité relative du
VC et la bande passante réservée a ce VC. En stockant cette information d'état, un commutateur peut fournir une qualité
de service par VC. En revanche, les "routeurs' traitant les datagrammes ne stockent pas d'information d'état par "flux".
En fait, les routeurs ne distinguent méme pas entre les paquets de sources différentes. Aing, il est plus difficile de
fournir une qualité de service par "flux" avec les routeurs de datagramme.

e Lesactionsaaccomplir pendant les phases de transfert de données et d'établissement d'appel (ou signalisation) sont
distinctes. Les contréleurs de commutateur établissent et libérent les appels et ne sont pas impliqués dans le transfert
effectif des données. Cette séparation des "données' et du "contréle’ nous permet de réaiser la partie transfert de
données dans les commutateurs entiérement en matériel (hardware), de fagon a augmenter la vitesse de commutation,
réduire les colts et simplifier le conception des commutateurs. Les procédures de signalisation complexes nécessaires
une fois au début pour I'établissement de |'appel, sont réalisées par un contrdleur du commutateur qui fonctionne a une
échelle de temps plus lente. En revanche, dans un réseau de datagramme un commutateur doit lire I'adresse compléte et
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rechercher dans la table de routage pour chague paguet recu. |1 est plus difficile de réaliser cette tAche en hardware®.

e Un circuit virtuel ne fournit automatiquement aucune garantie de fiabilité. 1l y a mythe selon lequel les circuits
virtuels fourniraient nécessairement des faibles taux de perte et une remise en séquence des paquets de données. Un
réseal orienté connexion est sujet aux mémes types de perte qu'un réseau de datagramme. La seule différence évidente
est que parce que tous les paquets suivent le méme chemin, ils est beaucoup plus plausible qu'ils arrivent dans I'ordre.

e Le petite taille des identificateurs des circuits virtuels réduit la surcharge au niveau de I'en-téte. Ceci permet
également a des commutateurs de stocker I'état par VC, tel que l'interface de sortie sur laquelle les paquets devraient
étre expédiés, dans un enregistrement de la table indexé par le VCI. Quand une cellule arrive, le VCI dans I'en-téte
pourrait alors étre utilisé pour localiser directement I'information d'état correspondant a ce VC, ce qui rend plusfacilela
construction des commutateurs en hardware.

e Une source peut transférer des données sur un circuit virtuel seulement apres la fin de la phase d'établissement de
connexion. Cette phase nécessite au moins un temps égal au délai aller-retour, parce que le message de d'établissement
de connexion doit transiter de la source & la destination et la confirmation devrait revenir ala source. Si la source et la
destination sont distants I'un de l'autre, le délai aller-retour peut étre important. Par exemple, si les deux hétes sont a une
distance de 4000 Km, I'établissement de la connexion nécessitera 39.6 ms, aors que la transmission de données
nécessitera 19.8 ms pour que le paquet d'un octet de contenu soit transmis. En revanche, dans un réseau de datagramme,
il n'y a pas de phase d'établissement de connexion au niveau réseau’®, et ainsi I'octet peut arrivera au bout de 19.8 ms soit
troisfois plus vite que le premier cas.

e Un circuit virtuel établi pour une durée d'un appel, puis libéré, sappelle un circuit virtuel commuté ou un SVC
(Switched Virtual Circuit). L'établissement d'un SVC nécessite donc une phase de signalisation, assez complexe, et
prend du temps. Pour éviter cette phase, un utilisateur peut "cébler" une entrée dans la table de transation de chaque
commutateur le long du chemin entre la source et la destination d'un VC. Un circuit établi de cette maniére Sappelle un
circuit virtuel permanent ou un PV C.

e Une facon de réduire le déla de la phase d'établissement d'appel, est dallouer au préaable une plage
didentificateurs de circuits virtuels entre une source particuliere et un destinataire particulier. Puis, en choisissant un
VCI dans cette place, la source évite la phase d'établissement d'appel avant le transfert de données. Nous appelons cette
plage de circuits virtuels pré-établis un chemin virtuel (ou Virtual Path VP). Les chemins virtuels réduisent donc la
signaisation, mais aussi la taille de la table de trandation sur les commutateurs, parce qu'ils permettent d'agréger des
informations sur plusieurs circuits virtuels en une seule entrée. Par contre, les ressources allouées a un chemin virtuel
(les VCls) sont inutilisables pour d'autres connexions méme si aucun circuit virtuel ne les emploie.

e Une autre maniére d'éviter le délai de la phase d'établissement d'appel est de consacrer un VCI pour transporter des
datagrammes. Dans ce cas, un commutateur, remettra les paguets arrivant sur ce VCI a un routeur de datagramme

localisé dans le méme systéme’, qui expédie le pagquet en examinant son adresse de destination.

2.2 Paquets de taille fixe

Les réseaux ATM utilisent des paguets de taille fixe (appelés "cellules’) et non des paguets de longueur variable pour
trois raisons : (1) un matériel plus ssimple pour les tampons mémoire, (2) un ordonnancement plus simple au niveau du
lien de sortie, et (3) une plus grande facilité pour construire de grands commutateurs paralléles.

2.2.1 Tampons mémoire

Nous avons vu qu'un commutateur de paquets doit avoir des tampons pour stocker les paguets avant de les expédier.
L'allocation dynamique de tampons mémoire pour des paquets de taille variable est plus difficile que pour des cellules a
taille fixe. Pour sauvegarder des paquets de taille variable en mémoire, un commutateur doit trouver un espace contigu
assez grand pour contenir le paquet, ou sinon lier des zones mémoire non contigués a |'aide de pointeurs. Quand un
paquet est transmis, une zone mémoire de taille variable est libérée, ce qui rend la gestion de la mémoire disponible plus

> || existe cependant des routeurs IP qui utilisent un matériel spécifique pour accélérer lafonction de relais de paguet
(fast packet forwarding).

® TCP est un protocole de transport "orienté connexion” qui fonctionne au dessus d'un service réseau "sans connexion”
fourni par IP. UDP est un protocole de transport "sans connexion”.

" Un méme "systéme" peut contenir un routeur |P (couche 3) au dessus d'un commutateur ATM (couche 2).
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colteuse. Avec des cellules de taille fixe, un commutateur peut facilement maintenir une zone de tampons libres et
alouer I'espace mémoire pour une cellule. Puisgue toutes les cellules ont la méme taille, aucune fragmentation de
mémoaire ne se produira.

2.2.2 Ordonnancement sur le lien de sortie

Regardons de plus prés le commutateur S1 sur le schéma B1T45. Notez que les hotes H1 et H3 partagent le lien S1 - S2.
Un ordonnancement au niveau de ce lien détermine la nature de ce partage en décidant le prochain paguet & envoyer sur
le lien partagé. Par exemple, si on (I'ordonnanceur) décide d'envoyer trois cellules de H1 pour chaque cellule de H3, H1
aura trois fois plus de bande passante que H3. Si I'ordonnanceur décide de donner aux cellules de H1 la priorité par
rapport aux cellules de H3, les cellules de H1 auront un délai d'attente inférieur a celui des cellules de H3. Aing, les
séries de transmissions de paguet sur un lien de sortie déterminent la bande passante et le délai constatés pour les
paguets d'un circuit virtuel. En programmant |'ordonnanceur de lien convenablement (par le biais d'une discipline
d'ordonnancement), un opérateur de réseau peut attribuer différentes bandes passantes et délais aux différents circuits
virtuels. Cette attribution est simplifiée si les paquets sont de taille fixe. Par exemple, un ordonnanceur qui sert trois
cellules de H1, puis une de H3 garantit un quart de la bande passante du lien aH1. Si chaque paquet pouvait avoir une
taille différente, la gestion de I'allocation de la bande passante et des délais serait plus difficile. Par exemple, supposons
gue H1 envoie des paquets de 560 octets et H2 envoie des paquets de 132 octets, et que I'on voudrait partager |a bande
passante du lien de fagon égale entre les deux hotes. L'ordonnanceur doit se rappeler de donner au paguet suivant de H2
la priorité par rapport au paquet de H1, afin de pouvoir égaliser leur part de bande passante. Aing, il est plus difficile de
réaliser des rapports simples avec des paquets de taille variable.

2.2.3 Commutateurs de paquets paralleles de grande taille

Une maniére simple de réaliser un commutateur est de mémoriser les paquets a chaque entrée, puis avoir un processeur
qui traite les entrées a tour de role, en copiant les paquets a la sortie appropriée. Les commutateurs téléphoniques de
grande taille, pouvant avoir plus que cent mille entrées et sorties, ne peuvent pas étre réalisés avec un seul processeur ;
le commutateur doit traiter des paquets en paralléle. La maniére habituelle de réaliser un commutateur paralléle est de le
diviser en trois parties : tampons mémoire d'entrée, la matrice de commutation et les tampons mémoire de sortie. La
matrice de commutation est une interconnexion d'éléments de commutation qui transfére des paguets d'une entrée
guelconque a une sortie quelconque. Pour maximiser le parallélisme, tous les éléments de commutation doivent
accomplir un transfert partiel de paguet simultanément. Puisque le temps de transfert d'un paquet dépend de sa
longueur, un parallélisme maximal est réalisé quand tous les paquets sont la méme taille. Avec des paquets de taille
variable, quelques éléments de commutation seront en état de famine, attendant qu'un élément précédent termine son
traitement, ce qui diminue le degré de parallélisme.

2.2.4 Problémes de la taille fixe

Les cellules de taille fixe ont certains avantages par rapport aux paguets de taille variable, mais présentent également
quelques problémes. Une source qui veut envoyer une "grande quantité€” de données, plus grande que la taille choisie
pour les cellules doit alors segmenter les données pour les transmettre dans des cellules de taille fixe, et la destination
pourrait alors étre amenée a effectuer le réassemblage de ces paquets. Cette opération peut étre coliteuse en temps de
traitement, en particulier si la taille choisie pour les cellules est plus petite que I'unité de données moyenne de niveau
application (Application Data Unit ou ADU), et s le réseau fonctionne a un débit élevé (méme dans des réseaux de
paquets de taille variable, les systémes finaux doivent segmenter et rassembler les unités de données plus grandes que la
taille maximum autorisée pour les paquets. Cette taille maximale (Maximum Transmission Unit ou MTU), est
cependant en général plus grande que la taille moyenne de I'ADU. Réciproquement, si une source veut envoyer moins
de données que lataille de cellule choisie, la bande passante est gaspillée. Un deuxiéme probléme est qu'en fragmentant
un long message en des cellules a taille fixe, la derniére cellule peut ne pas étre remplie entiérement. Ceci gaspille aussi
la bande passante. Les concepteurs de la technologie ATM ont estimé que les avantages d'une taille fixe de cellules
étaient supérieurs aux problémes.

2.3 Paquets de taille réduite

Les cellules ATM sont de taille réduite & cause de la maniére avec laquelle les réseaux ATM transportent le trafic de
voix : I'émetteur numérise les échantillons de voix, les met dans une cellule, gjoute un en-téte de cellule, et remet la
cellule au réseau pour transmission. Le récepteur recoit les "échantillons’, les convertit en format analogique, puis les
passe au haut parleur. Le délai entre le moment ou I'utilisateur parle du coté émetteur et le moment oul le son est entendu
par |'utilisateur du coté récepteur dépend du nombre d'échantillons de voix rassemblés dans chaque cellule. Le délai de
mise en paguet (ou paguetisation) est minimal si I'émetteur met un seul échantillon par cellule. Cependant, ceci cause
également le surcolt maximal a cause des en-tétes de cellules, I'envoi d'un seul échantillon par cellule est donc
inefficace. 11 y aun compromis entre un délai de paquetisation faible et un surco(t d'en-téte important.
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2.3.1 Taille standard des cellules

Quand le CCITT (Comité Consultatif International Télégraphique et Téléphonique), I'organisme de normalisation
international pour les télécommunications (remplacé maintenant par 1TU-T), décidait la taille de paguet pour les
réseaux ATM en 1989, les avantages et les inconvénients d'une petite et d'une grande taille de cellules. Nous avons cité
dans la section 1.2.2 que les compagnies de téléphone préférent un délai de paquetisation réduit, parce que ceci réduit le
besoin d'annulation d'écho sur les liens de nationaux ou internationaux. Ainsi, il y avait une forte pression des
représentants de compagnie de téléphone pour une taille de paquet aussi petite que possible, tout en maintenant toujours
un surcolt d'en-téte tolérable. D'autre part, comme les Etats-Unis est un pays étendu géographiquement, ce qui signifie
un délai de propagation de bout en bout assez important, les compagnies de téléphone américaines avaient déja investi
dans des équipements d'annulation d'écho pour le coaur du réseau. Ce qui les préoccupait était donc la réduction du
surcodt d'en-téte autant que possible : elles voulaient une taille de cellules de 64 octets, correspondant a un délai de
paquetisation de 8 ms. Les opérateurs européens et japonais n'avaient pas investi beaucoup dans les équipements
d'annulation d'écho parce que leurs pays sont moins étendus géographiquement et pour éviter la nécessité d'gjouter des
€'quipements d'annulation d'écho a toutes leurs lignes de longue distance, ils ont demandé une taille de cellules de 32
octets, correspondant a un délai de paquetisation de 4 ms. Les deux groupes ont finalement décidé de couper la poire en
deux, et lataille de cellule ATM adoptée danslanorme internationale ITU-T est de 48 octets. L'en-téte étant de 5 octets,
la taille totale de la cellule ATM est de 53 octets. Ironiquement, cette décision nous fait perdre I'un des avantages
principaux des circuits virtuels, le faible surcolt des en-tétes. L'efficacité d'un réseau ATM est "garantie” pour étre
inférieure ou égale & 90.57% parce que sur chaque 53 octets, 5 octets sont du géchis.

Exemple 2.1

(a) Calculez le délai de paquetisation pour une cellule ATM et pour un paquet 1500-byte. (b) Considérant un débit de 64
Kbps, et que les appels de voix peuvent tolérer un délai de 100 ms, quelle distance maximale entre émetteur et récepteur
sans qu'il y ait un besoin d'utiliser des annulateurs d'écho pour des cellules 32 et 64 octets ?

Solution : (a) Le délai de paquetisation pour une cellule ATM est de 6 ms. Pour un paguet de 1500 octets, le délai de
paguetisation est de 182.5 ms! (b) Avec des cellules de 32 octets, le temps de transmission est de 4 ms, et le temps de
pagquetisation est de 4 ms. Puisque ce délai est observé dans les deux sens 100 - 2 * 8 = 84 ms peuvent étre employées
par le délai de propagation. La vitesse de la lumiére dans la fibre est de 210.000 kmy/s, les 84 ms correspondent donc a
une distance de 12.640 kilométres (aller-retour). L'émetteur et le récepteur doivent alors étre séparés par au plus 8820
Km si on ne veut pas utiliser des annulateurs d'écho. Avec des cellules de 64 octets, |e temps de transmission est de 8
ms, et le temps de paquetisation est également de 8 ms. Il reste un budget de 68 ms pour le délai de propagation, ce qui
correspond & une distance aller-retour de 14.280 kilométres et & une distance maximale entre I'émetteur et le récepteur
de 7140 kilometres.

2.4 Le multiplexage statistique

Considérons un multiplexeur temporel multiplexant les cellules ATM de quatre sources sur une ligne de sortie partagée
(voir B1T50). Si une cellule arrive a chacune des quatre entrées précisément chaque seconde, le multiplexeur doit avoir
un débit de sortie au moins de 4 cellules/seconde, et des tampons mémoire a chaque entrée pour au plus une cellule.
Puisgu'une cellule doit attendre tout au plus la transmission de trois autres cellules avant d'étre "servie', le délai
d'attente d'une cellule est au pire trois fois le temps de service d'une cellule. Maintenant, supposons que les cellules
arrivent regroupées en des "bursts’ de 10 cellules espacées d'une seconde, ce qui donne un débit maximal d'une cellule
par seconde. Si l'intervalle de temps moyen entre la fin d'un burst et le début du burst suivant est de 100 secondes, de
sorte que le débit moyen d'arrivée soit de 0.09 cellules/seconde (10 cellules arrivent toutes les 110 secondes), que
devrait étre le débit de laligne de sortie ?

Il n'y a pas une réponse unique a cette question. Nous pourrions disposer de fagon conservatrice d'une ligne de sortie a4
cellules/seconde. Dans ce cas, méme s les quatre bursts arrivaient simultanément, ils ne surchargeraient pas le
multiplexeur. Il est probable, cependant, qu'un seul burst soit en activité a un moment donné. Ainsi, nous pourrions
disposer de fagon optimiste d'une ligne de sortie ayant un débit d'une cellule/seconde, méme sil faudrait aors faire
attendre les paquets en tampons mémoire si laligne de sortie est occupée.

La relation entre le débit de la ligne de sortie et le délai moyen d'attente d'un flux en entrée est montrée sur la figure
B1T51. Si laligne de sortie a un débit supérieur & 4 cellules/seconde, alors le délai d'attente maximal sera trois fois le
temps de service d'une cellule (par exemple pour un débit de 4 cellules/seconde, ce délai est de 0.75 s). Si le débit de la
ligne de sortie est inférieur au débit moyen agrégé de 0.36 cellule/seconde, alors le délai d'attente n'est pas borné, et les
tampons mémoire seront débordés. Si le débit varie entre ces deux vaeurs, le déla maximal est une fonction
décroissante du débit de laligne de sortie.

Supposons maintenant que le débit de la ligne de sortie est de 1.25 cellules/seconde. Puisque nous ne servons pas les
cellules au déhit maximal de 4 cellules/seconde, nous obtenons un gain de multiplexage statistique de 4/1.25 = 3.2.

18



Cependant, ceci aboutit a un délai d'attente maximal supérieur & 0.75 s. Nous pouvons interpréter la courbe sur le
schéma B1T51 comme une mesure de la relation entre le gain de multiplexage statistique et le délai maximal. Pour
avoir un taux de perte nul, le buffer d'entrée doit étre assez grand pour absorber les cellules pendant le délai maximal.
La courbe mesure donc également la relation entre le gain de multiplexage statistique et la taille de buffer pour un taux
de perte nul.

Nous avons considéré jusgu'ici le multiplexage statistique dans un multiplexeur temporel simple. Les mémes arguments
sappliquent également a un commutateur de cellules parce que I'ordonnanceur du lien de sortie est identique a un
multiplexeur temporel. Un commutateur de cellules peut donc exploiter le gain de multiplexage statistique tout comme
le fait un multiplexeur temporel.

Nous pouvons genéraliser la notion du gain de multiplexage statistique a partir de notre exemple. Supposons qu'une
ressource est employée par n sources sporadiques qui ont un débit maximal p et un débit moyen a. Dans le cas le pire,
les demandes de toutes les sources pourraient arriver simultanément, ainsi un schéma conservateur pour l'allocation de
ressource serait de les servir a un débit np. Cette approche étant onéreuse, nous pouvons également accepter une mise
en attente de certaines demandes de ressource, et servir a un débit r tel que na < r< np. Dans ce cas |13, on définit le gain
de multiplexage statistique par le rapport np/r. Pour réaliser ce gain, des demandes de ressource (bande passante du lien
de sortie) doivent étre mises en attente (paquets en tampons mémoire). Si la durée maximale des bursts est de b
secondes, les tampons mémoaires requis pour éviter de perdre des paquets est approximativement nb(p - r). Si le buffer
est plus petit, alors des cellules peuvent étre perdues. Le principe général est que toutes les fois que le débit moyen a
long terme différe du débit maximal, nous pouvons employer le multiplexage statistique afin de régler le déhit de
service en fonction du délai moyen.

Le gain de multiplexage statistique est un concept central dans les réseaux ATM. - la différence des réseaux STM, ou
les échantillons de voix ne peuvent pas étre stockés indéfiniment attendant une ligne de sortie, les cellules ATM
peuvent étre stockées avant d'étre expédiées, permettant aux commutateurs ATM d'établir un compromis entre le délai
d'attente des paguets (que I'on souhaite aussi réduit que possible) et |e débit de laligne de sortie (que I'on souhaite faible
également). Comme le colt de la bande passante sur les liens de longue distance est beaucoup plus élevé que celui des
tampons mémoire, ceci résulte en un colt d'exploitation des réseaux ATM moins élevé qu'un réseau STM équivalent
(i.e. permettant de transporter le trafic considéré). Notons que le gain de multiplexage statistique dépend
considérablement de la différence entre les débits créte et moyen d'une source. Si la charge du réseau ATM est telle que
les débits créte et moyen sont proches, alors le réseau ne peut pas exploiter le gain de multiplexage statistique.

2.5 L'intégration de service

2.5.1 Le service traditionnel

Letrafic de voix atraditionnellement été transporté par les réseaux téléphoniques, le trafic vidéo par les réseaux de télé-
diffusion, et le trafic de données par les réseaux de communication de données. Bien que les trois réseaux partagent
souvent le méme lien physique, ils sont différents parce que les données transmises sont commutées par différents
commutateurs, et parce qu'ils sont contrdlés par des organismes séparés. En effet, méme si le méme lien physique
supporte la voix (du réseau téléphonique), la vidéo numérique, et les données entre ordinateurs, ce fait est caché des
utilisateurs des trois réseaux.

Les trois réseaux sont séparés parce qu'ils supportent différents types de trafic, avec différents besoins de service. Les
sources de trafic de voix nécessite un délai de bout en bout faible (autour de 100 ms pour des conversations
interactives), et une bande passante presque constante entre 10 et 64 Kbps (selon I'algorithme de codage utilisé). Les
sources vidéo ont besoin d'un débit qui peut atteindre quelques dizaines de Mbps (selon I'algorithme de compression) et
ne sont pas affectées par un déla inférieur & quelques secondes. Les sources du trafic de données souhaitent le
"maximum " de bande passante et un délai de bout a bout "minimal”, mais peuvent saccommoder a beaucoup moins
que cela.

2.5.2 L'intégration de service

Si I'on peut transporter les trois types de média en utilisant une technologie de réseau universelle en permettant a des
utilisateurs d'accéder a un ou plusieurs médias simultanément, nous pouvons développer des applications multimédia
multiples et fournir ains des services nouveaux et intéressants. Les exemples évidents sont la vidéoconférence - ou on
transmet |'audio et la vidéo, les jeux interactifs - ou deux joueurs ou plus partagent un environnement virtuel et peuvent
communiquer avec la voix et/ou la vidéo. Par ailleurs, la gestion et la planification du réseau deviennent plus simples,
puisque les barriéres artificielles entre les réseavix disparaissent. Du point de vue de |'utilisateur, une seule prise réseau a
la maison peut fournir la voix, la vidéo, et le service de données. Cette unification de service est une raison forte qui a
poussé a la conception des réseaux ATM. L'objectif d'origine des réseaux ATM était donc de servie de réseau
dintégration de service et donc de remplacer les trois réseaux (téléphone, télévision, et réseaux de transmission de
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données). Cet objectif est loin d'avoir été atteint ou méme approché.

2.5.6 La bande passante élevée - ou le mythe du haut débit

Les réseaux ATM peuvent fournir une gigantesque capacité de commutation parce que les cellules ATM de taille fixe
peuvent étre commutées tres efficacement en hardware. Avec les circuits intégrés spécialisés, le colt d'un commutateur
ATM 8x8 d'une capacité totale de 1 Gbps est inférieur a 90 Euros. Cette bande passante est nécessaire pour le support
de sources vidéo qui exigent une bande passante moyenne de 1.5 Mbps environ. Avec un débit si élevé, méme un
commutateur de capacité 1 Gbps ne peut supporter que 666 flux vidéo.

2.5.7 Différents types de support du trafic

Un réseau ATM supporte des besoins de qualité de service différents en permettant aux utilisateurs dindiquer la qualité
de service désirée pendant la phase d'établissement de connexion, et en effectuant la gestion des ressources pour
répondre a ces besoins. Pendant |'établissement de la connexion, les commutateurs sur le chemin entre la source et la
destination vérifient sil y a suffisamment de ressources pour accepter la connexion tout en maintenant la qualité de
service pour les connexions existantes (sinon la connexion est refusée, cette opération sappelle le contrdle d'admission).
Une connexion acceptée aura la garantie de qualité de service requise. Le réseau peut fournir des garanties de service a
une source uniquement dans le cas a décrit son comportement par un descripteur de trafic au moment de I'établissement
de la connexion. Le réseau doit sassurer que le trafic généré réellement par source obéit a la description fournie pendant
I'établissement d'appel (cette opération sappelle le contrdle du trafic). Par exemple, un utilisateur peut demander une
bande passante de 1.4 Mbps pendant I'établissement de la connexion. Cette demande de ressource est transmise a
chaque contréleur de commutateur le long du chemin. Si un contréleur n'a pas la capacité d'accepter la connexion, il
rejette la demande. Dans le cas contraire, les contréleurs de commutateurs garantissent le débit requis a la connexion et
mettent & jour leur enregistrements afin de refléer la nouvelle attribution de ressource. Pendant la phase de transfert de
données, les commutateurs sassurent que la source ne transmet pas plus que 1.4 Mbps.

En plus contréle d'admission et du contrle du trafic, un réseau ATM devrait disposer d'un ordonnanceur de lien
intelligent pour répondre aux besoins des utilisateurs. Le trafic de voix et de vidéo sont relativement continus, a la
différence du trafic de données, qui est bursty. Un appel de voix fournit des données a un commutateur périodiquement,
et un ordonnanceur de lien doit permettre aux échantillons de voix d'étre transmis périodiquement sur le lien de sortie.
En revanche, les données textuelles (fichiers, pages web) arrivent sporadiquement, et alors les cellules de données
devraient étre programmées seulement quand elles arrivent. L'établissement d'un programme flexible est possible dans
les réseaux ATM, a la différence du réseau téléphonique, parce que les méta-données dans les cellules (les en-tétes de
cellules) permettent & I'ordonnanceur de lien de remettre la transmission d'une cellule a plus tard pour des connexions de
faible priorité (en les stockant) pendant qu'il sert des connexions prioritaires.

Ainsi, nous voyons que la technologie ATM permet l'intégration des services considérés traditionnellement comme
séparés. Ceci peut avoir comme conséquence les économies d'échelle, et la création des nouveaux services qui étaient
précédemment infai sables ou chers.

2.6 Les défis

2.6.1 La qualité de service

L'élément clef pour fournir I'intégration de service est de fournir aux connexions de type différent une qualité de service
différente. Cette qualité doit étre fournie par les systemes finaux, les contrleurs de commutateur, et les matrices de
commutation. Un défi fort aux réseaux ATM réside en la proposition des normes et des systemes qui permettent a des
applications sur des systémes finaux d'exprimer leurs besoins et de recevoir la qualité du service du réseau.
Actuellement, fournir la qualité du service de bout en bout n'est pas réalisable. Beaucoup de travaux de recherches ont
été menées et aucun mécanisme standard de garantir la qualité de service dans un réseau intégré n'avu lejour.

2.6.1 Le passage a I'échelle

Les réseaux ATM existants sont de petite taille. Ces réseaux ont été a l'origine congu pour remplacer le réseau
téléphonique, le réseau de télédiffusion le réseau de communication de données. Ces réseau existants avec tous les
défauts qu'ils ont, passent bien a I'échelle : c'est pourquoi ils sont étendus et réussis. Lors de la conception des réseaux
ATM, il était important de sassurer que les algorithmes et les protocoles choisis pour le réseau passent bien a I'échelle.
Par exemple, le réseau ne devrait pas avoir un contrdle centralisé, et les identificateurs globalement uniques doivent étre
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attribués de fagon hiérarchique. Comme les "grands" réseaux ATM n'ont pas été déployés a ce jour® il est difficile
d'évaluer I'aptitude de passage al'échelle des réseaux ATM.

2.6.2 La concurrence d'Ethernet

ATM a éé considéré pendant plusieurs années comme étant une technologie a l'abri du vieillissement pour la
construction de réseaux locaux a haut débit (> 10 Mbps). Les problémes d'équipements onéreux et peu fiables, ont
décredibilisé les solutions ATM par rapport a d'autres technologies de réseaux locaux a haut débit, telles que 100 Mbps
ou Gigabit Ethernet. Ces autres technologies ne permettent pas de supporter une transmission dans un réseau étendu,
mais sont fiables et largement disponible a un prix raisonnable. Ces technologies ont donc dominé le marché du réseau
local & haut débit. 1l est a noter que la non disponibilité de la technologie ATM au niveau du réseau local, rend plus
difficile laréalisation de la qualité de service de bout en bout.

2.6.3 Les normes

Dans leur début, le réseau téléphonique et le réseau Internet ont été congus par une poignée d'individus compétents qui
ont décidé des normes essentielles par consensus et en se basant sur le mérite technique. Maintenant que ces réseaux se
sont développés, et comme plus de personnes sont devenues impliquées’, le processus de normalisation a
nécessairement ralenti, mais les décisions (techniquement solides) prises au début continuent & guider I'évolution de
réseau’®. En revanche, les normes ATM ont éé éablies dans le cadre de I'ATM forum, un grand regroupement de
compagnies ayant des conflits d'intéréts, et qui n‘avaient pas toutes une expérience des réseaux ATM. En essayant de
forcer I'avancement de la normalisation avant que les chercheurs aient trouvé une solution de consensus, I'ATM forum a
produit des normes qui reflétent parfois des estimations périmées des possibilités techniques, telles que la taille
mémoire et la puissance de traitement réalisables sur des commutateurs. Ces normes font par ailleurs I'objet de
compromis purement politiques. L'expérience avec I'OSI, qui a essayé de normaliser la commutation par paquets avant
gue la technologie ait été mature, suggéere que ce processus mene probablement a des réseaux extrémement colteux,
donc inutilisables en pratique.

26.4ATM et IP

L'Internet mondial, qui est basé sur le protocole IP, représente I'infrastructure réseau la plus vaste et en croissance
continue. Ce n'est pas la technologie ATM. Pour exister, les réseaux ATM doivent inter-opérer avec I'Internet.
Malheureusement (pour I'ATM), cet interopérabilité est problématique, parce que les réseaux ATM et I'Internet ont des
philosophies de conception fondamentalement différentes. Par exemple, I'Internet adopte le modéle "sans connexion”,
tandis que les réseaux ATM sont "orientés connexions'. Les réseaux ATM affichent comme spécificité la réservation de
ressource et la qualité du service, alors que I'Internet vante le mérite de la connectivité et le service "au mieux" (best
effort). Méme les extensions proposés a I'l nternet pour permettre des garanties de qualité de service (au niveau |P) sont
incompeatibles avec les mécanismes ATM (de niveau liaison). » cause de toutes ces incompatibilités, les tentatives de
développement d'architecture d'interopérabilité entre ATM et IP ont échoué. La solution adoptée en fin de compte
consiste a utiliser les liens ATM comme des liaisons spécialisées pour le support de trafic |P entre deux routeurs de
I'Internet, sans aucune fonctionnalité au niveau ATM.

8 Et ne le seront probablement jamais.

® 21 ingénieurs et chercheurs ont participé & la premiére réunion de I'lETF (Internet Engineering Task Force, organisme
de normalisation des protocoles de I'Internet) tenue a San Diego en janvier 1986. 2810 personnes ont assisté au 49°™
IETF en décembre 2000 (a San Diego aussi).

191 '|AB (ou Internet Architecture Board, 16 membres triés sur le volet) veille, entre autres, au maintien des principes de
base qui ont fait le succés de I'Internet.
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3.0 L'Internet, concepts et défis

L'Internet relie des centaines de millions d'ordinateurs partout dans le monde, leur permettant d'échanger des messages
et de partager des ressources. Les utilisateurs de I'lnternet peuvent échanger des courriers électroniques, lisent et postent
des messages dans des les "news", accédent a des fichiers n'importe ol dans le réseau, et mettent leurs informations a
disposition d'autres utilisateurs. L'Internet, qui a commencé comme projet de recherche reliant quatre ordinateurs en
1969, sest développé continuellement pour atteindre un réseau de plus de cent millions d'ordinateurs en 2001, liant plus
de un demi milliard de personnes environ.

L'Internet est une interconnexion lache de réseaux de technologies différentes organisés en une hiérarchie multi-
niveaux. Au niveau le plus bas, entre dix et cent ordinateurs peuvent étre reliés entre eux, et a un routeur, par un réseau
local. Un routeur est un ordinateur spécialisé qui effectue I'acheminement des données dans I'inter-réseau. D'autres
peuvent étre connectés a un routeur a travers le réseau téléphonique en utilisant un modem ou atravers un lien sans fil.
Le réseau d'une grande entreprise ou d'un campus universitaire peut comporter plusieurs routeurs. Ces routeurs sont liés
atravers le réseau du campus a un "routeur de campus’ qui gére tout le trafic entrant et sortant du campus. Les routeurs
de campus sont typiquement reliés par les lignes spécialisées aux routeurs appartenant a un Fournisseur de Service
Internet (Internet Service Provider ou ISP). Ces routeurs, se relient a leur tour aux routeurs de coaur de réseau appelé
épine dorsale ou plus communément backbone. Dans un pays, il y a habituellement quelques backbones liant tous les
ISPs. Aux Etats-Unis, les backbones sont inter-connectés a un nombre restreint de points d'accés de réseau (Network
Access Points ou NAPs). En fin de compte, les backbones nationaux sont interconnectés en un réseau maillé en utilisant
les lignes international es.

Exemple 3.1

Considérons un paguet envoyé a partir d'un ordinateur de I''NRIA Sophia Antipolis & un ordinateur du département
informatique a I'Université de Wisconsin (voir B1T59). Le paguet traverse d'abord le réseau local de I'NRIA vers le
"routeur de campus' t4-gateway. Puis traverse le réseau régional puis le réseau national de Renater (méme ISP régional
et national), puis a travers le réseau opentransit, traverse |I'atlantique vers New York (a travers la cable car le ddai de
bout en bout est de I'ordre de 90 ms, comme l'indiquent les chiffres a c6té). Puis a travers le réseau de I'|SP BBN, le
paguet continue son cheminement vers la passerelle de I'Université de Wisconsin, puis a travers plusieurs routeurs
arrive ala machine destination parmesan.cs.wisc.edu.

Les campus sont habituellement administrés par une seule autorité, de sorte que tous les ordinateurs dans un campus se
fassent mutuellement "confiance" (les réseaux ol tous les ordinateurs se font confiance sont appelés des Intranets). » des
niveaux plus élevés, cependant, le réseau est hétérogene, et les différents domaines administratifs se font rarement
confiance.

3.1 Concepts

Les concepts de base de I'Internet sont I'adressage, le routage, et le protocole internet (Internet Protocol ou IP).
L'adressage fournit une maniére uniforme d'identifier une destination dans le réseau. Le routage permet aux paquets de
données de traverser le réseau d'une I'extrémité a l'autre. Par ailleurs, le protocole IP permet a des données d'étre
interprétées de fagon uniforme pendant qu'elles transitent & travers le réseau. Une définition assez commune de
I'Internet est : I'ensemble des ordinateurs accessibles via I P.

Peut-étre la maniére la plus facile de comprendre ces concepts est de regarder les trois étapes pour rendre un ordinateur
"apte ajoindre I'Internet" :

D'abord, les gens devraient pouvoir vous adresser des données, ce qui signifie que vous avez besoin d'une adresse
Internet. Vous pouvez demander une adresse a quelqu'un qui gére une partie de I'espace d'adressage IP, tel que
['administrateur du réseau de votre organisation, ou a un ISP. Si vous avez l'intention de devenir ISP, vous pouvez
réserver un lot d'adresses Internet auprés de I'lANA (Internet Addressing and Numbering Authority).

Aprés cela, les données provenant de votre ordinateur doivent de fagon ou d'autre étre transmises vers la destination. Si
vous avez un seul raccordement a I'Internet, toutes vos données seront transmises sur ce lien. Cependant, s vous
décidez d'avoir deux liens de raccordement a I'Internet (pour plus de fiabilité par exemple), vous devrez alors exécuter
un protocole de routage pour décider quel lien fait partie du meilleur chemin vers chaque destination. Ce protocole de
routage doit communiquer avec les autres instances du protocole fonctionnant sur les ordinateurs voisins pour découvrir
la topologie du voisinage, ce qui veut dire que le protocole de routage devrait étre généralement connu, du moins au
niveau dans le domaine local. Le protocole de routage devrait aussi annoncer votre présence au reste du réseau d'une
maniére bien connue.

Par ailleurs, quand vous envoyez des données, vous devez avoir un logiciel sur votre ordinateur qui les prépare selon le
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format 1P, de sorte que les routeurs intermédiaires le long du chemin vers la destination sachent traiter ce qu'ils
recoivent. Sinon, vos paquets ne sont lisibles par personne.

Une fois que vous avez accompli ces trois étapes, correspondant a I'attribution d'une adresse IP, le support d'un
protocole de routage et |e formatage des paguets selon le protocole, vous pouvez envoyer des données dans |e réseau, en
espérant quiils arriveront par la suite a leur destination. Vous pouvez également recevoir des données a partir de
nimporte quel autre ordinateur dans le réseau.

Une raison du déploiement trés rapide de I'Internet est que les trois notions de base, adressage, conduite, et IP, sont
congues pour passer a l'échelle. Par exemple, I'Internet n'a pas une autorité d'adressage centralisée, ou un point de
coordination du routage. N'importe ISP peut attribuer une partie de I'espace d'adressage qui lui a été attribuée au
préalable sans davantage de référence a une plus Haute Autorité. De méme, le routage change dynamiquement avec
I'ajout et la suppression de machines ou s les lignes de transmission tombent en panne ou sont mises en
fonctionnement. Cette conception permettant un fonctionnement distribué et un autorétablissement en cas de pannes, a
permis al'Internet de passer al'échelle.

3.2 Technologie de base d'Internet

Deux idées principales concernant |'Internet sont la commutation de paquets et la transmission store & forward.

3.2.1 La commutation de paquets

L'Internet transporte I'information en utilisant des paguets. Un paquet est composé de deux parties : le contenu, appelé
"payload"”, et des informations sur le payload, appelées les méta-données ou I'en-téte. Les méta-données se composent
des champs tel's que I'adresse source et I'adresse destination, lataille du payload, e numéro de séquence du paquet, et le
type des données. L'introduction des méta-données est une innovation fondamentale par rapport au réseau téléphonique.
Pour I'apprécier pleinement, rappelez-vous que le réseau téléphonique transporte la voix en utilisant les échantillons
nUMErisés, qui ne sont permettent pas une auto-identification des échantillons. Aingi, le réseau ne peut pas déterminer
d'ou viennent les échantillons, ou bien ou ils vont, sans information additionnelle de contexte. Les méta-données
rendent possible |'auto-identification de I'information, permettant au réseau dinterpréter les données sans information
additionnelle de contexte. En particulier, si les méta-données contiennent les adresses source et destination, le réseau est
capable de savoir d'oul vient ce paquet et ou il va, quelque soit la position du paquet dans le réseau. Le réseau peut alors
stocker le paguet au besoin, pendant le temps quiil faut, puis "débloquer" sa transmission, tout en sachant ce qui doit
étre fait pour remettre les données. En revanche, dans le réseau téléphonique, |a destination d'un échantillon est déduite
a partir de l'intervalle de temps dans lequel il arrive a un commutateur. Si un commutateur précédent stocke
I'échantillon, cette information de synchronisation est perdue. Ainsi, contrairement aux réseaux de paguet, les réseaux
téléphoniques ne peuvent pas stocker puis expédier des échantillons.

3.2.2 Le stockage et réexpédition (Store & forward)

Les méta-données permettent une forme de relais de données appelée stockage puis réexpédition (S&F). Selon cette
méthode, un paquet est stocké successivement dans une série de routeurs, et par la suite livré ala destination. Le point
clé est que I'information stockée peut étre réexpédiée quand ceci est convenable. Par analogie avec le fonctionnement de
la poste, un bureau de poste locale peut expédier les lettres au bureau de poste principal une fois par jour, au lieu
d'envoyer un facteur chaque fois qu'une personne envoie une lettre. La transmission S&F dans le réseau postal est
moins colteuse que la transmission immeédiate, puisgue le colt de transmission est amorti sur un grand nombre de
lettres. De méme, un réseau & commutation de paquets stocke les paguets jusqu'a ce qu'ils puissent étre expédiés. En
accumulant un certain nombre de paquets stockés avant d'accéder a un lien de transmission onéreux, un réseau de
paguet permet la partage du colt de ce lien (tel qu'une ligne téléphonique internationale) entre un grand nombre
d'utilisateurs. Par ailleurs, si un lien tombe en panne, les paguets entrants peuvent étre stockés et livrés quand le lien
revient en état de fonctionnement. Ains, la rupture d'une seule liaison ne cause pas une panne générale de la
communication.

3.2.3 Problemes avec le routage S&F

Un réseau S&F est moins cher a opérer qu'un réseau téléphonique, mais les utilisateurs du réseau rencontrent trois
problémes. D'abord, il est difficile pour les utilisateurs de contrdler e temps pendant lequel leurs paquets seront retardés
dans le réseau. Un paquet stocké pourrait en effet étre expédié aprés un long délai de stockage. Siil est important d'éviter
les délais, comme dans le cas d'un communication voix sur IP (VolP), alors une approche S& F de base pourrait ne pas
étre suffisante. En second lieu, puisque les paguets doivent étre stockés, les routeurs ont besoin de mémoire, ce qui
pourrait augmenter leur prix. Finalement, s beaucoup dutilisateurs décident d'envoyer des paguets a la méme
destination simultanément, et il n'y a pas assez de tampons mémoire pour contenir tous les paquets de données entrants,
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alors il y aura une perte de paquets. » moins qu'il y ait plus de contrdle dans le réseau, les utilisateurs du service S& F
doivent supposer que leurs paguets pourraient étre écartés en raison de I'arrivée des bursts de paguets en provenance
d'autres utilisateurs a un routeur intermédiaire ou a la destination. En revanche, comme tous les échantillons arrivent a
un commutateur téléphonique a un débit fixe, aucun échantillon n'est perdu a cause d'un débordement de tampons
mémoire.

Néanmoins, les méta-données et la commutation par paquets S&F sont des idées puissantes. Elles nous permettent
d'établir des systemes ol le colit élevé des liens de communication peut étre partagé par un grand nombre d'utilisateurs.

3.3 Adressage

Une adresse IP, correspond a un carte dinterface dans une machine (la carte d'interface est le dispositif qui relie un
ordinateur a un réseau). Un ordinateur avec deux cartes a besoin de deux adresses |P, une pour chaque interface. Pour
les machines ayant seulement une interface réseau, ce qui est la norme*, une adresse IP attribuée a |a carte dinterface
peut étre considérée comme étant I'adresse | P de I'ordinateur.

Les adresses |P sont structurées en une hiérarchie de deux niveaux (voir B1T67). La premiére partie est le numéro de
réseau et la deuxieme partie est le numéro dinterface dans le réseau. Puisgue les numéros de réseau sont globalement
uniques, et les numéros d'interface dans un réseau sont également uniques, chaque interface dans I'lnternet est identifiée
de fagon non ambigué. Une fois qu'une autorité centrale attribue & un administrateur de réseau un numéro de réseau
unique, I'administrateur peut attribuer une adresse |P globalement unique avec ce préfixe, permettant ainsi un contrdle
décentralisé de I'espace d'adressage. Si les adresses IP étaient "plates’ ou sans hiérarchie, une autorité centrale aurait
besoin de vérifier I'unicité de chaque nouvelle adresse IP avant attribution. Nous étudions I'adressage Internet plus en
détail danslebloc 3.

3.3.1 Les classes d'adresse

Un probléme intéressant est de décider combien de bits de I'adresse IP devraient correspondre au numéro de réseau et
combien au numéro dinterface. Si I'Internet était constitué d'un grand nombre de réseaux, mais chague réseau avait
seulement quelques interfaces, il vaudrait mieux attribuer plus de bits au numéro de réseau qu'au numéro d'interface. Sil
y avait beaucoup d'interfaces par réseau et peu de réseaux, alors nous devrions inverser |'attribution. Les adresses de la
version actuelle de IP (IPv4) ont une taille de 32 bits. Si nous employons 24 bits de I'adresse pour le numéro de réseau
et 8 bits pour le numéro dinterface, nous pouvons adresser 22* (16.772.216) réseaux, chacun ayant 256 machines au
maximum. Si nous employons 8 bits de |'adresse pour le numéro de réseau et 24 bits pour le numéro dinterface, nous
pouvons adresser 256 réseauix, chacun avec 22 interfaces. Les concepteurs d'Internet avaient choisi au début 8 bits pour
le numéro de réseau, parce qu'ils ont estimé que I'Internet n'aurait jamais plus de 256 réseaux ! L'attribution des bits de
|'adresse permet actuellement une plus grande flexibilité.

Divisons I'espace d'adresse en plusieurs classes, les adresses de classe A, de classe B, de classe C, et de classe D avec
un nombre différent de bits attribués aux numéros de réseau et d'interface dans chague classe. Une adresse de classe A
est composée 8 bits pour le numéro de réseau et 24 bits pour le numéro d'interface. Une grande composante de I'Internet
utiliserait alors une adresse de classe A. En revanche une adresse de classe C est composée de 24 bits de numéro de
réseau et seulement 8 bits pour le numéro d'interface. Seulement 256 machines peuvent étre installées dans un réseau de
classe C, ce qui pourrait étre suffisant pour la plupart des réseaux locaux (Local Area Networks ou LANS).

On distingue parmi les quatre classes d'adresses en vérifiant le premier bit du numéro de réseau. Si le premier bit est un
0, alors I'adresse est une adresse de classe A ; s les deux premiers bits sont 10, c'est une adresse de classe B ; s les
premiers bits sont 110, c'est une adresse de classe C ; sils sont 1110, c'est une adresse de classe D. L'utilisation de bits
du numéro de réseau afin de distinguer parmi les classes d'adresse signifie que chague classe contient moins de réseaux
qu'il pourrait avoir sinon. Ainsi, par exemple, les numéros de réseau de classe A ont une longueur de 7 bits seulement (il
peut y avoir seulement 128 grands réseaux) et les numeéros de réseau de classe B ont une longueur de 14 bits seulement,
permettant 16.384 réseaux "moyens’.

Bien que I'adressage basé sur des classes permette d'avoir des réseaux de différentes tailles, il n'est pas suffisamment
flexible. Par exemple, beaucoup de campus ont plus de 256 noauds et ont ainsi besoin au moins d'une adresse de classe
B. D'autre part, ils ont beaucoup moins que les 65.536 machines autorisées dans un réseau de classe B. Ainsi, ces
campus gaspillent une fraction substantielle de I'espace d'adressage IP. Afin d'essayer de réduire ce gaspillage, I'lnternet
a récemment adopté des adresses sans classes, appelées les adresses CIDR (Classless Inter Domain Routing addresses).

1 On voir de plus en plus deux interfaces (Ethernet et 802.11) pour |es ordinateurs portables, avec tous les problémes de
securité et gestion que celaimplique.
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Avec cette forme d'adressage, le numéro de réseau peut avoir une longueur quelcongue, de sorte que lataille d'un réseau
puisse étre bornée par n'importe quelle puissance de 2. Plus de détails au sujet des adresses CIDR peuvent étre trouvés
dansbloc 3.

3.3.2 De plus longues adresses

Les adresses |Pv4 ont une taille de 32 bits et peuvent adresser 2% (4.294.962.296) interfaces si |'espace d'adressage est
complétement utilisé. En réalité, une fois que I'autorité centrale aura attribué une partie de I'espace d'adressage, elle ne
peut pas contrdler comment cette partie est utilisée. Méme si une organisation a qui est a été attribuée une partie de
I'espace d'adressage en utilise seulement une petite fraction, le reste de I'lnternet doit respecter cette attribution et ne
peut pas réutiliser les adresses.

Aux débuts de I'Internet, quand seulement quelques organismes étaient connectés, des adresses de classe A et de classe
B ont été facilement données a des organismes qui ne pouvaient pas utiliser complétement leur part de I'espace
adressage. En conséquence, leur espace d'adressage comporte des plages d'adresses libres, mais qui ne peuvent pas étre
reprises. Des organismes plus récemment connectés a I'Internet ne peuvent pas obtenir un espace d'adressage aussi
grand quils en ont besoin. On estime que |'espace d'adressage sera épuisé dans un futur proche™. Pour résoudre ce
probléme, la version 6 du protocole IP est définie avec des adresses de 128 bits. Les concepteurs de |Pv6 sattendent a
ce que ce gigantesque espace d'adressage résolve une fois pour toutes le probléme de mangue d'adresses | P.

3.4 Leroutage

L'Internet expédie les paquets | P d'une source vers une destination en utilisant le champ "adresse IP de destination” dans
I'en-téte de paquet. Un routeur est défini comme étant un hote connecté a au moins deux réseaux. Chaque routeur le
long du chemin entre la source et |a destination dispose d'une table de routage ayant au moins deux champs : un numéro
de réseau et l'interface sur laguelle envoyer les paguets avec ce numéro de réseau dans le champ adresse IP de
destination. Le routeur lit I'adresse de destination dans |'en-téte d'un paquet recu et utilise la table de routage pour
I'expédier sur l'interface appropriée. Le schéma (B1T70) illustre ce concept. Dans ce schéma, les boites rectangulaires
représentent les interfaces de hotes et |e cercle du milieu représente un routeur.

Il'y a trois réseaux, numérotés 1, 2, et 3, et les adresses de interfaces de hotes sont établies a la IP. Par exemple,
I'adresse 2.3 désigne l'interface de héte ayant le numéro 3, connecté au réseau ayant le numéro de 2. Dans lafigure, le
routeur a une interface sur chacun des trois réseaux.

Supposons maintenant qu'une interface sur un réseau peut joindre toutes les autres interfaces sur ce réseau. (ceci est
facilement réalisable sur les réseaux qui partagent un milieu physique de transmission, tel que Ethernet.) Le routeur peut
alorsjoindre toutes les interfaces sur les trois réseaux parce qu'il a une interface sur chaque réseau. Par symétrie, chague
interface de hote peut joindre le routeur. Ainsi, quand un héte veut envoyer un pagquet & un héte distant, il I'envoie au
routeur, qui I'expédie en utilisant sa table de routage. Puisque chaque héte dans les trois réseaux sur le schéma B1T70
peut accéder tous les autres hotes via le routeur, nous pouvons maintenant considérer le groupement de ces trois réseaux
comme étant une zone entiérement connexe comme nous I'avons supposé pour chacun des réseaux. Nous pouvons alors
établir des groupements plus grands, en mettant en place des routeurs ayant des interfaces appartenant & au moins deux
zones. Nous pouvons continuer ce processus et aboutir a des domaines trés grands de cette facon. Ceci est description
trés simplifiée du routage dans I'Internet. Les mécanismes et protocol es de routage seront étudiés dans le bloc 3.

Il convient de remarquer que les adresses IP (qui sont en fait des adresses hiérarchiques) contiennent un indication au
sujet de la localisation géographique de I'interface. Par exemple, un héte ayant une adresse IP 3.1 indique qu'il est dans
le réseau 3. Si cette hiérarchie est toujours respectée, la table de routage dans le routeur ne doit pas maintenir une entrée
pour chaque adresse dans le réseau 3. On peut y mettre tout ssimplement "si I'adresse de destination est 3.*, envoyer le
paquet correspondant a l'interface 3." L'indication géographique dans les adresses | P permet |'agrégation des adresses de
destination dans les routeurs et représente un élément essentiel pour le passage al'échelle du routage dans I'Internet.

3.4.1 Routes par défaut

spriori, une table de routage doit maintenir le prochain noaud (next hop) pour chaque numéro de réseau dans I'l nternet.
L'Internet regroupe maintenant plus de 80.000 réseaux, et demander & chague routeur de maintenir l'information
concernant le next hop pour tous ces réseaux est trés contraignant. Ainsi, un routeur aura a maintenir les itinéraires
détaillés (C'est-a-dire, itinéraires pour des adresses de réseau absolues telles que 135.104.53, et non des adresses

12 Ce délai dépend du temps nécessaire pour que tous les chinois aient accés a I'lnternet ou que tous |es téléphones
portables soient connectés au réseau.

25



agrégées telles que 135.*) uniquement pour les réseaux "voisins'. Tous les paquets ayant une adresse de réseau
destination qui n'est pas "voising" sont expédiés a une adresse de défaut, qui est I'adresse d'un routeur qui connait plus
de choses au sujet des réseaux éoignés. Par exemple, un routeur de campus connaitrait typiquement le next hop
seulement pour les réseaux locaux du campus. Sil recoit un paquet |P avec une adresse de destination inconnue, il
expédie automatiquement ce paquet sur la route par défaut qui mene au niveau supérieur dans la hiérarchie de I'lnternet,
c.-a-d., un routeur du réseau régional. De méme, les machines htes sur un réseau garde en général une seule route, qui
n'est autre que la route par défaut vers le routeur local. Seule les routeurs du coar de réseau doivent alors maintenir une
table de routage "globale" contenant |'information sur le next hop pour chaque réseau dans I'lnternet.

3.4.2 Calcul des tables de routage

Nous avons regardé comment le routage est effectué quand une table de routage existe déja. Nous discutons maintenant
comment cette table est calculée. Une fagon de réaliser ceci serait que chague hbte et routeur annonce son identité et
une liste de ses voisins a une autorité centrale qui calculerait périodiguement les tables de routage optimales pour tous
les routeurs. Cette solution n'est pas souhaitable, parce qu'elle ne passe pas al'échelle. En d'autres termes, & mesure que
la taille du réseau augmente, la charge sur l'ordinateur central augmente au dela de la capacité des plus grandes
machines disponibles, limitant ains la taille du réseau. D'ailleurs, si cet ordinateur central tombe en panne, le réseau
entier serait inutilisable.

Une meilleure approche serait alors que les routeurs échangent entre eux des messages qui indiquent les réseaux qu'ils
peuvent atteindre, et le co(t d'atteindre ces réseaux. En examinant son état local et en le combinant avec I'information
recue de ses pairs, chaque routeur peut calculer de fagon distribuée une table de routage cohérente.

3.5 Le contrble de bout en bout

Comme les idées de base de la conception d'Internet mettent en valeur le contréle décentralisé, les systémes finaux ne
peuvent pas se baser sur le réseau pour assurer le transfert de données fiable ou en temps réel. Un concept importante de
la philosophie de I'Internet est donc le contréle de bout en bout. L'idée est que le transfert de données fiable doit étre
fourni par des protocoles fonctionnant au niveau des systémes finaux, et non dans le réseau. L'intelligence dans les
systémes finaux devrait alors réparer les déficiences du réseau (délai, perte, etc). Cest exactement l'inverse de la
philosophie de conception du réseau téléphonique, ou I'on considere que les systemes finaux (appelés dailleurs
terminauix) sont sansintelligence et que toute I'intelligence est fournie par les équipements du réseaul.

La fiabilité de bout en bout dans I'Internet fournie par une couche de protocole qui fonctionne au-dessus du protocole
IP. IP fournit la connectivité de bout en bout sans garantie de fiabilité. Une protocole de contrdle de transmission au-
dessus d'IP, appelé TCP (Transmission Control Protocol), fournit habituellement la contréle d'erreur et la contrdle de
flux pour permettre un transfert de données fiable controlé au dessus d'un réseau non fiable. Nous étudierons en détail
le protocole TCP dans le bloc 4.

Il est & noter que la philosophie du contrdle de bout en bout permet de construire un réseau avec peu d'hypotheses, ce
qui simplifie l'intégration de nouvelles technologies de réseau (tels que les réseaux radio et les réseaux satellite) dans
I'Internet. Malheureusement, ceci implique également qu'un changement de TCP nécessite des changements a tous les
systémes finaux, ce qui explique la grande difficulté de supporter de nouvelles versions du protocoles. En revanche,
dans le réseau téléphonique, il est difficile dintégrer de nouvelles technologies de réseaux, mais l'introduction de
nouveaux services est plus facile que dans |e cas de I'Internet car elle ne nécessite pas la coopération de I'utilisateur. Par
exemple, l'introduction des téléphones cellulaires sest effectué sans aucun changement en ce qui concerne les
téléphones existants.

3.6 Défis

3.6.1 Le manque d'adresses IP

Un des défis technologiques les plus immédiats auxquels I'Internet devrait faire face c'est le manque d'adresses |P.
Comme nous avons vu, les adresses d'I P sont structurées selon une hiérarchie, avec un numéro de réseau et un numMéro
dinterface. Une fois qu'une autorité centrale attribue a une organisation un numéro de réseau, l'organisation peut
attribuer a sa guise des adresses dans ce réseau. Malheureusement, si I'organisation n'utilise pas entierement |'espace
d'adresses disponible, cet espace n'est pas utilisable par d'autres organismes. Aux débuts de I'Internet, des adresses de
classe A et B ont été facilement attribuées, parce que personne n'avait prévu le succes formidable du réseau. Cependant,
méme les organismes les plus grands ne peuvent pas utiliser entiérement les 22* adresses disponible dans un réseau de
classe A. En réalité, I'utilisation réelle de I'espace d'adresse de 32 bits est tout a fait clairsemée.

Une solution consiste en I'attribution de plusieurs adresses de classe C aux nouveaux organismes qui demandent des
adresses au lieu de leur attribuer des adresses de classe B ou de classe A. Cependant, chagque adresse de classe C

26



correspond a une entrée dans la table de routage des routeurs de backbone. Or une taille importante des tables de
routage rend I'expédition des paquets plus lente (& cause des temps de recherche de |'adresse dans la table).

Actuellement, des efforts sont fournis pour déployer IPv6™ ce qui permettra d'avoir des adresses de 128 bits. La
compatibilité avec les adresses IPv4 est aussi considérée. On attend donc le déploiement |Pv6 pour oublier a jamais la
pénurie d'adresses IP. Ceci dit, I'adoption de CIDR (sera décrit dans le bloc 3) a retardé I'échéance, du moins pour
guel ques années.

3.6.2 Problemes du contrdle décentralisé

Le décentralisation du contrdle, qui est en fait essentielle ala scalabilité de I'lnternet, pourrait également le transformer
en un systeme anarchique ou aucun service fiable ne peut étre garanti. |1 suffit qu'un seul routeur écarte des paquets ou
les altére de fagon imperceptible pour causer des problémes partout dans le réseau (par exemple, si un paquet de routage
altéré cause un état incohérent des tables de routage partout dans le réseau).

Un probléme plus pernicieux est la sécurité. Les paguets envoyés sur |'Internet sont visibles a tous ceux qui souhaitent
les examiner. La sécurité n'était pas un probléme sérieux quand I'Internet était un joyau entre les mains des
universitaires. Maintenant qu'on voudrait faire du business sur Internet, il faudrait considérer plus sérieusement la fait
gue les paquets envoyeés sur I'lnternet pourraient étre examinés ou sujets a une usurpation d'adresse |P par des noauds
intermédiaires sans scrupules. Le chiffrement de bout en bout résout partiellement ce probléme, mais augmente la
complexité au niveau des systémes finaux et nécessite un mécanisme de distribution de clés scalable et efficace. Ces
problémes sont moins graves dans un Intranet, ou tous les ordinateurs et routeurs sont administrés par une seule
organisation et se font donc confiance.

Un troisiéme probléme du au contrdle décentralisé est qu'il n'y a pas de moyen uniforme d'effectuer la comptabilité sur
I'Internet. Ni les universitaires, ni les militaires ne se sont préoccupés de la comptabilité, les mécanismes pour la
facturation et |e partage des frais sont inexistants. Ceci a mené ala facturation forfaitaire basée sur la bande passante du
lien d'accés™. Ce systéme est simple et fonctionne assez bien, mais le support du trafic multimédia pourrait augmenter
le besoin de comptabilité (collecte des informations) et de facturation.

Quatriémement, il n'y a sur Internet un éguivalent aux pages blanches ou aux pages jaunes de I'annuaire de téléphone.
Rechercher une adresse e-mail de fagon slire est impossible ; méme s on en trouve une, il n'y a aucune moyen de
vé&rifier si I'adresse est toujours utilisé ou si elle a été usurpée par un utilisateur sans scrupules.

Finalement, e contrdle décentralisé signifie que le routage peut parfois étre sous-optimal. Comme il n'y a pas d'autorité
centrale responsable de veérifier que les décisions sont optimales au niveau global, une série de décisions localement
optimales peut avoir comme conséquence un chaos global. Comme exemple extréme, on a découvert que pendant
plusieurs mois, tout le trafic entre la France et le Royaume-Uni était envoyé par l'intermédiaire des Etats-Unis. Bien
gu'un tel routage sous-optimal pourrait avoir lieu dans n'importe quel réseau, e point est que ce probléme de routage n'a
pas été détecté pendant plusieurs mois parce qu'aucune autorité n'était responsable du routage.

3.6.3 Le support du multimédia

Les applications "multimédia’ qui ont besoin des garanties de performance temps réel telles que un délai borné et un
débit minimal ne sont pas bien supportés par I'Internet courant. Ces paramétres appelés souvent les parametres de la
qualité de service ou QoS. Un défi important auquel I'Internet devrait faire face, réside en l'intégration de la qualité de
service dans |'architecture existante.

Si un routeur (basé sur le mode S&F) stocke le trafic en provenance de tous les utilisateurs dans une file d'attente
partagée et |es sert™ dans I'ordre de réception (Premier Arrivé, Premier Servi - FIFO ou FCFS en anglais), un utilisateur
qui injecte un burst de paquets qui remplissent la file d'attente partagée peut causer un délai et un taux de perte plus
€levé aux autres utilisateurs. Ceci est di au fait que les paquets appartenant a d'autres utilisateurs sont stockés derriere le
burst des paguets et seront servis apres que le burst entier a été servi. Si le burst occupe tous les buffers disponibles, les
paquets en provenance d'autres utilisateurs seront écartés par mangue de place mémoire pour les stocker. Si un des
utilisateurs en "compétition" avec le burst envoie des paguets de voix, le récepteur entendra des coupures, qui peuvent

B voir http://www.ietf.org/html.charters/ipv6-charter.html
14 Par exemple, on trouve en France un abonnement ADSL 512 Kbps pour moins de 30 euros/mois.
1> Servir un paquet signifie le transmettre sur laligne de sortie
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étre tres génantes. De méme, si une vidéo est transférée, le récepteur peut voir un image saccadée ou carrément figée.

Un réseau peut fournir aux utilisateurs une meilleure qualité de service s les utilisateurs partagent plusieurs tampons
mémoire (ou files d'attente) au niveau d'un routeur de fagon équitable, et si e routeur sert les paquets non pas en FIFO,
mais sert les différentes files d'attentes a tour de role. Dans notre exemple de poste, ceci correspondrait a avoir les files
dattente séparées pour demander un renseignement et pour envoyer des colis, de sorte que des utilisateurs qui ont
besoin d'un service rapide ne soient pas retenu derriére d'autres. Cependant, la plupart des routeurs dans I'Internet
mettent tous les paquets dans une seule file d'attente et fournissent un service de type FIFO. Aingi, pour garantir la
qualité du service, tous les routeurs existants doivent appliquer une discipline de service différente de FIFO (discipline
de service atour de r6le ou Round-Robin). Le contréle décentralisé rend ce changement particuliérement difficile.

Un autre mécanisme est requis pour fournir la qualité du service: il sagir de la signalisation dont I'objectif est d'informer
les routeurs le long du chemin a propos de la qualité du service requise par chaque "flot" des paguets. Théoriquement,
ce mécanisme de signaisation devrait éablir des paramétres de QoS pour chaque "classe” de trafic, et chaque paguet
entrant doit étre classifié comme appartenant & une des classe prédéfinis. |l faudrait aussi appliquer un contréle
d'admission pour les nouveaux flots. Tout ceci est contraire & la philosophie de base de I'Internet qui consiste a garder le
réseau simple pour assurer sa scalabilité.

4.0 Sommaire

Ce bloc est composé de trois grandes sections: la section 1 décrit de fagcon générale le réseau téléphonique, la section 2
les réseaux ATM et la section 3 I'Internet. Dans la premiére section, nous avons étudié quatre composants essentiels du
réseau téléphonique : (a) les systémes finaux, (b) latransmission, (c) la commutation, et (d) lasignalisation.

La section 2 décrit les réseaux ATM qui avaient pour objectif de combiner les meilleures idées du réseau téléphonique,
telles que le service connecté et la qualité de service de bout en bout du service, et ceux des réseaux informatiques, tels
que la commutation par paguets. |lIs sont basés sur cing concepts importants : (1) les circuits virtuels, (2) la taille de
paquet fixe, (3) la taille de paquet réduite, (4) le multiplexage statistique, et (5) l'intégration de service.
Malheureusement, les problémes de passages a I'échelle ont empéché un large déploiement de ces réseaux qui se
cantonnent aujourd'hui au marché des liens a haut débit entre routeurs | P.

Finalement dans la section 3 nous décrivons briévement les deux technologies principale utilisées dans I'Internet: la
commutation de paguets et la transmission par stockage puis réexpédition (Store & Forward). L'Internet est par ailleurs
basé sur I'adressage, le routage et le format des paquets définis par le protocole IP. L'Internet a connu un succes
formidable a cause du principe du contréle décentralisé et de la transmission par paquets. Justement, ces deux aspects
rendent |'introduction de nouveaux services tels que la comptabilité, la facturation et la qualité de service tres difficile.
L'Internet a rejeté toutes les tentatives d'enrichissement du service fourni au nom de la scalabilité. Il est peut
probablement condamné a l'ossification.
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Bloc 2

Les liens de communication et I'acces multiple

This bloc is divided in two sections. Section 1 introduce some concepts and terms related to the physical layer. Section
2 describes in detail Medium Access Control Level mechanisms and protocols.

1.0 The Physical layer

1.1 Transmission Terminology

Data transmission occurs between transmitter and receiver over some transmission medium. Transmission media may
he classified as guided or unguided. In both cases, communication is in the form of electromagnetic waves. With guided
media, the waves are guided along a physical path; examples of guided media are twisted pair, coaxial cable, and
optical fiber. Unguided media provide a means for transmitting electromagnetic waves but do not guide them; examples
are propagation through air, vacuum, and sea water.

The term direct link is used to refer to the transmission path between two devices in which signals propagate directly
from transmitter to receiver with no intermediate devices, other than amplifiers or repeaters used to increase signal
strength. Note that this term can apply to both guided and unguided media.

A guided transmission medium is point-to-point if it provides a direct link between two devices and those are the only
two devices sharing the medium. In a multipoint guided configuration, more than two devices share the same medium.

A transmission may be simplex, half duplex, or full duplex. In simplex transmission, signals are transmitted in only one
direction; one station is transmitter and the other is receiver. In half-duplex operation, both stations may transmit, but
only one at atime. In full-duplex operation, both stations may transmit simultaneously. In the latter case, the medium is
carrying signals in both directions at the same time.

Frequency, Spectrum, and Bandwidth

In this section, we are concerned with electromagnetic signals, used as a means to transmit data. Consider a signal that
is generated by the transmitter and transmitted over a medium. The signa is a function of time, but it can also be
expressed as a function of frequency; that is, the signal consists of components of different frequencies. It turns out that
the frequency-domain view of a signal is more important to an understanding of data transmission than a time-domain
view. Both views are introduced here.

Time-Domain Concepts

Viewed as a function of time, an electromagnetic signal can be either continuous or discrete. A continuous signal is one
in which the signal intensity varies in a smooth fashion over time. In other words, there are no breaks or discontinuities
in the signal. A discrete signa is one in which the signal intensity maintains a constant level for some period of time
and then changes to another constant level. The continuous signal might represent speech, and the discrete signal might
represent binary 1sand 0s.

The simplest sort of signal is a periodic signal, in which the same signal pattern repeats over time. A sine wave is an
example of a periodic continuous signal and a square wave is an example of a periodic discrete signal. The sine wave is
the fundamental periodic signal.

Frequency-Domain Concepts

In practice, an electromagnetic signal will he made up of many frequencies. For example, the signal s(t) = (4/r) x
(sin(2rft) + (1/3) sin(2r(3f)t)) is composed of two sine waves of frequencies f and 3f. The second frequency is an
integer multiple of the first frequency. When all of the frequency components of a signal are integer multiples of one
frequency, the latter frequency is referred to as the fundamental frequency. It can be shown, using Fourier analysis, that
any signa is made up of components at various frequencies, in which each component is a sinusoid. This result is of
tremendous importance, because the effects of various transmission media on a signal can be expressed in terms of
frequencies.

The spectrum of a signal is the range of frequencies that it contains. The absolute bandwidth of a signal is the width of
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the spectrum. Many signals, have an infinite bandwidth. However, most of the energy in the signal is contained in a
relatively narrow band of frequencies. This band is referred to as the effective bandwidth, or just bandwidth.

One final term to define is dc component. If a signal includes a component of zero frequency, that component is a direct
current (dc) or constant component.

Relationship between Data Rate and Bandwidth

We have said that effective bandwidth is the band within which most of the signal energy is concentrated. The term
most in this context is somewhat arbitrary. The important issue here is that, although a given waveform may contain
frequencies over a very broad range, as a practical matter any transmission system (transmitter plus medium plus
receiver) that is used will be able to accommodate only a limited band of frequencies. This, in turn, limits the data rate
that can be carried on the transmission medium.

Indeed, it can be shown that the frequency components of the square wave with amplitudes A and -A can be expressed
asfollows:

S(t) = A X 4T X T %yoaq k=1 (SN(21KF))/k

Thus, this waveform has an infinite number of frequency components and hence an infinite bandwidth. However, the
peak amplitude of the K" frequency component, kf, is only 1/k, so most of the energy in this waveform isin the first few
frequency components. What happens if we limit the bandwidth to just the first three frequency components? The shape
of the resulting waveform is reasonably close to that of a square wave.

Suppose that we are using a digital transmission system that is capable of transmitting signals with a bandwidth of 4
MHz. Let us attempt to transmit a sequence of alternating 1s and Os as the square wave of B2T9. What data rate can be
achieved? We look at three cases.

Case 1. Let us approximate our square wave by the first three terms. Although this waveform is a "distorted" square
wave, it is sufficiently close to the sguare wave that a receiver should be able to discriminate between a binary 0 and a
binary 1. If we let f = 10° cycles/second = 1 MHz, then the bandwidth of the signal is (5.10°%) - 10° = 4 MHz. Note that
for f = 1 MHz, the period of the fundamental frequency is T = 1/10° = 10° = 1 us. If we treat this waveform as a hit
string of 1s and Os, one bit occurs every 0.5 us, for a data rate of 2.10° = 2 Mbps. Thus, for a bandwidth of 4 MHz, a
datarate of 2 Mbpsis achieved.

Case 2. Now suppose that we have a bandwidth of 8 MHz. Let us consider that f = 2 MHz. Using the same line of
reasoning as before, the bandwidth of the signal is (5.2.10°% - (2.10°) = 8 MHz. But in thiscase T = 1/f = 0.5 usAs a
result, one bhit occurs every 0.25 us for a data rate of 4 Mbps. Thus, other things being equal, by doubling the
bandwidth, we double the potential data rate.

Case 3. Now suppose that the square wave can be approximated by the first two terms. That is, the difference between a
positive and negative pulse in resulting waveform is sufficiently distinct that the waveform can be successfully used to
represent a sequence of 1sand 0s. Assume asin Case 2 that f = 2 MHz and T = 1/f = 0.5 ps so that one bit occurs every
0.25 us for a data rate of 4 Mbps. The bandwidth of the signal is (3.2.10°% - (2.10°% = 4 MHz. Thus, a given bandwidth
can support various data rates depending on the ability of the receiver to discern the difference between 0 and 1 in the
presence of noise and other impairments.

In summary,

e Case 1: Bandwidth 4 MHz; datarate 2 Mbps
* Case 2: Bandwidth 8 MHz; datarate 4 Mbps
e Case 3: Bandwidth 4 MHz; datarate 4 Mbps

We can draw the following conclusions from the preceding discussion. In general, any digital waveform will have
infinite bandwidth. If we attempt to transmit this waveform as a signal over any medium, the transmission system will
limit the bandwidth that can be transmitted. Furthermore, for any given medium, the greater the bandwidth transmitted,
the greater the cost. Thus, on the one hand, economic and practical reasons dictate that digital information be
approximated by a signal of limited bandwidth. On the other hand, limiting the bandwidth creates distortions, which
makes the task of interpreting the received signal more difficult. The more limited the bandwidth, the greater the
distortion, and the greater the potential for error by the receiver. Furthermore, we can generalize these results. If the data
rate of the digital signal is W bps, then a very good representation can be achieved with a bandwidth of 2W Hz.
However, unless noise is very severe, the bit pattern can be recovered with less bandwidth than this. Thus, there is a
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direct relationship between data rate and bandwidth: The higher the data rate of a signa, the greater is its effective
bandwidth. Looked at the other way, the greater the bandwidth of a transmission system, the higher is the data rate that
can be transmitted over that system.

1.2 Analog and Digital data transmission

In transmitting data from a source to a destination, one must be concerned with the nature of the data, the actua
physical means used to propagate the data, and what processing or adjustments may be required along the way to assure
that the received data are intelligible. For all of these considerations, the crucial point is whether we are dealing with
analog or digital entities.

The terms analog and digital correspond, roughly, to continuous and discrete, respectively. These two terms are used
frequently in data communications in at least three contexts:

* Data
¢ Signaling
¢ Transmission

We can define data as entities that convey meaning, or information. Signals are electric or electromagnetic
representations of data. Signaling™® is the physical propagation of the signal along a suitable medium. Finaly,
transmission is the communication of data by the propagation and processing of signals. In what follows, we try to
make these abstract concepts clear by discussing the terms analog and digital as applied to data, signals, and
transmission.

Data

The concepts of analog and digital data are simple enough. Analog data take on continuous values in some interval. For
example, voice and video are continuously varying patterns of intensity. Most data collected by sensors, such as
temperature and pressure, are continuous valued. Digital data take on discrete values, examples are text and integers.

The most familiar example of analog data is audio, which, in the form of acoustic sound waves, can be perceived
directly by human beings. Another common example of analog data is video. Here it is easier to characterize the datain
terms of the viewer (destination) of the TV screen rather than the original scene (source) that is recorded by the TV
camera. To produce a picture on the screen, an electron beam scans across the surface of the screen from left to right
and top to bottom. For black-and-white television, the amount of illumination produced (on a scale from black to white)
at any point is proportional to the intensity of the beam as it passes that point. Thus at any instant in time the beam takes
on an analog value of intensity to produce the desired brightness at that point on the screen. Further, as the beam scans,
the analog value changes. Thus the video image can be thought of as atime-varying analog signal.

A familiar example of digital dataistext or character strings. While textual data are most convenient for human beings,
they cannot, in character form, be easily stored or transmitted by data processing and communications systems. Such
systems are designed for binary data. Thus a number of codes have been devised by which characters are represented by
a sequence of bits. Perhaps the earliest common example of this is the Morse code. Today, the most commonly used
text code is the International Reference Alphabet (IRA) 4. Each character in this code is represented by a unique 7-bit
pattern; thus 128 different characters can be represented. This is a larger number than is necessary, and some of the
patterns represent invisible control characters. Some of these control characters have to do with controlling the printing
of characters on a page. Others are concerned with communications procedures. IRA-encoded characters are almost
always stored and transmitted using 8 bits per character (ablock of 8 bitsis referred to as an octet or a byte). The eighth
bit is a parity bit used for error detection. This bit is set such that the total number of binary 1sin each octet is always
odd (odd parity) or aways even (even parity). Thus a transmission error that changes a single bit, or any odd number of
bits, can be detected.

Signals

In a communications system, data are propagated from one point to another by means of electric signals. An analog
signal is a continuously varying electromagnetic wave that may be propagated over a variety of media, depending on
spectrum; examples are wire media, such as twisted pair and coaxia cable, fiber optic cable, and atmosphere or space

18 Do not confuse signaling as defined here, with network signaling as defined in the previous bloc.
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propagation. A digital signal is a sequence of voltage pulses that may be transmitted over a wire medium; for example,
aconstant positive voltage level may represent binary 1 and a constant negative voltage level may represent binary 0.

Data and Signals

In the foregoing discussion, we have looked at analog signals used to represent analog data and digital signals used to
represent digital data. Generally, analog data are a function of time and occupy a limited frequency spectrum; such data
can be represented by an electromagnetic signal occupying the same spectrum. Digital data can be represented by
digital signals, with a different voltage level for each of the two binary digits.

These are not the only possibilities. Digital data can also be represented by analog signals by use of a modem
(modulator/demodulator). The modem converts a series of binary (two-valued) voltage pulses into an analog signal by
encoding the digital data onto a carrier frequency. The resulting signal occupies a certain spectrum of frequency
centered about the carrier and may be propagated across a medium suitable for that carrier. The most common modems
represent digital data in the voice spectrum and hence alow those data to be propagated over ordinary voice-grade
telephone lines. At the other end of the line, another modem demodul ates the signal to recover the original data.

In an operation very similar to that performed by a modem, analog data can be represented by digital signals. The
device that performs this function for voice datais a codec (coder-decoder). In essence, the codec takes an analog signal
that directly represents the voice data and approximates that signal by a bit stream. At the receiving end, the bit stream
is used to reconstruct the analog data.

Transmission

A final distinction remains to be made. Both analog and digital signals may be transmitted on suitable transmission
media. The way these signals are treated is a function of the transmission system. We summarize hereafter the methods
of data transmission. Analog transmission is a means of transmitting analog signals without regard to their content; the
signals may represent analog data (e.g., voice) or digital data (e.g., binary data that pass through a modem). In either
case, the analog signal will become weaker (attenuate) after a certain distance. To achieve longer distances, the analog
transmission system includes amplifiers that boost the energy in the signal. Unfortunately, the amplifier also boosts the
noise components. With amplifiers cascaded to achieve long distances, the signal becomes more and more distorted. For
analog data, such as voice, quite a bit of distortion can be tolerated and the data remain intelligible. However, for digital
data, cascaded amplifiers will introduce errors.

Digital transmission, in contrast, is concerned with the content of the signal. A digital signa can be transmitted only a
limited distance before attenuation, noise, and other impairments endanger the integrity of the data. To achieve greater
distances, repeaters are used. A repeater receives the digital signal, recovers the pattern of Is and Os, and retransmits a
new signal. Thus the attenuation is overcome.

The same technique may be used with an analog signal if it is assumed that the signal carries digital data. At
appropriately spaced points, the transmission system has repeaters rather than amplifiers. The repeater recovers the
digital datafrom the analog signal and generates a new, clean analog signal. Thus noise is not cumulative.

The question naturally arises as to which is the preferred method of transmission. The answer being supplied by the
telecommunications industry and its customers is digital. Both long-haul telecommunications facilities and intra-
building services have moved to digital transmission and, where possible, digital signaling techniques. The most
important reasons are as follows:

e Digital technology: The advent of large-scale-integration (LSI) and very-large scale integration (VLSI) technology
has caused a continuing drop in the cost and size of digital circuitry. Analog equipment has not shown a similar drop.

o Dataintegrity: With the use of repeaters rather than amplifiers, the effects of noise and other signal impairments
are not cumulative. Thus it is possible to transmit data longer distances and over lesser quality lines by digital means
while maintaining the integrity of the data.

e Capacity utilization: It has become economical to build transmission links of very high bandwidth, including
satellite channels and optical fiber. A high degree of multiplexing is needed to utilize such capacity effectively, and this
is more easily and cheaply achieved with digital (time-division) rather than anal og (frequency-division) techniques.

e Security and privacy: Encryption techniques can be readily applied to digital data and to analog data that have
been digitized.
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e Integration: By treating both analog and digital data digitally, al signals have the same form and can be treated
similarly. Thus economies of scale and convenience can be achieved by integrating voice, video, and digital data.

1.3 Data encoding

In the previous section a distinction was made between analog and digital data and analog and digital signals. We
develop further the process involved. For digital signaling, a data source g(t), which may be either digital or analog, is
encoded into a digital signal x(t). The actual form of x(t) depends on the encoding technique and is chosen to optimize
use of the transmission medium. For example, the encoding may be chosen to conserve bandwidth or to minimize
errors.

The basis for analog signaling is a continuous constant-frequency signal known as the carrier signal. The frequency of
the carrier signal is chosen to be compatible with the transmission medium being used. Data may be transmitted using a
carrier signal by modulation. Modulation is the process of encoding source data onto a carrier signal with frequency f..
All modulation techniques involve operation on one of more of the three fundamental frequency-domain parameters:
amplitude, frequency, and phase. The input signal m(t) may be analog or digital and is called the modulating signal or
baseband signal. The result of modulating the carrier signal is called the modulated signal s(t) which is a bandlimited
(bandpass) signal. The location of the bandwidth on the spectrum is related to f., and is often centered on f.. Again, the
actual form of the encoding is chosen to optimize some characteristic of the transmission. Each of the four possible
combinations described hereafter is in widespread use. The reasons for choosing a particular combination for any given
communication task vary. We list here some representative reasons:

« Digital data, digital signal: In general, the equipment for encoding digital data into a digital signal is less complex
and less expensive than digital-to-anal og modulation equipment.

« Analog data, digital signal: Conversion of analog data to digital form permits the use of modern digital transmission
and switching eguipment.

« Digital data, analog signal: Some transmission media, such as optical fiber and unguided media, will only propagate
analog signals.

« Analog data, analog signal: Analog data in electrical form can be transmitted as baseband signals easily and cheaply.
This is done with voice transmission over voice-grade lines. One common use of modulation is to shift the bandwidth of
a baseband signal to another portion of the spectrum. In this way multiple signals, each at a different position on the
spectrum, can share the same transmission medium. Thisis known as frequency-division multiplexing.

We now examine in some detail the techniques involved in each of these four combinations.

1.3.1 Digital data, digital signals

A digital signal is a sequence of discrete, discontinuous voltage pulses. Each pulse is a signhal element. Binary data are
transmitted by encoding each data bit into signal elements. In the simplest case, there is a one-to-one correspondence
between bits and signal elements. An example is shown in Figure B2T12, in which binary O is represented by a lower
voltage level and binary 1 by a higher voltage level. We show in this section that a variety of other encoding schemes
are also used.

First, we define some terms. If the signal elements all have the same algebraic sign (that is, al positive or negative),
then the signal is unipolar. In polar signaling, one logic state is represented by a positive voltage level, and the other by
a negative voltage level. The data signaling rate, or just data rate, of asignal is the rate, in bits per second, that data are
transmitted. The duration or length of a bit is the amount of time it takes for the transmitter to emit the bit; for a data
rate R, the bit duration is 1/R. The modulation rate, in contrast, is the rate at which the signal level is changed. This will
depend on the nature of the digital encoding, as explained later. The modulation rate is expressed in baud, which means
signal elements per second. Finally, the terms mark and space, for historical reasons, refer to the binary digits 1 and 0O,
respectively.

The encoding scheme is an important factor that can be used to improve performance. The encoding scheme is simply
the mapping from data bits to signal elements. A variety of approaches have been tried. In what follows, we describe
some of the more common ones; they are defined in B2T11 and depicted in B2T12. Before describing these techniques,
let us consider the following ways of evaluating or comparing the various techniques:

e Signal spectrum: Several aspects of the signal spectrum are important. A lack of high-frequency components
means that less bandwidth is required for transmission. In addition, lack of a direct-current (dc) component is also
desirable. With a dc component to the signal, there must be direct physical attachment of transmission components.
With no dc component, ac coupling via transformer is possible; this provides excellent electrical isolation, reducing
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interference. Finally, the magnitude of the effects of signal distortion and interference depend on the spectral properties
of the transmitted signal. In practice, it usually happens that the transfer function of a channel is worse near the band
edges. Therefore, a good signal design should concentrate the transmitted power in the middle of the transmission
bandwidth. In such a case, a smaller distortion should be present in the received signal. To meet this objective, codes
can be designed with the aim of shaping the spectrum of the transmitted signal .

e Clocking: Thereis aneed to determine the beginning and end of each bit position. Thisis no easy task. One rather
expensive approach is to provide a separate clock lead to synchronize the transmitter and receiver. The alternative is to
provide some synchronization mechanism that is based on the transmitted signal. This can be achieved with suitable
encoding.

e Error detection: Error-detection is the responsibility of alayer of logic above the signaling level that is known as
data link control, However, it is useful to have some error-detection capability built into the physical signaling encoding
scheme. This permits errorsto be detected more quickly.

e Signal interference and noise immunity: Certain codes exhibit superior performance in the presence of noise.
Thisis usually expressed in terms of a BER".

e Cost and complexity: Although digital logic continues to drop in price, this factor should not be ignored. In
particular, the higher the signaling rate to achieve a given data rate, the greater the cost. We will see that some codes
require asignaling rate that is in fact greater than the actual datarate.

We now turn to adiscussion of various encoding techniques.
Nonreturn to Zero (NRZ)

The most common, and easiest, way to transmit digital signals is to use two different voltage levels for the two binary
digits. Codes that follow this strategy share the property that the voltage level is constant during a bit interval; there is
no transition (no return to a zero voltage level). For example, the absence of voltage can be used to represent binary O,
with a constant positive voltage used to represent binary 1. More commonly, a negative voltage is used to represent one
binary value and a positive voltage is used to represent the other. This latter code, known as Nonreturn to Zero-Level
(NRZ-L), is generally the code used to generate or interpret digital data by terminals and other devices. If a different
code isto be used for transmission, it is typically generated from an NRZ-L signal by the transmission system.

A variation of NRZ is known as NRZI (Nonreturn to Zero, invert on ones). Aswith NRZ-L, NRZI maintains a constant
voltage pulse for the duration of a bit time. The data themselves are encoded as the presence or absence of a signal
transition at the beginning of the bit time. A transition (low to high or high to low) at the beginning of a bit time denotes
abinary 1 for that bit time; no transition indicates a binary 0.

NRZI is an example of differential encoding. In differential encoding, the information to be transmitted is represented in
terms of the changes between successive data symbols rather than the signal elements themselves. In general, the
encoding of the current bit is determined as follows: If the current bit is a binary 0, then the current bit is encoded with
the same signal as the preceding bit; If the current bit is a binary 1, then the current bit is encoded with a different signal
than the preceding bit. One benefit of differential encoding is that it may be more reliable to detect a transition in the
presence of noise than to compare a value to a threshold. Another benefit is that with a complex transmission layout, it
is easy to lose the sense of the polarity of the signal. For example, on a multidrop twisted-pair line, if the leads from an
attached device to the twisted pair are accidentaly inverted, al 1s and Os for NRZ-L will be inverted. This cannot
happen with differential encoding.

The NRZ codes are the easiest to engineer and, in addition, make efficient use of bandwidth. In fact, most of the energy
in NRZ and NRZI signals is between dc and half the bit rate. For example, if an NRZ code is used to generate a signal
with data rate of 9600 bps, most of the energy in the signal is concentrated between dc and 4800 Hz.

The main limitations of NRZ signals are the presence of a dc component and the lack of synchronization capability. To
picture the latter problem, consider that with a long string of 1s or Os for NRZ-L or a long string of Os for NRZI, the
output is a constant voltage over a long period of time. Under these circumstances, any drift between the timing of
transmitter and receiver will result in loss of synchronization between the two.

Because of their simplicity and relatively low-frequency response characteristics, NRZ codes are commonly used for

Y The BER or bit error ratio is the most common measure of error performance on a data circuit and is defined as the
probability that abit isreceived in error.
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digital magnetic recording. However, their limitations make these codes unattractive for signal transmission
applications.

Multilevel Binary

A category of encoding techniques known as multilevel binary address some of the deficiencies of the NRZ codes.
These codes use more than two signal levels. Two examples of this scheme are bipolar-AMI (alternate mark inversion)
and pseudoternary.

In the case of the bipolar-AMI scheme, a binary O is represented by no line signal, and a binary 1 is represented by a
positive or negative pulse. The binary 1 pulses must aternate in polarity. There are several advantages to this approach.
First, there will he no loss of synchronization if a long string of 1s occurs. Each 1 introduces a transition, and the
receiver can resynchronize on that transition. A long string of Os would still he a problem. Second, because the 1 signals
alternate in voltage from positive to negative, there is no net dc component. Also, the bandwidth of the resulting signal
is considerably less than the bandwidth for NRZ. Finaly, the pulse alternation property provides a simple means of
error detection. Any isolated error, whether it deletes a pulse or adds a pulse, causes a violation of this property.

The comments of the previous paragraph aso apply to pseudoternary. In this case, it is the binary 1 that is represented
by the absence of a line signal, and the binary O by alternating positive and negative pulses. There is no particular
advantage of one technique versus the other, and each is the basis of some applications.

Although a degree of synchronization is provided with these codes, a long string of Os in the case of AMI or 1sin the
case of pseudoternary still presents a problem. Several techniques have been used to address this deficiency. One
approach is to insert additional bits that force transitions. This technique is used in ISDN for relatively low data rate
transmission. Of course, at a high data rate, this scheme is expensive, because it results in an increase in an aready high
signal transmission rate. To deal with this problem at high data rates, a technique that involves scrambling the data is
used. We examine one example of this technique later in this section.

Thus, with suitable modification, multilevel binary schemes overcome the problems of NRZ codes. Of course, as with
any engineering design decision, there is a tradeoff. With multilevel binary coding, the line signal may take on one of
three levels, but each signal element, which could represent log, 3 = 1.58 bits of information, bears only one bit of
information. Thus multilevel binary is not as efficient as NRZ coding. Another way to state this is that the receiver of
multilevel binary signals has to distinguish between three levels (+A, -A, 0) instead of just two levels in the signaling
formats previously discussed. Because of this, the multilevel binary signal requires approximately 3 dB more signal
power than a two-valued signal for the same probability of bit error. Put another way, the bit error rate for NRZ codes,
at agiven signal-to-noiseratio, is significantly less than that for multilevel binary.

Biphase

There is another set of coding techniques, grouped under the term biphase, that overcomes the limitations of NRZ
codes. Two of these techniques, Manchester and Differential Manchester, are in common use.

In the Manchester code, there is a transition at the middle of each bit period. The midbit transition serves as a clocking
mechanism and also as data: a low-to-high transition represents a 1, and a high-to-low transition represents a 0. In
Differential Manchester, the midhit transition is used only to provide clocking. The encoding of a O is represented by
the presence of a transition at the beginning of a bit period, and a 1 is represented by the absence of a transition at the
beginning of a bit period. Differential Manchester has the added advantage of employing differential encoding.

All of the biphase techniques require at least one transition per bit time and may have as many as two transitions. Thus,
the maximum modulation rate is twice that for NRZ; this means that the bandwidth required is correspondingly greater.
On the other hand, the biphase schemes have several advantages:

e Synchronization: Because there is a predictable transition during each bit time, the receiver can synchronize on
that transition. For this reason, the biphase codes are known as selfclocking codes.

¢ Nodc component: Biphase codes have no dc component, yielding the benefits described earlier.

e Error detection: The absence of an expected transition can be used to detect errors. Noise on the line would have
to invert both the signal before and after the expected transition to cause an undetected error.

The bandwidth for biphase codes is reasonably narrow and contains no dc component. However, it is wider than the
bandwidth for the multilevel binary codes.

Biphase codes are popular techniques for data transmission. The more common Manchester code has been specified for
the |IEEE 802.3 standard for baseband coaxia cable and twisted-pair CSMA/CD bus LANSs. Differential Manchester has

35



been specified for the |EEE 802.5 token ring LAN, using shielded twisted pair.
M odulation Rate

When signal encoding techniques are used, a distinction needs to be made between data rate (expressed in bits per
second) and modulation rate (expressed in baud). The data rate, or bit rate, is 1/t where tg = bit duration. The
modulation rate is the rate at which signal elements are generated. Consider, for example, Manchester encoding. The
minimum size signal element is a pulse of one-half the duration of a bit interval. For a string of al binary zeroes or all
binary ones, a continuous stream of such pulses is generated. Hence the maximum modulation rate for Manchester is
2/tz. In general, D = R/b, where D is the modulation rate in baud, Ris the datarate in bps and b is the number of bits per
signal element.

One way of characterizing the modulation rate is to determine the average number of transitions that occur per bit time.
In general, this will depend on the exact sequence of bits being transmitted. Table B2T14 compares transition rates for
various techniques. It indicates the signal transition rate in the case of a data stream of alternating 1s and Os and for the
data stream that produces the minimum and maximum modulation rate.

Scrambling Techniques

Although the biphase techniques have achieved widespread use in local area network applications at relatively high data
rates (up to 10 Mbps), they have not been widely used in long-distance applications. The principal reason for thisis that
they reguire a high signaling rate relative to the data rate. This sort of inefficiency is more costly in a long-distance
application.

Another approach is to make use of some sort of scrambling scheme. The idea behind this approach is simple:
Sequences that would result in a constant voltage level on the line are replaced by filling sequences that will provide
sufficient transitions for the receiver's clock to maintain synchronization. The filling sequence must be recognized by
the receiver and replaced with the original data sequence. The filling sequence is the same length as the original
sequence, so thereis no datarate increase. The design goals for this approach can be summarized as follows:

¢ No dc component

¢ No long sequences of zero-level line signals
e No reduction in datarate

e  Error-detection capability

We will describe one technique commonly used in Europe and Japan for long-distance transmission services known as
high-density bipolar-3 zeros (HDB3) code. It is based on the use of AMI encoding. In this case, the scheme replaces
strings of four zeros with sequences containing one or two pulses. In each case, the fourth zero is replaced with a code
violation. In addition, a rule is needed to ensure that successive violations are of aternate polarity so that no dc
component is introduced. Thus, if the last violation was positive, this violation must be negative and vice versa. This
condition is tested for by determining (1) whether the number of pulses since the last violation is even or odd and (2)
the polarity of the last pulse before the occurrence of the four zeros.

HDB-3 has no dc component. Most of the energy is concentrated in a relatively sharp spectrum around a frequency
equal to one-half the data rate. Thus, this code is well suited to high data rate transmission.

1.3.2 Digital data, Analog signals

We turn now to the case of transmitting digital data using analog signals. The most familiar use of this transformation is
for transmitting digital data through the public telephone network. The telephone network was designed to receive,
switch, and transmit analog signals in the voice-frequency range of about 300 to 3400 Hz. Digital devices are usually
attached to the network via a modem (modulator-demodulator), which converts digital data to analog signals, and vice
versa.

For the telephone network, modems are used that produce signals in the voice-frequency range. The same basic
techniques are used for modems that produce signals at higher frequencies (e.g., microwave). This section introduces
these techniques and provides a brief discussion of the performance characteristics of the alternative approaches.
Encoding Techniques

We mentioned that modulation involves operation on one or more of the three characteristics of a carrier signal:
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amplitude, frequency, and phase. Accordingly, there are three basic encoding or modulation techniques for transforming
digital datainto analog signals.

« Amplitude-shift keying (ASK)

* Frequency-shift keying (FSK)

« Phase-shift keying (PSK)

In all these cases, the resulting signal occupies a bandwidth centered on the carrier frequency.

In ASK, the two binary values are represented by two different amplitudes of the carrier frequency. Commonly, one of
the amplitudes is zero; that is, one binary digit is represented by the presence, at constant amplitude, of the carrier, the
other by the absence of the carrier. The resulting signal is

S(t) =  Axcos(2nft) for binary 1, and
0 for binary O

where the carrier signal is Axcos(2nft). ASK is susceptible to sudden gain changes and is a rather inefficient
modulation technique. On voice-grade lines, it is typically used only up to 1200 bps. The ASK technique is used to
transmit digital data over optical fiber. For LED transmitters, the preceding equation is valid. That is, one signal
element is represented by a light pulse while the other signal element is represented by the absence of light. Laser
transmitters normally have a fixed "bias' current that causes the device to emit a low light level. This low level
represents one signal element, while a higher-amplitude lightwave represents another signal element.

In FSK, the two binary values are represented by two different frequencies near the carrier frequency. The resulting
signa is
S(t) = Axcos(2nfit) for binary 1, and

Axcos(2nf,t) for binary O

where f; and f, are typically offset from the carrier frequency f. by equal but opposite amounts. FSK is less susceptible
to error than ASK. On voice-grade lines, it is typically used up to 1200 bps. It is also commonly used for
high-frequency (3 to 30 MH2z) radio transmission. It can also be used at even higher frequencies on local area networks
that use coaxial cable.

In PSK, the phase of the carrier signal is shifted to represent data. In this system, a binary 0 is represented by sending a
signal burst of the same phase as the previous signal burst sent. A binary 1 is represented by sending a signal burst of
opposite phase to the preceding one. This is known as differential PSK, because the phase shift is with reference to the
previous bit transmitted rather than to some constant reference signal. The resulting signal is
S(t)=  Axcos(2nft + ) for binary 1, and

Axcos(2nf ) for binary 0

with the phase measured relative to the previous bit interval.

More efficient use of bandwidth can be achieved if each signaling element represents more than one bit. For example,
instead of a phase shift of 180°, as allowed in PSK, a common encoding technique, known as quadrature phase-shift
keying (QPSK), uses phase shifts of multiples of w/2 (90°). Theresulting signal is:

s(t) =  Axcos(2nft + m/4) for binary 11,
Axcos(2nft + 3n/4) for binary 10,
Axcos(2nft + 5m/4) for binary 00, and
Axcos(2nft + 7n/4) for binary 01.

18 |_ight Emitting Diode

37



Thus each signal element represents two bits rather than one. This scheme can be extended. It is possible to transmit bits
three at atime using eight different phase angles. Further, each angle can have more than one amplitude. For example, a
standard 9600 bps modem uses 12 phase angles, four of which have two amplitude values.

This latter example points out very well the difference between the data rate R (in bps) and the modulation rate D (in
baud) of asignal. Let us assume that this scheme is being employed with NRZ-L digital input. The datarate is R = 1/tg,
where tz is the width of each NRZ-L bit. However, the encoded signal contains b = 4 bits in each signal element using
L = 16 different combinations of amplitude and phase. The modulation rate can be seen to be R/4 because each change
of signal element communicates four bits. Thus the line signaling speed is 2400 baud, but the data rate is 9600 bps. This
is the reason that higher bit rates can be achieved over voice-grade lines by employing more complex modulation
schemes.

In general, D = R/b = Rllog; L, where D is the modulation rate in baud, R is the data rate in bps, L is the number of
different signal elements, and b is the number of bits per signal element. The foregoing is complicated when an
encoding technique other than NRZ is used. For example, we saw that the maximum modulation rate for biphase signals
is 2/tg. Thus D for biphase is greater than D for NRZ. This to some extent counteracts the reduction in D that occurs
using multilevel signal modulation techniques.

1.3.3 Analog data, digital signals

In this section we examine the process of transforming analog data into digital signals. Strictly speaking, it might be
more correct to refer to this as a process of converting analog data into digital data; this process is known as
digitization. Once analog data have been converted into digital data, a number of things can happen. The three most
common are as follows:

1 The digital data can be transmitted using NRZ-L In this case, we have in fact gone directly from analog data to a
digital signal.

2. The digital data can be encoded as a digital signal using a code other than NRZ-L Thus an extra step is required.

3. The digital data can be converted into an analog signal, using one of the modulation techniques discussed in
Section 1.3.2.

This last, seemingly curious, procedure may be applied to (analog) voice data that are digitized and then converted to an
analog ASK signal. This allows digital transmission in the sense defined in section 1.2. The voice data, because they
have been digitized, can he treated as digital data, even though transmission requirements (e.g., use of microwave)
dictate that an analog signal be used. The device used for converting analog data into digital form for transmission, and
subsequently recovering the original analog data from the digital, is known as a codec (coder-decoder). In this section
we examine the two principal techniques used in codecs pulse code modulation and delta modulation. The section
closes with a discussion of comparative performance.

Pulse Code M odulation
Pulse code modulation (PCM) is based on the sampling theorem, which states the following:

If asignal f(t) is sampled at regular intervals of time and at a rate higher than twice the highest signal frequency, then
the samples contain al the information of the original signal. The function f(t) may be reconstructed from these samples
by the use of alowpass filter.

If voice data are limited to frequencies below 4000 Hz, a conservative procedure for intelligibility, 8000 samples per
second would be sufficient to characterize the voice signal completely. Note, however, that these are analog samples,
caled pulse amplitude modulation (PAM) samples. To convert to digital, each of these analog samples must be
assigned a binary code. Each sample can be approximated by being "quantized" into one of N different levels. Each
sample can then be represented by log,N bits. But because the quantized values are only approximations, it is
impossible to recover the origina signal exactly. By using an 8-bit sample, which allows 256 quantizing levels, the
quality of the recovered voice signal is comparable with that achieved via analog transmission. Note that this implies
that a data rate of 8000 samples per second x 8 bits per sample = 64 kbpsis needed for a single voice signal.

Typicaly, the PCM scheme is refined using a technique known as nonlinear encoding, which means, in effect, that the
guantization levels are not equally spaced. The problem with equal spacing is that the mean absolute error for each
sample is the same, regardless of signal level. Consequently, lower amplitude values are relatively more distorted. By
using a greater number of quantizing steps for signals of low amplitude, and a smaller number of quantizing steps for
signals of large amplitude, a marked reduction in overal signal distortion is achieved. Two choices of quantization
levels are in common use, u-law in the USA and Japan and A-law in the rest of the world.
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Delta Modulation (DM)

A variety of techniques have been used to improve the performance of PCM or to reduce its complexity. One of the
most popular alternatives to PCM is delta modulation (DM).

With delta modulation, an analog input is approximated by a staircase function that moves up or down by one
quantization level (8) at each sampling interval (Tg). The important characteristic of this staircase function is that its
behavior is binary: At each sampling time, the function moves up or down a constant amount 3. Thus, the output of the
delta modulation process can be represented as a single binary digit for each sample. In essence, a bit stream is
produced by approximating the derivative of an analog signal rather than its amplitude: A 1 is generated if the staircase
function isto go up during the next interval; a 0 is generated otherwise.

The transition (up or down) that occurs at each sampling interval is chosen so that the staircase function tracks the
origina analog waveform as closely as possible. For transmission, the following occurs: At each sampling time, the
analog input is compared to the most recent value of the approximating staircase function. If the value of the sampled
waveform exceeds that of the staircase function, a 1 is generated; otherwise, a 0 is generated. Thus, the staircase is
always changed in the direction of the input signal. The output of the DM process is therefore a binary sequence that
can be used at the receiver to reconstruct the staircase function. The staircase function can then be smoothed by some
type of integration process or by passing it through a low-pass filter to produce an analog approximation of the analog
input signal.

There are two important parameters in a DM scheme: the size of the step assigned to each binary digit, 9, and the
sampling rate. d must be chosen to produce a balance between two types of errors or noise. When the analog waveform
is changing very slowly, there will be quantizing noise. This noise increases as d is increased. On the other hand, when
the analog waveform is changing more rapidly than the staircase can follow, there is slope overload noise. This noise
increases as d is decreased.

It should be clear that the accuracy of the scheme can be improved by increasing the sampling rate. However, this
increases the data rate of the output signal. The principal advantage of DM over PCM is the simplicity of its
implementation. In general, PCM exhibits better SNR characteristics at the same data rate.

1.3.4 Analog data, analog signals

Modulation has been defined as the process of combining an input signal m(t) and a carrier at frequency f. to produce a
signal s(t) whose bandwidth is (usualy) centered on f.. For digital data, the motivation for modulation should be clear:
When only analog transmission facilities are available, modulation is required to convert the digital data to analog form.
The motivation when the data are already analog is less clear. After all, voice signals are transmitted over telephone
lines at their original spectrum (referred to as baseband transmission). There are two principa reasons for analog
modulation of analog signals:

e A higher frequency may be needed for effective transmission. For unguided transmission, it is virtually impossible
to transmit baseband signal's; the required antennas would be many kilometers in diameter.

e Modulation permits frequency-division multiplexing, an important technique explored in the previous bloc.

In this section we look at the principal techniques for modulation using analog data: amplitude modulation (AM),
frequency modulation (FM), and phase modulation (PM). As before, the three basic characteristics of a signal are used
for modulation.

Amplitude M odulation

Amplitude modulation (AM) is the simplest form of modulation. Mathematically, the process can be expressed as (t) =
[1 + nxx(t)]cos 2rf.t, where cos 2nft is the carrier and X(t) is the input signal (carrying data), both normalized to unity
amplitude. The parameter n,, known as the modulation index, is the ratio of the amplitude of the input signal to the
carrier. Corresponding to our previous notation, the input signal is m(t) = nx(t). The "1" in the preceding equation is a
dc component that prevents loss of information, as explained subsequently. This scheme is aso known as double
sideband transmitted carrier (DSBTC).

Angle Modulation

Frequency modulation (FM) and phase modulation (PM) are special cases of angle modulation. The modulated signal is
expressed as §(t) = A, cog[ 2t + ¢(1)].

For phase modulation, the phase is proportional to the modulating signal: ¢(t) = nym(t), where n, is the phase
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modulation index.

For frequency modulation, the derivative of the phase is proportional to the modulating signal: ¢'(t) = nim(t), where ny is
the frequency modulation index.

Quadrature Amplitude M odulation

QAM is a popular analog signaling technique that is used in the asymmetric digital subscriber line (ADSL). This
modulation technique is a combination of amplitude and phase modulation. QAM takes advantage of the fact that it is
possible to send two different signals simultaneously on the same carrier frequency, by using two copies of the carrier
frequency, one shifted by 90° with respect to the other. For QAM each carrier is ASK modulated. The two independent
signals are simultaneously transmitted over the same medium. At the receiver, the two signals are demodulated and the
results combined to produce the original binary input.

1.3.5 Summary

Both analog and digital information can be encoded as either analog or digital signals. The particular encoding that is
chosen depends on the specific requirements to he met and the media and communications facilities available.

e Digital data, digital signals: The simplest form of digital encoding of digital data is to assign one voltage level to
binary one and another to binary zero. More complex encoding schemes are used to improve performance, by altering
the spectrum of the signal and providing synchronization capability.

o Digital data, analog signal: A modem converts digital datato an analog signal so that it can be transmitted over an
anaog line. The basic techniques are amplitude-shift keying (ASK), frequency-shift keying (FSK), and phase-shift
keying (PSK). All involve altering one or more characteristics of a carrier frequency to represent binary data.

e Analog data, digital signals: Analog data, such as voice and video, are often digitized to be able to use digital
transmission facilities. The simplest technique is pulse code modulation (PCM), which involves sampling the analog
data periodically and quantizing the samples.

e Anaog data, analog signals: Analog data are modulated by a carrier frequency to produce an analog signa in a

different frequency band, which can be utilized on an analog transmission system. The basic techniques are amplitude
modulation (AM), frequency modulation (FM), and phase modulation (PM).
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2.0 Multiple Access

2.1 Introduction

Imagine an audioconference where voices get garbled if two or more participants speak simultaneously. How should the
participants coordinate their actions so that people are not always talking over each other? A simple centralized solution
is for a moderator to poll each participant in turn, asking whether he or she wants to speak. Unfortunately, with this
solution, a participant who wants to speak must wait for the moderator's poll, even if nobody else has anything to say.
Moreover, if the moderator's connection fails, no one can speak until the problem is detected and corrected. A better
distributed solution is for a participant to start speaking as soon as someone else stops, hoping that no one else is about
to do the same. This avoids the time wasted in polling and is robust against failed connections, but two speakers waiting
for athird speaker to stop speaking are guaranteed to collide with each other. If collisions are not carefully resolved, the
meeting will make no progress, because the two speakers could repeatedly collide. Thus, both solutions have their
faults. Designing coordination schemes that simultaneously minimize collisions and a speaker's expected waiting time
issurprisingly hard. In the literature, thisis called the multiple-access problem.

The multiple-access problem arises when a transmission medium is broadcast, so that messages from one endpoint
(usualy called a station in the literature) can be heard by every other station initslistening area. Thus, if two stationsin
each other's listening area send a message simultaneously, both messages are garbled and lost. Our goal is to devise a
scheme (or protocol) that maximizes the number of messages that can be carried per second, simultaneously minimizing
a station's waiting time. This abstract problem manifests itself in many systems that outwardly appear different. Thus,
before we study the abstract multiple-access problem, it is worth looking at some physical contexts in which it arises
(see B2T23 and B2T24).

2.1.1 Contexts for the multiple-access problem

The multiple-access problem appears in five main contexts (in each network, the medium is broadcast, so stations in the
same listening area must coordinate with each other to share access to the medium) :

e Wired local area networks: The most common context for multiple access is in a local area network, where
multiple stations share the "ether" in a coaxial cable or a copper wire. Two common solutions to the problem are
Ethernet and FDDI (Fiber Distributed Data Interface).

e Wireless local area networks. These are increasingly popular replacements for wired LANSs, where we replace the
coaxial cable with an infrared or radio-frequency link. As with a coaxia cable, aradio link is inherently broadcast, thus
requiring a multiple-access protocol. A good example of a wireless LAN is the one described in the IEEE 802.11
standard.

e Packet radio: Packet-radio networks replace one or more linksin atraditional wired network with radio links. They
are the wide-area analogs of a wireless LAN. Metricom's Ricochet service is an example of an operational packet-radio
network in the USA.

e Cdlular telephony: Cellular telephones share the radio spectrum when transmitting to a base station and, therefore,
must coordinate access with other cellular telephones in the same service area. Analog and digital cellular telephony
service is provided by most major telephone companies around the world.

e Satellite communication: Low-earth and geostationary satellites typically rebroadcast messages that they receive
from any of the earth stations. Data rates of up to 500 Mbps are possible, though the station-to-station propagation delay
for geosynchronous satellites is at least 240 ms. Satellite data service and telephony is provided by networks such as
INMARSAT.

In this section, we will study both the abstract multiple-access problem and its instantiation in the five networks just
described.

2.1.2 Rest of the section

We usually solve the multiple-access problem in two steps. The first step is to choose a "base technology" to isolate
traffic from different stations. This isolation can be in the time domain (stations go one after another), or in the
frequency domain (different stations use different frequencies), or in both. Unfortunately, we rarely have enough time
slots or enough frequencies to be able to exclusively dedicate one or the other to each station. Thus, in the second step,
the multiple access-scheme determines the allocation of transmission resources (in the time or frequency domain) to
individual stations. We will study base technologies for multiple access in subsection 2.3 and multiple access schemes
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in subsections 2.4 and 2.5.

Before we study base technologies, we make a small diversion, in Section 3.2, to discuss the fundamental choices in
designing multiple-access schemes, and some constraints that might affect the design.

2.2 Choices and constraints

2.2.1 Choices

The designer of a multiple-access scheme has two fundamental design choices. These are between a centralized and a
distributed design, and between a circuit-mode and a packet-mode design. We discuss these choices next.

Centralized versusdistributed communication

In many situations, one station is a"master" station, and al others are "saves' in the sense that the master decides when
a dave is dlowed to send data. This is aso caled a centralized design. The master-to-slave downlink may have
different physical properties than the slave-to-master uplink. An example isin cellular telephony, where the base station
acts as a master to coordinate the actions of the cellular mobile telephones.

With a distributed design, no station is a master, and every station is free to talk to every other station. An exampleisin
wired LANSs such as Ethernet, where all stations are peers. Multiple-access algorithms are usually optimized to exploit
one or the other situation.

Circuit-mode ver sus packet-mode transfer

The second choice in the design depends on the workload being carried. Note that the multiple-access problem occurs
both in the telephone network and in local area networks that carry data traffic. Thus, solutions to the problem must deal
not only with smooth, continuous traffic streams, characteristic of voice, but also with bursty data traffic streams, where
the transmission rate in some time intervals is much higher than in others. If stations generate a steady stream of
packets, then it makes sense to allocate part of the link to the source for its exclusive use, thus avoiding the need to
negotiate link access for every packet in the stream. If, on the other hand, sources generate bursty traffic, negotiating
link access on a packet-by-packet basis is more efficient. We call the first mode of link operation circuit-mode and the
second packet-mode. Circuit and packet-mode access are linked in an interesting way: packets containing circuit
reservation requests contend for link access using packet mode. Once this packet-mode access succeeds, subsequent
data transmission on the circuit uses circuit mode.

In a meeting, circuit mode corresponds to the situation where each participant makes a long speech. Thus, it makes
sense to spend some time determining the order and duration of each speech. Packet mode is more like a free-for-all
brainstorming session, where participants have only a one- or two-sentence thought to share. It therefore does not make
sense to choose any particular order in which participants speak.

We will study centralized schemes in Section 2.4 and distributed-access schemesin Section 2.5.

2.2.2 Constraints

The design of a multiple-access scheme is often highly constrained by its implementation environment. In this
subsection, we discuss three common constraints: spectrum scarcity, radio link impairments, and the parameter "a". The
first two are important for radio links, which are used in wireless LANSs, packet radio, and cellular telephony. The third
plays an important role in packet-mode networks.

Spectrum scar city

The electromagnetic spectrum, which is used for all radio-frequency wireless communication, is a scarce resource.
National and international laws alow only a few frequencies to be used for radio links that span 1 to 10 miles. For
example, in the United States, the FCC allows unlicensed data communication in this range only in the 902-928 MHz
and 2.40-2.48 GHz bands (also called the Industrial, Scientific, and Medical or 1SM bands). Thus, multiple-access
schemes using radio-frequency links are tightly constrained by the available spectrum.

Radio link properties

A radio link is subject to many impairments. Fading is a spatial phenomenon that refers to the degradation of a received
signal because of the environment, such as a hill, dense foliage, or a passing truck. Multipath interference occurs when
a receiver's antenna receives the same signal along multiple paths, which mutually interfere. These two effects cause
long periods of bit errors, which must be compensated for using error-control schemes, such as those discussed in bloc
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Besides these two common impairments, two other properties of a radio link affect multiple-access protocols. The first
problem, called the hidden-terminal problem, occurs when a station can be heard only by a subset of receivers in the
listening area. For example, in a master-slave configuration, the master may hear al the daves, but transmissions from
some slaves may not be heard by other dlaves. Thus, a dave sensing the transmission medium may think that the
medium is idle, while, in fact, the medium is occupied by another slave. Multiple-access schemes must deal with the
hidden-terminal problem.

The second problem with radio links, called the capture or the near-far problem, occurs when a station receives
messages simultaneously from two other stations, but the signal from one of them drowns out the other, so that no
collision occurs. The station with the higher received power is said to have captured the receiver. Capture is good in that
it reduces the time wasted on resolving collisions. On the other hand, a transmitter whose signals happen to be received
weakly at other stations may be completely shut out of the medium. To prevent starvation, a multiple-access scheme
should give such transmitters a chance to transmit by somehow shutting off competing sources.

The parameter " a"

The performance of a packet-mode multiple-access scheme is heavily influenced by a parameter known in the literature
as"a" and defined as follows. Let:

D = maximum propagation delay between any two stations (in seconds)
T = time taken to transmit an average size packet (in seconds)
Then, a=DIT

Intuitively, a is the number of packets (or fraction of a single packet) that a transmitting station can place on the
medium before the station farthest away receives the first bit. When a is small (<<1), propagation delay is a small
fraction of the packet transmission time. Thus, every station in the network receives at least part of a packet before the
transmitting station finishes its transmission. a is usualy small (around 0.01) for wired and wireless LANS, cellular
telephony, and packet radio. However, as the speed of a link increases, T decreases, increasing a. Thus, with faster
LANSs, a can be on the order of 1 (in other words, a sender may send a whole packet before some receiver sees the first
bit of the packet). When a is large, a source may have sent several packets before a receiver sees the first bit. Thisis
true mostly for satellite links, where a can be as large as 100.

The value of a determines what happens when two stations send a message simultaneously. When a is small, their
messages collide soon and get garbled. Thus, if both sources listen to the medium, they soon redlize that the other is
active. If they pause, somehow resolve who goes first, then try again, they will not waste much time. When ais large, a
collision affecting a packet from a station happens substantially after its transmission (Figure B2T29%). Thus, a station
does not know for a fairly long time if its transmission was successful. In this case, just sensing the medium is not
sufficient to recover from collisions. It makes sense to impose some more structure on the problem, so that the stations
avoid collisions. We will see the influence of a on the design of multiple-access solutions throughout this bloc.

2.2.3 Performance metrics

We measure the performance of a multiple-access scheme in several ways.

e Normalized throughput or goodput: This is the fraction of a link's capacity devoted to carrying nonretransmitted
packets. Goodput excludes time lost to protocol overhead, collisions, and retransmissions. For example, consider a link
with a capacity of 1 Mbps. If the mean packet length is 125 bytes, the link can ideally carry 1000 packets/s. However,
because of collisions and protocol overheads, a particular multiple-access scheme may allow a peak throughput of only
250 packets/s. The goodput of this scheme, therefore, is 0.25. An ideal multiple-access protocol allows a goodput of 1.0,
which means that no time is lost to collisions, idle time, and retransmissions. Real-life protocols have goodputs between
0.1 and 0.95.

9 In the B2T29 figure, time increases going down the vertical axis, and each vertical line corresponds to a station. Pairs
of parallel danted lines represent packets, where the distance between a pair is the transmission time, and the vertical
drop represents the propagation delay. The upper portion of the figure shows a network where "a" is small, so that the
transmission time is larger than the propagation delay. We see that a collision between packets from A and B happens
after each has transmitted only a part of a packet. The lower portion of the figure shows the situation when "a" is large.
The stations detect that their transmissions interfered only several transmission times after sending the packets.
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e Mean delay: Thisisthe mean time that a packet at a station waits before it is successfully transmitted (including the
transmission time). The delay depends not only on the multiple access scheme, but also on the load generated by the
stations and characteristics of the medium.

e Stability: When a shared link is underloaded, it can carry al the traffic offered to it. As the offered load increases,
the chances of a collision increase, and each collision results in wasted time on at least two retransmissions. These
retransmissions may, in turn, collide with newly generated packets, causing further retransmissions. When the load
increases beyond a threshold, a poorly designed multiple-access scheme becomes unstable, so that practically every
access causes a collision, and stations make slow progress. Thus, we define stability to mean that the throughput does
not decrease as we increase the offered load. We can show that if an infinite number of uncontrolled stations share a
link, no multiple-access scheme is stable. However, if control schemes are carefully chosen that reduce the load when
an overload is detected, afinite population can share alink in a stable way even under heavy load.

e Fairness: It isintuitively appealing to require a multiple-access scheme to be "fair." There are many definitions for
fairness. A minimal definition, also called no-starvation, is that every station should have an opportunity to transmit
within a finite time of wanting to do so. A stricter metric is that each contending station should receive an equal share of
the transmission bandwidth.

These performance metrics must be balanced by the cost of implementing the scheme. This depends on the hardware
and software costs, which depend on the scheme's complexity.

2.3 Base technologies

A "base technology" serves to isolate data from different stations on a shared medium.

The three common base technologies are frequency division multiple access (FDMA), time division multiple access
(TDMA), and code division multiple access (CDMA). We study these in subsections 2.3.1, 2.3.2, and 2.3.3,
respectively.

2.3.1 FDMA

The simplest base technology, and the one best suited for analog links, is frequency division multiple access, or FDMA.
In FDMA, each station is allocated its own frequency band, and these bands are separated by guard bands. Continuing
with the meeting metaphor, assume that each participant speaks in a different frequency or pitch, such as bass, contralto,
or soprano. Thus, tuning to a frequency band corresponds to tuning to a sentence spoken at a particular pitch. With
FDMA, a participant is assigned a speaking pitch. Receivers who want to listen to a particular participant "tune in" to
sentences spoken at the corresponding pitch.

FDMA is common in the radio and television broadcast industry, where each radio or TV station has its own channel.
FDMA is adequate for these purposes because a listening area, such as a large city, has at most a few hundred
transmitters. With cellular telephony, however, a single listening area may contain hundreds of thousands of
simultaneoudly active transmitters. If we were to assign each transmitter a separate frequency, we would need hundreds
of thousands of frequency bands, which is infeasible because the electromagnetic spectrum is a scarce resource. Thus, a
naive implementation of FDMA cannot support a large user population. To work around the problem, we must reduce
transmitter power and spatially reuse frequencies in different geographical zones called cells. A direct consequence is
that mobile stations that cross cell boundaries must change their transmission frequency, thus requiring a handoff.
Handoffs are complicated because they require synchronization between a mobile station and two geographically
separated base stations. Thus, cellular telephony trades off an increase in system complexity for the ability to support
many more users. See B2T36 for an example.

2.3.2 TDMA

In time division multiple access or TDMA, al stations transmit data on the same frequency, but their transmissions are
separated in time. Continuing with our meeting metaphor, a TDMA meeting is where al participants speak at the same
pitch, but take turns to speak. In TDMA, we divide time into fixed-length or variable-length dots, and each station
limits its transmission to a single dlot. If all stations are time-synchronized, and stations somehow resolve contention for
access to a time dot, the single frequency can be shared among many users. TDMA is universally used in computer
communication networks, where a dot duration corresponds to the transmission time required for a single packet. Time
synchronization is usually achieved by having one of the stations emit a periodic synchronization signal.

Advantages



Compared with an FDMA system, where we partition a single, large frequency band among many stations, a TDMA
station uses the entire frequency band, but only for a fraction of the time. Thus, given the same frequency band, a
TDMA system and an FDMA system can be shared by roughly the same number of stations. It can be shown, however,
that the mean delay to transmit an N-bit packet over a TDMA system is lower than in an FDMA system. Besides this,
TDMA has several advantages over FDMA. First, unlike FDMA, users can be dynamically allocated different
bandwidth shares by giving them fewer or more time slots. Second, a mobile station can use the time slotsin which it is
not transmitting to measure the received power from multiple base stations, alowing it to request a handoff to the base
station with the most received power. Finally, TDMA mobile stations typically require less power than with FDMA,
because they can switch their transmitters off except during their time slot. For these reasons, TDMA is a better solution
for multiple access than FDMA.

Problems

TDMA, however, is not without its problems. Every station must synchronize to the same time base. Thus, we must
devote a significant portion of the bandwidth to transmitting synchronization signals, and even so, we must surround
each time dot by guard times to deal with out-of-synch stations. It has been estimated that 20 to 30% of the bandwidth
in a TDMA system is wasted on synchronization and guard bit overhead. TDMA does not do away with the need for
handoffs, since battery-powered mobiles have limited transmission power. Thus, as a mobile moves away from a base
station, its transmitted signal weakens, and the mobile must be handed off to a nearer base station. Finally, since a
station transmits data in a wider frequency band, the duration of the transmission is smaller than in FDMA. This leads
to greater problems with multipath interference, which must be countered with an adaptive equalization circuit in each
receiver.

2.3.3 CDMA
Frequency-hopping CDM A

The easiest way to understand code division multiple access or CDMA is to first consider a variant of CDMA called
frequency-hopping CDMA or FH/CDMA. An FH/CDMA dtation transmits at a particular frequency for a short
duration, then hops to another frequency, where it transmits for a fixed duration, and then it hops again. If the receiver
and the transmitter synchronize hop schedules, the receiver can decipher the transmitter's signal. Continuing with the
meeting metaphor, with FH/CDMA, each speaker speaks each sentence in a different pitch. The first sentence may bein
alow pitch, the second in a high pitch, and the third in a medium pitch. If a receiver knows the sequence of pitches that
the speaker plansto use, he or she can decode the transmission.

With FH/CDMA, two stations can share the same large frequency band if they agree to use a different bandlimited
portion of the spectrum each time they hop. A receiver can choose to receive data from one or the other station by
choosing the appropriate hopping sequence. Thus, unlike FDMA or TDMA systems, where stations are separated either
in time or in frequency, in CDMA, stations can be distinguished only by simultaneously considering both time and
frequency.

Direct-sequence CDM A

A second technigue for CDMA is more complicated, but uses the same general principle of taking the user signal and
spreading it over a wider frequency spectrum. In this technique, called direct sequence CDMA or DS/CDMA, each bit
of the transmitter is replaced by a sequence of bits that occupy the same time duration. For example, if the transmitter
wants to send the bit "I," it may normally send a signal corresponding to "1" for 1 second, thus requiring a bandwidth of
1 Hz. With DS/ICDMA, the transmitter might send the codeword "10110110" during the same second instead, thus
requiring a bandwidth of at least 8 Hz. We call each bit in the codeword a chip, and measure the bit-rate of the
codeword in chips/second. We can view this replacement of the single bit by a codeword as "smearing" or spreading the
single bit over awider frequency spectrum. The receiver receives the eight bits at the higher frequency, and retrieves the
original information using a decorrelator that "unsmears" according to the given codeword. Thus, if a narrowband noise
signa corrupts some part of the 8 Hz spectrum, enough information is carried in the rest of the spectrum that the
original signal ("1 ") can still be correctly retrieved.

If a second user wanted to use the same 8 Hz spectrum, it could do so by spreading its bits with a different codeword.
For example, it might represent a "1" by the code "00101101." We can show that even if both stations sent their
codewords simultaneously, a decorrelator tuned to one of the codewords (and time-synchronized with the transmitter)
can extract the signal corresponding to that codeword even in the presence of the other codeword. Of course, the
codewords must be chosen in a special way to prevent too much confusion at a receiver. These sets of compatible
codewords are said to be orthogonal, and a great deal of research has gone into creating optimal orthogonal codewords
(see an example on B2T40).

As we mentioned before, both FH/CDMA and DSICDMA systems spread a transmitter's signal over alarger frequency
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spectrum. In some sense they use a wider spectrum than is strictly necessary for carrying the transmitter's signal. Thus,
we aso call them spread-spectrum communication techniques.

Advantages

Why would a transmitter want to hop from frequency to frequency or use an entire codeword when a single bit will do?
An obvious answer, for those in the spy business, isthat it is very hard to eavesdrop on a frequency-hopping transmitter.
If the receiver does not know the exact sequence of hops that the transmitter intends to make, or the codeword it usesto
spread its bits, it cannot decipher the transmitter's message. Indeed, the first use for CDMA was in the military,
presumably for use in the battlefield. However, spread-spectrum communication has other interesting properties that
make it attractive for civilians.

Firgt, if the spectrum is subjected to narrowband noise, such as a jamming signa from an enemy, then it does not
greatly affect the transmitted signal, since only part of the transmission is in any given frequency band. A transmitter
can make its signal immune to narrowband noise by using sufficiently long interleaved error-correcting codes that span
over multiple narrowband frequencies (see bloc 4 for more details on interleaving and error-correcting codes).
Moreover, it can be shown that a CDMA receiver is |ess susceptible to errors due to multipath interference than FDMA
or TDMA.

Second, unlike TDMA, where al stations must share the same time base, in CDMA, stations can use different time
bases. It is sufficient for the receiver and the sender to agree on atime base: because other stations see the effect of the
transmission only as noise, they do not need to synchronize with the sender.

Third, CDMA alows adjacent base stations to communicate with the same mobile station if they share a CDMA code
or FH sequence®. Thus, handoffs between cells can be made "soft" by asking more than one base station to transmit (or
receive) using the same CDMA FH sequence or the same CDMA code. This reduces the interruption during a handoff.
We cannot do this using FDMA, where adjacent cells are not allowed to use the same frequency, or TDMA, where soft
handoff would require time synchronization between cells.

Fourth, unlike a TDMA or FDMA system, a CDMA system has no hard limit on capacity. Each station appears as a
source of noise for every other station. Thus, the number of stations can be increased without limit, at the expense of
decreasing the effective bit-rate per station.

Fifth, frequency planning in a CDMA system is much easier than in FDMA.. Recall that in FDMA, adjacent cells may
not use the same set of frequencies. In CDMA, the same frequency band is used in all cells; thus, no frequency planning
is needed. Thisfeatureis often called universal frequency reuse.

Sixth, unlike FDMA and TDMA, higher-powered CDMA transmitters can be used in the unlicensed ISM bands in the
United States. Thus, al products operating in the ISM bands (other than low-power devices) use CDMA.

Finaly, in an FDMA or TDMA system, if a station is inactive, the signal-to-noise ratio of the other stations does not
increase. In CDMA, a station's silence directly benefits other stations. Thus, a transmitter can increase overall system
performance (and decreases its own power consumption) by switching itself off when it has nothing to send. CDMA
allows us to take advantage of this common situation.

Problems

CDMA's benefits come at a price. The three mgjor problems with CDMA are (@) its implementation complexity, (b) its
need for power management (also called power control), and (c) its need for a large, contiguous frequency band. We
discuss these in more detail next.

First, CDMA requires receivers to be perfectly synchronized with transmitters, and introduces substantial computational
complexity either for tracking hops (with FH/CDMA) or for decorrelation (with DS/ICDMA). This increases the cost of
receivers (though this cost is dropping rapidly).

A more insidious problem is power management. If a CDMA receiver receives a low-power signal from an intended.
but remote, transmitter, and a higher-power noise signal from a nearer transmitter, it has a hard time recovering the
intended signal. Unless nearby transmitters reduce their transmission power, they can completely shut out distant
transmitters. The solution is to require each transmitter to vary its power in inverse proportion to its distance from its
intended receiver. If each cell has only a single CDMA receiver (as is the case in telephony), and if the path from the

D Thisisallowed if some conditions hold.
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transmitter to the receiver is symmetric, then a simple power management technique is for the transmitter to ensure that
the sum of its transmission and reception power is constant. This automatically ensures that when a receiver is far away
(so that its transmissions are faint), the transmit power is increased (so that the receiver can hear). Conversely, when the
receiver is near (so that its transmissions are loud) the transmit power is reduced. If the system has multiple rapidly
moving CDMA receivers, the power management problem is much more complicated.

Finally, introducing DS/CDMA into the existing infrastructure is hard because it needs a large, contiguous frequency
band. In contrast, FDMA, TDMA, and FH/CDMA can use multiple, non-contiguous frequency bands.

On balance, CDMA seems to have more advantages than disadvantages. As we will see in Section 2.4, many
commercial systems are moving from FDMA to TDMA and CDMA.

2.3.4 FDD and TDD

In many situations a pair of stations must simultaneously communicate with each other. For example, a person speaking
on a cellular phone may simultaneously want to hear a signal from the other end. Two standard techniques to establish
two-way communication between a pair of stations are called frequency division duplex (FDD) and time division
duplex (TDD). FDD is analogous to FDMA. in that the two directions use different frequencies. In TDD, we dlice a
single frequency band into time dots, and each end takes turnsin using the time dots.

TDD, FDD, TDMA, FDMA, and CDMA can be simultaneously used to provide several interesting combinations. For
example, combining FDD with TDMA, one frequency band is time shared between multiple stations that want to
transmit to a base station, and another frequency band is time shared for communication from a base station to several
other stations. If the system is master-dave, FDD is very common, with the master-to-slave channel using TDMA
(since synchronizing time bases with a single master is easy), and the dave-to-master channel shared using either
TDMA or CDMA.

Second-generation cordless phones use a TDD/FDMA scheme, where different phone/base-station pairs use different
frequencies, but in a given frequency band, the base station and the phone share time slots for communication. Digital
cellular phones use FDD/TDMA/FDMA, where each cell has some number of frequency bands, each frequency band is
time-shared using TDMA, and phone-to-base and base-to-phone communications use different frequencies. Digital
cordless phones (often advertised as 900MHz phones) use a TDMA/TDD/FDMA scheme, where each
phone/base-station pair is assigned not only a particular frequency band, but also atime slot in the frequency band, and
the base station and phone take turns in sharing time slots in a single frequency band.

2.4 Centralized access schemes

We now turn our attention to multiple-access schemes that build on the base technologies described in Section 2.3. We
will first study schemes where one of the stations is a master, and the others are daves. By this, we mean that the master
can prevent a dlave from transmitting until told to do so. This mode of operation makes multiple access straightforward,
since the master provides a single point of coordination. On the other hand, a master-dave system can be less robust
because the master is also a single point of failure. Moreover, since the master isinvolved in every transmission, it adds
delay to every message exchange. The reliability issue can be solved by allowing slaves to reelect a master in case the
master goes down. However, this complicates the system, something we wanted to avoid with a master-dave
arrangement in the first placel!

Physical constraints often lead naturally to a master-slave configuration. For example, in a wireless LAN, the base
station is the only station guaranteed to be in direct communication with every other station (since it is usually mounted
on a ceiling, where it has a clear infrared or radio path to every station). Similarly, in a cellular phone network, the base
station is the only one with a wired connection to the network, and it can have a transmission power much greater than
any mobile. In these situations, it often makes sense to have the base station also act as the master for a multiple-access
scheme.

In the following subsection, we will study three centralized schemes. In subsection 2.4.1, we study circuit-mode
schemes, primarily for cellular telephony. In subsections 2.4.2 and 2.4.3, we study two packet-mode schemes. polling
and reservation.

2.4.1 Circuit mode

The most common centralized multiple-access scheme for circuit-mode communication is cellular telephony. As we
saw in Section 2.3, partitioning a service area into cells allows a provider to increase the number of simultaneous voice
calls it can support. Each geographically separated cell has a base station that provides access to the wired telephone
infrastructure and manages access to the broadcast medium (as was shown in B2T24 (d)).
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When a cellular phone is turned on, it sends a registration message to the base station on a control channel. This
message contends for access with other phones accessing the control channel using the ALOHA packet-mode multiple
access protocol described in subsection 2.5.5. Once the base station correctly receives the registration message, it
allocates the cellular phone either a frequency (FDMA), time slot (TDMA), or code (CDMA) that the phone uses for
subseguent voice transfer. Since the voice call is carried in circuit mode, once the cellular phone acquires its channel, it
never hasto contend for access again.

We now outline three common cellular telephone standards, which combine centralized control and circuit-mode
operation with one of the base technologies described in Section 2.2. These are EAMPS, the analog telephone
technology common in the United States; GSM, a digital cellular technology common in Europe; and |S-95, a proposal
for CDMA cellular telephony.

EAMPS

The earliest cellular telephones, and the ones most common in the United States at the time of this writing (1996), use
analog FDD/FDMA. In the United States, this is called the Extended Advanced Mobile Phone Service or EAMPS
(other parts of the world use similar systems, but with different acronyms-for example, TACS in Europe and JTACS in
Japan). In EAMPS, mobiles use a 25-MHz band from 824 to 849 MHz, and the base station uses a 25MHz band from
869 to 894 MHz. The large difference in frequency bands (45 MHz) minimizes interference between the transmitter and
the receivers. The base station uses the higher of the two bands, since higher-frequency bands are subject to higher
propagation losses, and the base station has more transmission power than the mobiles.

GSM

The second generation of cellular phones, currently very popular in Europe, use digital TDMA with FDD. The standard
system in Europe is the Global System for Mobile Communication or GSM. In GSM, the uplink occupies the 935-960
MHz band, and the downlink the 890-915 MHz band. Each band is divided into a number of 200-KHzwide channels,
and each channel is shared among eight users using TDMA. GSM is being adopted around the world, as usual, under a
variety of names and frequency alocations. In the United States, a variant of GSM with six-dot 20-ms frames and
30-KHz channels is called 1S-54, and it occupies the same frequency bands as EAMPS. In Japan, the GSM variant is
called Personal Digital Cellular. A second system that was also introduced in Europe has the same technology as GSM,
but is centered around the 1800-MHz band and is, therefore, called DCS-1800 (except in the United Kingdom, where it
is called Personal Communications Network).

1S-95

The latest technology for digital cellular telephony is CDMA, which has the advantages outlined in Section 2.3.3. The
U.S. standard for CDMA is called Interim Standard-95 or 1S-95. In 1S-95, each user channel at 9.6 Kbpsis spread to a
rate of 1.2288 Mchips/s (a spreading factor of 128). On the downlink, user data is encoded using a rate 1/2
convolutional code, interleaved, and spread with one of 64 orthogonal spreading codes called the Walsh spreading
codes. Adjacent base stations coordinate their use of the codes to minimize interference. On the uplink, the data stream
is encoded with a rate 1/3 convolutional coder and six-way interleaved. The interleaved bits are then spread using a
Walsh code. The power of the uplink is tightly controlled (to within 1dB) to avoid the near-far problem. To ensure
compatibility, 1S-95 mobile stations can aso interoperate with EAMPS base stations, and the 1S-95 frequency bands are
the same as the EAMPS frequency bands. 1S54, 1S-95, GSM, and other digital cellular telephony services are also
called Personal Communication Services or PCS.

2.4.2 Polling and probing

In the previous subsection, we studied centralized control for circuit-mode communication for cellular telephony
(similar schemes are also used for cordless telephones). In this and the next subsection, we will study two classes of
schemes with centralized control of packet-mode communication. Recall that in packet mode, stations generate bursts of
traffic that cannot be predicted in advance. Thus, a station must contend for medium access for each packet. A central
controller mediates this contention.

One of the simplest schemes for central control in packet-mode is roll-call polling. In this scheme, the master asks each
station in turn whether it has datato send. If the station has data, it sends it to the master (or directly to another station).
Otherwise, the master continues polling. The main advantage of roll-call polling is that it is simple to implement. It is
inefficient if (a) the time taken to query a station is long (due to station or propagation delays), (b) the overhead of
polling messages is high, or (c) the system has many terminals. Roll-call polling can lead to high mean message delays.
In the worst case, each station has data to send just after it has been passed over during a poll, so that it has to wait for
every other station to send data before it has a chance to send anything.

A variant of roll-call polling that is more intelligent in its polling order is called probing. In this scheme, stations are
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given consecutive addresses. We assume that each station can program its host interface to be able to receive data
addressed not only to itself, but also to "multicast” or group addresses. Here follows an example detailing how it works.

Example 2.1

Suppose a network has eight stations numbered O - 7 (000 to 111 in binary). In the first time dot, the master sends a
message to the multicast address 0*, asking for data. This query isreceived by al stations that have a0 in the first bit of
their address (that is, stations 000, 001, 010, and 011). If one of them has data to send, it replies and is given permission
to send data in the next time dlot. If more than one station in this range has data to send, then both reply, and their
replies collide. On seeing the collision, the master restricts the query to 00* and polls again. Thistime, only stations 000
and 001 may answer. If there is another collision, stations 000 and 001 are polled in turn, followed by a poll to the
multicast address O1 *. Continuing in this manner, the master can skip over large chunks of the address space that have
no active stations, at the expense of repeated polls in sections of the address space that have more than one active
station. In the worst case, when all stations are active, this results in doubling the number of poll messages. However, if
many stations share the medium, of which only afew are active, probing is quite efficient.

2.4.3 Reservation-based schemes

A different approach to centralized control becomes necessary for packet-mode transmission when a is large, so that
collisions are expensive, and the overhead for polling is too high. Thisis common in satellitebased networks, where the
round-trip propagation delay between stations varies between 240 and 270 ms (depending on whether the satellite is
near the zenith or the horizon, respectively), and the packet transmission time is roughly a few milliseconds, leading to
an a value of around 100. Then, it is more efficient for a master (which can be located at either the satellite or a ground
station) to coordinate access to the medium using a reservation-based scheme.

The essentia idea in a reservation-based scheme is to set aside some time slots for carrying reservation messages. Since
these messages are usually smaller than data packets, reservation time slots are smaller than data time dots and are
called reservation minislots. When a station has data to send, it requests a data slot by sending a reservation message to
the master in a reservation minislot. In some schemes, such as in fixed priority oriented demand assignment or FPODA,
each station is assigned its own minislot. In other schemes, such as in packet-demand assignment multiple access or
PDAMA, daves contend for access to a minislot using one of the distributed packet-based contention schemes
described in Section 2.5.5 (such as slotted ALOHA). When the master receives the reservation request, it computes a
transmission schedule and announces the schedule to the slaves.

In a reservation-based scheme, if each slave station has its own reservation minislot, collision can be completely
avoided. Moreover, if reservation requests have a priority field, the master can schedule slaves with urgent data before
slaves with delay-insensitive data. Packet collisions can happen only when stations contend for a minislot. Therefore,
the performance degradation due to collisions is restricted to the minislots, which use only a small fraction of the total
bandwidth. Thus, the bulk of the bandwidth, devoted to data packets, is efficiently used.

2.5 Distributed schemes

In Section 2.4, we studied several multiple-access schemes where one of the stations plays the role of a master. As we
saw, the presence of a master simplifies a multiple-access scheme since it provides a single point of coordination.
However, we are often interested in a distributed access scheme, because these are more reliable, have lower message
delays, and often allow higher network utilization. The price for these benefits is increased system complexity, for
example, to synchronize stations to the same time base.

Most distributed multiple access schemes support only packet-mode access. The reason for this, perhaps, is that with
circuit-mode transfer, the overhead of negotiating medium access for each packet in a stream is unacceptable. It makes
more sense to use a master-dave configuration for circuit-mode access, since the one-time coordination overhead is
amortized over many packets. Circuit-mode accessis not ruled out with a distributed scheme, but it israre.

2.5.1 Decentralized polling and probing

Perhaps the simplest distributed access schemes are variants of the centralized polling and probing schemes described in
Section 2.4.2. Both schemes can work without a master, if al the stations agree on a single time base. In the centralized
version of polling, the master polls each slave in turn. In the distributed version, a station sends data in its time dot, or
elseisidle (thisisjust TDMA). For thisto work correctly, we assume that a station is statically associated with its own
private time slot, and that there are at least as many time slots as possible stations.

We will study the decentralized version of probing, also called tree-based multiple access, continuing with the example
introduced in Section 2.4.2.
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Example 2.2

Recall that in Example 2.1, we have eight stations, addressed 000-111, trying to access the shared medium. In the
tree-based scheme, in the first time dot, every station with a O in its high-order address bit "places’ a packet on the
medium. If there is a collision, in the second time slot the stations with an address of the form 01* become idle, and the
two stations with the address 00* try again. If another collision happens, station 000 goes first, followed by station 001.
The two stations with address 01* now contend for access, and so on. Thus, if stations have the same time base, they
can carry out what looks like centralized probing, but without a master.

This approach works well when the parameter a is small, so that stations can detect collisions quickly and can easily
establish a common time base. When a is large, a station detects a collision only several time slots after it has
transmitted a packet. This requires the station either to introduce an idle time after each transmission while it waits for a
possible collision, making the scheme inefficient, or to roll back its state if a collision is detected, making the scheme
complex. Thus, tree-based multiple access is best suited only for networks with small a.

2.5.2 CSMA and its variants

The problem with polling and tree-based algorithms is that they waste time when the number of stationsis large, but the
number of simultaneously active stations is small. Consider a system with 1024 stations, of which at most two are
simultaneously active. With polling, in the worst case, a station may need to wait 1023 slots before it has a chance to
send a packet. Even with a tree-based algorithm, the station may need to wait up to ten slots while the medium lies
unused. A clever idea that makes better use of the medium is to introduce a carrier-sensing circuit in each base station.
This alows the station to detect whether the medium is currently being used. This is like a participant in a meeting
keeping one ear open to find out if another participant is speaking. Schemes that use a carrier-sense circuit are classed
together as carrier-sense multiple access or CSMA schemes. In this subsection we will study CSMA and two of its
variants, CSMA/CD and CSMA/CA.

An important parameter in all CSMA schemes is the time taken for a message sent from one station to be heard by the
station furthest away. Thisisjust the maximum propagation delay in the system. CSMA schemes assume that this value
is small compared with a packet transmission time, that is, the parameter a is small. Usually, a is assumed to be 0.1 or
smaller. In slotted versions of CSMA, where packet transmissions are aligned to a slot boundary, the slot time is chosen
to be the maximum propagation delay.

The simplest CSMA scheme is for a station to sense the medium, sending a packet immediately if the medium isidle. If
the station waits for the medium to become idle, we call it persistent; otherwise we call it nonpersistent. With
nonpersistent CSMA, when a station detects that the medium is busy, it sets a timer for a random interval, then tries
again. Thus, a nonpersistent CSMA source probes the medium at random intervals, transmitting a packet immediately
after detecting that the medium is free.

With persistent CSMA, what happens if two stations become active when a third station is busy? Both wait for the
active station to finish, then simultaneously launch a packet, guaranteeing a collision! There are two ways to handle this
problem: p-persistent CSMA and exponential backoff.

P-persistent CSMA

The first technique is for a waiting station not to launch a packet immediately when the channel becomesidle, but first
toss a coin, and send a packet only if the coin comes up heads. If the coin comes up tails, the station waits for some time
(one dlot for dotted CSMA), then repeats the process. The idea is that if two stations are both waiting for the medium,
this reduces the chance of a collision from 100% to 25%. A simple generalization of the scheme isto use a biased coin,
so that the probability of sending a packet when the medium becomes idle is not 0.5, but p, where 0 < p < 1. We cal
such a scheme p-persistent CSMA. The original scheme, where p = 1, isthus called 1-persistent CSMA.

The choice of p represents a trade-off between performance under heavy load and mean message delay. Note that if n
stations are waiting for the end of a packet transmission, then the mean number of stations that will send a packet at the
end of the transmissionisjust np. If np > 1, then acollision is likely, so we must choose p < 1/n. Since n increases with
system load, a smaller p leads to good behavior for higher offered loads. On the other hand, as p decreases, a station is
more likely to wait instead of sending a packet, though the medium is idle. Thus, the smaller the value of p, the greater
the mean message delay. In a given system design, p must be chosen to balance the message delay with the required
performance under heavy offered loads.

Exponential backoff

The second technique to deal with collisions between CSMA stations is to use exponential backoff. The key idea is that
each dtation, after transmitting a packet, checks whether the packet transmission was successful. Successful
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transmission is indicated either by an explicit acknowledgment from the receiver or by the absence of a signal from a
collision detection circuit (this circuit is similar to the carrier-sensing circuit, and detects a collision by noticing that the
signal energy in the medium is greater than the energy placed on the medium by the local station). If the transmission is
successful, the station is done. Otherwise, the station retransmits the packet, simultaneously realizing that at least one
other station is aso contending for the medium. To prevent its retransmission from colliding with the other station's
retransmission, each sation backs off (that is, idles) for a random time chosen from the interval [O,
2xmax-propagation-delay] before retransmitting its packet. If the retransmission also fails, then the station backs off for
a random time in the interval [0, 4x max-propagation-delay], and tries again. Each subsequent collision doubles the
backoff interval length, until the retransmission finally succeeds (thus, the expected duration of a backoff interval
increases exponentially fast)?. On a successful transmission, the backoff interval is reset to the initial value. Intuitively,
sources rapidly back off in the presence of repeated collisions, thus drastically reducing the load on the medium, and
ideally averting future collisions. We call this type of backoff exponential backoff. With exponential backoff, even
1-persistent CSMA is stable, thus freeing network designers from the onerous task of choosing an optimal p.

We mentioned earlier that a station determines that its transmission is successful either using an explicit
acknowledgment or using a collision detection circuit. CSMA with collision detection is common enough to merit its
own acronym, CSMA/CD It is the scheme used in Ethernet, to which we now turn our attention.

Ethernet

Ethernet is undoubtedly the most widely used local-area networking technology. Actually, "Ethernet” is a trademark
that refers loosely to a variety of products from many manufacturers. Network cognoscenti prefer to use the term |EEE
802.3, which is the international standard describing the physical and datalink-layer protocols used in Ethernet-like
LANS. In this book, for the sake of convenience, we use "Ethernet" when we mean |EEE 802.3.

Ethernet uses a variant of 1-persistent CSMA/CD with exponential backoff on a wired LAN. Moreover, if a station
detects a collision, it immediately places a "jam" signal (a sequence of 512 bits) on the medium, ensuring that every
active station on the network knows that a collision happened and increments its backoff counter. Since Ethernet is used
for networks where a is small, collisions can be detected within a few bit-transmission times. Thus, the time wasted in
each collision is small (about 50 microseconds), which increases the effective throughput of the system. To keep things
simple, the Ethernet standard requires a packet to be large enough that a collision is detected before the packet
transmission completes. Given the largest alowed Ethernet segment length and speed-of-light propagation times, the
minimum packet length in Ethernet turns out to be 64 bytes. If the largest distance between any pair of stations is
longer, the minimum packet size is correspondingly higher.

Thefirst version of Ethernet ran at 3 Mbps and used "thick" coaxial cable for the physical medium. Subsequent versions
have increased the speed to 10 Mbps and, more recently, to 100 Mbps. The physical medium has also diversified to
include "thin" coaxial cable, twisted-pair copper, and optica fiber. In an attempt to keep things straight, the IEEE
classifies Ethernet using a code of the form <Speed> <Baseband or Broadband> <Physical medium>. The first part,
speed, is 3, 10, or 100 Mbps. The second part describes the infrastructure over which the network is run. Ethernet can
be used not only within a building between computers, but also within a frequency band allocated to it in the
cable-television infrastructure. The former is called baseband, and the latter broadband. The third part, the physical
medium, is either a number, which refers to the longest allowed segment, in hundreds of meters, that the medium
supports, or a letter, which represents a particular medium type. For example, 10Base2 is a 10 Mbps Ethernet that uses
the baseband, and therefore is confined to a single building or campus. The "2" means that this physical medium can run
at most 185 meters before a repeater must be installed. "2" usually refers to cheap, "thin" 50ohm cable that is a poor
substitute for the "thick" coaxia cable used in 10Base5 Ethernet. 10BaseT is 10 Mbps Ethernet over unshielded
twisted-pair copper. Finally, 10Broad36 is Ethernet over the cable TV plant, with at most 3600 meters between
repeaters. This is the technology used for some so called "cable modems" (and has turned out to be a commercial
failure). A weath of practical details on Ethernet can be found by searching google for Ethernet FAQ. One URL is
http://www.fags.org/fags/L ANs/ethernet-fag/.

Three recent developments give LAN administrators even more options in managing their infrastructure. The first of
these, switched Ethernet, continues to use 10-Mbps links, but each station is connected to a switch (also called an
Ethernet switch) by a separate wire, asin 10BaseT. However, unlike 10BaseT, each line card in the switch has a buffer
to hold an incoming frame. A fast backplane alows packets to be transferred from one line card to another. Since
packets arriving to the switch simultaneously do not collide, switched Ethernet has a higher intrinsic capacity than

2 Most real systems give up after backing off a certain number of times, typically 16.
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10BaseT. This comes at the expense of memory in the line card.

The other two developments increase Ethernet speed from 10 to 100 Mbps. The first variant, called IEEE 802.3u or
Fast Ethernet, is conceptually identical to 10BaseT, except that the line speed isincreased to 100 Mbps. Like 10BaseT,
it requires a point-to-point connection from a station to a hub. Fast Ethernet is not supported on bus-based Ethernets
such as 10Base5 and 10Base?. It is interesting because it can reuse telephone wiring, just like 10BaseT.

Commercially available hubs are rapidly erasing the distinctions among 10BaseT, switched Ethernet, Fast Ethernet, and
switched Fast Ethernet. These hubs support line cards in all four formats interchangeably, alowing customers to
upgrade their line cards one at atime.

CSMA/CA

Unlike wired LANSs, where a transmitter can simultaneously monitor the medium for a collision, in many wireless
LANS the transmitter's power overwhelms a co-located receiver. Thus, when a station transmits a packet, it has no idea
whether the packet collided with another packet or not until it receives an acknowledgment from the receiver. In this
situation, collisions have a greater effect on performance than with CSMA/CD, where colliding packets can be quickly
detected and aborted. Thus, it makes sense to try to avoid collisions, if possible. A popular scheme in this situation is
CSMA/Coallision Avoidance, or CSMA/CA. The IEEE has standardized CSMA/CA as the IEEE 802.11 standard.
CSMA/CA is basically p-persistence, with the twist that when the medium becomes idle, a station must wait for a time
caled the interframe spacing or IFS before contending for a slot. A station gets a higher priority if it is allocated a
smaller interframe spacing.

When a station wants to transmit data, it first checks if the medium is busy (see B2T56). If it is, it continuously senses
the medium, waiting for it to become idle. When the medium becomes idle, the station first waits for an interframe
spacing corresponding to its priority level, then sets a contention timer to atime interval randomly selected in the range
[0, CW], where CW is a predefined contention window length. When this timer expires, it transmits a packet and waits
for the receiver to send an ack. If no ack is received, the packet is assumed lost to collision, and the source tries again,
choosing a contention timer at random from an interval twice as long as the one before (binary exponential backoff). If
the station senses that another station has begun transmission while it was waiting for the expiration of the contention
timer, it does not reset its timer, but merely freezes it, and restarts the countdown when the packet completes
transmission. In this way, stations that happen to choose a longer timer value get higher priority in the next round of
contention.

2.5.3 Dealing with hidden terminals: BTMA and MACA

CSMA/CA works well in environments where every station can hear the transmission of every other station.
Unfortunately, many environments suffer from the hidden terminal and exposed terminal problems. In the hidden
terminal problem, station B can hear transmissions from stations A and C, but A and C cannot hear each other (see
Figure B2T67 left). Thus, when A sends data to B, C cannot sense this, and thinks that the medium is idle. C's
transmission after an IFS, therefore, causes a collision at B. Continuing with the meeting metaphor, a hidden terminal
situation occurs when a participant can hear speakers on either side, but these speakers cannot hear each other speak.

The exposed terminal problem is shown in Figure (B2T67 right). Here, we have two local areas, with station B talking
to station D in its local area, and station C with a packet destined to A in its own local area. Station B is "exposed,”
perhaps because it is on a hilltop, or mounted on the ceiling of alarge hall. Thus, unlike D, it can be heard by A when
transmitting. Since A can hear B, A defersto B when B is active, though A and B can be simultaneoudly active. Thus,
because of B's exposed location, it defers to faraway transmitters™ even when it need not. Again, CSMA/CA does not
work, because the exposed station senses more than it ought to. We now study two solutions to these problems, busy
tone multiple access and multiple access collision avoidance.

Busy tone multiple access

In busy tone multiple access (BTMA), we assume that for any two stations A and B, if station A can hear station B, then
station B can hear station A (that is, the wireless links are symmetrical). We divide the available frequency band into a
message channel and a smaller "busytone" channel. While a station is receiving a message, it places a tone on the
busy-tone channel. Other stations that want to send a message to this receiver (or, any other receiver that is in range of
the receiver) thus know to avoid placing a message on the channel. When sending a message, a transmitter ignores its
carrier-sense circuit, and sends a message if and only if the busy-tone channel is idle. BTMA provides protection
against the hidden terminal and exposed terminal problems. For example, in Figure (B2T67 left), when B receives data

% |n this example we assume symmetrical links.
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from A, it places a busy tone on the busy-tone channel. Since C can hear B, C can hear B's busy tone, and it does not
send data to B. In the exposed terminal situation (Figure B2T67 right), if B does not interfere with C, B does not hear
C'sbusy tone, so it goes ahead with itstransmission to D (even if it senses carrier from A sending to C).

M ultiple access collision avoidance

The problem with BTMA is that it requires us to split the frequency band into two parts, making receivers more
complex (because they need two separate tuners). The two bands need to be well separated to prevent crosstalk.
Unfortunately, the propagation characteristics of aradio link depend on the frequency. Thus, a station may hear another
station's busy tone even if it cannot hear that station's data, or vice versa, causing a problem for the BTMA protocol. We
can avoid these problems by using a single frequency band for al messages, and replacing the busy tone with an
explicit message that informs all stations in the area that the receiver is busy. This is done in the multiple access
collision avoidance or MACA scheme.

In MACA, before a station sends data, it sends a request to send (RTS) message to its intended receiver. If the RTS
succeeds, the receiver returns a clear to send (CTYS) reply. The sender then sends a packet to the receiver. If a station
overhears an RTS, it waits long enough for a CTS message to be sent by areceiver before it tries to send any data. If a
station hears a CTS (which carries the length of the data packet in its body), it waits long enough for the data packet to
be transmitted before it tries sending a packet.

The RTS and CTS messages allow intended receivers and transmitters to overcome the hidden terminal and exposed
terminal problems. Consider, first, the hidden terminal problem (Figure B2T67 left). Suppose C wants to transmit data
to A, but C cannot hear B is sending to A. When A sends a CTSto B, C hears the CTS, and realizes that A is busy. It,
therefore, defers its RTS until B's transmission completes. This solves the hidden terminal problem. In the exposed
terminal scenario (Figure B2T67 right), B hears A's RTS, but not C's CTS. Thus, it assumes that D cannot hear it either,
and sends D an RTS after waiting for the CTS to reach A. If D cannot hear A, it repliesimmediately with aCTS. The B
- D transmission is not unnecessarily affected by the A - C transmission. Thus, the RTS/CTS messages solve the hidden
and exposed terminal problems.

2.5.4 Token passing and its variants

Recall that in the distributed polling network (Section 2.5.1), all stations share the same time base, and each station uses
its time dot to place a message on the medium. Ensuring that all stations acquire and maintain time synchronization is
nontrivial and requires some bandwidth for training and synchronization signals. If a station could inform the "next"
station in the polling sequence when it was done with its transmission, stations no longer need precise time
synchronization. Thisisthe basic idea used in token-ring networks.

In atoken-ring network, stations are placed in a fixed order along aring. This does not necessarily correspond to actual
physical connectivity: the key idea is that each station has a well-defined predecessor and successor. A special packet
called a token gives a station the right to place data on the shared medium. If a station has data to send, it waits till it
receives the token from its predecessor, then holds on to the token when it transmits one or more packets. After packet
transmission, it passes the token to its successor. The token mechanism allows the medium to be shared fairly among all
the stations (no station will ever starve, as might happen with Ethernet). The obvious analogy in a meeting context is to
require a participant to obtain a "right-to-speak" marker before speaking, which is passed on to a successor when she or
heis done.

We mentioned earlier that a token ring does not necessarily require stations to be connected in aring. To stress this
point, we show four topologies in Figure B2T71 that all form logical rings. The first topology connects stations in a
single physical ring (Figure B2T71a). Each station needs only one transmitter and one receiver. During normal
operation, a station copies packets from its receive buffer to its transmit buffer, additionally copying the packet to a
local buffer if the packet is addressed to it. Thus, packets eventually return to the sender, who removes them from the
ring. The returning packets are an implicit acknowledgment that the receiver has seen them (or, the receiver may
explicitly mark a packet when it copies it into its local buffers). A variant of this scheme requires a busy/idle flag in the
token. When a station that has data to send sees an idle token, it changes the flag to busy and then starts sending data.
When it isdone, it waits for the token to return, then resets the flag to idle.

The major problem with a single-ring configuration is that if one link, transmitter, or receiver fails, the entire ring fails.
We can mitigate this problem by using a second topology, which is the dua counterrotating ring shown in Figure
B2T71b. In normal operation, only one ring is used, and the other serves as a backup. A single failure causes the ring to
go into "wrap" mode, where the two rings are collapsed to form a single ring, thus allowing traffic to be carried without
pause while the fault is corrected. However, each node requires two transmitters and receivers, and stations must
constantly monitor their neighbors, checking to see if the network should change from regular mode to "wrap" mode
and vice versa. A good example of thistopology is FDDI, which is described at the end of this subsection.
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The third topology, also called a token bus, dispenses with the ring altogether and stations are connected to a single bus,
as in Ethernet (Figure B2T71c). A station gets to speak when it gets a token from its predecessor that is explicitly
addressed to it. Having spoken, it passes the token to itslogical successor. Thus, atoken busformsasingle logical ring.

The fourth topology, shown in Figure B2T71d, is called a star-ring or hub topology. A passive hub acts only as awiring
concentrator and does not participate in the token-ring protocols. It simplifies wiring because, to add a new station, we
need only run a pair of wires from the station to the hub, instead of between the new station, its predecessor, and its
successor. Thus, this is identical to the single ring shown in Figure B2T71a. With an active hub, also called a bridge,
the hub is both a predecessor and successor to every station, thus fully participating in the token-ring protocol. An
active hub can monitor the ring for link and station failures, eliminating failed components from the ring. This is very
important in practice, when machines, interfaces, and links fail with tedious regularity. For these practical reasons, most
token ringsin the field are configured as either active or passive star-rings.

Advantages and problemswith token rings

The main virtue of a token ring is that its medium access protocol is explicit, and therefore smple. If a station has a
token, it can send data, otherwise, it cannot. Stations do not need carrier sensing, time synchronization, or complex
protocols to resolve contention. Moreover, the scheme guarantees zero collisions and can give some stations priority
over others. Unfortunately, these virtues are tempered by a major vice: the token represents a single point of failure in
the system. If the token gets lost or corrupted (for example, if the station holding the token suddenly crashes), the
network becomes unusable. Thus, the token must be carefully protected with checksums and error-correction, as
described in bloc 4. Moreover, stations must actively monitor the network to detect token loss and duplication. Usually,
one of the stations is elected as a monitor. If the monitor finds that the ring has been idle for some time and no token has
passed by, it assumes that the token has been lost or corrupted and generates a new token. A station can decide that a
token has been duplicated if it receives a packet from another station when it holds the token. In this case, it purges the
ring of al data and tokens, and the monitor eventually generates a new token.

A second problem with atoken ring is that the token scheme reguires a station to cooperate with the others, at least to
the extent of forwarding a token if it does not need it. If a station crashes, refusing to accept or forward the token, it can
hold up every other station. Thus, the network must monitor and exclude stations that do not cooperate in token passing.
These two requirements (to monitor tokens and stations) reintroduce complexity back into the system. Indeed, a major
reason for the initial unpopularity of token rings was the cost and added complexity of the station management
functions, which are responsible for monitoring the health of the token and the stations .

Fiber distributed data interface (FDDI)

The most popular token ring is FDDI, which uses a dual counterrotating token-ring LAN. Each link in FDDI runs at 100
Mbps over an optical fiber medium. Cheaper variants over copper wires are called copper-DDI or CDDI.

An FDDI network uses the token-passing mechanism discussed earlier. In addition, it supports real-time applications by
ensuring that a station | can send data for at least Synchronous_Allocation(l) seconds once every target token rotation
time (TTRT). To guarantee this, each station maintains a timer called the Token Rotation Timer or TRT. This timer
roughly measures the time since the station last forwarded the token. Thus, if a station receives the token when TRT is
smaller than TTRT, it has TTRT - TRT seconds to send data without violating the target rotation time.

What actually happens is that when a station receives a token, it sends synchronous packets up to its allocation,
regardless of the value of TRT (we must somehow ensure that the sum of the synchronous allocations is smaller than
the target token rotation time). It then resets TRT to zero, saving the previous value of TRT in the Token Holding Time
(THT). If THT < TTRT, the station can send TTRT - THT worth of non-real-time packets without violating the TTRT.
If the station does not have enough time to send a non-real-time packet, it immediately forwards the token, waiting for
the next opportunity to transmit. In this way, a real-time application that must receive the token within a bounded time
period can be guaranteed access (see TD 7 exercice 9 for an example).

2.5.5 ALOHA and its variants

The ALOHA multiple access protocol is one of the simplest multiple access protocols and was the earliest to be
developed and analyzed. In ALOHA, when a station wants to send data, it just sends it, without checking to see if any
other station is active. After sending the packet, the station waits for an implicit or explicit acknowledgment. If the
station receives no acknowledgment, it assumes that the packet got lost, and tries again after a random waiting time.
ALOHA isuseful when the parameter aislarge, so that carrier-sensing and probing techniques are impractical.

Unlike the schemes we studied earlier in this bloc, stations implementing ALOHA do not need carrier sensing,
time-base synchronization, token passing, or any other contention-resolution mechanism. Moreover, ALOHA's
performance is independent of the value of a. Thus, ALOHA has the clear advantage of simplicity. On the other hand,
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its performance, compared with the more sophisticated schemes, is quite poor. Under some simplifying mathematical
assumptions, we can show that the peak achievable goodput of the scheme is only 18%. This figure has often been used
to "prove" that ALOHA is an unusable multiple-access scheme. In fact, if the workload does not obey the simplistic
assumptions, much higher goodput is achievable (consider, for example, the case of a single user accessing the medium,
who can achieve a goodput of 100%). Moreover, if channel capacity is sufficiently high, so that the normalized offered
load is low, the sheer simplicity of ALOHA makes it very attractive. Thus, ALOHA can still be found as a component
in many multiple-access schemes. For example, in the cellular telephone network, when a cellular telephone is turned
on, it must contact the base station and request a frequency (or time slot) on which to carry a voice call eventually. It
uses ALOHA to send this initial request. Since the offered load from frequency allocation requests is small, ALOHA is
sufficient for this purpose. Several variants of ALOHA, such as dotted ALOHA and reservation ALOHA, are widely
used, and we study them next.

Slotted ALOHA

In ALOHA anewly emitted packet can collide with a packet already in progress. If all packets are the same length and
take L time units to transmit, then it is easy to see that a packet collides with any other packet transmitted in a time
window of length 2L (Figure B2T79a). We call this the window of vulnerability. If we somehow reduce this window,
then the number of collisions decreases, and throughput increases. One way to achieve this is for stations to share the
same time base by synchronizing with a master that periodically broadcasts a synchronization pulse. We divide time
into equal dots of length L. When a station wants to send a packet, it waits till the beginning of the next slot. This
reduces the window of vulnerability by a factor of two, doubling the peak achievable throughput, under the same set of
mathematical assumptions as with ALOHA, to 36% (Figure B2T79b). This version of ALOHA is called dotted
ALOHA or SSALOHA. This scheme has a clear advantage in throughput, but introduces complexity in the stations and
bandwidth overhead because of the need for time synchronization. It is best suited in an environment where time
synchronization is already needed for another purpose. For example, in the TDMA GSM cellular telephone system,
stations use slotted ALOHA to request a TDMA time slot. Since stations need to synchronize for TDMA anyway,
slotted ALOHA poses little additional overhead.

L oss detection

We remarked earlier that a station in a multiple-access scheme can detect packet loss either implicitly or explicitly.
Satellite ALOHA networks use an implicit loss-detection scheme. Usually, a satellite simply broadcasts whatever signal
it receives from any station. Thus, a station knows that it should receive whatever it sent to the satellite one round-trip
time later. If what it receives at this time is garbled, its packet suffered from a collision and must be retransmitted
(Figure B2T80). Cdlular ALOHA networks use an explicit acknowledgment scheme. When the base station
successfully receives a channelrequest message on an uplink, it places an acknowledgment on the downlink (this
acknowledgment can be a busy tone on an acknowledgment channel, or setting a busy/ idle bit on a downlink frame to
"busy"). If a station does not see an acknowledgment in a reasonable amount of time, it times out, waits for a random
time, and retransmits the packet.

Problemswith stability

Besides the low achievable goodput, a second major problem with ALOHA and slotted ALOHA is that of stability.
Since ALOHA is essentially uncontrolled, a sudden burst of traffic leads to numerous collisions. Each lost packet is
retransmitted, and may, in turn, collide with newly generated packets that also require access to the medium. If the
offered load is sufficiently high, the network can be put in an unstable state where every packet is a retransmission, and
the goodput drops to zero. Luckily, this grisly fate can be avoided by using a sufficiently aggressive backoff policy,
such as binary exponential backoff, described in Section 2.5.2. Designers of al ALOHA-like multiple access systems
must include reasonabl e backoff mechanisms to assure system stability.

Reservation ALOHA

Reservation ALOHA or R-ALOHA combines the notion of slot reservation in schemes such as FPODA, described in
Section 2.4.3, with the dlotted ALOHA multiple-access scheme. Unlike a centralized reservation-oriented scheme (such
as FPODA), R-ALOHA and its variants do not have a master that can resolve channel access priorities. Instead, stations
independently examine reservation requests and come to consistent conclusions about which station owns which
transmission dot. Thus, in R-ALOHA, all stations have the same priority (though streams within a station can get
different priorities).

In the simplest version of R-ALOHA, we divide time into frames, where each frame consists of a fixed number of time
dots. A station that wins access to a dot using SALOHA is automatically assured ownership of the same dot in the
next frame. A station that has data to send keeps track of which dots are idle in the current frame: these dlots are fair
game for contention in the next frame. Thus, a station that has a steady stream of packets to send (as in circuit mode)
needs to contend for access only once, while stations that want to access the medium in packet-mode are not shut out.
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Since a station does not suffer from collisions once it has acquired a slot, we can show that the performance of
R-ALOHA isusually better than that of SALOHA.

In R-ALOHA, a station determines which data dots in a frame are available to it by using information from a previous
frame. Thus, the previous frame must be long enough so that a station receives at least the start of the previous frame
before the frame's transmission ends. In other words, the frame length must be at least as long as a. For example, in a
network where a = 200, a station may send 200 packets before another station sees the first one. If the first of these
contained the reservation minislots, for example, the station ought not start the next frame till at least 200 sot times
have passed. Thus, the smallest possible frame length is 200 slots. This restriction on the size of a frame also bounds the
delay performance of a reservation scheme. Since a packet that arrives to a previoudy idle station must wait for a
reservation before it can be sent, the packet will see adelay of at least aslots.

Besides this, R-ALOHA suffers from two other problems. First, a station that gains access to the medium, and always
has something to send, cannot be preempted. Thus, a station that initiates a low-priority bulk transfer cannot be evicted
in favor of a high priority transfer. Second, if all stations want to use packet mode, the automatic reservation of aslot in
the next frame means that packets that need only one dlot still use two. This doubles the packet-mode bandwidth
overhead. We can avoid this overhead if a station appends an "end-of-transmission” flag to its last packet, which signals
that its ot in the next frame is up for grabs. Variants of R-ALOHA that allow a certain amount of preemption were
also proposed.

2.6 Summary

The section 2 of this bloc discusses multiple-access schemes that arise in five main contexts: wired LANS, wireless
LANS, packet radio, cellular telephony, and satellite communications. Despite their differences, they all face a similar
problem, which is to coordinate access to a shared medium. In solving this problem, we can choose to build a
centralized or a distributed system and use circuit-mode or packet-mode transfer. Designers must try to maximize the
throughput and minimize the mean delay; they must also try to achieve stability, at least at low loads. It is useful to
divide the multiple-access problem into providing base technologies and multiple-access schemes.

The three main base technologies are FDMA, TDMA, and CDMA. Each has its own problems, and al three are used in
real-life systems. TDMA represents a compromise between FDMA and CDMA in terms of complexity and flexibility,
and is popular for both circuit-mode and packet-mode transmission.

Centralized schemes use a master station to coordinate the actions of the save stations. Circuit-mode centralized
schemes, which are used in cellular telephony, can be categorized according to the base technology they use. In the
United States, the most popular cellular technology is EAMPS, which uses FDMA, and in Europe, the most common
scheme is GSM, which uses TDMA. Other, centralized packet-mode schemes are polling, for wired LANs, and
reservation schemes, which are used primarily for satellites.

Distributed schemes are usually packet mode and are common in wired and wireless LANs. The simplest of these
schemes is distributed polling, which is similar to the centralized version. For networks where the propagation delay is
small compared with the packet transmission time, carrier sensing is effective and is used in the CSMA scheme.
CSMA's variants, particularly CSMA /CD, which is used for Ethernet, dominate multiple access for wired local-area
networks. Token-ring schemes, such as the double counterrotating ring design used for FDDI, are also popular choices
for these networks. Wireless LANs use either CSMA/CA, or, when hidden and exposed terminals are common, BTMA
or MACA. Finally, the ALOHA scheme and its variants, SALOHA and R-ALOHA, are common in satellite networks.

A network designer should choose a scheme that best satisfies the requirements posed by link characteristics, station
complexity, and achievable performance.

Bloc 3

Adressage et routage point a point dans I'Internet

1.0 Naming and addressing

1.1 Introduction

Consider a user who walks up to a computer connected to the Internet and types ftp research.att.com, thus asking for a
file transfer session to be initiated between the local computer and a computer with the name research.att.com. The
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local computer must first trandate from a human-understandable name (research.att.corn) to a numerical identifier
caled the destination's address (here, 135.104.117.5). Understandably, both names and addresses must be globally
unique. Naming is the process of assigning unique names to endpoints, and addressing is the process of assigning
unique addresses. We call the process of translating from a name to an address resol ution.

After figuring out the address, the network must find a route, that is, a way to get from the source to the destination. A
route may be found before data transfer, as in a connection-oriented network, or may be found on-the-fly, when a
packet arrives at a router, as in a datagram network. In either case, given a destination address, switches or routers need
a way to find the next hop on which to forward a call-setup packet or a datagram. This is the function of routing. In
section 1, we study naming and addressing, and in section 2 we study routing.

1.2 Naming and addressing

If names and addresses both serve to identify a destination uniquely, why do we need them both? There are two reasons.
First, names are usually human-understandable, therefore variable-length, and potentially rather long. For example, you
could name your computer very- long-name-and-I-dare-you-to-change-it, and that would be perfectly acceptable.
However, every packet in a datagram network must carry an indication of its destination. If we use names in packet
headers, the source and destination fields in the packet header must be variable-length, and possibly quite long. Not
only does this waste bandwidth, but also it would be more complicated for a router receiving the packet to look up the
name in a routing table. Using fixed-length identifiers (that is, addresses) in packet headers is more efficient. (This
restriction is less applicable in connection-oriented networks, where the destination identification is carried only once
during connection establishment.)

The second reason to separate names and addresses is that this separation provides alevel of indirection, giving network
administrators some leeway in independently reorganizing names and addresses. For example, if a computer moves
from one location to another within the same building or campus, an administrator can change its address without
changing its name. If we inform the name-to-address trandation mechanism about the change, users of the computer's
name are not affected.

1.3 Hierarchical naming

Suppose you were given the job of uniquely naming every computer in the Internet. One way to do this would be to
give each machine a name from a dictionary, choosing names in some order, and crossing off names as you assign
them. This is easy enough when only a single naming authority (that is, you) is allowed to choose names. However, if
many authorities were to choose names in parallel, conflicts are likely. For example, you may choose to name a
computer rosebud exactly at the same time as another authority. Y ou could come up with a protocol where you circulate
a proposed name to every other naming authority before finalizing it. This would ensure global uniqueness, but can be
somewhat time-consuming, especialy if there are many widely separated naming authorities. A better solution is
possible if we invoke a higher authority that assigns each naming authority a unique prefix. For example, you may be
allowed to name machines with names starting with a, and another authority may be allowed to name machines with
names starting with b. If both of you obey this rule, you can choose any name you wish, and conflicts will never arise.

Partitioning the set of al possible names (the name space) into mutually exclusive portions (or domains) based on a
unique prefix simplifies distributed naming. The unique prefix introduces a hierarchy in the name space, as shown in
Figure B3T6. Here, we use the rule that names starting with a are written in the form a.name, where the "." is a specia
character showing the domain boundary. We can generalize the name assignment rule to multiple levels of hierarchy.
For example, you may choose to give your subordinates portions of the name space prefixed by a.a, a.b, a.c, etc. If they

start their names with these prefixes, the names they generate are guaranteed to be universally unique.

We call the first level in the hierarchy the top-level domain. The rule for naming is, therefore, that a global authority
assures uniqueness of names in the top level. Authorities in a given domain can give away part of the name space to
lower-level naming authorities, if the prefixes handed to these authorities are unique within that domain. This rule
appliesrecursively at al levels, and therefore we can make the naming hierarchy arbitrarily deep.

A hierarchically organized name space scales without bound, yet allows names to be chosen without consulting every
other naming authority on the planet. Because of these wonderful properties, it is used in every large network, including
the Internet, the telephone network, and ATM networks.

e Names on the Internet follow the conventions established by the domain name system, or DNS. A global authority
assigns top-level domains with unigue names, such as edu, com, cz, in, or net. Naming authorities in charge of each
domain then parcel out names within that domain to lowerlevel authorities.

e The telephone network identifies endpoints with hierarchical telephone numbers. Since these are not
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understandable by normal human beings, the telephone network, arguably, has no naming, only addressing.

Example 1.1

The name administrator at UC Berkeley might be given the authority to give names in the domain berkeley.edu. (Note
that Domain Name System uses a unique suffix rule, instead of a unique prefix rule. This is an equally valid way to
create a hierarchy.) The campus naming administrator, might, in turn, give the naming authority in the Mechanical
Engineering Department fiefdom over the domain mech.berkeley.edu. A lowly graduate student lording it over a
roomful of PCs might receive the domain pclab. mech.berkeley.edu, and may name the machines, prosaicaly,
pcl.pclab.mech.berkeley.edu, pc2.pclab.mech.berkeley.edu, etc. By construction, these names are unique.

1.4 Addressing

Addresses are numerical identifiers that, like names, are globally unique. Therefore, just like names, we usually
organize them as a hierarchy. Another important reason for hierarchical addresses is that they alow aggregation in
routing tables, as shown in Figure B3T8. We now study the relationship between hierarchical addressing and

aggregation.

Example 1.2

In Figure B3T8 left, we see a 10-node network where the addresses have been chosen from a nonhierarchical (or flat)
name space. Suppose computer 3 wanted to send a message to computer 5. Since 3 and 5 are not directly connected, 3
must choose to send the message to either 2 or 4, which, in turn will forward it to 5. It turns out that if 3 sendsit to 2,
the packet will take at least four hops, but if it sends it to 4, it can take as few as two hops. Thus, 3 should send it to 4.
Usually, 3 needs to maintain a routing table that shows the next hop for every destination in the network. Here, because
3 has nine possible destinations, the routing table will have nine entries.

Although having one entry per destination is reasonable for networks with hundreds, or even thousands of destinations,
it isimpractical for networks with tens of millions of destinations, such as the Internet. To work around this problem we
must aggregate addresses into clusters by using a hierarchical address space.

Example 1.3

In Figure B3T8 right, we have renamed each node with a two-part address. We now call node 5 node 2.3, which we
interpret as computer 3 in subnetwork 2. Certain nodes in each subnetwork are shaded, to mark them as specia nodes.
We call these border routers, and they carry all the traffic into and out of the subnetwork. Now, when node 3 in Figure
B3T8 left (now called 1.2) wants to contact 2.3, it simply sends the packet to its border router, 1.1. The routing table in
1.1 shows that the shortest path to subnetwork 2 is via computer 2.1, which, in turn, routes the packet through either 2.4
or 2.2 to 2.3. Router 1.1 only stores a route to subnetwork 2, instead of to every router in subnetwork 2. Thus the router
aggregates routes to subnetwork 2, making its routing table smaller.

Note that the route from 1.2 to 2.3 is four hops long, which is longer than the two-hop shortest path. On the other hand,
every nonborder router has only one entry in its routing table, the address of its border router. Each border router has an
entry for every computer in its subnetwork, but only one entry for every other subnetwork. Thus, we have traded off
some inefficiency in routing for a dramatic reduction in the number of routing entries. This reduction is possible
because the addresses are hierarchical, and the network is partitioned aong the same lines as the addresses. If
computers in subnetwork 3 could have arbitrary addresses, border routers in other subnetworks would need to have one
routing entry for each computer in 3. We can reduce the number of entriesin a border router only because every node in
subnetwork 3 has a prefix of 3. We refer to addresses in subnetwork 3, and the subnetwork itself, as 3*.

1.5 Addressing on the Internet

The Internet addresses host interfaces instead of endpoints. Thus, a computer with multiple interfaces on the Internet
has an address for each interface. Internet addresses are used by the Internet Protocol (IP), so they are usually called 1P
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addresses. There are two versions of |P addresses: version 4, also called IPv4 addresses, and version 6, called |Pv6.
IPv4 addresses are 4 bytes long and are divided in a two-part hierarchy. The first part is called the network number, and
the second part is a host number (although it addresses an interface). A subnet mask describes the partition between the
two (Figure 1.3). The logical AND of the IP address and the associated subnet mask is the network number, and the
remaining portion is the host number. The subnet mask allows arbitrary partitioning of the address into the network and
host number. The Internet Numbers Authority guarantees that subnet numbers are globally unique, and within each
subnet, individual network administrators guarantee that | P addresses are unique.

Since | P addresses are partitioned, they can be aggregated, and routing tables in the core of the network need only store
a specific route to the router responsible for a particular network. For example, routers in the core of the Internet store a
route only to the network number 135.104.*. The router in charge of this network routes the packet to the final
destination within 135.104, such as 135.104.53.100.

1.5.1 Address classes

The first cut at |P addresses had a fixed network-host partition with only 8 bits of network number. 2 The designers did
not envisage more than 256 networks ever joining the Internet "experiment"! They soon generalized this to alow the
address to be partitioned in one of three ways.

e Class A addresses have 8 bits of network number and 24 bits of host number
e Class B addresses have 16 bits of network and host number
e Class C addresses have 24 hits of network number and 8 bits of host number

The classes are distinguished by the leading bits of the address. If the address starts with a 0, it is a Class A address. It
has 7 bits for a network number, and 24 bits for a host number. Thus, there can be 128 Class A networks, each with 2%
hosts (actually, there can be only 126 networks, since network numbers 0 and 127 have specia significance 3) . If the
address starts with a 10, it is a Class B address; if it starts with a 110, it is a Class C address. Two specia classes of
addresses are those that start with 1110 (Class D), which are used for multicast, and those that start with 1111 (Class E),
which are reserved for future use.

This solution proved adequate until 1984, when the growth of the Internet forced the first of three changes: subnetting,
described in Section 1.5.2; CIDR, described in Section 1.5.3; and dynamic host configuration, described in Section
154.

1.5.2 Subnetting

Owners of Class B addresses had always wanted to further partition their set of host numbers into many smaller subnets
Then, routing tables within the network need only store routes to subnets, instead of to individua hosts. The class
structure is too coarse to deal with this, because the Class B address administrator cannot use the class structure to
further partition its address space. The solution is to introduce the subnet mask that we studied at the beginning of this
section. Note that the subnet mask chosen within a network is not visible outside the network. Core routers route
packets to the border router responsible for the network, where the incoming packet's | P address is interpreted according
to the subnet mask valid in that particular network.

Example 1.4

Suppose you are the administrator for the Class B address 135.104.*. If you do not partition the address, every router in
your network has to know the route to every host, because you have no way to describe aggregates of hosts within your
network. For instance, hosts 135.104.5.0, 135.105.5.6, and 135.105.5.24 may lie in the same physical LAN segment and
may all be reachable from router 135.105.4.1. There is no way to express this using the class notation, because these
computers all have the same Class B address. Y ou need some extra information to describe this aggregation, which is
the subnet mask. Suppose you decide that no subnet is likely to contain more than 256 hosts. Then, you could partition
the 65,536 addresses in your domain into 256 subnets, each with 256 addresses. This is expressed by the subnet mask
255.255.255.0 (1111 1111 1111 1111 1111 1111 0000 0000), as shown in Figure B3T12. Addresses within your local
Class B network would then be treated as if the network number were the first 24 bits (instead of the first 16 bits), and
the host number were the last 8 bits (instead of the last 16 bits). Because the hosts 135.104.5.0, 135.104.5.1, and
135.104.5.2 all lie in the same subnet, that is, 135.104.5.*, routing tables within your Class B network need only have
an entry for 135.104.5.* (expressed as 135.104.5.* plus the subnet mask 255.255.255.0) pointing to 135.105.4.1 (the
next hop), instead of entries to each of the individual computers. This saves routing table space and route table
computation time.
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1.5.3CIDR

Asthe Internet grew, most networks were assigned Class B addresses, because their networks were too large for a Class
C address, which can hold only 256 hosts, but not large enough for a Class A address, which can hold more than 4
million hosts. In 1991, it became clear that the 16,382 Class B addresses would soon run out, which resulted in a crisis
in the Internet community. Some network engineers noted that addresses from the enormous Class C space were rarely
allocated, since most networks have more than 256 hosts. Their solution was to alocate new networks contiguous
subsets of Class C addresses instead of a single Class B address (the allocated set of Class C addresses usually spans a
smaller portion of the address space than a single Class B address). To aggregate routes to sets of Class C addresses,
routers in the core of the network must now carry a prefix indication, just as routers within a network carry subnet
masks. The prefix indication is the number of bits of the network address that should be considered part of the network
number. Routing protocols that substitute multiple Class C addresses for a Class B address are said to obey classless
interdomain routing or CIDR (pronounced "cider").

Example 1.5

With CIDR, a network could be alocated eight Class C networks, spanning the 2048 addresses from 201.10.0.0 to
201.10.7.255, instead of a single Class B network, with 65,536 addresses. Since the network administrator is alocated
eight Class C networks, which use three bits of the Class C space, the remaining 21 bits must be the network number.
The address and prefix describing the network are, therefore, 201.10.0.0 and 21, usually written 201.10.0.0/21 (Figure
B3T14).

1.5.4 Dynamic host configuration

A third technique to extend the life of the v4 address space is to dynamically allocate hosts with |P addresses. In many
situations, a computer, such as a laptop, may access the Internet only once in a while. These hosts need an |P address
only when they are active.

Thus, a clever network operator can share the same IP address among different computers, as long as they are not
simultaneoudly active. The protocol to do so is called the Dynamic Host Configuration Protocol, or DHCP.

In DHCP, a newly booted computer broadcasts a DHCP discover packet on its local LAN. This packet contains
host-specific information, such as its hardware address. DHCP servers that receive this packet reply with a DHCP offer
packet that contains an offered IP address and other configuration parameters. A host that receives one or more replies
selects a server and IP address, and confirms its selection by broadcasting a DHCP request packet that contains the
name of the selected server. The server confirms receipt of this message and confirms its offer with a DHCP ack. Other
servers, on hearing a DHCP request, automatically withdraw their offers. When a host is done, it sends a DHCP release
message to its selected server, which releasesits |P address for use by other hosts.

DHCP has the notion of a lease, which is the time for which a host's IP address is valid. A host can guess the time for
which it wants an address and put this request in its request packet, can ask for an infinitely long lease, or can
periodically renew its lease. When a lease expires, the DHCP server is free to reassign the |P address to other hosts. A
wise server should reuse least-recently-used addresses first, to deal with forgetful hosts that may retain their 1P
addresses past their lease.

A similar technique is used to dynamically allocate |P addresses to computers that access the Internet on a dial-up line.
The widely-used Point-to-Point Procotol (PPP) allocates atemporary |P address to a host when it dialsin. Since only a
fraction of dial-up hosts are simultaneously active, an Internet Service Provider can share a pool of 1P addresses among
alarger set of dial-up hosts.

1.5.51Pv6

Although CIDR bought the Internet Numbering Authority some breathing space, the 32-bit IP address space will
eventually run out. This problem is being rectified in |P version 6, which uses 128-bit addresses. It has been calculated
that, even in the most pessimistic scenario, this will result in more than 1500 |P addresses available for each square
meter of surface area on the planet. Like v4, v6 distinguishes between multicast and unicast addresses based on a
well-known prefix. Version 6 has address prefixes, as in CIDR, to allow aggregation without reference to classes.
Subnetting with subnet masks is also allowed.

IP version 6 distinguishes among three types of addresses: unicast, anycast, and multicast. Unicast addresses are defined
in RFC2374. Multiple levels of aggregation are defined (top-level aggregation, next-level aggregation and site-level

aggregation).
Anycast addresses correspond to more than one interface. The idea is that a packet sent to an anycast address is sent to
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one of the interfaces sharing the address.

Multicast addresses correspond to multicast groups. They start with the bit sequence FF. A packet sent to a multicast
address is routed to every member of the corresponding multicast group. Multicast addresses contain a flag to show
whether the group iswell known and therefore permanent, or whether it is transient.

To ease the transition from IPv4 to 1Pv6 addresses, a special form of the v6 address allows v4 addresses to be
encapsulated. In these v6 addresses, the first 80 bits are zero and the next 16 bits are all ones. A complicated set of rules
allows interoperation between v6 and v4 hosts through intermediate routers that may or may not understand v6
addresses.

1.6 Name resolution

Users typically supply applications with a destination's name. Applications use hame servers to resolve a name to an
address. A name server is like a telephone directory that stores name-to-address translations. An application resolves a
name by sending a query to the name server, which responds with the translation.

The simplest design for a name server isto have a single name server for the entire network. This has the advantage that
the resolution is always guaranteed to be consistent, because only one copy of the trandation exists. On the other hand,
the central name server is not only a single point of failure, but also a choke point, since every endpoint directs its
name-resolution queries to it. Thus, we usually compose name servers from a set of distributed agents that coordinate
their actions to provide the illusion of a single transation table. Perhaps the most successful distributed name service is
the Internet's Domain Name System (DNS), which we will use as an example of good name server design.

Recall that DNS partitions names, such as pcl.pclab.mech.berkeley.edu, into several hierarchically organized domains,
such as mech, berkeley, and edu. The hierarchy can span arbitrarily many levels. The DNS consists of many name
servers, each responsible for a subtree of the name space corresponding to a domain boundary (Figure B3T18). Each
server may delegate part of the name space to other servers. For example, the name server responsible for the
berkeley.edu domain gives responsibility for names ending with *.mech.berkeley.edu to the mech.berkeley.edu name
server. This delegation of authority alows domains to match administrative boundaries, considerably simplifying
namespace management. DNS administrators arrange things so that every DNS name is guaranteed to be correctly
translated by at least one Authoritative Server for that name.

When an endpoint wants to translate a name, it sends a query to the server serving the root of the name space. The root
parses the name right-to-left, determines the server responsible for the name (the name after the last "."), and forwards
the query to that server. For example, if the query is for the name pcl.pclab.mech.berkeley.edu, the root server forwards
the query to the server responsible for the edu domain. This server, in turn, hands off the query to the berkeley name

server, and so on.

Although the scheme described so far alows each authoritative server to independently update its trandation table, it
gtill places a heavy load on the root name server. Moreover, if the root server fails, the entire name resolution process
will come to a halt. DNS uses two techniques to combat these problems: replication and caching.

e Replication: DNS alows more than one server to handle requests for a domain, since these servers coordinate
among themselves to maintain consistency. In particular, the root name server itself is highly replicated, so that asingle
failure will not cause any problems. A name resolution query can be made to any of the replicated servers, and an
end-system typically chooses the nearest or least |oaded one.

e Caching: When an endpoint (or an agent acting on its behalf) resolves a name, it stores the result in a cache. Thus,
if the query is repeated, it is answered without recourse to the root name server. Endpoints can cache not only the results
of aquery, but also the addresses of the Authoritative Servers for commonly queried domains. Thus, future queries need
not go through the root server. This has been found to reduce name-resolution traffic dramatically. Cached entries are
flushed after a time specified in the name-trandation table at authorized servers, so that changes in the table are
eventually reflected in the entire Internet.

1.7 Datalink-layer addressing

Although the bulk of our discussion of routing deals with network-layer addresses, we will delve briefly into
datalink-layer addressing for two common datalink layers-Ethernet and FDDI- because they are commonly used for
routing and bridging within alocal-area network (LAN).

Both FDDI and Ethernet follow an addressing specification laid down by the 802 committee of the Institute of
Electrical and Electronics Engineers (IEEE). This committee is responsible for most LAN standards, and every |EEE
802 LAN obeys the 802 addressing scheme (FDDI is not an IEEE 802 standard, but it uses 802 style addressing
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anyway).

An 802 address is 6 bytes long (Figure B3T20 top). The IEEE globally assigns the first 3 bytes, and host-adaptor
manufacturers uniquely assign the next 3 bytes, imprinting the resulting address on a ROM on the host-adaptor card.
The last two bits of the first byte of the address are used for the global/local and group/individual flags. If the global
flag bit is set, then the address is guaranteed to be globally unique; otherwise, it has only local significance. Thus, an
experimental prototype card can be assigned a temporary (but still valid) 802 address, if the local bit is set. The group
bit marks the address as a datalinklayer broadcast or multicast address. Packets with this bit set can be received by more
than one destination (but they must be previously configured to accept packets from this address). The group bit allows
efficient datalink-level multicast and broadcast, since an 802 host adaptor needs to match the address on an incoming
packet with a set of active multicast addresses only when the bit is set.

1.8 Finding datalink-layer addresses

As we saw in Section 1.6, distributed name servers alow us to transate from a name to a network-level address. This
network-level address is used to locate a unique destination in the network. However. the destination's host-interface
card may only recognize and accept packets labeled with its datalink-layer address (this problem only arises in
broadcast LANS; in point-to-point LANS, a destination does not require a datalink-layer address). Thus, the last router
along the path to the destination must encapsulate an incoming |P packet in a datalink-layer header that contains a
datalink-layer address corresponding to the final destination (Figure B3T20 bottom). Symmetrically, if a source
connects to a router within an 802 LAN, it must encapsulate the outgoing packet with a datalink-layer header containing
the datalink layer address of the router's host-interface. We usually call the datalink-layer address the Medium Access
Control or MAC address.

If both the source and destination of a packet are on the same broadcast LAN, we can easily trandate from an | P address
to a MAC. This is because the authoritative translation from a network-layer (IP) address to a MAC address is always
available from at least one of the hosts on the LAN. When a source wants a trandlation, it broadcasts a query on the
LAN, and the computer that owns the network-layer address replies with its MAC address. The Internet protocol that
carries out this operation is called the Address Resolution Protocol or ARP.

An ARP packet contains the MAC address of the sender and the | P address that the sender wants to resolve. The packet
is addressed with the LAN's broadcast address. Every host on the LAN is required to listen to ARP broadcasts and
respond to an ARP query containing its own |P address with its MAC address. The reply is sent to the querier's MAC
address, available from the ARP reguest. The originator of an ARP reply saves the reply in an ARP cache so that future
tranglation will not require a broadcast. Cache entries are discarded after a while, so that if the MAC address of a host
changes, this will eventually be noticed by every other host on the LAN.

ARP works well only on broadcast LANS. In point-to-point LANS, ARP queries are replied to by an ARP server, which
is essentially a name server. When a host boots up, it registers its MAC address with the ARP server. When a host
wants to find out a destination's address, it asks the ARP server, instead of initiating a broadcast. This technique was
used when carrying |P over ATM LANS.

1.9 Summary

Naming and addressing are essential to the operation of any network. Although names can be arbitrarily long and are
(usually) human understandable, addresses are usually fixed-length and are meant to be easily parsed by routers. Both
names and addresses must be unique, yet should not require a naming authority to consult with every other naming
authority in the network. For these reasons, both names and addresses are organized hierarchically. Moreover,
hierarchical addressing allows us to aggregate sets of computers when describing routes to them in a routing table.
Naming and addressing are closely tied to routing, which we study in the next section.

The Internet uses |IP addresses, which come in two flavors, version 4 and version 6. Version 4, which is the current
standard, divides the address into two parts, called the network number and the host number. A variable number of bits
can be assigned to each portion by using a subnet mask. Sets of addresses can also be grouped together to form alarger
address space by specifying an address prefix. Moreover, a host can be dynamically assigned an IP address when it
joins the Internet. These three innovations alow us to manage the v4 address space more effectively, but it is still
running out of addresses. Version 6 addresses, which are four times the size of version 4 addresses, promise to solve the
address scarcity problem once and for all.

Name resolution is the process by which names are associated with addresses. A common solution is to distribute this

functionality among a set of name servers. Replicating servers and caching replies are two techniques to increase
reliability and to avoid excessive name-resolution traffic.
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In broadcast LANS, we need to translate a network-layer address to a datalink-layer address. Thisis done in the Internet
with the Address Resolution Protocol. A host broadcasts a resolution request on its LAN and receives a reply from any
system that knows the answer. The telephone and ATM networks do not need address resolution because they are

carried over point-to-point networks that do not need a datalink-layer address.
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2.0 Routing

2.1 Introduction

Routing is the process of finding a path from a source to every destination in the network. It allows users in the remotest
part of the world to get to information and services provided by computers anywhere in the world. Routing is what
makes networking magical: allowing telephone conversations between Botswana and Buenos Aires, and video clips
from the space shuttle to be multicast to hundreds of receivers around the world! How does a network choose a path that
spans the world? How does the routing system scale to describe paths to many millions of endpoints? How should the
system adapt to a failed link? What if the user wants to choose a path that has the least delay, or the least cot, or the
most available capacity? What if the users are themselves mobile, attaching to the network from different wired access
points? These are the sorts of questions we will study in this section.

Routing is accomplished by means of routing protocols that establish mutually consistent routing tables in every router
(or switch controller) in the network (Figure B3T24). A routing table contains at least two columns: the first is the
address of a destination endpoint or a destination network, and the second is the address of the network element that is
the next hop in the "best” path to this destination. When a packet arrives at a router (or when a call-setup packet arrives
at a switch controller), the router or switch controller consults the routing table to decide the next hop for the packet.

Example 2.1

An example of a routing table for atoy network is shown in Figure B3T24. We see that the routing table for node 1 has
one entry for every other node in the network. This allows it to choose the next hop for every possible destination. For
example, packetsthat arrive at node 1 destined for node 10 are forwarded to node 2.

Notice that node 1 has only two choices: to forward a packet to 2 or to forward it to 3. Thisis alocal routing choice.
Yet this choice depends on the global topology, because the destination address by itself does not contain enough
information to make a correct decision. For example, the shortest path from node 1 to node 6 is through 2, and the
shortest path to 11 is through 3. Node 1, just by looking at the destination address "6," cannot decide that node 2 should
be the next hop to that destination. We conclude that any routing protocol must communicate global topological
information to each routing element to allow it to make local routing decisions. Yet global information, by its very
nature, is hard to collect, subject to frequent change, and voluminous. How can we summarize this information to
extract only the portions relevant to each node? Thislies at the heart of routing protocols.

A routing protocol asynchronously updates routing tables at every router or switch controller. For ease of exposition, in
the remainder of the bloc, we will refer to both routers and switch controllers as "routers." Note that switch controllers
are called upon to route packets only at the time of call setup, so that they route connections, instead of packets.

2.2 Routing protocol requirements

A routing protocol must try to satisfy several mutually opposing requirements:

e Minimizing routing table space: We would like routing tables to be as small as possible, so that we can build
cheaper routers with smaller memories that are more easily looked up. Moreover, routers must periodically exchange
routing tables to ensure that they have a consistent view of the network's topology: the larger the routing table, the
greater the overhead in exchanging routing tables. We usually reguire a routing table to grow more slowly than the
number of destinations in the network.

e Minimizing control messages: Routing protocols require control message exchange. These represent an overhead
on system operation and should be minimized.

e Robustness: The worst thing that a router can do is to misroute packets, so that they never reach their destination.
(They are said to enter a black hole.) Routers in error may also cause |oops and oscillations in the network. Black holes,
loops, and oscillations are rare under normal conditions, but can show up if routing tables are corrupted, users specify
incorrect information, links break or are restored, or routing control packets are corrupted. A robust routing protocol
should protect itself from these types of problems by periodically running consistency tests, and by careful use of
checksums and sequence numbers as described in bloc 4.

Example 2.2

If routing tables are inconsistent, loops can easily be formed. For example, router A may think that the shortest path to
C is through B, and B may think that the shortest path to C is through A. Then, a packet to C loops back and forth
between A and B until some other procedure (such as a "time to live" reaching zero, as described in bloc 4) detects the
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loop and terminates the packet.

Oscillations can be caused if the routing protocol chooses paths based on the current load. Consider routers A and B
connected by paths P1 and P2. Suppose P1 is heavily loaded and P2 is idle. The routing protocol may divert all traffic
from P1 to P2, thus loading P2. This makes P1 more desirable, and traffic moves back to P1! If we are not careful,
traffic oscillates from P1 to P2, and the network is always congested.

e Using optimal paths: To the extent possible, a packet should follow the "best" path from a source to its destination.
The "best" path may not necessarily be the shortest path: it may be a path that has the least delay, the most secure links,
or the lowest monetary cost, or one that balances the load across the available paths. Routers along the entire path must
collaborate to ensure that packets use the best possible route to maximize overall network performance.

As always, these requirements represent trade-offs in routing protocol design. For example, a protocol may trade off
robustness for a decrease in the number of control messages and routing-table space. Many common protocols trade off
adramatic reduction in routing-table space for dlightly longer paths.

2.3 Choices

Designers of routing protocols have many mechanisms available to them. In this section, we will describe some
commonly available choices for routing. These choices also represent a rough taxonomy to categorize routing protocols.

e Centralized versus distributed routing: In centralized routing, a central processor collects information about the
status of each link (up or down, utilization, and capacity) and processes this information to compute a routing table for
every node. It then distributes these tables to all the routers. In distributed routing, routers cooperate using a distributed
routing protocol to create mutually consistent routing tables. Centralized routing is reasonable when the network is
centrally administered and the network is not too large, as in the core of the telephone network. However, it suffers
from the same problems as a centralized name server: creating a single point of failure, and the concentration of routing
traffic to asingle point.

e  Source-based versus hop-by-hop: A packet header can carry the entire route (that is, the addresses of every router
on the path from the source to the destination), or the packet can carry just the destination address, and each router
along the path can choose the next hop. These alternatives represent extremes in the degree to which a source can
influence the path of a packet. A source route allows a sender to specify a packet's path precisely, but requires the
source to be aware of the entire network topology. If alink or a router along the path goes down, a sourcerouted packet
will not reach its destination. Moreover, if the path is long, the packet header can be fairly large. Thus, source routing
trades off specificity in routing for packet-header size and extra overhead for control messages. An intermediate
solution is to use a loose source route. With loose source routes, the sender chooses a subset of routers that the packet
should pass through, and the path may include routers not included in the source route. Loose source routes are
supported in the | P version 4 and 6 headers.

e  Stochastic versus deterministic: With a deterministic route, each router forwards packets toward a destination along
exactly one path. In stochastic routing, each router maintains more than one next hop for each possible destination. It
randomly picks one of these hops when forwarding a packet. The advantage of stochastic routing is that it spreads the
load among many paths, so that the load oscillations characteristic of deterministic routing are eliminated. On the other
hand, a destination may receive packets along the same connection out of order, and with varying delays. Consequently,
modern networks usually use deterministic routing.

e Sngle versus multiple path: In single-path routing, a router maintains only one path to each destination. In
multiple-path routing, a router maintains a primary path to a destination, along with alternative paths. If the primary
path is unavailable for some reason, routers may send packets on the alternative path (with stochastic routing, routers
may send packets on aternative paths even if the primary path is available). Single-path routing is used on the Internet,
because maintaining alternative paths requires more routing table space. Telephone networks usually use multiple-path
routing, because this reduces the call blocking probability, which is very important for customer satisfaction.

e Sate-dependent versus state-independent: With state-dependent or dynamic routing, the choice of a route depends
on the current (measured) network state. For example, if some links are heavily loaded, routers may try to route packets
around that link. With state-independent or static routing, the route ignores the network state. For example, a
shortest-path route (where we measure the path length as the number of hops) is state independent. State-dependent
routing usually finds better routes than state-independent routing, but can suffer from problems caused by network
dynamics (such as the routing oscillations described earlier). It also requires more overhead for monitoring the network
load. The Internet uses both state-dependent and stateindependent routing. Telephone network routing used to be state
independent, but statedependent routing with multiple paths is now the norm.
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Having broadly considered the choices in routing protocol design, the rest of the bloc deals with specific routing
protocols that make a selection from the choices described earlier. The literature on routing (both in the telephone
network and in the Internet) is vast. We focus on the study of the routing in the Internet.

2.4 Distance-vector routing

Telephone network routing is speciaized to take advantage of the unique features of the telephone network, such as a
predictable traffic flow, and arelatively small network core. Large packet networks, such as the Internet, present a very
different environment. In the Internet, links and routers are unreliable, alternative paths are scarce, and traffic patterns
can change unpredictably within minutes. It is not surprising that routing in the Internet, and in ATM networks, which
are likely to have Internet-like characteristics, follows a different path. The two fundamental routing algorithms in
packet-switched networks are distance-vector and link-state.

Both algorithms assume that a router knows (a) the address of each neighbor, and (b) the cost of reaching each neighbor
(where the cost measures quantities like the link's capacity, the current queuing delay, or a per-packet charge). Both
algorithms alow a router to find global routing information, that is, the next hop to reach every destination in the
network by the shortest path, by exchanging routing information with only its neighbors. Roughly speaking, in a
distance-vector algorithm, a node tells its neighbors its distance to every other node in the network, and in a link-state
algorithm, a node tells every other node in the network its distance to its neighbors. Thus, both routing protocols are
distributed and are suitable for large internetworks controlled by multiple administrative entities. In this section, we will
focus on distance vector algorithms. We will study link-state algorithms in Section 2.5.

2.4.1 Distance-Vector Algorithm

In distance-vector routing, we assume that each router knows the identity of every other router in the network (but not
necessarily the shortest path to it). Each router maintains a distance vector, that is, a list of <destination, cost> tuples,
one tuple per destination, where cost is the current estimate for the sum of the link costs on the shortest path to that
destination. Each router initializes the cost to reach all nonneighbor nodes to a value higher than the expected cost of
any route in the network (commonly referred to in the routing literature as infinity”). A router periodically sends a copy
of its distance vector to all its neighbors. When a router receives a distance vector from a neighbor, it determines
whether its cost to reach any destination would decrease if it routed packets to that destination through that neighbor
(Figure B3T31). It can easily do so by comparing its current cost to reach a destination with the sum of the cost to reach
its neighbor and its neighbor's cost to reach that destination.

Example 2.3

In Figure B3T31, if router A has an initial distance vector of (<A, 0>, <B, 1>, <C, 4>, <D,-> we seethat the arrival of a
distance vector from B resultsin A updating its costs to C and D. If a neighbor's distance vector results in a decrease in
a cost to a destination, that neighbor is chosen to be the next hop to get to that destination. For example, in Figure
B3T31, the distance vector from B reduced A's cost to D. Therefore, B is the next hop for packets destined for D. A
router is expected to advertise its distance vector to all its neighbors every time it changes.

We can show that even if nodes asynchronously update their distance vectors, the routing tables will eventually
converge. The intuition behind the proof is that each router knows the true cost to its neighbors. This information is
spread one hop with the first exchange of distance vectors, and one hop further on each subsequent exchange. With the
continued exchange of distance vectors, the cost of every link is eventually known throughout the network. The
distance-vector algorithmis also called the Bellman-Ford algorithm.

2.4.2 Problems and solutions with distance-vector routing

The distance-vector algorithm works well if nodes and links are always up, but it runs into many problems when links
go down or come up. The root cause of problems is that when a node updates and distributes a distance vector, it hides
the sequence of operations it used to compute the vector. Thus, downstream routers do not have sufficient information
to figure out whether their choice of a next hop will cause loops to form. This will become clear when we look at the
count-to-infinity problem.

Count-to-infinity

Weillustrate this problem with the next example.

2 Infinity = 16.
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Example 2.4

Consider the ssimple network shown in Figure B3T33. Initially, A routes packets to C via B, and B uses its direct path.
Now, suppose the BC link goes down. B updates its cost to infinity, and tells this to A. Suppose, in the meantime, A
sends its distance vector to B. B notices that A has a two-hop path to C. Therefore, it updates its routing table to reflect
this information, and tells A that it has a three-hop path to C. In the previous exchange, A discovered that B did not
have a path to C any more, and had updated its table to reflect that. When B joyfully announces that it does indeed have
apath, A updates its routing table to show a four-hop path to C. This process of increasing the hop count to C continues
until the hop count reaches infinity, when both nodes realize that no route to C exists after al. Note that during the
process of counting-to-infinity, packets from A or B destined to C are likely to loop back and forth between A and B.
Thus, if the counting process takes a while, many packets may wander aimlessly in the network, making no progress,
and causing congestion for everyone else. It makes sense to try to avoid counting to infinity.

Path vector

The reason for count-to-infinity is that when B updated its path to C to go through A, it did not realize that A's pathto C
was through B. In other words, the distance vector that A sent B hid the fact that B was on A's route to C. There are
several ways to add information to the distance vector to solve this problem. One solution is to annotate each entry in
the distance vector with the path used to obtain this cost. For example, in Step 2 of Figure B3T33, A can tell B that its
cost to Cis 2, and the path to C was C-B. When B sees this, it realizes that no route to C exists, and the count-to-infinity
problem goes away. This solution is also called the path-vector solution, since routers annotate the distance vector with
a path. The path-vector approach is used in the border gateway protocol (BGP) in the Internet core. Note that path
vectors trade off alarger routing table and extra control overhead for robustness.

Split horizon

The problem with path vectors is that the vectors require large table sizes, which can prove expensive. Several other
solutions to the count-to-infinity problem avoid this overhead. In one solution, called split-horizon routing, a router
never advertises the cost of a destination to its neighbor N, if N is the next hop to that destination. For example, in
Figure B3T 33, this means that A does not advertise a cost for C to B because it uses B asits next hop to C. Thistrivialy
solves the count-to-infinity problem in Figure B3T33. However, split horizon works only when two adjacent routers
count to infinity: it isineffective when three routers mutually do so.

A variant of split-horizon, called split horizon with poisonous reverse, is used in the Routing Information Protocol
(RIP) on the Internet. When A routes to C via B, it tells B that it has an infinite cost to reach C (with normal split
horizon, A would not tell B of a path to C at al). Though this sometimes accelerates convergence, it does not prevent
three-way counting to infinity.

Triggered updates

While the classical distance-vector algorithm prescribes that a router should advertise its distance vector every time it
changes, this can lead to a flurry of updates every time alink cost changes. If, for example, the cost measures link delay,
a router may update its distance vector quite often. To prevent this, most distance vector algorithms prescribe that
distance vectors be advertised only once in about 30 seconds. This adversely affects the time taken to recover from a
count-to-infinity situation. Consider the situation in Figure B3T33, where each node must count from 1 to infinity. If we
define infinity to be 16, then it will converge only 15 * 30 seconds later = 7.5 minutes. The network will be in an
unstable situation during this entire interval. To avoid this, we can trigger distance vector changes immediately after a
link is marked down. This rapid propagation removes some race conditions required for count-to-infinity and is adopted
in the Internet RIP protocol.

Sourcetracing

The key idea for source tracing is to augment a distance vector so that it carries not only the cost to a destination, but the
router immediately preceding the destination. We can show that this information is sufficient for a source to construct
the entire path to the destination.

When a router updates its distance vector, if its cost to a destination decreases, it replaces the preceding-router field for
that destination in its routing table with the corresponding value in the incoming distance vector. Distance vector with
source tracing is guaranteed to be loop free if routers follow the rule that if arouter changes its notion of the next hop
for a destination D, then it should use the same neighbor for all destinations for which D lies along the shortest path.

Example 2.5
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Consider Figure B3T35 which shows the routing table for router 1. Suppose we want to trace the path to router 6. First,
we locate 6 in the routing table and see that the preceding router on the path to 6 is 5. We now look for 5, and find 4 as
the preceding router. Continuing in this fashion, it is easy to compute the path as 1-2-4-5-6. This allows us to get the
same information as a path vector, but with very little additional table space.

DUAL

The distributed update algorithm (DUAL) is a technique to assure loop-free routing tables even in the presence of rapid
changes in network topology. With DUAL, a router maintains a pared down version of the network topology by storing
the distance reported by each of its neighbors to each destination (thisis just the union of their distance vectors). If the
cost from a particular router R to a destination D decreases because of the receipt of a distance vector from a neighbor
N, then it is impossible for a loop to form if R updates its tables based on that distance vector. The reason is that if a
loop forms, the reported cost to D from N in the incoming distance vector C2 must include the previously reported cost
from R to D, Cl. Thus, C2 must be larger than Cl. If R updates its tables only for distance vectors such that C2 < Cl,
then loops will not form.

Now, suppose R receives an update such that the distance to a destination increases because of an increase in a link's
cost or because of alink failure. Then, R first checks if it can find a shorter path to this destination through another
neighbor using its topology table. If not, it freezes its routing table and distributes the new distance vector to al its
neighbors. The neighbors check whether this increases their cost to D. If so, they freeze their tables in turn and spread
the vector to their neighbors. The computation expands in this manner until al the routers affected by the change (that
is, al routers whose distance to any endpoint increases because of this change) know of it. If al the neighbors of a
router already know of the change or are unaffected, they inform the router that they are done. The router unfreezes its
state and informs the router that previously informed it of the change, which, in turn, propagates this information. Thus,
the computation contracts until the router that first detected the change knows that the effect of the change has
propagated to every router that ought to know of it. This is called a diffusion computation. It can be shown that the
DUAL algorithm results in loop-free routing. DUAL is implemented in the Extended Interior Gateway Routing
Protocol (EIGRP), a proprietary routing protocol from Cisco Systems.

2.5 Link-state routing

In distance-vector routing, a router knows only the cost to each destination or, sometimes, the path to the destination.
This cost or path is partly determined on its behalf by other routers in the network. This hiding of information is the
cause of many problems with distance-vector algorithms.

In contrast, the philosophy in link-state routing is to distribute the topology of the network and the cost of each link to
al the routers. Each router independently computes optimal paths to every destination. If each router sees the same cost
for each link and uses the same algorithm to compute the best path, the routes are guaranteed to be loop free. Thus, the
key elements in link-state routing are a way to distribute knowledge of network topology to every router in the network,
and away to compute shortest paths given the topology. We will study thesein turn.

2.5.1 Topology dissemination

Each router participating in the link-state algorithm creates a set of link-state packets (LSPs) that describe its links. An
LSP contains the router's 1D, the neighbor's ID, and the cost of the link to the neighbor. The next step is to distribute a
copy of every LSP to every router using controlled flooding. The ideais that when arouter receives a new LSP, it stores
acopy of the LSP in an LSP database, and forwards the LSP to every interface other than the one on which it arrived. It
can be shown that an LSP is never transferred over the same link twice in the same direction. Thus, if a network has E
edges, flooding requires at most 2E transfers.

Example 2.6

In Figure B3T39, A creates two LSPs, <A, B, 1> and <A, C, 4>. The other nodes in the network create similar LSPs.
Let us trace the path taken by the LSP <A, B, 1> that originates from A. In the first step, the LSP reaches B, which in
turn forwards it to C and D, but not to A, because it arrived from A. When C getsthe LSP, it forwardsitto A and D. A
does not forward the LSP further, because its database already contains the LSP. If D got the LSP from B before it got it
from C, D detects that the LSP is a duplicate and does nothing. Otherwise, it forwards it to B, who does nothing. Thus,
in afew short steps, the L SP reaches every router in the network.

Sequence numbers

Although flooding is easy to understand when links and nodes stay up, as with distance vector algorithms, complexity
creeps in when links or routers can go down. For example, in Figure B3T39, suppose link AB goes down. We would
like the LSP corresponding to AB to be removed from all the other routers. Router B detects that link AB is down and
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sends an LSP with an infinite cost for AB to al the other routers. The other routers must somehow determine that this
L SP overrides the information aready existing in their databases. Therefore, every LSP must have a sequence number,
and LSPs with newer sequence numbers override LSPs with older sequence numbers. This allows us to purge the old
L SPs from each router's database.

Wrapped sequence numbers

Unfortunately, every sequence number has finite length and therefore is subject to wraparound. We have to ensure that
a new LSP that has a numerically lower (but wrapped-around) sequence number still overrides an old LSP that has a
numerically higher sequence number. For example, if sequence numbers are three bits long, thus spanning the space
from 0 to 7, we would like a newer LSP with sequence number 0 to override an older L SP with sequence number 7. We
can solve this problem by using very large sequence numbers. Then it isalmost certain that if the difference between the
sequence numbers of an existing and an incoming LSP is large, so that the numerically smaller LSP is actually newer.
For example, if sequence numbers are 32 bits long, then they span the space from 0 to 4,294,967,295. If an old LSP in
the database has a sequence number toward the end of the space, say, 4,294,967,200, and a new LSP has a sequence
number toward the beginning of the space, say, 20, then the difference is 4,294,967,180. We therefore declare the LSP
with sequence number 20 to be the newer one. More precisely, if the LSP sequence number space spans N sequence
numbers, sequence number a is older than sequence number b if:

a< band|b-al <N/2,
ora> band |b-al > N/2.
I nitial sequence number

When a router starts, it must choose a sequence number such that its LSPs in other routers' databases are overridden. If
the router does not know what LSPs it used in the past, it may risk flooding new LSPs that are always ignored. For
example, with the 0 to 2%%-1 sequence space, the LSPs in the databases may have a sequence number 5. If the router
comes back up and chooses to start numbering L SPs with sequence number O, other routers ignore the new LSPs. There
are two ways to solve this problem: aging and a lollipop sequence space.

Aging

With aging, the creator of an LSP sets a field in the LSP header to a maximum age (MAX_AGE). A router receiving
this LSP copies the current age to a per-LSP counter in its database and periodically decrementsit. If decrementing an
LSP counter makes it zero, the router purges the LSP from its database. To preserve a consistent view of the network
topology, the router should quickly request the rest of the network to discard this LSP. It does so by initiating flooding
with the zero-age LSP. When a router gets an LSP with zero age and the latest sequence number, it purges the LSP and
floods the zeroage LSP to its neighbors. This quickly restores consistency. After a purge of an LSP from a particular
router, any subsequent LSP from that router will automatically enter the LSP database. Thus, if a newly booted router
waits for awhile before sending new LSPs, it knows that its old LSPs will be purged, and its new LSPs will override all
L SPs from its previous incarnation.

Although this scheme does work, the choice of initial LSP age is problematic. We would like the latest LSP from a
router to be flooded throughout the network before its previous one times out. Otherwise, some routers may purge the
LSP from their databases before the new LSP reaches them, leading to inconsistent routes. To minimize the overhead of
sending L SPs frequently, we should use a fairly large initial LSP age, on the order of an hour or so®*. However, to allow
purging of old LSPs, after rebooting, a router must wait for a time on the order of the initial LSP age before it can start
sending new L SPs. So, we cannot simultaneously minimize control overhead and the dead time after a router reboots.

Lollipop sequence space

A better solution is for newly booted routers to use a sequence number that uniquely differentiates it from every other
sequence number that it could have used in the past. Although thisisimpossible with a circular sequence space, we can
achieve this using a lollipop sequence space (Figure B3T42). Here, we have partitioned the sequence space of size N
into three parts: a negative space from -N/2 to 0, the sequence number O, and a positive space of size N/2 - 1. When a
router comes up, it uses the sequence number -N/2 for its LSPs, and subsequent LSPsuse -N/2 + 1, -N/2 + 2, etc. When
the sequence number becomes positive, subsequent sequence numbers wrap around in the circular part of the space. An
L SP with sequence number a is older than an L SP with sequence number b if:

2 |f theinitial LSP ageis small, then the time interval between the creation of two LSPs must be small; otherwise, a
distant router may time out an L SP before the next LSP reaches it. This increases routing overhead.
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e a<Oanda<hb,or

e a>0,a<b,andb-a< N/4 or

e a>0,b>0a>b,anda-b> N4

Note that -N/2 is therefore the oldest sequence number.

We add the rule that if a router gets an LSP from another router that has an older sequence number than the one in its
database, it informs the other router of its sequence number. Because a newly booted router always generates a packet
with the oldest sequence number, it is guaranteed to be told by its neighbors of the sequence number it had used before
it crashed. It then jumps to a sequence number 1 larger than this, so that subsequent LSPs override its past LSPs. For
example, as shown in Figure B3T42, a newly booted router starts with sequence number -4. If existing routers have an
LSP from this router with a sequence number 2, they inform the newly booted router of this. The newly booted router
then uses 3 for its newer LSPs and continues to number packetsas 3, 0, 1, 2, 3, 0, etc., until it boots again. This solution
does not require the newly booted router to wait for its LSPs to require. Intuitively, the neighbors of a router act as a
distributed memory recording its actions. By sending a unique packet (with sequence number -N/2), a newly booted
router can access this memory to regain its past state.

Recovering from a partition

L SP databases remain coherent if the network does not partition into two or more fragments. However, when recovering
from a partition, databases may become inconsistent. We illustrate this with the next example.

Example 2.7

Consider the network shown in Figure B3T44. Assume that at the start of time, all routers have consistent LSP
databases. Now, suppose link 4-5 breaks. This partitions the network into two independent fragments. If links 7-8 and
1-2 break later, the databases in each fragment evolve independently of each other. For example, node 2 is unaware of
the break in link 7-8. This does not pose a problem if 4-5 stays down. However, when it comes up, routers on each side
of the partition must update their view of the other side; otherwise, routing loops are possible (for example, 2 may route
packetsto 8 via 7, not knowing that link 7 - 8 is down).

Routers on each side of the newly restored link cooperate to restore LSP databases. Each LSP in the database is
associated with a link ID and a version number. Routers increment the version number each time the LSP value
changes. A set of database descriptor records, also maintained in the database, describe the link 1Ds and version
numbers in the database. Database descriptor records are like link-state packets, except that they store far less
information, so that exchanging these records is less expensive than exchanging L SPs. When a link comes up, routers at
each end exchange a complete set of database descriptor records. By comparing them, each determines the set of
records that are either nonexistent or out-of-date in their database. They request their peer router to send them these
L SPs, which they then flood into their respective fragments. This restores a uniform view of the topology to the entire
network.

Link or router failure

When a link fails, the routers on either side notice this and can flood the network with this information. Thus, link
failures are relatively easy to recover from. However, when a router fails, there is no direct way to detect this. Most
link-state protocols require routers to exchange HELL O packets with their neighbors. If a router does not respond to a
series of HELLOs, it islikely to be down. The neighbors should immediately flood this information.

It is possible to construct scenarios where, because of a series of failures, the HELLO protocol does not detect a dead
router (for example, an undetectable corruption in the source address may make a HELLO packet from a router that is
aive look like a HELLO from a dead router). To prevent databases from becoming corrupted without explicit failure
detection, LSP records are usually aged (even with lollipop-space sequence numbers). When an LSP times out at some
router, the router immediately floods the network with a special packet that informs every other router that the LSP
timed out, and that they should delete this (stale) LSP from their LSP database. This allows the network eventually to
recover from almost every possible sequence of failures.

Securing L SP databases

Loop-freeness in link-state routing requires that all routers share a consistent view of the network. If a malicious agent
injects spurious LSP packets into a router, routing becomes unstable. Thus, routers must actively protect their LSP
database not only from corruption, but also from malicious interference. Several techniques for securing L SP databases
are well known. First, link-state packets are protected by a checksum, not only when sent over a transmission link, but
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also when stored in the database. This detects corruption on the link or on a disk. Second, the receiver acknowledges
L SP exchanges, so that a sender can recover from link losses using timeouts and retransmissions. Third, LSP exchanges
are authenticated by a password known only to routing administrators. This makes it harder for malicious users to inject
LSPsinto a database. Several other techniques to ensure security in LSP exchange are described in reference.

2.5.2 Computing shortest paths

Thus far, we have seen how every router in the network obtains a consistent copy of the LSP database. We now study
how a router can use this database to compute optimal routes in the network. A router typically uses Dijkstras
shortest-path algorithm to do so.

Dijkstra’'salgorithm

Dijkstra's algorithm computes the shortest path from a root node (corresponding to the router where the algorithm is
being run) to every other node in the network. The key idea is to maintain a set of nodes, P, for which the shortest path
has already been found. Every node outside P must be reached by a path from a node aready in P. We find out every
way in which an "outside" node o0 can be reached by a one-hop path from a node already in P, and choose the shortest of
these as the path to 0. Node o can now be added to P, and we continue in this fashion until we have the shortest path to
all the nodes in the network.

More precisely, we define two sets P and T (standing for permanent and temporary). Set P is the set of nodes to which
shortest paths have been found, and set T is the set of nodes to which we are considering shortest paths. We start by
initializing P to the current node, and T to null. The algorithm repeats the following steps:

1. For the node p just added to P, add each of its neighbors n to T such that (a) if nisnot in T, add it, annotating it
with the cost to reach it through p and p's ID, and (b) if nisaready in T and the path to n through p has a lower cost,
then remove the earlier instance of n and add the new instance annotated with the cost to reach it through p and p's ID.

2. Pick the node n that has the smallest cost in T and, if it is not already in P, add it to P. Use its annotation to
determine the router p to useto reach n. If T is empty, we are done.

When the algorithm stops, we have, for each router, the router on the shortest path used to reach it. As we did with
source tracing for distance-vector routing, this allows us to compute the next hop on the shortest path for every
destination in the network. Figure B3T48 shows an example of Dijkstra's algorithm.

2.5.3 Link state versus distance vector

Given a choice between link-state and distance-vector routing, which style should we prefer? Arguments on this issue
among experts often parallel the medieval discussion of how many angels could dance on the head of a pin!
Conventional wisdom is that link state algorithms are more stable because each router knows the entire network
topology. On the other hand, transient routing loops can form while the new topology is being flooded. If the network is
so dynamic that links are always coming up or going down, then these transients can last for a long time, and the
loop-free property is lost. Moreover, as we have seen, simple modifications to the vanilla distance-vector agorithm can
prevent routing loops. Thus, one should not prefer link-state protocols for |oop-freeness alone.

A second argument in favor of link-state algorithms is that they allow multiple routing metrics. The idea is that each
LSP can carry more than one cost. Thus, each router can compute multiple shortest-path trees, one corresponding to
each metric. Packets can then be forwarded on one of the shortest-path trees, which they can select with a flag in the
header. For example, an LSP may carry a delay cost and a monetary cost. This would allow every router to compute a
shortest-delay tree and a lowest-monetary-cost tree. Incoming packets that prefer lower delays (and, perhaps, are willing
to pay for it) would be routed according to the shortest-delay path.

Although this sounds attractive at first, it assumes that every router will agree to report the same set of metrics. If some
routers do not report some metrics, this is not a disaster if all the other routers assign it a consistent default. However,
the benefits from multiple metrics seem more tenuous if a considerable fraction of the routers along the path choose not
to report one or more metrics of interest. Moreover, the benefits of multiple metrics can be realized by path-vector-type
distance-vector algorithms.

Third, we prefer link-state algorithms because, after a change, they usually converge faster than distance-vector
algorithms. It is not clear that this holds if we use a distance-vector algorithm with triggered updates and one of the
several algorithms to ensure loop-freeness (and therefore, absence of counting to infinity). Convergence depends
strongly on the network topology, the load on the routing protocol, and the exact sequence of link failure and recovery.
Thus, it isimpossible to argue convincingly for either link state or distance vector.
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Distance-vector algorithms do seem to have two advantages over link-state algorithms. First, much of the overhead in
link-state routing is in the elaborate precautions necessary to prevent corruption of the LSP database. We can avoid
these in distance-vector algorithms because we do not require that nodes independently compute consistent routes.
Second, distance-vector agorithms typically require less memory for routing tables than do link-state protocols. Again,
this is because they do not need to maintain an L SP database. On the other hand, this advantage disappears when we use
path-vector-type distance-vector agorithms.

Because there is no clear winner, both distance-vector and link-state algorithms are commonly used in packet-switched
networks. For example, in the Internet, the two "modern” routing protocols are Open Shortest Path First (OSPF), which
is a link-state protocol, and Border Gateway Protocol (BGP), which is a path-vector protocol (more about these in
Section 2.9). Examples of both agorithms will probably exist in datagram networks for many years to come.

2.6 Choosing link costs

Thus far, we have assumed that network administrators somehow assign a reasonable cost to each link in the network,
which they then distribute to other routers in the network. We have not really considered how the choice of a link cost
affects the flow of traffic in the network. As we see next, the cost of alink and the load on it are coupled in a manner
reminiscent of the Erlang map, which couples routing strategies and blocking probabilities in the telephone network.
The key ideais that the choice of link costs implicitly defines the way in which traffic load is distributed in the network.
The lower the cost of a given link, the higher the probability that it is a part of a shortest path to some destination, and
the higher the expected load on it. Therefore, if link costs depend on the current load on the link (which is usually a
good idea), a high cost lowers the load on the link, which, in turn, lowers its cost. Our goal is to choose an appropriate
cost function so that the load and cost converge on a desirable fixed point. A poor cost function leads to routing
oscillations, which are highly undesirable.

2.6.1 Static metrics

For the moment, let us ignore the dynamics of routing and focus on the simplest possible way to assign weights, the
hop-count metric. Here, we give every link a unit weight, so that the shortest-cost path is also the path with the smallest
hop count. Allocating all links a unit weight is reasonable when the links are homogeneous. However, it makes little
sense if some links run at DS3 speeds (45 Mbps), while others are DS1 (1.5 Mbps). Here, we should probably give links
with lower bandwidth a higher cost, so that the load is mostly carried on high-capacity links. This is illustrated in the
next example.

Example 2.8

Consider the network in Figure B3T52. Here, links AB, AC, and BD are T3 links, and BC and CD are T1 links. If we
assign al links a unit cost, then traffic from B to C will go over the BC link. All other things being equal, it is a better
idea to route B-C traffic on the path B-A-C, because it has nearly thirty times the capacity. Therefore, we could assign
T1 links aweight of 10, and T3 links a weight of 1. Then, links BC and CD are never used (unless one or more of the
T3 links goes down). Unfortunately, even if link AB is highly congested and BC isidle, traffic will still take the B-A-C
path instead of the BC path. This points out the inherent problems of statically assigning weights to links. It may be a
better ideato assign link costs dynamically, based on the current load on the link.

2.6.2 Original ARPAnet dynamic metrics

One of the earliest dynamic cost allocation techniques was used in the original ARPAnNet. In this scheme, the cost of a
link is directly proportional to the length of arouter's output queue at the entrance to that link. If alink has along queue,
no matter the link's capacity, it is considered overloaded and given a higher cost. Continuing with Example 2.8 and
Figure B3T52, assume that link A-B was heavily loaded in the A-to-B direction. Then, the queue at router A for that
link would be long. If A therefore advertises a higher cost for A-B, this would divert the C-to-B traffic to the path C-B
from C-A-B, reducing the load on A-B.

Although the idea of a dynamic link cost is a good one, the original ARPAnet implementation is a case study in the
unintended consequences of a complex design. In its defense, the scheme did work well when the network was lightly
loaded. However, many problems appeared under a heavy load. First, the link cost depended on the gqueue length
averaged over 10 seconds. Since the backbone ran at only 56 Kbps, this represented too small a time granularity at
which to measure queue lengths. Thus, tran sient spikes in the queue length could trigger major rerouting in the
network. Second, link costs had a wide dynamic range (that is, they could be very low or very high). Consequently, it
turned out that the network completely ignored paths with high costs. Although we should avoid high-delay links, they
should not be unused! Third, the queue length was assumed to be a predictor for future loads on the link. In other words,
if the queue length was long, the link cost was increased in the expectation that the link would continue to be
overloaded in the future. In fact, the opposite was true. When alink's cost was large, it was avoided, so that when routes
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were recomputed, the link's load dramatically decreased. Fourth, there was no restriction on the difference between
successively reported costs for a link. This alowed link costs to oscillate rapidly. Finally, al the routers tended to
recompute routing tables simultaneously. Thus, links with low costs would be chosen to be on the shortest path
simultaneously by many routers, flooding the link.

2.6.3 Modified ARPAnet metrics (or Dynamic metrics 1)

The modified version of the ARPAnet link-cost function avoided many errors made in the first version and was much
more successful. In this scheme, link costs are a function not only of the measured mean queue length, but also of the
link's capacity. When the link's load is low, its cost depends entirely on the link's capacity, and the queue length comes
into play only at higher loads. Thus, at low loads, network routing essentially uses static costs, making it stable.
Moreover, link costs are hop normalized, that is, the weight of a link is measured in "hops'. Traversing a link with a
weight ¢ is as expensive as traversing c links with unit weight. The higher the advertised hop-normalized cost, the
greater the barrier to using the link, but the barrier is not overwhelmingly high.

Two schemes were also added to dampen the oscillation in link costs. First, the dynamic range of link costs was reduced
from arange of 127:1 to 3:1 (the worst cost a link can advertise isthat it equals 3 hops). Second, a router was allowed to
change the link cost by only half a hop in successive advertisements. With these changes, and a few others, routing
oscillations were nearly eliminated even under heavy load.

2.6.4 Routing dynamics

We mentioned earlier that the load on alink and the probability of its use in shortest-path routes are tightly coupled. We
illustrate this by using two functions called the metric map and the network response map. The metric map translates
the load on a link to its link-cost metric and is the link-cost function we described in the previous paragraph. The
network response map translates from a given link metric to the expected load on that link, given the current topology
and traffic load. Although the metric map is precisely defined, the network response map is empirically determined by
modifying the cost of one link at a time and measuring the additional traffic due to that change, then averaging this over
al links. We show the general form of these maps in Figure B3T55. In Figure B3T55 top (a) we see that as the load
increases, the link cost first isflat (as explained earlier), and then rises linearly to 3, where it saturates. In Figure B3T55
top (b), we show a family of curves, each corresponding to an overall network load, which plot the load on an "average"
link as a function of the cost of that link. We see that as the link cost increases, the mean load on a link decreases from
1.2, when the cost is 0, to nearly O, when the cost is 5.

We can envision the dynamics of routing in the network by putting these two maps together, as shown in Figure B3T55
bottom. Paths in this map show the evolution of the system. We choose an arbitrary initial load in the system, and
compute the corresponding cost metric by drawing a horizontal line and choosing its intercept on the metric curve. The
corresponding load in the next time step can now be obtained by drawing a vertical line through that metric and noting
the intercept on the load curve. By repeating these steps, we can determine the dynamics of the system starting from an
arbitrary initial load.

For example, consider the path marked a in the figure. This represents alink at equilibrium, where the link load and its
cost metric suffer from a bounded oscillation. Note that the link cost is alowed to change by only half a hop in
successive advertisements, which tightly bounds the range of oscillations. This fact is dramatically illustrated by the
path marked b. Here, we see the effect of introducing a new link into the system. We artificially start the link off with a
high cost, reducing the cost by half a hop each time step. Because of the high initial cost metric, the initial load on the
link is low. Each subsequent advertisement therefore reduces the metric by half a hop, gradually increasing the load.
The network eventually stabilizes with a small, bounded oscillation. If link costs were allowed to change by larger
amounts in successive advertisements, link loads and metrics would suffer from large oscillations. System evolution
diagrams such as these are very useful in evaluating heuristics for link-cost metrics.

2.7 Hierarchical routing

If a network with N nodes and E edges uses link-state routing, it can be shown that computing shortest paths takes O(E
log E) computation at each router, and the routing table requires O(N) storage. E is at |east the same size as N, because
even for a tree-shaped graph, which requires the smallest number of edges for a given number of nodes E = N - 1.
Clearly, the computation and space requirements for a routing protocol become excessive when N is large. Because both
the Internet and the telephone network are expected to grow to several billion endpoints, we must use hierarchical
routing to rein in routing costs.

We alluded to hierarchical routing when we discussed hierarchical addressing and address aggregation in Section 1. The
idea is to partition the network into multiple hierarchical levels. A handful of routers in each level are responsible for
communication between adjacent levels. Thus, at each level, only a few hundred routers need to maintain shortest-path
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routes to each other. A router that spans a hierarchy boundary agrees to route packets from the rest of the network to
every router inits"area", and from every router in its areato the rest of the network.

2.7.1 Features of hierarchical routing

Figure B3T59 shows a detailed view of how a nation-wide Internet Service Provider might put together a hierarchically
routed network. First, note that we have partitioned the network into four routing levels. Each level contains only a few
routers, thus making it easy to compute routing tables.

Second, the network is not a strict hierarchy, because more than one router may advertise reachability to the same part
of the address space. For example, both routers in Los Angeles, named LAO and LA1, advertise that they can carry
traffic for addresses of the form 6.*. When a packet with an address in 6.* arrives at San Francisco, it should forward
the packet to LAO, but the router at Atlanta should forward it to LA1. Making the hierarchy looser lets the network
survive faults more easily. For example, if LAO went down, traffic for destination in 6.* could be routed via LA 1.

Third, routers that span levels, such as 6.0.0.0 and 6.4.0.0, participate in routing protocols at both levels. For example,
router 6.4.0.0 discovers, using a level-3 routing protocol, that the shortest path to networks advertised by router 6.3.0.0
isitsdirect link to 6.3.0.0. If the link goes down, level-3 routing informs 6.4.0.0 that it should use router 6.1.0.0 instead.
6.4.0.0 also participates in level-2 routing to find, for instance, that the shortest path to 6.4.2.0 is through 6.4.3.0. The
routing protocols at the two levels may be completely different (one may be link-state, and the other distance-vector).
Therefore, routers that route between levels must be prepared to speak multiple protocols.

Finally, note that we have a router in level 3 marked 21.1.2.3. Why would a router with address 21.* be placed under a
router with address 6.*? This might be because of address-space exhaustion in the 6.* space. Or, a company that had
obtained the address space 21.1.2.* for its computers from a service provider with authority over 21.*, then moved to a
new location, might want to retain its old addresses (because renumbering computers on the Internet requires manual
reconfiguration of every end-system and router). In any case, router 6.2.0.0 must advertise reachability to 21.1.2.3.
Moreover, routers 6.0.0.1 and 6.0.0.2 at the network core must also advertise that they can route to 21.1.2.3, and every
other router in the core must know that packets for 21.1.2.3 must be forwarded to one of these two routers. The lessonis
that if we introduce a router at a lower level whose address cannot be aggregated into an existing address space, then
each router in the core of the network must contain a routing table entry for it.

In the current Internet, addresses obey a three-level hierarchy (network number, subnet number, and host number).
Because the highest possible degree of aggregation of addresses is at the network level, routers in the network core,
which benefit most from aggregation, advertise routes to networks. For example, routers at the core will usually
advertise routes to network 135.104.*, instead of to 135.104.53, 135.104.52, etc., which are subnets within 135.104.
This approach to aggregation works well when the number of networks is small and routers at a lower level can handle
routing within a network. Unfortunately, because of exhaustion of Class B addresses, many networks received multiple
Class C network addresses instead. Consequently, routers in the core need to store table entries for routes to thousands
of Class C networks. Each core router carried routes to more than 80,000 networks. Thus, even if addresses are
hierarchical, they must be carefully managed, or routing tables and route computation can still be expensive. The CIDR
scheme for addressing, discussed in Section 1, alleviates some of these problems.

2.7.2 External and summary records

Consider the four level-3 routers in Figure B3T59 with addresses 6.1.0.0, 6.2.0.0, 6.3.0.0, and 6.4.0.0. Suppose they use
link-state routing to compute routes. What should be the next hop for a packet arriving at 6.4.0.0 that is destined to an
address in 5.*? From the topology of the network, note that if the network uses a least-hop cost metric, then the next
hop should be 6.3.0.0. Thus, we want router 6.4.0.0 to discover that there is a 3-hop path through router 6.3.0.0 to
5.0.0.0, whereas the path through 6.2.0.0 is at least 4 hops long. Unfortunately, since router 5.0.0.0 is not part of the
level-3 network, 6.4.0.0 would not ordinarily be aware of its existence. We need a mechanism that allows routers that
participate in level-4 routing to advertise paths to routers that are external to the level-3 network. This is done by using
external recordsin the LSP database.

For example, router 6.0.0.0, which knows that it has a 1-hop path to 5.0.0.0 using level-4 routing, creates an external
LSP that advertises a link to 5.0.0.0 with a link cost of 1 and floods this within the level-3 network. Similarly, 6.0.0.1
uses level-4 routing to learn that its least-cost path to 5.0.0.0 is 2 hops and floods this information in the level-3
network. Thus, routers 6.0.0.1 and 6.0.0.2 pretend that 5.0.0.0 is a level-3 router that happens to be connected to them
with a 1- and 2-hop path, respectively. When this information is propagated within the level-3 network, 6.4.0.0
automatically discovers that its shortest path to 5.0.0.0 is through 6.3.0.0, as we wanted. External L SPs, therefore, allow
optimal routes to be computed despite the information-hiding inherent in hierarchical routing.

Summary records

74



An external record allows routers within level 3 to discover shortest paths to external networks. The symmetrical
problem is for external networks to discover shortest paths to level-3 networks that are not visible at level 4. Thisis
done using summary records. For example, 6.0.0.0 advertises to level-4 routers that it has a path to 6.1.0.0 that is of
length 2, to 6.2.0.0 of length 3, to 6.3.0.0 of length 1, and to 6.4.0.0 of length 2. It is as if these are single links with
higher costs. Level-4 routers do not need to know the exact topology within the level-3 network, just the costs. Note that
cost information in a summary record is functionally equivalent to a distance vector, because it summarizes the distance
from alevel-4 router to every level-3 router connected to it.

The network uses summary records to compute optimal paths. For example, the Atlanta router knows from 6.0.0.1's
summary records that it has a 1-hop path to 6.2.0.0. It also knows (from level-4 routing) that it has a 1-hop path to
6.0.0.1. Therefore, its cost to reach 6.2.0.0 through 6.0.0.1 is 2 hops. In contrast, its path to 6.2.0.0 via 6.0.0.0 is (from
these same sources of information) 5 hops. Therefore, it routes packets destined to 6.2.0.0 through 6.0.0.1, as we
wanted.

Continuing with our example, the L SP database at router 6.0.0.0 therefore contains the following:
e LSPrecordsfor every link inits level-3 network

e LSPrecordsfor every link inits level-4 network

e External recordsthat summarize its cost to reach every router in the level-4 network

e  Summary records for virtual linksthat connect it to every level-3 router inits area

e  Summary records received from other level-4 routers for virtual links to their level-3 routers

These records allow it to compute optimal paths not only to other level-4 routers, but also to level-3 routers within other
level-4 networks.

2.7.3 Interior and exterior protocols

In the Internet, we distinguish between three levels of routing (corresponding roughly to the three-level address
hierarchy), where we allow each level to use a different routing protocol. The highest level is the Internet backbone,
which interconnects multiple autonomous systems (ASs) (Figure B3T63). Routing between autonomous systems uses
the exterior gateway protocol. The name reflects the history of the Internet, when a gateway connected university
networks to the ARPAnRet. The protocol that gateways spoke to each other therefore was the exterior gateway protocol.
Symmetrically, the protocol that the gateway spoke to routers within a campus (and now, within an AS) is called the
interior gateway protocol. At the lowest level, we have routing within a single broadcast LAN, such as Ethernet or
FDDI, In this section, we will discuss the requirements for interior and exterior protocols, and problems with their
interconnection.

Exterior protocols

Although all the routers within an AS are mutually cooperative, routers interconnecting two ASs may not necessarily
trust each other. Exterior protocols determine routing between entities that can be owned by mutually suspicious
domains. An important part of exterior protocols, therefore, is configuring border gateways (that is, gateways that
mediate between interior and exterior routing) to recognize a set of valid neighbors and, valid paths. Thisis illustrated
in Figure B3T63.

Example 2.9

In Figure B3T63, assume that border routers A and B belong to AT& T, and router D belongs to MCI. Say that the AB
link goes down. A can till reach B through D, and a generic link-state routing protocol will easily find this path.
However, the thought that internal AT&T packets traverse MCl's router may upset both MCl's and AT&T's
managements! Therefore, the exterior protocol must allow A and B to state that if the A-B link goes down, the A-D-B
path is unacceptable. Of course, for packets destined to D, the A-D link is perfectly valid, and, similarly, the D-B link
may also be independently valid. It is only their combination, A-D-B, that is prohibited. Accounting for administrative
issues such as these complicates the design of exterior routing protocols, and these protocols often require manual
configuration and intervention.

A related problem is that of transit. Suppose autonomous system A and autonomous system C set up a backdoor link
between A.2 and C.1 for their own purposes. Since B knows from its interior routing protocol that C.1 is reachable
through the backdoor link, it might advertise this to the rest of the Internet. This might cause A's facility to be used for
packets destined for neither A nor C, which might annoy their administrators. Therefore, B should know that some links
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advertised by an interior protocol are special and should not be advertised (summarized) externally. This is another
problem that usually requires manual intervention.

Exterior gateway protocols must be suspicious of routing updates. It should not be possible for malicious users to bring
down the Internet by sending spurious routing messages to backbone gateways. Typically, every routing exchange is
protected by alink password. Routing updates that fail the password check are rejected.

Interior protocols

Interior protocols are largely free of the administrative problems that exterior protocols face. just as autonomous
systems hierarchically partition the Internet at the top level, interior routing protocols typically hierarchically partition
each AS into areas. However, the same interior protocol routes packets both within and among areas. The issues in
generating external and summary records, which we studied in Section 2.7.2, apply to routing among aress, in the same
way as they do to routing between autonomous systems.

I ssuesin interconnecting exterior and interior routing protocols

The key problem in interconnecting exterior and interior protocols is that they may use different routing techniques and
different ways to decide link costs. For example, the exterior protocol may advertise a 5-hop count to another AS.
However, each of these hops may span a continent and cannot be compared with a 5-hop path in the interior of the AS.
How is arouter to decide which is the shortest path when routers use link costs that cannot be compared? The solution
isto use the least common denominator, usually a hop-count metric, when computing routes outside the AS. Thisis not
necessarily the optimal path, but at least it is a path that works!

A similar problem arises if the interior and exterior routing protocols use different routing schemes. For example, the
exterior protocol may use path-vector routing, and the interior may use link-state routing. Thus, the border gateway
must convert from an LSP database to a set of distance vectors that summarize paths to its interior. In the other
direction, it must convert from distance-vector advertisements to external records for the interior routing protocol.
Things are easier if both the interior and exterior routing protocols use the same basic routing scheme.

The bottom line is that interconnecting a given interior and exterior protocol requires a fair amount of manual
intervention, and frequent monitoring to ensure that the network stays up. This is a direct conseguence of the
heterogeneity in the administration of the Internet, and of its decentralized control.

2.8 Common routing protocols

This section presents a highly abbreviated introduction to Internet routing protocols. Details on Internet routing can be
found in references famous book wrote by Christian Huitema, Le routage dans I'Internet.

The Internet distinguishes between interior and exterior routing protocols because of the different demands that they
pose on the routing system. Two protocols are commonly used as interior protocols. These are the Routing Information
Protocol (RIP) and the Open Shortest Path First protocol (OSPF). The protocols commonly used for exterior routing are
the Exterior Gateway Protocol (EGP) and the Border Gateway Protocol (BGP).

2.8.1RIP

RIP, a distance-vector protocol, was the original routing protocol in the ARPAnet. It uses a hop-count metric, where
infinity is defined to be 16. Peer routers exchange distance vectors every 30 s, and a router is declared dead if a peer
does not hear from it for 180 s. The protocol uses split horizon with poisonous reverse to avoid the count-to-infinity
problem. RIP is useful for small subnets where its simplicity of implementation and configuration more than
compensates for its inadequacies in dealing, with link failures and providing multiple metrics.

2.8.2 OSPF

OSPF, alink-state protocal, is the preferred interior routing protocol on the Internet. It uses the notion of areas to route
packets hierarchically within an AS. It also uses all the techniques for achieving LSP database consistency described in
Section 2.5. Consequently, it is rather complex to describe and implement.

2.8.3 EGP

The original exterior protocol in the Internet was the distance-vector-based Exterior Gateway Protocol or EGP. EGP
allows administrators to pick their neighbors in order to enforce inter-AS routing policies. To alow scaling, EGP allows
address aggregation in routing tables.
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EGP routers propagate distance vectors that reflect a combination of preferences and policies. For example, in the
NSFnet backbone, a router advertises the distance to another AS as 128 if the ASis reachable, and 255 otherwise. This
reduces EGP to a reachability protocol rather than a shortest-path protocol. Therefore, unless we structure the network
backbone as a tree, EGP leads to routing loops! The reason for choosing 128 as the standard inter-AS distance is that it
enables backdoors. Backdoors between autonomous systems are always given a cost smaller than 128, so that the two
ASs sharing the backdoor will use it while keeping the backdoor invisible to outside systems. EGP is nho longer widely
used because of many deficiencies, particularly its need for loop-free topologies.

2.8.4 BGP

The preferred replacement for EGP is the Border Gateway Protocol, version 4, commonly referred to as BGP4. BGP4 is
a path-vector protocol, where distance vectors are annotated not only with the entire path used to compute each
distance, but also with certain policy attributes. An exterior gateway can usually compute much better paths with BGP
than with EGP by examining these attributes. Since BGP uses true costs, unlike EGP, it can be used in non-tree
topologies. Its use of a path-vector guarantees loopfreeness, at the expense of much larger routing tables. BGP routers
use TCP to communicate with each other, instead of layering the routing message directly over IP, as is done in every
other Internet routing protocol. This simplifies the error management in the routing protocol. However, routing updates
are subject to TCP flow control, which can lead to fairly complicated and poorly understood network dynamics. For
example, routing updates might be delayed waiting for TCP to time out. Thus, the choice of TCPis still controversial.

If an AS has more than one BGP-speaking border gateway, path vectors arriving at a gateway must somehow make
their way to al the other gateways in the AS. Thus, BGP requires each gateway in an ASto talk to every other gateway
in that AS (also called internal peering). BGP4 is hard to maintain because of the need to choose consistent path
attributes from all the border routers, and to maintain clique connectivity among internal peers.

2.9 Routing within a broadcast LAN

Thus far we have looked at the routing problem for the network as awhole. In this section, we view the routing problem
from the perspective of an endpoint-that is, how should the routing module at an endpoint decide where to forward a
packet that it receives from an application?

An endpoint connected to a router by a point-to-point link (asin an ATM network) simply forwards every packet to that
router. However, if the endpoint is part of a broadcast LAN, we can exploit the LAN's inherent routing capacity to
reduce the load on routers. Specifically, the routing module must make four decisions:

e |sthe packet meant for a destination on the same LAN?

o If so, what isthe datalink-layer (MAC) address of the destination?

e If not, to which of the several routers on the LAN should the packet be sent?
e What istherouter's MAC address?

Example 2.10

Consider host H1 shown in Figure B3T73 If it wants to send a packet to H2, it should determine that H2 is local, then
figure out H2's MAC address. If it wants to send a packet to H3, it should find out that the next hop should be R1. If R1
goes down, it should send the packet to R2. Similarly, packets for H4 should go to R2, unlessit is down, in which case
it should be sent to R1.

These decisions typicaly require a combination of addressing conventions, explicit information, and exploiting the
broadcast nature of the LAN. In the Internet, the first problem is solved by agreeing that all hosts that have the same
network number must belong to the same broadcast LAN. (Although a single physical LAN may carry more than one IP
subnet, hosts on different subnets on the same LAN communicate only through a router.) Thus, a host can determine
whether the destination is local simply by using its subnet mask to extract the network number of the destination and
comparing this with its own network number. For example, if host 135.104.53.100, with a subnet mask of
255.255.255.0, wants to send a packet to 135.104.53.12, it uses the subnet mask to determine that the destination's
network number is 135.104.53. Since this matches its own network number, the destination must be on the local LAN.

The sending host must next determine the MAC address of the host to which it wants to send. It does so using the
Address Resolution Protocol described in Section 1. It installs the MAC address in a local ARP cache and uses it for
further transmission.
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2.9.1 Router discovery

If a packet's destination address is nonlocal, then the host must send the packet to one of the routers on the LAN. A host
can discover al the routers on the local LAN by means of router advertisement packets that each router periodically
broadcasts on the LAN. A router advertisement has a preference level and a time-to-live. Hosts first check that the
router corresponds to their own subnet by masking the router's IP address with their subnet mask and comparing with
their subnet number. They then install a default route to the router with the highest preference. All nonloca packets are
sent to the default router, if necessary, resolving the router's MAC address with an ARP request.

A router advertisement is placed in a cache and flushed when its time-to-live expires. The time-to-live is typically
around half an hour, and routers send advertisements about once every 10 minutes. The idea is that if a router dies, the
host deletes old state information automatically. If a newly booted host does not want to wait several minutes for a
router advertisement, it can force all routers to send an advertisement using a router solicitation packet.

If a default router goes down, then the host must somehow determine this and switch to an aternative router, if one
exists. Otherwise, al packets from the host will be lost without trace (the black hole problem). The Internet protocol
suite does not specify any single algorithm to cover black hole detection, though several heuristics were proposed in the
literature. The general ideais that if a host does not hear anything from a router (such as a reply to an ARP request) for
some time, it should assume that the router is down, and it can force routers to identify themselves with a router
solicitation message. To prevent network load, hosts are required to send no more than three solicitation messages
before they give up and assume that no router is available.

2.9.2 Redirection

With a default route, a host sends all nonlocal packets to only one of possibly many routers that share its subnet on the
LAN. It may happen that, for a particular destination, it ought to use another router. To solve this problem, if a host's
default router is not the right choice for a given destination, the default router sends a control message (using the
Internet Control Message Protocol or ICMP) back to the host, informing it of a better choice. This redirect message is
stored in the host's routing table for future use.

Example 2.11

In Figure B3T73, host HI may have selected R1 as its default router. It may then send a packet for H4 to R1. R1 can
reach R4 either through the broadcast LAN and R2, or through R3. Assume, for the moment, that R1's next hop to R4 is
through R2. When R1 gets a packet for H4, it can detect that R2 is a better routing choice for HI, because R1's next hop
for H4 is R2, which has the same network address as R1 and Ell. It therefore sends an ICMP redirect message to H1,
asking it to use R2 in the future, and hands the packet to R2 for transmission. In this way, hosts automatically discover
the best path to remote destinations.

2.10 Summary

In this section, we studied many aspects of routing in the Internet in detail. The hard problem in routing is summarizing
volatile and voluminous global state to something that a router can use in making local decisions. This problem exists
both in the Internet and in the telephone and ATM networks. However, in the latter two networks, switch controllers
route calls, instead of packets.

We would like a routing protocol to be robust, minimize its use of memory in routers, choose optimal paths, and require
the least overhead. We have severa choices in designing such a protocol, including centralized or distributed routing,
source-based or hop-by-hop routing, single or multiple-path routing, and static or dynamic routing. Different
combinations make different trade-offs in their complexity and use of resources.

The two fundamental ways to route packets in the Internet are to use distance-vector and link-state routing.
Distance-vector routing is easy to implement, but suffers from problems such as counting to infinity. We can overcome
these problems using techniques such as path-vector, source-tracing, and diffusion-update algorithms. Link-state routing
allows each router to get its own copy of the global topology. We have to be careful in disseminating topology to avoid
corruption of the individual copies of the topology. This is done with error detection techniques, as well as the lollipop
sequence space and aging link-state packets to remove stale information. Once we have the topology, we can compute
shortest paths using Dijkstra's algorithm.

Both link-state and distance-vector routing have their pros and cons, and neither seems uniformly superior. They are
both common in the Internet.

Choosing the cost of alink is a fundamentally hard problem. The cost influences the shortest routes in the network, and
these, in turn, affect the load on a link, and hence its cost (thisis similar to the Erlang map in telephone networks). The
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network response map and the link metric map alow us to find cost metrics that guarantee convergence of routes and
link costs.

In a large network, a router cannot store information about every other router. Instead, we divide the network into a
hierarchy of levels, and each router knows only about other routers in its own level of the hierarchy. This reduces
routing table sizes, though at the expense of suboptimal routing. Border routers participate in routing in more than one
level, mediating exchange of information across levels to minimize the effects of hierarchical routing.

Many of the techniques used for point-to-point wide-area networks are not directly applicable to broadcast LANS,
where broadcast and multicast are cheap. The Internet uses a set of specia protocols in the local area to efficiently
exploit these properties. These include router discovery and path redirection.

Routing isarich field for study, and we have only touched on some essentials.
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Bloc 4

Controle de transmission

1.0 Error Control

The end-to-end transfer of data from a transmitting application to a receiving application involves many steps, each
subject to error. With adequate error control, we can be confident that the transmitted and received data are identical,
although the communication occurred over a series of error-prone routers and links.

Errors can occur both at the bit and at the packet level. At the bit level, the most common error isthe inversion of a 0 bit
toal, or alhbittoa0. Wecal thisbit corruption. At the packet level, we see errors such as packet loss, duplication, or
reordering. Error control is the process of detecting and correcting both bit and packet errors.

Bit-level error control usually involves adding redundancy to the transmitted data so that the receiver can detect bit
errors. In some schemes, there is sufficient information for the receiver not only to detect errors, but also to correct most
of them. At the packet level, we assume that bit-level error control can detect all bit errors. (Detectable but
uncorrectable bit errors are treated as a packet loss.) Packet-level error control mechanisms detect and correct
packet-level errors such asloss, duplication, and reordering.

We typically implement bit-level error control at the datalink layer of the protocol stack, and packet-level error control
is typically found at the transport layer. Thus, bit-level error control is usually hop-by-hop, whereas packet-level error
control is usually end-to-end. Generally speaking, we prefer hop-by-hop error control on links where the error rate is
high (so-called lossy links) and end-to-end error control when entire path is more or less error free. However, there are
many exceptions to this general rule.

1.1 Bit-error detection and correction

The basicideain error coding is to add redundancy to the transmitted information to allow areceiver to detect or correct
errors. The literature concerning error coding and coding theory is vast. In this book, we can only touch on some
essentials and present an overview of the results.

There are two common kinds of error coding schemes - block codes and convolutional codes. In a block code, each
block of k bits of data is encoded into n bits of information, so that the code contains n - k bits of redundancy. We call
the k bits the data bits, the encoded n bits the codeword, and the code an (n, k) code. For example, if we add 3 bits of
redundancy to 5 bits of data, we obtain an 8-bit codeword using an (8, 5) code. In this example, we can identify sets of 8
bits in the coded stream that each correspond to a set of 5 data bits. Unlike a block code, every coded bit in a
convolutional code depends on a different set of data bits. Thus, the coded stream does not contain blocks of bits in
direct correspondence to a block of data bits. In this section, we will study very briefly some block codes, moving from
simple schemes to sophisticated ones.

1.1.1 Parity

A parity codeisa (k + 1, k) block code where 1 bit is added to each block of k data bits to make the total number of I's
inthe k + 1-bit codeword even (or odd). The receiver counts the number of 1'sin the codeword and checks if it is even
(or odd). If the check fails, the codeword isin error.

Example 1.1
Compute the even and odd parity codes for the string "101101."

Solution: The string contains four 1's, which is an even number of I's. To obtain the even-parity codeword, we add a0 to
the end, so that the total number of I's in the codeword is even. This gives us the even-parity codeword as "1011010".
For the odd-parity codeword, we must make the number of 1's in the codeword odd, so the codeword is"1011011".

Parity can detect only odd numbers of bit errors. If a codeword has an even number of bit errors, the number of 1's
remains even (or odd), so a parity check incorrectly declares the codeword to be valid. For example, if the origina
codeword with even parity is "1011010", the same codeword with the first two bits in error, that is, "111010", also has
even parity. A second problem with parity is that if the parity check on a codeword fails, there is no indication of which
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bitsarein error. Thus, we can use parity for error detection, but not for error correction.

The main advantage of using parity is that we can compute the parity of a string on-the-fly, with no additional storage
and no added delay. However, because of its deficiencies, parity is used only when extremely few errors are expected,
and a parity failure suggests a serious problem in the system.

1.1.2 Rectangular codes

In arectangular code, we arrange data bits into an array and compute parity along each row and column. Thus, asingle
error shows up as a parity failure in one row and one column, allowing us to both detect and correct the error. Thisisan
example of an errorcorrecting code.

Example 1.2

Consider the string of data bits "101100 011100 001001 101000 001101 010100", which we arrange in an array with six
rows and six columns, as shown below:

1011001
0111001
0010010
1010000
0011011
0101000
0010001

The values in italics are even parities over the rows and the columns. Each row of 7 bits congtitutes a codeword, and al
rows but the last contain both data bits and redundant information. If the second bit in the third row is corrupted from a
0to a1, then parity checks on both the second column and third row fail, pinpointing the location of the error.

If two errors occur in the same row or column, a rectangular code can only detect them, not correct them. For example,
if 2 bitsin row 1 are corrupted, then there are parity errors in the corresponding columns, so these errors are detected.
However, since the parity check of every row still succeeds, we cannot isolate and correct these errors.

The advantage of a rectangular code is that it is easy to compute, and it can correct a single-bit error. However, before
we can compute a rectangular code, we must accumulate at least one row of bits in memory. This introduces coding
delay.

1.1.3 Hamming codes

We call the combination of a user's data bits and redundant information a valid codeword. An errored codeword is a
valid codeword with one or more corrupted bits. A key idea in error coding is that we cannot detect an error if it
corrupts a valid codeword so that the errored codeword is identical to another valid codeword. Thus, valid codewords
must be "different" enough that errored codewords derived from them do not resemble other valid codewords. We
quantify thisintuition using the concept of Hamming distance.

The Hamming distance between two codewords is the minimum number of bit inversions required to transform one
codeword into another. For example, the Hamming distance between "101101" and "011101" is 2. If al valid
codewords are at least a Hamming distance h apart, at least h bit corruptions must occur before one valid codeword is
transformed to another. Thus, with fewer corruptions, the resulting codeword is distinguishably an errored codeword,
which means we can detect up to h -1 errors.

Example 1.3

Consider an error code where we represent 1 as 111, and 0 as 000. The only two valid codewords are 000 and 11l,
which are a Hamming distance 3 apart. A single-bit error in a valid codeword, say, 000, can result in errored codewords
100, 010, or 001. None of these is avalid codeword, so we know that an error has occurred. Moreover, all three errored
codewords are a Hamming distance 1 from 000, and a Hamming distance 2 from 111. Thus, we can interpret them as
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corrupted versions of the codeword 000. In other words, a receiver receiving an errored codeword 010 can assume that
the actual data bit was a 0, which automatically corrects the error.

If the valid codeword 000 is corrupted with two bit errors, the errored codewords possible are 110, 011, and 101. Since
none of these is a valid codeword, we can detect two errors. However, these errored codewords are closer to the valid
codeword 111 than to the valid codeword 000. Thus, if we try to correct the two bit errors, we will be mistaken. We
should use this code for error correction only when the chance of two bit errors in the same codeword is smaller than
our error threshold.

In general, if we want to detect up to E errors, then all valid codewords should be at least E + 1 distance apart from each
other. If we want to correct up to E errors, the minimum distance should be at least 2E + 1.

Besides coming up with the idea of a Hamming distance, Hamming studied the design of perfect parity codes. We omit
the details about these codes. We just mention that Hamming codes, like rectangular codes, are error correcting. But,
they do not require storage. Moreover, they can be pre-computed and stored in atable for quick lookup. Thus, they are
suitable for simple hardware and software implementation. For these reasons, a Hamming perfect parity code is widely
used in thefield.

1.1.4 Interleaved codes

The coding techniques described so far are best suited to random, non-bursty bit errors. Error bursts introduce multiple
bit errors within a codeword, which cannot be detected or corrected using parity, rectangular, or Hamming codes. The
standard way to solve this problem is to use interleaving to convert burst errors to bit errors. In this technique, m
consecutive codewords are written in an x m matrix, then transmitted column-wise instead of row-wise. Thus, a burst
error of up to m bits appears as a single-bit error in each of the m codewords. These single-bit errors can then be
corrected with Hamming or other parity codes. Interleaved codes require buffering the input, and so add memory cost
and delay.

1.1.5 Cyclic redundancy check

A cyclic redundancy check (CRC) is one of the most popular techniques for error detection. In this technique, we treat
the entire string of data bits as a single number. We divide this number by a predefined constant, called the generator of
the code, and append the remainder to the data string. The receiver performs the same division and compares the
remainder with what was transmitted. If the data string was received without errors, then the remainders match. For
example, suppose the string to be transmitted is “110011", which corresponds to decimal 51. If the generator is "110"
(decimal 6), the remainder isdecimal 3, or binary "0ll". We append "011" to the data string and send it to the receiver. If
the receiver received everything correctly, it should come up with the same remainder. Intuitively, it is unlikely that a
corruption in the data string will result in a number that has the same remainder as the original data. In this example, for
the CRC to fail, the received string should also have a remainder of 3 when divided by 6, which is unlikely. Thisis the
basic idea behind CRC.

We will not give a detailed explanation of CRC coding, but we will merely state some results important to the engineer.
Before we do so, we will need some notation.

We represent a block of (k + 1) bits by a polynomial of degree k in the dummy variable x, written as a X + . .. + a;x* +
a’, Where a, is 0 if the bit in that position is 0 and 1 otherwise. For example, the string "10011" is represented by the
polynomial x* + x + 1.

The effectiveness of a CRC code depends on the choice of the generator G, which, when written in polynomial form, is
called the generator polynomial G(x). It can be shown that a CRC detects the following:

e All single-bit errors

o Almost all double-bit errors, if G(X) has afactor with at least three terms
e Any odd number of errors, if G(X) hasafactor x + 1

e All burstsof up to merrors, if G(X) is of degreem

e Longer burst errors with probability 1 - 2™, if bursts are randomly distributed
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Thus, with a good choice of the generator polynomial, CRCs are a powerful mechanism for error detection (and rarely
correction). Standard generator polynomials are prescribed by international standards bodies, depending on the expected
error pattern.

CRC codes are popular because they can be efficiently implemented in hardware or software. A hardware
implementation requires only a shift register and some XOR gates, uses no additional storage, and can compute the
CRC on-the-fly. An efficient software algorithm is to pre-compute the remainder for each possible data string of a
certain length (say, 16 bits) and store the result in a lookup table. The algorithm looks up the remainder for each 16-bit
chunk of the input and adds these, modulus 2, to a running sum. It can be shown that this is equivalent to computing the
remainder over the entire string. Thus, we can compute the CRC for an arbitrarily long input string on-the-fly in
software, with only one lookup per block of input bits.

1.1.6 BCH and Reed-Solomon codes

Bose-Chaudhuri-Hocquenghem (BCH) codes are CRC-like codes constructed over blocks of m bits, instead of over
single bits. in other words, the alphabet of a BCH coder is not {0,1} asin CRC codes, but a set of 2™ symbols, where
each symbol is a distinct m-bit binary string. BCH codes are robust to burst errors, since a burst of up to m errors results
in at most two errors in the BCH aphabet (for errors that span two BCH symbols). BCH codes are aso some of the
best-known codes for correcting random errors.

Reed-Solomon codes are a special case of BCH codes where the block size (that is, the number of data symbols + the
number of redundant symbols) is 2™, which is also the largest possible block size for a BCH code. It can be shown that a
Reed-Solomon code that has 2t redundant bits can correct any combination of t or fewer errors. Reed-Solomon codes
are one of the best block codes for dealing with multiple bursts of errors in a codeword - one variant can correct errors
up to 1200 bytes long.

1.1.7 Software coders

Most of the schemes we have studied thus far are meant to be implemented in hardware. Because software speeds are
much slower than those of hardware, an efficient error-detection scheme implemented in software must use only the
simplest of operations and must minimize the number of times it touches data. Moreover, in many instances, we may be
willing to tolerate a higher degree of errors for speed of operation in the common (error-free) case. Thus, schemes such
as rectangular coding or convolutional coding, which touch each data byte several times, are unsuitable for software
implementation. We have already mentioned that CRCs can, however, be implemented relatively efficiently in
software.

A common software error detection scheme, used extensively in the Internet protocol suite (for example, in IP, UDP,
and TCP) is the 16-hit one's-complement checksum. Here, the data string is treated as a series of 16-bit words. The
algorithm adds the words together, with end-around carry (that is, if an addition causes an overflow, we add 1 to the
sum). The checksum is the one's complement of the sum. The receiver carries out the same computation, over both the
data and the checksum. If the final sum is O, then the data passes the checksum.

The 16-bit one's-complement checksum can catch all 1-bit errors in the data, and, if the data values are uniformly
distributed, is expected to incorrectly validate corrupted data only about one time in 65,536. It is efficient, because it
touches each 16-bit word only once, and, if the machine word is a multiple of 16 bits, only one or two additions per
machine word of data.

1.2 Causes of packet errors

Bit-level and packet-level error control mechanisms are fundamentally different. Bit-level error control uses redundancy
to detect, and possibly correct, bit errors. Packet-level error control uses bit-level or packet-level error detection to
identify and discard packets in error (including those with uncorrectable bit errors), at the receiver. The receiver sends
the sender either a positive acknowledgment (ack) for every packet correctly received, or a negative acknowledgment
(nack) indicating which packets it did not receive. The sender uses these indications to decide which packets were lost,
and retransmits them. Thus, in packet-level error control, error correction is usually based on retransmission, rather than
redundancy. In this section, we study some causes for packet errors. Section 1.3 describes techniques for packet-level
error control.

We can classify packets errors as (a) packet loss, (b) duplication, (c) insertion, and (d) reordering. We study these in
turn.
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1.2.1 Packet loss

Packet loss due to uncorrectable bit errors is common in wireless links, where loss rates as high as 40% have been
measured in the field.

In wired links, particularly fiber-optic links, undetectable bit errors are rare, and the dominant cause of errors is a
temporary overload in switch and multiplexor buffers (i.e., congestion). The packet loss behavior of such a network is
strongly dependent on its workload. For example, if most traffic sources are smooth, that is, the ratio of the standard
deviation in the transmission rate to its mean is small, then overloads are uncommon and the packet loss rate is small.
As the traffic becomes burstier, for the same network utilization, the loss rate increases, because transient overloads are
more common. Networks that carry primarily voice and video data can expect to see fairly smooth data, so that, with
reasonably small buffers, packet losses can be kept to a minimum. In data networks such as the Internet, burstinessis a
fact of life, so every endpoint should expect to see, and deal with, packet loss.

We now summarize some facts about packet-loss behavior:
o  For redlistic workloads, packets are more likely to be lost as the network utilization increases

o If a switch or multiplexor drops a packet, it is more likely that consecutive packets arriving to the switch or
multiplexor will aso be dropped. Thus, there is a strong correlation between consecutive losses at a buffer. That is,
packet |osses are bursty.

o Packet losses decrease as the number of buffers available in the network increases. Under some simplifying
assumptions, it can be shown that the probability of packet loss at a multiplexor decreases exponentialy with the
size of the buffer. Recent measurements suggest, however, that these assumptions may not hold in practice. Thus,
the dependence of the packet loss rate on buffer size in real networksis still a matter of debate.

o A low-bit rate (relative to the line speed), widely spaced periodic stream, such as a packetized-audio stream, sees
essentially uncorrelated queue lengths and a context-independent packet loss probability at the overloaded network
element. Thus, such a stream does not see bursty |osses.

e When measuring packet loss on the same path over the period of a day, measurements indicate a positive
correlation between packet |oss and metrics of end-to-end delay (such as its mean, minimum, and maximum).

1.2.2 Loss of fragmented data

Consider a switch or multiplexor that serves data in units of fixed-size cells. We will assume, asin ATM networks, that
some of these cells represent portions of packets, and that if any cell in a packet is lost, the packet is in error. During
overload, the incoming data rate is higher than the service rate, and if the overload is sustained for long enough, the data
buffer at the switch or multiplexor will overflow, leading to cell loss. Suppose that fifty cells are lost during a particular
loss event. If al fifty cells belong to the same packet, then the cell-loss event corresponds to a single packet loss. If the
cells belong to fifty different packets, then the cell-loss event corresponds to fifty lost packets. Thus, a single cell-loss
event may lead to many lost frames, a form of error multiplication. The degree of error multiplication depends on the
arrival pattern of cells during aloss event, which is workload dependent. If overloads are caused by bursts from a single
source, there may be no error multiplication. On the other hand, if many sources contribute to the overload, each of
them could see a packet loss, Note that as the packet size increases, each cell loss proportionally decreases the error-free
(or effective) throughput.

Example 1.4

Assume that the cell loss rate in an ATM network is 10°, and a packet has a mean size of 100 cells. (a) What is the
range of mean packet loss rates? (b) If a link serves 1000 cells/s, has a packet loss rate of 10 and each loss recovery
takes 1 s, what is the effective throughput of the link?

Solution: (a) The packet loss rate can be as low as 10° (if all cells lost are from a single packet) and as high as 102 (if
each cell lost is from a different packet). (b) Consider the time taken to serve x packets. First note that of these x
packets, x/1000 will be lost, and it will take time x/1000 s to recover from these losses (assume that there are no losses
during recovery). Since the link speed is 10 packets/s, the remaining x -x/1000 packets will take time (x - x/1000) * 0.1
s. Thus, the total time to send x packets is x/1000 + (x - x/1000) * 0.1 s, so that the effective throughput is 9.91
packets/s.

Reseachers studied the behavior of a TCP connection in an ATM network with cell losses. They showed that, for a
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fixed buffer size, as the packet size increases, the effective throughput decreases, since each cell loss event causes a
larger and larger fraction of the successful cell transfers to be wasted. This can be prevented by having switches and
multiplexors drop entire packets instead of cells. A clever way to do so isto mark avirtual circuit as being in the drop
state whenever the buffer capacity exceeds a threshold. The switch drops cells arriving to a connection in the drop state
until it sees a cell with the end-of-packet mark. At this point, the state of the circuit may revert to normal, or may persist
in the drop state. In either case, switches mostly drop entire packets, without having to look through their queues. This
variant of packet dropping, called early packet discard, substantially improves TCP performance over that of ATM
networks.

1.2.3 Packet duplication, insertion, and reordering

Retransmission is a common technique to compensate for packet loss. In this technique, the sender sends data, then
waits for an acknowledgment (ack) of receipt. If it receives no answer for some time, it retransmits the packet. The
packet, however, may have been correctly received, but its acknowledgment may have been delayed or lost. Thus, on
retransmission, the receiver would receive a duplicate, out-of-sequence packet. This is the main cause for packet
duplication and reordering in computer networks.

Packet reordering can also happen if packets belonging to the same stream follow different data paths from source to
destination. For example, in the technique of dispersity routing, a source sends data to a destination along multiple paths
to increase its bandwidth share in the network. Since different packets arrive at different times, the receiver sees
reordered packets.

Packet insertion can happen when a packet's header is undetectably corrupted. For example, assume that two processes
at a destination are expecting cells on VCls 1 and 2. Suppose the VCI field in the header of a cell in VCI 2 is
undetectably corrupted, so that the cell appears to be on VCI 1. Then, the entity waiting for a cell incorrectly receives
this cell on VCI 1 at the destination, leading to a packet insertion error. Another mechanism for packet insertion is the
arrival of a packet delayed beyond the close of its connection. For example, a packet on VCI 1 may be delayed in the
network beyond the close of VCI 1. If anew connection at the receiver is also allocated VCI 1, it may incorrectly accept
the delayed packet, |eading to packet insertion.

1.3 Packet-error detection and correction

In the preceding section, we studied some causes for packet errors. In this section, we focus on mechanisms for
packet-error detection and correction. We will assume that bit-error detection and correction mechanisms are
simultaneoudly active, so that the information in a packet header used by a packet-level error-control mechanism is very
unlikely to be corrupted.

We start with a description of sequence numbers, which are the first line of defense against packet loss, reordering, and
insertion.

1.3.1 Sequence numbers

A sequence number in a packet's header indicates its unique position in the sequence of packets transmitted by a source.
A sender labels each packet that has not been previously transmitted with a consecutive sequence number in its header.
Sequence numbers help the receiver to detect packet loss, reordering, insertion, and duplication.

o Packet reordering and duplication are immediately obvious with sequence numbers.

e Packet loss shows up as a gap in the sequence numbers seen by the receiver. For example, assume a transmitter
sends packets with sequence numbers 0, 1, 2, . . .. If the packet with sequence number 4 is lost, the receiver
receives packets with sequence numbers 0, 1, 2, 3, 5, 6, etc., with a gap between sequence numbers 3 and 5.

e We can detect packet insertion if the sequence number of the misdelivered packet is very different from the
sequence numbers of packets aready on that connection. For example, if the last packet received on a connection
has a sequence number 5, and the misdelivered packet has a sequence number of 41,232, the receiver can guess that
the packet was misdelivered.

We will often use the abstraction of a sequence number space, which is the subset of the natural numbers that represents
al possible sequence numbers in a packet header. If a sequence number is n bits long, the space is of size 2n. When a
sequence number reaches the largest number in this space, it wraps around to the smallest number in the space,
typically 0. For example, if a sequence number is 3 bits long, the sequence number spaceis 10, 1, 2, 3, 4, 5, 6, 7). When
the sequence number reaches 7, the next sequence number wraps around to 0.
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In the next two subsections, we will study two important considerations when using sequence numbers. choosing a
sequence number length, and choosing an initial sequence number.

1.3.2 Sequence number size

Because sequence numbers take up header space, and every packet must have a header, it is important to minimize the
number of bits devoted to a sequence number. How long should a sequence number be? The intuition here is that the
sequence number should be long enough so that, taking sequence number wraparound into account, a sender can
disambiguate acks even in the worst case.

We define the following terms and symbols:

MPL or maximum packet lifetime: The maximum time a packet can exist in the network (also called, in TCP, maximum
segment lifetime, or MSL) (in seconds)

T: The maximum time a sender waiting for an ack persistsin retransmitting a packet (in seconds)
A: The maximum time areceiver can hold a packet before sending an ack (in seconds)
R: The maximum transmission rate of the sender (in packets/second)

Consider a packet with sequence number, say, 4, that is repeatedly lost by the network. The sender keeps retransmitting
the packet until atime T after it first transmitted the packet. In the worst case, the receiver successfully receives the
packet the final time it is retransmitted, at time T + MPL. The receiver may now dally for a time A before sending an
ack, which takes at most an additional MPL time to reach the sender (see B4T14). The sender may have generated as
many as (2 MPL + T + A) R more sequence numbers in that time, so if the sequence number space wraps around,
another packet with sequence number 4 may be transmitted before the sender received the earlier ack. Thus, the arrival
of an ack for packet 4 at the sender would be ambiguous. To remove this ambiguity, we must ensure that the sequence
number is at least n bits long, where 2" > (2 MPL + T + A) R. Thisis the desired lower bound on the sequence number
size.

Example 1.5

Assume that the MPL is 2 min, T = 1 min, A = 500 ms, and the source transmits no faster than 2 Mbps. What is the
smallest possible sequence number size if the packet sizeis at |east 40 bytes?

Solution: The largest possible number of packets that could be generated while some packet is still active is given by
the expression (2MPL + T + A)R. We have:

MPL=2min=120s
T=1min=60s

A=500ms=05s

R= 2 Mbps = 2°/8 bytes/s = 2% (40 * 8) packets/s

Plugging this into the right hand side of the expression, we get its value to be (2 * 120 + 60 + 0.5) 2° /(40 * 8) =
1,878,125. This corresponds to a minimum sequence number size of 21 bits, since 2%° = 1,048,576, and 2°! = 2,097,152.

Note that the lower bound on sequence number size requires a bound on MPL. Theoretically, we can ensure that a
packet does not live in the network longer than a given MPL by placing a generation time in its header. Network
elements can discard packets with a time stamp more than MPL old. This technique requires additional space in the
packet header and additional computation at each hop, and so is not used in-practice. Instead, the header typically
contains a counter decremented by each intermediate network element. If a network element decrements the counter to
zero, it discards the packet. Although this technique does not directly give us a bound on MPL, if we can estimate the
worst-case delay at each network element, knowing the largest possible value of the counter, we can roughly bound
MPL. Thisis sufficient for most engineering purposes. This technique isused in IP, in the Time-to-Live field (TTL).

We can make the sequence number space much smaller if a source does not retransmit packets, because it only needs to
be large enough to detect losses and reordering. Two factors, then, determine the minimum size of the sequence space.
First, asingle burst loss should not lead to a seamless wraparound in the sequence space; otherwise, a receiver would be
unable to detect this burst loss. For example, if the sequence number is 3 bits long, the sequence spaceis of size 8, and a
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loss of 8 packets causes awraparound. If areceiver received packet 2, did not receive packets with sequence numbers 3,
4,5,6,7,0, 1, 2, and then received packet 3, it would be unable to detect the packet loss. Thus, if we expect the longest
possible burst length to be 8 packets, the sequence number should be at least 4 bits long. In generd, if the largest
possible burst loss is expected to be n packets, then the sequence humber must be longer than log(n) bits. Second, a
receiver must not mistake a reordered packet for a valid packet. If the largest possible reordering span is of length n,
then a similar argument shows that the sequence number should be longer than log(n) bits. In practice, we choose the
sequence number to be the larger of the two lower bounds. This, however, is usually much smaller than the sequence
number required when retransmissions are possible.

In real life, a system designer may not be able to tightly bound the longest possible error burst or reordering span. The
only recourse, then, is to design for the worst-case scenario, add a fudge factor, and hope for the best. With any luck,
the network design will be obsolete before the worst-case scenario actually happens!

Sequence numbers can be used for error control at both the datalink and the transport layer. Datalink layers usually do
not retransmit data, whereas transport layers usually do. Thus, we can use a smaller sequence number at the datalink
layer than at the transport layer.

1.3.3 Dealing with packet insertion

Packet-switched networks may delay a packet for up to one MPL inside the network. We should somehow identify and
reject a delayed packet arriving at a connection; otherwise, we will have a packet insertion error. One can completely
avoid the problem by flushing every packet belonging to a connection on connection termination. Thisis easy if every
layer in the network is connection oriented, so that the connection-teardown message propagates to every switch
controller along the path. On receiving this message, each controller instructs its local switch to flush all packets
belonging to that connection.

For connections layered over a connectionless network (such as TCP connections on top of an IP connectionless
network layer), however, there is no explicit connection termination message. Thus, we have to use more sophisticated
schemes to solve the problem. We will study some of them next.

Before we begin, we need to know how connections are identified when a connection is established over a
connectionless network. In most connectionless networks, packets exchanged between two connected processes carry a
pair of numbers, called port numbers, identifying the connection endpoints (this is the case when TCP runs over |P).
For example, process A on a machine with address 129.x.y.z may be associated with port number 2000, and process B
on a machine with address 192.u.v.w may be associated with port number 2004. Then, a packet from the first process to
the second carries the source address (129.x.y.z), the destination address (192.u.v.w), the source port number (2000),
and the destination port number (2004). These four numbers uniquely identify a connection.

The insertion problem arises when a delayed packet from an old connection has the same set of four connection
identifiers as a newer connection, whose sequence number is in the range used by the newer connection. Continuing
with our example, suppose packets with sequence number 1, 2, and 3 are sent from process A on machine 129.x.y.z to
process B on machine 192.u.v.w. Assume that packets 2 and 3 are delayed in the network for one MPL, and,
meanwhile, process B closes the connection. If (a) the same or other processes on these machines open a new
connection, and (b) the machines reassign these processes the same port numbers, and (¢) the receiving process in the
new connection receives delayed packets 2 and 3 just after packet 1 of the new connection, then it may accept the
delayed packets as part of the new connection.

One way to avoid the problem is to label each packet with an incarnation number that is unique for each connection
between a pair of endpoints. Thus, packets from different connections can be distinguished by their incarnation
numbers. This has the problem that each packet needs an additional field in the header, which reduces the bandwidth
efficiency. Moreover, incarnation numbers need to be remembered across system crashes. Otherwise, machine 129.x.y.z
may crash and, on rebooting, reuse an incarnation number. This requires memory that can survive crashes. Such
memory, called stable storage, is not generally available, and it tends to be expensive. This scheme, therefore, is not
popular in practice.

A second solution is to reassign a port number only after one MPL. Then, by the time a process can reuse a port
number, all old packets would have been discarded. This requires an endpoint to remember the time at which it assigned
every port number. If the set of possible port numbersislarge, this takes storage, which can be expensive. Moreover, an
argument similar to the one in the previous paragraph shows that the system must remember these times across crashes,
which again requires expensive stable storage.

Unix-like systems, therefore, use a third scheme, where an end-system assigns port numbers to processes serialy,
starting from port number 1024. This makes it unlikely, but not impossible, that a newly opened connection will have
the same port number as a recently closed one. One way the scheme can fail is when a process opens and closes
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connections so rapidly that the port numbers wrap around back to 1024 before the expiration of one MPL. To solve this
problem, we ensure that successive connections initiated from the same endpoint use different initial sequence numbers
by choosing the initial sequence number from a register that is incremented every clock tick. This guarantees that even
if port numbers wrap around, connections that share the same port number choose different initial sequence numbers.
Since the new connection's initial sequence number would be much larger than that of the delayed packet, this prevents
packet insertion. The modified scheme, however, is till not foolproof! If the computer running process A crashes and
reboots, it might reassign port 1024 to another process before the expiration of one MPL. Moreover, since the initial
sequence number register isreset on acrash, the sequence numbers might still match.

There are several ways to avoid this problem. First, on a reboot, a machine could remember the port numbers and
sequence numbers it used earlier. This again requires stable storage, which rules it out as a general solution. Second, we
could prevent the clock from resetting on startup. This requires a battery backup for the clock, and we again rule it out
for the same reasons. Third, and this is the solution used in practice, a rebooted computer can keep silent for one MPL.
This flushes al the packets from the earlier connection from the network. So, even if a packet from a new connection
has the same port number and the same sequence number as a potentialy delayed packet, by the time the new
connection is allowed to start, the delayed packet would have been discarded. This finally solves the problem.

Internet hosts usually use an MPL of 30 sto 2 min. Since a crashed computer takes around 2 min to reboot anyway, we
expect all delayed packets to have been flushed by the time the computer restarts. If a computer reboots faster than one
MPL, it should remain silent for the rest of the interval (though thisisrarely donein practice!).

To sum up, the solution requires us (a) to assign ports serialy, (b) to choose an initial sequence number from a clock,
and (c) to ensure that a system remains silent for at least one MPL after a crash. When these three conditions are
fulfilled, we can guarantee that no packet will be inserted into a conversation (unless, of course, the header is
undetectably corrupted). This solution is mandated for al Internet-connected hosts.

1.3.4 Three-way handshake

After choosing an initial sequence number (ISN), as described in Section 1.3.3, a sender must inform its peer about the
ISN it plans to use for the connection. The receiver stores this value in its expected sequence number (ESN) for that
connection. If the connection is bidirectional (asin TCP), the receiver will, in turn, tell the sender the ISN it plansto use
for the reverse connection. The ESN is necessary to distinguish packets from expired connections from packets from
active connections, as discussed in Section 1.3.3.

A naive way to exchange ISNs is for the connection initiator to start the connection with a SY Nchronization (SYN)
packet containing its ISN. The connection acceptor replies with a SYN containing its choice of ISN. The ISNs are then
stored in the ESN state of the connection initiator and connection acceptor. Note that the SYN packet itself is not
protected against delayed packets because, when a SYN is received, the recipient does not know the expected sequence
number. Thus, adelayed SY N can confuse the acceptor, as explained next.

Suppose processes A and B are trying to establish a full-duplex connection, and B is the connection acceptor in the
"wait-for-SYN" state. Suppose a delayed SYN from A arrives at B. Since B has no way to tell that this is a delayed
SYN, it accepts the ISN as valid. B then replies with its own SYN containing its choice of I1SN. If, meanwhile, A has
aready launched its SYN, it might think that the SYN from B was in response to its latest SYN, and consider the
connection open. However, B will rgject A's second SYN as a duplicate and will choose an ESN from the earlier SYN.
Thus, every subsequent packet from A has an incorrect sequence number and is rejected.

We can solve this problem by adding an extra step to the connection setup (see figure B4T22). In the first step, A sends
B a SYN with its ISN, as before. In the second step, B picks an 1SN and sends a SYN-ACK packet that contains B's ISN
and an ack of A'sISN. In the third step, A acknowledges B's choice of 1SN with an ACK packet carrying B's ISN.

When the B receives this packet, both A and B know each other's correct ISN. It can be shown that a three-way
handshake is the minimum reqguired to achieve this happy situation.

Note that if a delayed SYN arrives at B, A gets a SYN-ACK that contains the old ISN. It can inform B to discard this
connection with a RESET packet. In the same way, if A replies to B with an incorrect ACK packet, B can send A a
RESET packet. On receiving a RESET packet, an endpoint replies with a RESET-ACK and drops the connection.

1.3.5 Dealing with system crashes

If a system crashes while it has open connections, then when it restarts, the remote end must not confuse packets from
reestablished connections with packets from old connections. A connection where one endpoint has crashed, has closed
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the connection, or is otherwise unaware of the connection is called a half-open connection.

We use four techniques to deal with half-open connections. First, on booting up, an endpoint waits for all of its
previously unacknowledged packets to die away, as described in Section 1.3.3. Second, also on booting up, an endpoint
rejects all acks that arrive during a "quiet time". In the worst case, a sender may have sent a packet just before the
endpoint crashed, which would take MPL to reach the receiver. The ack may return as late as 2*MPL + A seconds later.
By discarding all incoming packets for 2*MPL + A, the endpoint can protect itself from acknowledgments arriving to
half-open connections. Third, an endpoint times out a connection if there has been no activity for some time, say,
2*MPL. Thus, if an endpoint reboots, all endpoints that are its connection peers automatically abort the connections. (If
an endpoint wants to maintain a connection that would otherwise be timed out, it should periodically send a dummy
"keep-alive" packet.) Fourth, and finally, endpoints actively detect and abort half-open connections. If an endpoint
receives an unsolicited packet, that is, a packet on an unestablished connection, from a system that erroneously thinks a
connection is still up, it should send back a RESET packet to abort the connection. This interlocked set of mechanisms
allows us to provide error-free packet transmission despite system crashes and half-open connections.

1.3.6 Loss detection

Thus far, we have assumed that a lost packet is retransmitted by its sender. There are two ways in which a sender can
find out that aloss has occurred. First, it can detect aloss with atimeout, and second, it can be told about the loss by the
receiver using a negative acknowledgment. We study these two schemes next.

Timeouts

A sender can use timeouts to detect losses by setting a timer every time it sends a packet. If it does not receive an ack
before the timer expires (i.e., times out), it guesses that the packet or its ack was lost and retransmits the packet. The
tricky part isin choosing a timeout interval wisely, because a poor choice can degrade performance. If the timer interval
is too small, variations in packet service time in the network trigger spurious timeouts, and if the timer interval is too
large, alossis corrected only after along, annoying pause. We now study some techniques for choosing timer values.

The simplest way to set a timer is to choose a timer interval a priori. This works well if the system is well understood
and the variation in packet-service times is small. Fixed timeouts are common in simple, special-purpose systems where
these assurances can be made.

A better way to choose atimeout is to base it on past measurements of the roundtrip time (RTT), which is the measured
time interval between sending a packet and receiving an ack for it. If the receiver acknowledges every packet, and the
sender does not receive an ack one RTT after it sent the packet, it can guess that the packet was lost. Thus, the timeout
value should be on the order of one RTT. If the system has no variability, the timeout value can be exactly one RTT
However, most practical systems use a value somewhat larger than one RTT (usually twice the measured RTT) to dedl
with variations in packet-processing time and queuing delay.

As a sender sends a series of packets, it receives a series of acks, and thus accumulates a series of RTT measurements.
Instead of using the last measured RTT to set the timer, it makes sense to smooth the series to eliminate random
fluctuations (noise). A common technique for doing so is based on the exponential averaging filter, which we describe
next.

If rtt(K) represents the measured value of the RTT using the K" packet, and a is a tuning parameter in the range [0,1],
then the output of the filter isasmooth RTT estimate, srtt(k), which is given by:

srtt(k) = a.srtt(k-1)+ (1 - a) rtt(k)

In other words, the estimate adds a fraction of the new RTT to itself, retaining a fraction a of past history. The closer a
is to 1.0, the larger the weight placed on past history, with a correspondingly smaller dependence on recent
measurements. Thus, if the RTTs vary quickly, choosing a small a alows the estimate to track the input quickly.
Conversdly, if RTTs vary dowly, choosing a large a alows the estimate to ignore most of the noise. Given this
estimate, the timeout is chosen to be bsrtt(k), where b is a constant that reflects the variability in packet-processing time
and queuing delay in the system. Typical values for b are 1.5 to 2, and for a are 0.6 to 0.9. (TCP recommends a = 0.9
andb=2).

An exponential averager is sensitive to the initial value if a is close to 1 and tracks the input closely if a is close to 0.
Spikes in the input are smoothed out better if aiscloseto 1. Thus, the choice of a is critical. Static choices of a tend not
to work well if the system dynamics change over time. Ways to adapt a dynamically as a function of the workload were
proposed in the literature.
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A better estimate for the timeout is based on the mean deviation in the RTT. In this technique, we maintain an
additional error term e(k) and its smoothed estimate m(k). These are computed as follows:

srtt(K) = asrtt(k-1)+ (1 - a) rtt(k)

m(K) = |srtt(k) - rtt(k)|

sm(K)= (1 - aym(k) + a.sm(k-1)

timeout(k) = srtt(k) + b.sm(k)
The term sm measures the mean deviation from the mean and is an estimate of the standard deviation in rtt. If the
distribution of the RTTs is approximately Gaussian, we expect a packet to be processed with time srtt + bsm, where

different values of b give different confidence intervals. So, for example, if b = 5, we expect fewer than 1% of packets
to be delayed beyond this timeout value.
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Problemswith choosing timer values

The previous paragraphs have presented some clever ways to choose timeout based on measuring RTTs. However, even
the best timeout estimates have some intrinsic problems. For example, consider timeout values based on an exponential
average of the round-trip times. First, it is not clear what the initial value for the timeout estimate srtt should be. Thisis
particularly hard to deal with when a islarge, so that the system converges slowly from the initial value of the estimate
to the true RTT. Second, measuring the RTT is difficult in the presence of packet losses. When losses are few, every
packet is acked, and a sender can correctly measure RTTs. However, when losses are bursty, as during congestion
episodes, the variability in the RTTs is large. Moreover, if an ack acknowledges more than one packet, determining the
packet from which the RTT should be measured is difficult. (One way to work around this, called Karn's algorithm, is
to ignore all RTT measurements from retransmitted packets). Finally, even if we correctly determine the timeout, it is
still not a good indicator of the system state. If a packet Sistimed out, one of several things may have happened: S may
be awaiting transmission at some link. It may have been correctly received, but its ack may have been lost. Or, finally,
the network may actually have dropped it. The sender cannot choose among these situations solely from the timeout.
Thus, timeouts should be used rarely, and if used, must be augmented with other information to disambiguate between
possible system states.

Negative acknowledgments

One way to avoid timeouts entirely is for a sender to be informed by the receiver that a packet has been lost by means of
a negative acknowledgment or nack. A receiver sends a nack when it detects a gap in the sequence of packets it
receives. A nack contains a range of sequence numbers of packets that have been lost and must be retransmitted. On
receiving a nack, the sender retransmits these packets.

The problem with nacks is that they are generated during loss events, which are typicaly caused by buffer overflow
during congestion. In other words, they add to the network load precisely when it is aready overloaded. Of course,
nacks and packets travel in opposite directions, so packet congestion does not necessarily indicate that the reverse path
is also congested. Nevertheless, the network is likely to be overloaded, and it seems somewhat risky to add to the load.
A second problem with nacks is that if the nacks themselves are lost, then the receiver must retransmit them. This
moves the timeout problem from the sender to the receiver, but does not solve the problem of determining what timeout
value should be used. For these two reasons, many recent protocols prefer timeouts to nacks.

1.3.7 Retransmissions

Timeouts suggest that a packet was lost-the retransmission strategy decides which packets to retransmit on a loss.
Moreover, some retransmission, strategies can detect packet loss without a timeout. Two retransmission strategies are in
common use: go-back-n and selective retransmission.

Go-back-n

Before studying go-back-n, we make a small diversion to understand the notion of an error-control window, which is
the smallest contiguous subset of the sequence space that contains the sequence numbers of al the packets transmitted
but not acknowledged. In other words, a sender does not know whether packets in its error-control window have been
successfully received or have been lost. For example, if packets with sequence numbers 5-10 have been transmitted, and
only sequence numbers 7 and 8 are known to be correctly received, the error-control window is of size 6 and spans the
range 5-10.

It is often useful to limit the size of the error-control window, for reasons we will discuss shortly. For the moment,
assume that we fix, in advance, the largest allowed size of the error-control window. When the sender sends a packet,
the window expands by 1. Thus, the limit on the size of the error-control window eventually forces the source to stop.
Each ack shrinks the window by 1, alowing a blocked sender to send another packet. Note that sending a packet and
receiving an ack both shift the window one step forward in sequence space (B4T31). Thus, we call this mechanism
dliding-window error control.

Returning to go-back-n, in this strategy, a timeout (or nack) causes the entire error-control window to be retransmitted.
For example, a sender that has sequence numbers 5-10 in its error-control window would retransmit all six packets on a
timeout. We can now see the reason to limit the size of the error-control window with go-back-n. The larger the
error-control window, the more the sender has to retransmit on a timeout or nack. Thus, in go-back-n, we prefer to use
the smallest feasible error-control window.

Besides its simplicity, go-back-n has several other advantages. Firg, it is conservative, because a single loss triggers a

retransmission of every possible lost packet. Thus, it is suitable when losses are bursty. Second, the receiver's algorithm
isalso very simple: it accepts a packet if it isin sequence, and rejects it otherwise. Third, areceiver does not require any
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storage for out-of-order packets. However, go-back-n wastes bandwidth, because more packets are retransmitted than
are grictly necessary. Moreover, if the original loss was due to buffer overload, the burst of packets triggered by
go-back-n is likely to contribute to the overload, making it worse. Unless checked by other forces, this can lead to a
state where the network carries only retransmissions, and thus makes no net progress! We call this congestion collapse.

Because of its waste of bandwidth, a sender using go-back-n can never fully use the link's capacity, unless there are no
losses. We can compute the link utilization as a function of the packet loss probability and the error-control window
size. Let the packet loss probability be p, and the window size be w. Then, with go-back-n, the maximum link efficiency
(the percentage of the link bandwidth used by non-retransmitted packets) is:

(I-p/(L-p+pw)

Note that, keeping the end-to-end propagation delay constant, w increases with link speed (because more packets will be
outstanding when more packets can be transmitted in a given amount of time). Thus, the link efficiency decreases with
link speed for a given probability of loss. For reasonable window sizes, the efficiency degrades rapidly for error rates
larger than about 1 in 10,000.

Example 1.12

Compute the maximum link efficiency with go-back-n when p = 0.01 and w = 250 packets. Recompute this when p =
10°.

Solution: For p = 0.01, the efficiency is bounded by (1 - 0.01) / (1 - 0.01 + 0.01 * 250) = 0.283. For p = 10, the
efficiency bound improvesto 0.997.

Selective retransmission

Selective retransmission is a more intelligent strategy than go-back-n. Here the sender uses additional information to
decide which portion of its window is likely to have been lost. Thisinformation can come in many ways:

e Each ack from the receiver can carry a bit map of the current error-control window, marking the packets received.
Thus, on a timeout, the sender need only retransmit packets that the receiver has not acknowledged. Continuing
with our example, if the window is 6 packets, and packets 7 and 8 have been received, the ack for packet 8 might
carry the bitmap 001100. On atimeout, if no further information is received, the sender can assume that packets 5,
6, 9, and 10 are lost and can retransmit them. This scheme requires the overhead of a bit map for every ack.

e To avoid the bit-map overhead, the receiver might periodically send a STATE packet with a bit map containing
sequence numbers of all the packets that it has received in the recent past. The sender can use this information in
much the same way as in the previous paragraph.

e The sender might do fast retransmission. Assume that every ack carries the sequence number of the last
in-sequence packet seen by the receiver (also called the cumulative acknowledgment). If the sender sees the ack
sequence number repeated, this indicates either a packet loss or a reordering. For example, if the receiver received
packets up to 5 in sequence, but then got packets 7, 8, and 9, then its acks would repeat the cumulative
acknowledgment for 5, since this was the last packet received in proper sequence. When the sender receives the ack
due to packet 7 with a repeated cumulative acknowledgment, it guesses that 6 was not received, either because it
was lost, or because 6 was reordered, perhaps after 7. When the sender receives the ack due to packet 8, the same
two possibilities hold, except that 6 must now be reordered after 8. If the cumulative sequence number repeats
severa times, the sender can guess with high probability that 6 was lost. The sender could use this information to
retransmit 6. In general, the rule is that if a cumulative ack repeats several times, then the sender should retransmit
the packet with a sequence number one larger than the cumulative ack. In connection-oriented networks, where
packet reordering is very rare, even a single repeated cumulative ack is sufficient to trigger a retransmission. Note
that this scheme does not require any timers. On the other hand, it does not work well if more than one packet was
lost within an error-control window.

The advantage of selective retransmission is that a sender retransmits only the packets which were lost, thus conserving
bandwidth. However, both the sender and the receiver need more complex error-control algorithms. Moreover, a
receiver needs to buffer packets out of order, awaiting retransmission of a lost packet. As with go-back-n, selective
retransmission works best with a limit on the size of the error-control window, since this limits the size of the buffer the
receiver needs to reorder out-of-order packets. To see this consider the situation where the error control window is of
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size 4, and the source has sent packets 5, 6, 7, and 8. The source cannot send packet 9 before it receives an ack for 5.
Now, suppose that 5 islost, but 6, 7, and 8 are correctly received. The receiver can either drop these packets, or hold on
to them, awaiting 5. The source will eventually time out and retransmit 5. When the receiver receives 5, if it has saved
6, 7, and 8, it can pass packets 5-8 to the upper layer. Note that for this to work, the receiver may have to save al but
one packet of the error-control window, which requires buffers. Thus, limiting the size of the error-control window
reduces the number of buffers needed at the receiver.

SMART

A recent proposal, caled SMART (Simple Method to Aid ReTransmissions), combines the benefits of selective
retransmissions and go-back-n. In this scheme, each ack from a receiver carries two pieces of information: the last
in-seguence packet received, and the sequence number of the packet that caused the ack to be sent. For example, if the
receiver received packets 5, 7, 8, 10, it would send acks (5, 5), (5, 7), (5, 8), (5, 10), where the first element of the pair is
the cumulative ack, and the second element is the sequence number of the packet initiating the ack. A sender can use
this information to construct a bit map of the received packets, exactly as in the first selective retransmission scheme
discussed above. However, we avoid the overhead of carrying a bit map in each ack.

When the sender sees a repeated cumulative acknowledgment, it does a fast retransmission, as discussed earlier.
Continuing with our example, on receiving (5, 7), the sender immediately sends 6. When the sender gets (5, 8), it knows
that 5 has been received, 6 has been retransmitted, 7 has been received, and so has 8. So, it takes no action. However,
when it receives (5, 10), it notices that 9 has been neither retransmitted nor received; thus, it retransmits 9.

This scheme is not effective if retransmitted packets themselves are lost. To dea with that, the sender periodically
inspects the last cumulative acknowledgment it received. If this value does not change for some time, the sender
guesses that its retransmission of the cumulative acknowledgment+1 was lost, and retransmits it. In the worst case, on a
timeout, the entire window is retransmitted, as in go-back-n, except that packets known to have been correctly received
are not retransmitted. Thus, the scheme combines the efficiency of selective retransmission (but without its overhead)
and the conservatism of go-back-n (but without its inefficiency). However, like selective retransmission, it requires a
complicated algorithm and also buffers at the receiver.

1.3.8 Forward error correction

Unlike bit-level error control schemes, none of packet-level error control schemes we have discussed so far have used
redundancy for error control. In fact, we can use redundancy for packet-level error control as well. This is caled
forward error correction (FEC).

For example, if all packets are the same size, and if every eighth packet is a parity check over the previous seven, the
loss of any one of the eight packets can be corrected.

The advantage of forward error correction isthat a receiver can recover from a packet loss without a retransmission. For
real-time information, such as voice and video, the retransmission delay, which is at least as long as the round-trip time,
is larger than can be ergonomically tolerated. Thus, FEC schemes are attractive for real-time data streams, and for links
with long propagation delays, such as satellite links.

FEC has severa disadvantages. First, error correction can substantially increase the load from a source. Because packet
losses increase with load, FEC may actually cause more losses, degrading overall performance. Moreover, FEC is not
effective when the packet losses are bursty, as is the case with high-speed networks. Finally, FEC increases the delay in
end-to-end transmission, because a receiver must wait for the entire FEC block to be received before it can process the
packets in the block. However, if packets from a stream arrive spaced far enough apart that they are not affected by the
bursty losses, and the error correction overhead is designed to be small, then FEC schemes might perform well.
Although some standards for audio and video transmission require FEC, at least from the research perspective, it
appears that the jury is still out on FEC schemes.

1.4 Section summary

Data transmission in a network suffers from bit and packet errors. We distinguish between bit-level and packet-level
error control, because they have different causes and different solutions. Both single-bit and multi-bit errors can be
detected and corrected using schemes that add redundancy to the transmitted data, such as parity, Hamming codes,
CRC, and convolutional codes. Packet errors include not only damage due to bit errors, but also losses, duplication,
insertion, and reordering. Packet errors can be corrected with sequence numbers, timeouts, and retransmissions. Each of
these techniques requires careful attention to details such as the choice of the initial sequence number, the choice of
timer values, and determining which packets to retransmit. When properly done, error control alows us to reliably
transport a packet across a series of unreliable links.
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2.0 Flow Control

Consider a server transferring afile to a client after fragmenting it into packets. The server faces the nontrivial problem
of choosing the rate at which to inject these packets into the network. If it sends all the packets at once, it may send
them faster than the network or the client can process them, leading to packet loss. Because the server must retransmit
lost packets, it is better off sending packets at a rate that both the network and the client can handle. If, however, the
server sends packets slower than the highest sustainable rate, transferring the file takes longer than necessary. Thus, the
server should carefully choose its transmission rate to neither overflow nor underflow the network or the client.

Flow control refers to the set of techniques that enable a data source to match its transmission rate to the currently
available service rate at a receiver and in the network. Besides this primary goal, a flow control mechanism should meet
several other, sometimes mutually contradictory objectives. It should be simple to implement, use the least possible
network resources (in terms of bandwidth and buffers at multiplexing points), and work effectively even when used by
many sources (that is, scale well). If possible, each member of the ensemble of flow-controlled sources sharing a scarce
resource should restrict its usage to its fair share. Finaly, the ensemble of sources should be stable, which means,
loosely speaking, that when the number of sources is fixed, the transmission rate of each source settles down to an
equilibrium value. Stability also implies that, if a new source becomes active, existing active sources adjust their
transmission rates so that, after abrief transient period, the system settles down to a new equilibrium.

This range of objectives alows for many interesting trade-offs. For example, we can trade simplicity for fairness,
designing a scheme that is simple to implement, but does not guarantee a fair share to every source. Other, more
complex trade-offs are also possible, and we will see many of them later in this bloc. The variety of choices available to
the designer has led to many different flow-control schemes being proposed in the literature (practically every
networking conference in the 90's has one or more papers on flow control!). Some schemes described in the literature
are only paper proposals, whereas others have been implemented in real networks and are widely used. In general, the
more widely used a flow-control algorithm, the better it has been studied, and the more it deals with implementation
difficulties. In this bloc, we will study flow-control schemes that either illustrate an important control mechanism or are
widely used, or both. We will also evaluate the pros and cons of these schemes, based on how well they satisfy the
objectives just described.

We can implement flow control at the application, transport, network, or datalink layer of a protocol stack. The choice
of layer depends on the situation at hand. The most common design is to place end-to-end flow control at the transport
layer, and hop-by-hop (link-level) flow control in the datalink layer. However, other arrangements are possible and,
depending on the situation, are just as correct. In this bloc, we will study the abstract flow control problem, without
worrying too much about layering.

We mention in passing that flow control is often confused with congestion control. Congestion refers to a sustained
overload of intermediate network elements. Thus, flow control is one mechanism for congestion control.

This section is organized as follows. We present a model for flow control in Section 2.1, and a taxonomy of flow
control schemes in Section 2.2. We can divide flow control techniques into three broad categories: open loop, closed
loop, and hybrid. We only focus on open loop and closed loop, and will not address hybrid schemes. In Section 2.3, we
study open-loop flow control, and in Section 2.4 we study closed-loop flow control. In each section, we study a handful
of representative schemes that cover an illustrative range of flow-control techniques.

2.1 Flow control Model

We will study flow control in the context of a single source sending a stream of packets on a connection to a single
destination or sink, over a path with many switches or routers. We assume that the sink acknowledges every packet. We
model each network element, such as a switch, router, or multiplexing point, as a server that serves a certain number of
packets from that connection per second. If the scheduling discipline is rate allocating, the service rate refers to the rate
allocated to the connection. Otherwise, it is the instantaneous service rate available to the connection at that server. We
call the slowest server along the path the bottleneck server. It was shown that, for the purposes of flow control, we can
ignore al but the bottleneck server. Thus, the flow control model reduces to the one shown in Figure B4T41.

We can view flow control as rate-matching with delays. The bottleneck server removes data from its buffer at a variable
rate. The source must match this rate so that the buffer neither overflows nor underflows. The problem is that we know
the bottleneck server's current drain rate only after a delay, and the new source rate takes effect only after another delay.
The sum of these delays is the round-trip time (RTT), which is the time taken for a packet to traverse the path from the
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source to the sink and for its acknowledgment to return. (We can exclude the portion of the path from the bottleneck
server to the sink if the bottleneck server directly informs the source of its current service rate.) The round-trip time is
the fundamental time constant in al feedback flow-control mechanisms, because it is the minimum time required for a
source to learn of the effect of its control actions.

Perhaps a more intuitive model of flow control is to imagine a tank of water from which water drains at a variable rate.
A source must control its flow so that the tank neither overflows nor empties. If the source's control actions take effect
immediately, the problem is straightforward, because the source can simply increase its flow whenever the tank is in
danger of emptying, and decrease it when it nears an overflow. However, if the tank is situated, say, a hundred
kilometers away, a change in the source's flow rate takes effect only after some time. Moreover, the source knows about
the current water level only after a delay. The fundamental time constant in the system is the sum of the times taken for
the source's changes to take effect, and for the source to learn of the effect of its change (the round-trip time).

Flow control is avariant of the classical control problem. In classical control, a controller is allowed to change its input
to a black box and observe the corresponding output. Its aim choose an input as a function of the observed outputs, so
that the system state conforms to some desired objective. The main difference in flow control is that the output of the
system (the service rate of a connection) may depend not only on the actions of a particular source, but also on the
actions of every other source sharing a resource with that connection. This coupling among sources makes flow control
fundamentally hard, and not easily amenable to techniques from classical control theory.

2.2 Classification

We can classify flow control schemes into open-loop, closed-loop, and hybrid schemes. In open-loop flow control, a
source describes its traffic to the network with a few parameters. During call establishment, the network reserves
resources (such as bandwidth and buffers) corresponding to these parameters. During data transmission, if the source
shapes its traffic to match its traffic's description, network overload, and thus congestion, is avoided. The difficult
problem in open-loop flow control is choosing the right set of parameters to describe a source adequately. Once thisis
done, the actual flow control (or regulation, as it is usually called) is straightforward. We study open-loop flow control
in Section 2.3.

In closed-loop schemes, a source dynamically adapts its flow to match its current share of network resources. As this
share increases and decreases, a source should send faster or slower. There are many interesting and hard problems
associated with closed-loop schemes. For example, how should the network inform a source that its service rate has
changed? In an explicit feedback scheme, it explicitly conveys this information to the source. In an implicit feedback
scheme, the source infers a change in its service rate by measuring its current performance. Once it receives this
information, the source must decide how best to react to the current system state. This depends on its flow-control
strategy. We study closed-loop flow control schemesin Section 2.4.

Finally, hybrid schemes combine aspects of open- and closed-loop flow control. For example, a source may reserve
some minimum resources during call setup, but may be given alarger share if the network isidle. Thus, the source must
do call setup, as in open-loop flow control, but also adapt to the network state, as in closed-loop flow control. We will
not address such schemesin our study.

2.3 Open-loop flow control

In open-loop flow control, during call establishment. a source describes its behavior with a set of parameters called its
traffic descriptor and negotiates bandwidth and buffer reservations with network elements along the path to its
destination. The network operator prescribes the descriptor's parameters, and each source decides parameter values that
best describe its traffic. During call setup, each network element examines this description and decides whether it can
support the call. If it can. it forwards the setup request to the next element along the path. Otherwise, it negotiates the
parameters down to an acceptable value, or blocks the call. In the data transmission phase, the source shapes its traffic
to match its descriptor, and each network element schedules traffic from admitted calls to meet the bandwidth, delay,
and loss guarantees it makes to them. The hard problems in open-loop flow control are (a) choosing a descriptor at a
source, (b) choosing a scheduling discipline at intermediate network elements, and (c) admitting calls so that their
performance objectives are met (call admission control). We study the choice of descriptorsin Section 2.3.1, scheduling
disciplinesin bloc 7, but we will not address call admission control in our study.

In open-loop flow control, a source has to capture its entire future behavior with a handful of parameters, because the
network's admission-control agorithm uses these parameters to decide whether to admit the source or not. Thus,
open-loop flow control works best when a source can describe its traffic well with a small number of parameters, and
when it needs to obtain quality-of-service guarantees from the network. If either of these conditions fails to apply, the
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source is better off with closed-loop or hybrid flow control.

2.3.1 Traffic Descriptors

A traffic descriptor is a set of parameters that describes the behavior of a data source. Typically, it is a behavior
envelope, that is, it describes the worst possible behavior of a source, rather than its exact behavior. A descriptor plays
three roles besides describing source traffic. Firgt, it forms the basis of a traffic contract between the source and the
network: the source agrees not to violate the descriptor, and in turn, the network promises a particular quality of service.
If asource violates its part of the contract, the network cannot guarantee it a performance bound. Second, the descriptor
is the input to a regulator, a device through which a source can pass data before it enters the network. To ensure that the
source never violates its traffic descriptor, a regulator delays traffic in a buffer when the source rate is higher than
expected. Third, the descriptor is aso the input to a policer, a device supplied by the network operator that ensures that
the source meets its portion of the contract. A policer delays or drops source traffic that violates the descriptor. The
regulator and policer are identical in the way they identify descriptor violations: the difference is that a regulator
typically delays excess traffic, while a policer typically dropsit.

A practical traffic descriptor must have at least these important properties:

e Representativity: The descriptor must adequately represent the long-term behavior of the traffic, so that the network
does not reserve too little or too much.

o Vaeifiability: The network must be able to verify that a source is obeying its promised traffic specification quickly,
cheaply, and preferably in hardware.

e Usability: Sources should be able to describe their traffic easily, and network elements should be able to perform
admission control with the descriptor easily.

Coming up with good traffic descriptors is difficult because of these conflicting requirements. For example, the series of
times at which a source places data onto a connection is a representative, and verifiable traffic descriptor. However, this
time series is potentially very long and, for interactive traffic sources, is unknown. Thus, the descriptor is unusable. In
contrast, if we choose the source's peak rate as its descriptor, the descriptor is usable and verifiable, but not
representative, because resource reservation at the peak rate is wasteful if a source rarely generates data at this rate.

Several traffic descriptors have been proposed in the literature. They are roughly equivalent, though there are subtle
differences in their ease of use and descriptive power. We study three common descriptors: peak rate, average rate, and
linear bounded arrival process. For each descriptor, we also study the corresponding regulator.

2.3.2 Peak rate

The peak rate is the highest rate at which a source can ever generate data during a call. A trivial bound on the peak rate
of a connection is just the speed of the source's access link, because this is the instantaneous peak rate of the source
during actual packet transmission. With this definition, a source on a 10-Mbps Ethernet that generates one 100-byte
packet per second can be said to have a peak rate of 10 Mbps! Although accurate, this definition is not satisfactory
because it does not give a true picture of a source's traffic load. Instead, we measure the peak rate in one of two ways.
For networks with fixed-size packets, the peak rate is the inverse of the closest spacing between the starting times of
consecutive packets. For variable-sized packets, we must specify the peak rate along with a time window over which we
measure this peak rate. Then, the peak rate bounds the total humber of packets generated over all windows of the
specified size.

Example 2.1

(a) If al packets on a connection are 50 bytes long, and the closest packet spacing is 10 ms, what is the peak rate? (b) If
the peak rate of a connection is 8 Mbps over al intervals of 15 ms, what is the largest amount of data that can be
generated in 75 ms? (c) In 70 ms?

Solution: (a) The peak rate is 5000 bytes/s. (b) The largest amount allowed in 75 msis 8 Mbps* 75 ms = 600,000 bits.
(c) Since traffic is specified only over an interval of 15 ms, the worst-case amount of data generated in 70 msis also
600,000 bits (for example, all the data could be generated in the first 5 ms of every consecutive 15-msinterval).

A peak-rate regulator consists of a buffer and a timer. For the moment, assume a fixedsize packet network. When the
first packet in a cal arrives at the buffer, the regulator forwards the packet and sets a timer for the earliest time it can
send the next packet without violating the peak-rate bound, that is, the smallest interarrival time. It delays subsequently
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arriving packets in a data buffer until the timer expires. If the timer expires before the next packet arrives, it restarts the
timer on packet arrival, and the incoming packet is forwarded without delay. The generalization of this scheme to
networks with variable-sized packetsis |eft as an exercise to the reader.

The peak-rate descriptor is easy to compute and police, but it can be a very loose bound, because it is an extremal
bound. That is, asingle outlier can change this descriptor. For example, consider a data stream where a source generates
one fixed-size data packet exactly once a second. It has a peak rate of 1 packet per second. However, even if one packet
in the stream "dlips' and is sent, say, 10 ms after an earlier packet, the peak rate increases to 100 times its previous
value! Peak-rate descriptors are useful only if the traffic sources are very smooth, or if a smple design is more
important than efficiency.

2.3.3 Averagerate

The key problem with the peak rateis that it is subject to outliers. The motivation behind average-rate descriptors is that
averaging the transmission rate over a period of time reduces the effect of outliers. Researchers have proposed two
types of average-rate mechanisms. Both mechanisms use two parameters, t and a, defined as follows:

t = time window over which the rate is measured
a = the number of bits that can be sent in awindow of timet

In the jumping-window descriptor, a source claims that over consecutive windows of length t seconds, no more than a
bits of data will be transmitted. The term "jumping window" refers to the fact that a new time interval starts
immediately after the end of the earlier one. The jumping-window descriptor is sensitive to the choice of the starting
time of the first window.

In the moving-window scheme, the time window moves continuously, so that the source claims that over all windows of
length t seconds, no more than a bits of data will be injected into the network. The moving-window scheme (also called
the (r, T) model) removes the dependency on the starting time of the first window. It also enforces a tighter bound on
spikesin theinput traffic.

An average-rate regulator is identical to a variable-packet-size peak-rate regulator, because both restrict the maximum
amount of information that can be transmitted in a given interval of time. For a jumping-window descriptor, at time 0, a
counter isinitialized to 0 and is incremented by the packet size of each departing packet. Every t seconds, the counter is
reset to 0. When a packet arrives, the regulator computes whether sending the packet would result in too much data
being sent in the current window. This test reduces to testing whether the sum of the current counter value and the
current packet size is larger or smaler than a. Depending on the result, the regulator either forwards the packet
immediately or buffersit until the next time window.

In one technique for building a moving-window descriptor, besides the counter described earlier, the regulator storesthe
departure time and packet size of every departing packet. The test for delaying or forwarding a packet is the same as
before. In addition, t seconds after a packet departs, the counter is decremented by its size. Thus, the counter reflects the
number of bits sent in the past t seconds. If the regulator decides to delay a packet, it can determine the earliest time it
can transmit the packet by examining the list of packet departure times. This technique is not used in practice because it
requires the regulator to store alot of information, which is hard to do at high speed. A second technique for building a
moving-window regulator, which is the one used in practice, is the leaky-bucket regulator described in the next
subsection (2.3.4).

Example 2.2

An average-rate descriptor is specified with a = 100 Kbytes, t = 1 s. Packet arrival times and sizes are (0.2 s, 20
Kbytes), (0.25 s, 40 Kbytes), (0.5 s, 20 Kbytes), (0.6 s, 20 Kbytes), (0.8 s, 10 Kbytes), (1.0 s, 30 Kbytes), (1.7 s, 30
Kbytes), (1.9 s, 30 Kbytes). What are the departure times with the jumping-window and moving-window regulators?

Solution: With a jumping window, the packet arriving at time 0.8 s is delayed to the second window. With a moving
window, the packet arriving at time 0.8 sis delayed to time 1.0. The packet arriving at time 1.0 is delayed until atime x
such that no more than 100 Kbytes have been sent in the interval [x - t, X], i.e., 1.25 s. At thistime, the effects of the first
two packets are erased and the packet arriving at time 1.0 can be sent. For both regulators, the last two packets depart as
soon as they arrive because the jumping-window counter is not exceeded, and by time 1,7, the moving-window counter
is40 Kbytes.
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2.3.4 Linear bounded arrival processes

Linear bounded arrival processes, or LBAPs, are a popular class of source descriptors. An LBAP-constrained source
bounds the number of bits it transmits in any interval of length t by a linear function of t. We characterize this linear
function by two parameters, oand p o that:

Number of bits transmitted in any interval of lengtht<pt+ o

p corresponds roughly to the long-term average rate allocated by the network to the source (which may be substantially
larger than the source's true average rate), and o the longest burst a source may send, given the choice of p while till
obeying the LBAP descriptor. In other words, assuming for the moment that p is the source's average rate, an LBAP
characterizes a source that has an intrinsic long-term average rate p, but can sometimes deviate from this rate, as
specified by o. Since an LBAP is a generalization of the average-rate descriptor, it is aso insensitive to outliers.

A leaky-bucket regulator regulates an LBAP descriptor. Intuitively, the regulator collects tokens in a bucket, which fills
up at a steady drip rate. Each token is permission for the source to send a certain number of bitsinto the network. When
a packet arrives at the regulator, the regulator sends the packet if the bucket has enough tokens. Otherwise, the packet
waits either until the bucket has enough tokens or until the packet is discarded. If the bucket is already full of tokens,
incoming tokens overflow and are not available to future packets. Thus, at any time, the largest burst a source can send
into the network is roughly proportiona to the size of the leaky bucket.

More formally, a leaky bucket accumulates fixed-size tokens in a token bucket and transmits a packet only if the sum of
the token sizes in the bucket adds up to the packet's size (Figure B4T52). On a packet departure, the regulator removes
tokens corresponding to the packet size from the token bucket. The regulator periodically adds tokens to the bucket (at a
rate p). However, the bucket overflows if the number of tokens crosses some threshold, called its depth, o. A leaky
bucket limits the size of a transmitted burst to a little more than the bucket's depth (since tokens may arrive while the
bucket's worth of packets are being transmitted), and over the long term, the rate at which packets depart the regulator is
limited by the rate at which tokens are added to the bucket. The regulator delays a packet if it does not have sufficient
tokens for transmission. Typically, we initialize the bucket to be full.

Example 2.3

Tokens of size 100 bytes are added to a leaky-bucket regulator of capacity 500 bytes twice a second. (a) What is the
average rate, peak rate, and largest burst size of the regulated traffic stream? (b) Can this regulator handle a packet of
size 700 bytes? (c) If a packet of size 400 bytes arrives when the bucket contains tokens worth 200 bytes, and there are
no other packets awaiting service, what is the least and most delay it could have before transmission?

Solution: (@) The average rateis 200 bytes/s= 1.6 Kbps. The largest burst size is 500 bytes. The peak rate is unbounded,
because a burst of up to 500 bytes can be transmitted arbitrarily fast. (b) No, because the packet will never have enough
tokens to be transmitted. (c) If the packet arrives just before the arrival of a token, it needs to wait for only alittle over
0.5s; if it arrives just after the token, it hasto wait for 1 s.

A leaky bucket can be used both as a peak-rate and a moving-window average rate regulator, because they are both
special cases of an LBAP. If the token replenishment interval corresponds to the peak rate, and the token bucket size is
set to one token, then the leaky bucket is a peak-rate regulator. Similarly, setting the token-bucket limit to one token and
replenishing the bucket at the average rate makes it a moving-window average rate regulator. (In both cases, with
variable-sized packets, we have to be careful that the token is at least as large as the largest packet.)

In a common variant of the leaky-bucket regulator, the token bucket is augmented with a peak-rate regulator, so that
packet bursts arrive into the network no faster than this peak rate. This allows us to control the average rate, the peak
rate, and the largest burst from a source.

Note that a leaky bucket regulator has both a token bucket and a data buffer (if it did not have a data buffer, it would be
a policer). Packets that arrive to the regulator that cannot be sent immediately are delayed in the data buffer. Intuitively,
the larger the token bucket, the smaller the data buffer need be, because an arriving packet uses a token and departs the
regulator, instead of being delayed in the data buffer. In fact, it was shown that the performance of aleaky bucket with a
data buffer and a token bucket (in terms of the packet loss rate from the regulator) depends only on the sum of the
token-bucket size and the data-buffer size. In other words, confirming our intuition, a larger token bucket size exactly
offsets a smaller data buffer.

Choosing LBAP parameters

Given an intrinsically limited traffic source, such as a stored compressed video, we would like to come up with an
LBAP descriptor for the source that is minimal in the sense that no other descriptor has both a smaller o-and a smaller
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p. If a source must pay for the resources it consumes, a minimal descriptor is likely to have the smallest price.
Unfortunately, the minimal LBAP descriptor for a source is not unique. Given the size of the data buffer at the regulator
and the maximum loss allowed at the regulator, each choice of the token arrival rate has a corresponding minimum
burst size so that the |oss parameter is met. To see this, consider a source that has some intrinsic peak rate P and average
rate A measured over along interval. If the token arrival rate p is less than or equal to A then the regulator buffer grows
without bound, and o must be infinite if we want to avoid packet loss. If p> P, then there are always tokens on hand
when a packet arrives, and o can be as small as one maximal-sized packet (Figure B4T55). As we increase pin the
range [A, P], the minimum o needed to meet the loss bound decreases. Any p and its corresponding ¢is an equivalent
minimal descriptor of the source. The set of al (o, p) pairs that form the minimal LBAP descriptors for a source are
described by the (o, p) curve for the source.

For arbitrary sources, there is no easy way to pick the appropriate (o, p) pair that describesit "best." However, for many
common sources, the (o, p) curve has a distinct "knee," which makes the choice of parameters straightforward. A knee
in the (o, p) curve indicates that for descriptors that are slightly away from the knee, either the o or the p parameter
rapidly increases. Thus, the optimal choice of the parametersis the value at the knee (Figure B4T55).

LBAP descriptors are popular in practice and also in academic papers, because they are usable and verifiable. They
correctly model the fact that even a "smooth" source may have periods in which it is bursty. However, they do not
accurately represent sources that have occasional very large bursts. For such sources, if the regulator delay is to be
small, and the loss probability low, the o parameter has to be chosen to be fairly large so that the burst is drained away
into the network. Unfortunately, this makes the network more expensive, because it has to size internal buffers to be
large enough to handle large bursts. A better solution is to renegotiate the LBAP descriptor just before the burst (if the
occurrence of a burst can be predicted, or is aready known, as with stored video), so that we increase the drain rate to
handle the burst, then decrease it back to the long-term average rate. If a burst lasts long enough, we can start
renegotiation after detecting the start of the burst. However, this does not perform as well, because the regulator's data
buffer fills while the renegotiation procedure, which can take more than one round-trip time, is going on..

2.4 Closed-loop flow control

In open-loop flow control, a source specifies a traffic descriptor during call establishment, and, during data transfer,
ensures that its traffic meets this description. Even if the network load changes while the call isin progress, an admitted
source need not change its descriptor or its traffic, because each network element reserves sufficient resources to meet
the source's performance requirements.

In closed-loop flow control, we assume that network elements do not reserve sufficient resources for the call, either
because they do not support resource reservation, or because they overbook resources to get additional statistical
multiplexing gain. In Bloc 7, we will study how a network element can use a scheduling discipline to dynamically
allocate transmission rates to an ensemble of feedback flow-controlled sources. Given such an allocation, the aim of
closed-loop flow control is to adjust a source's transmission rate dynamically, in response to feedback signals, so that
the ensemble of sources does not overload the network. If closed-loop flow control is ineffective, sources either suffer
excessive packet loss or underutilize network resources.

Taxonomy of closed-loop flow-control schemes

In general, a traffic source must control its transmission rate not only in response to the receiver's state, but aso in
response to the network state. The first generation of flow-control protocols did not explicitly consider network state;
they ssimply matched the source rate to the service rate at the destination. The three important protocols in this
generation, which we will study in Sections 2.4.1-2.4.3, are on-off, stop-and-wait, and static-window flow control.

The second generation of protocols changes the source rate in response to both the sink state and the network state. We
can categorize these protocolsin three complementary ways:

Implicit versus explicit state measurement: With explicit measurement, a network element uses an explicit control
message to communicate the current sustainable data rate to every source. In an implicit measurement scheme, a source
uses performance measurements to dynamically infer its share of network bandwidth. Explicit schemes can control a
source's rate more precisely than implicit schemes, because a source has better information. On the other hand, they
require both a communication and a computation overhead. 1deally, we would like a scheme that has as little overhead
as an implicit scheme, but performs nearly as well as an explicit scheme.

Dynamic window versus dynamic rate: We define the error-control window to be the number of packets sent from a
source, but yet to be acknowledged. Because the source must stop after it has a window's worth of packetsin flight (see
Section 1.3.7 in this bloc for more details), by limiting the error-control window size, we automatically limit the
source's transmission rate. Thus, we can use the error-control window for flow control. To distinguish between these
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distinct uses of a window, we will call the window used for flow control the flow-control window or the transmission
window. In an adaptive-window scheme, we indirectly control a source's transmission rate by modifying its
transmission window. In an adaptive-rate scheme, we directly control the source rate. Every time a source sends a
packet, it sets a timer with a timeout value equal to the inverse of the current transmission rate, and transmits the next
packet when the timer expires.

A dynamic-window scheme has the disadvantage that the window is used for both error control and rate control. This
coupling is often problematic. For example, if areceiver has only a few buffers to hold out-of-order packets, and error
control is based on selective retransmission, the error-control window must be small. Unfortunately, this limits the
maximum transmission rate from the source. We comment on some other disadvantages of window-based flow control
at the end of Section 2.4.5, after we have more context for these comments.

Window-based control has two main advantages over rate-based flow control. First, it is easier to implement, because it
does not require a fine-grained timer, which can be expensive in some systems. Second, a window automatically limits
the damage a source can inflict on a network. After transmitting a window's worth of packets, a source stops. With
rate-based flow control, a source may continue to send packets into the network if it fails to receive rate-throttling
information. Thus, we must carefully engineer rate-based flow control to be robust to packet loss and corruption.

Hop-by-hop versus end-to-end control: We can automatically make a first-generation flow-control scheme responsive
to network state (in addition to receiver state) by implementing it between every adjacent pair of network elements. For
example, stop-and-wait becomes a second-generation flow control scheme if we use it not just between a source and a
sink, but also between every pair of adjacent routers. This change typically improves performance: the control delay is
smaller, and each element only needs to react to a change in the next element, which is typically more effective than
responding to changes in al elements along the path. Besides, by limiting the buffer buildup at each element, a
hop-by-hop scheme more evenly distributes buffer usage. Hop-by-hop schemes, however, make the network elements
more complicated. Moreover, unless hop-by-hop control is done per-connection, it can be unfair.

Because these design elements are complementary, we can come up with eight possible combinations. Note that there
are no implicit hop-by-hop closed-loop flow control schemes. An implicit scheme tries to minimize the work done
within the network by guessing the available service rate in the network. A hop-by-hop scheme requires a considerable
amount of work to be done at each switch, so the additional overhead for explicit control is small. Thus, hop-by-hop
schemes tend to use explicit control.

In Sections 2.4.1-2.4.8 we will study some flow control schemes. Of these schemes, we will study the TCP scheme in
more detail than the others schemes because of it iswidely implemented on avariety of platforms.

2.4.1 On-off

In on-off flow control, the receiver sends the transmitter an On signal when it can receive data, and an Off signal when
it can accept no more data. The transmitter sends as fast as it can when it isin the On state and is idle when it isin the
Off state.

Evaluation

On-off control is effective when the delay between the receiver and the sender is small. It works poorly when the
propagation delay between the sender and receiver is large, because the receiver needs to buffer all the data that arrive
before the Off signal takes effect. If the Off packet is delayed or logt, the receiver continues to receive data at the
source's peak rate, leading to potential buffer overflow and loss. Moreover, intermediate network elements are subjected
to abrupt data bursts from the sources, making packet loss in the network more likely.

On-off control is primarily used over short serial lines or LANS, where propagation delays are small and packet losses
arerare. It isthe basis for the X ON/XOFF protocol used to control serial input-output devices such as printers and mice.
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2.4.2 Stop-and-wait

In the stop-and-wait protocol, one of the earliest attempts at flow control, a source sends a single packet and waits for an
acknowledgment before sending the next packet. If it receives no acknowledgment for some time, it times out and
retransmits the packet.

Stop-and-wait simultaneously provides error control and flow control. It provides error control because if a packet is
lost, the source repeatedly retransmits it until the receiver acknowledges it. It provides flow control because the sender
waits for an acknowledgment before sending a packet. Thus, stop-and-wait forces the sender to slow down to a rate
slower than can be supported at the receiver.

Evaluation

Stop-and-wait is useful in networks where the propagation delay is small, but is inefficient otherwise (see Figure
B4T65). In the figure, each vertical line corresponds to a network element. Time increases along the vertical axis. We
represent a packet transmission as a paralelogram: the slope of the parallelogram represents the link delay, and the
width is inversely proportional to the transmission rate of the link (thus, the width is also proportional to the time a
packet spends on a link). It is clear from the figure that a source must wait for one round-trip time to elapse after it
sends a packet before it can send the next one. Thus, the best possible throughput is one packet per round-trip time. This
decreases rapidly as the propagation delay, relative to the packet transmission time, increases.

Example 2.4

What is the peak throughput achievable by a source employing stop-and-wait flow control when the maximum packet
size is 1000 bytes, and the network spans (a) 10km, (b) 5000 km?

Solution: Assuming a direct fiber-optic line between endpoints, the speed-of-light propagation delay is 1/(0.7 * 3 * 10°
s/km, since the speed of light in fiber is approximately 0.7c, where ¢ (the speed of light in vacuum) = 3 * 10° km/s. This
works out to 4.76 us’km. For the purposes of this example, we will ignore the effects of queuing and switching delays.
(a) For a 10 km line, the round-trip delay is thus 2 * 47.6 us = 95.2 us The maximum possible throughput is thus 1
packet/RTT = 1000 * 8 bits/95.2 us = 84.03 Mbps. (b) Since the link is 500 times longer, the maximum speed goes
down by a factor of 500 to 84.03/500 Mbps = 0.168 Mbps.

2.4.3 Static window

Stop-and-wait flow control has a peak throughput of one packet per round-trip time (RTT). This is inefficient if the
propagation delay, and thus the RTT, is large. In static-window flow control, we allow a source to send up to w packets
before it stops and waits for an acknowledgment. In other words, we have:

Transmission window = w

When a source that has w packets outstanding receives an ack, we alow it to transmit another packet, because the left
edge of the sliding window dlides one step forward. It takes at |east one round-trip time for the source to receive an ack
for a packet. In this time, it could have sent at most w packets. Thus, its maximum achievable throughput is WRTT
packets/s, a factor of w better than stop-and-wait. Figure B4T66 illustrates a source allowed to have three packets

outstanding at any time, i.e., has a window of size three. Thus, its throughput is amost triple that of a corresponding
stop-and-wait source. How large should w be? Let:

Bottleneck service rate along the path = u packets/s

Round-triptime=Rs

The source's sending rate is at most w/R packets/second. If thisis to keep the bottleneck fully utilized, we must have:
WR> = w>Ru

If thisis an equality, that is, w = Ry, the source transmits packets exactly as fast as the bottleneck can handle them, and
the flow control is optimal. If w < Ry, then the bottleneck isidle for part of the round-trip time, and if w > Ry,

Number of packets buffered at the bottleneck =w - Ru

Because of the importance of the value R, we call it the bandwidth-delay product or the optimal window size.
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Example 2.5

Compute the optimal window size when packet size is 53 bytes, the RTT is 60 ms, and bottleneck bandwidth is (a) 1.5
Mbps (the standard T1 trunk speed), (b) 155 Mbps (the standard OC-3 trunk speed).

Solution: (8) The bottleneck rate in packets/see is 1.5 Mbps/53 * 8 bits/packet = 3537.7 pkts/s. Thus, the optimal
window is 3537.7 * 0.06 = 212.3 packets. (b) Similarly, at OC3 rates, the bottleneck rate is 365,566 pkts/s, and the
optimal window is 21,933 packets.

Evaluation

The problem with static-window flow control is that the optimal window size depends on the bottleneck service rate and
the round-trip time. However, not only do the bottleneck rate and the round-trip time differ from connection to
connection, but they also vary with time even for the same connection. Choosing a single static window size suitable for
all connections is therefore impossible. Unfortunately, a poor choice of w can lead to severe performance problems. If w
is too small, a source may have data to send, and the bottleneck may have spare capacity, but the window size prevents
the source from using the available capacity. If w is too large, w - Ru packets are buffered at the bottleneck; if the
bottleneck does not have sufficient buffering, packets may be lost. We avoid these problems in the second generation of
flow-control protocols by dynamically varying a connection's window size to be always close to the current optimal.

2.4.4 DECDit flow control

The DECHhit is an explicit, end-to-end dynamic window flow control scheme. The key idea behind the DEChit scheme
is that every packet header carries a bit that can be set by an intermediate network element that is experiencing
congestion (i.e., a sustained queue buildup). The receiver copies the bit from a data packet to its acknowledgment, and
sends the acknowledgment back to the source (Figure B4T69). The source modifies its transmission-window size based
on the series of hits it receives in the acknowledgment headers as follows: The source increases its windows until it
starts building queues at the bottleneck server (because its window size is larger than the optimal window size), causing
that server to set bits on the source's packets. When this happens, the source reduces its window size, and bits are no
longer set. In equilibrium, therefore, the source-window size oscillates around the optimal window size. If the
propagation delay R or the bottleneck service rate x changes, the source-window size adapts to this change and
oscillates about a new optima point. Note that the scheme does not require any particular scheduling discipline at
multiplexing points. In our discussion, we assume, as the authors did, that thisis first-come-first-served.

Evaluation

The DEChit scheme has several useful properties. It requires only one additional bit in the packet header and does not
require per-connection queuing at servers. Endpoints can implement the scheme in software, without additional
hardware support. Moreover, many simulations, and experience in the field, have shown that the control is stable.

However, the DEChit scheme has two serious flaws. Firgt, it assumes that the endpoints are cooperative. If a source
chooses to ignore the bits it receivesin its acks, it can drive the server to the panic state, so that all other sources sharing
the server are affected. Thus, a single malicious or mishehaving source can affect the performance of all other sources.
We will seein bloc 4, that to control misbehaving or malicious sources, a network must provide either per-connection
gueuing, or per-connection policing using atraffic descriptor.

The second problem with DEChit is that it has a very conservative window increase policy. If the initial window sizeis
5 and the optimal window size is 200, the source will take 390 RTTs to reach this value, because the window increases
by only 1 every two RTTs. If a source does not have much data to send, it finishes its transmission before reaching its
optimal window size! Thus, DECbit performs poorly in networks where the bandwidth-delay product is large, which is
expected to be the case for future wide-area networks.

2.4.5 TCP flow control

TCP dlow-start is an implicit end-to-end dynamic window flow and congestion control scheme. The flow-control
scheme in TCP, designed by Jacobson and Karels, is similar to the DEChit scheme, but differs in one important detail.
Instead of receiving explicit congestion information from network elements, a source dynamically adjusts its flow
control window in response to implicit signals of network overload. Specifically, a source increases its window size
until it detects a packet loss. At this point, the source reduces the window size, and the cycle repeats (Figure B4T76).

A source starts with a window of size 1 and increases it exponentially until the window size reaches a threshold, and
linearly after that. We maintain the current window size in a floating-point number, the integral part of which is the
window size (this is explained further in Example 2.6). In the exponential (or slow-start) phase, a source increases its
window by 1 every time it receives an ack. If every packet is acked, this doubles the window size every RTT (in
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practice, some receivers send only one ack for every two packets, halving the increase rate). In the linear (or

congestion-avoidance) phase, the source increases its window by 1/| current_window] every time it receives an ack.
This increases the window by 1 every RTT. A threshold variable called the slow-start threshold or ssthresh controls the
transition from the exponential to the linear phase. The source initializes this variable to half the initial window size,
and, on detecting aloss, resetsit to half the current window size.

There are two widely used variants of TCP. The Tahoe version detects losses using timeouts. On a timeout, it decreases
its flow control window to 1, sets ssthresh to half the current window size, and enters slow start. The window thus rises
exponentially to half its previous value, then continues with a linear increase. The Reno version detects losses using
both timeouts and the receipt of three acks with the same cumulative sequence number (the fast retransmit scheme
explained in Section 1.3.7). On a timeout, a TCP Reno source behaves in the same way as a TCP Tahoe source.
However, on a fast retransmit, it decreases both ssthresh and its flow-control window to half its previous value. At this
point, since the flow-control window is aready as large as ssthresh, the source goes directly into the linear increase
phase, skipping the exponential increase phase. Moreover, after a fast retransmit, the source is alowed to send one
packet for each duplicate cumulative ack received, even if this causes it to exceed the flow-control window size (thisis
called fast recovery). The intuition is that each cumulative ack, even if duplicate, signals the availability of network
resources. By inflating the actual window beyond the nominal window, a source can exploit this capacity. This window
inflation ceases when a source receives the first non-duplicate cumulative ack, indicating that the retransmission
succeeded.

Example 2.6

Let us trace the evolution of the window size of a source that is transmitting data over a connection with RTT 1.
Assume that its initial value for ssthresh is 5, and the largest allowed flow control window is 10. We will also assume
that the bandwidth-delay product on the connection is 4 (that is, the bottleneck service rate is 4 packets /second), and
the bottleneck has a buffer size of 4 packets.

In the first RTT, the source sends packet 1 at time 0 and receives an ack at time 1. At the end of the first RTT, the
source increases its window by 1 for this ack, doubling its window to 2. Thus, at time 1, it sends packets 2 and 3. As
each ack arrives, the window increases by 1, so that at the end of the second RTT, the window is 4.

In the third RTT, the source sends packet 4, 5, 6, 7. At the end of the third RTT, when the ack for 4 arrives, the window
increases to 5 and reaches the slow-start threshold. Thus, the acks for 5, 6, 7, which arrive during the fourth RTT, each
contributes 1/5 to the window size, and when the ack for 7 is received, the window reaches 5.6 (only the integer portion
is used for flow control).

In the fourth RTT, five packets can be outstanding, and the source transmits 8, 9, 10, 11, 12. When the source receives
the ack for 9, during the fifth RTT, the window finally increases to 6, and acks for 10, 11, and 12 each contribute 1/6 to
the window. Thus, at the end of the fifth RTT, the window reaches 6.5. In the absence of losses, the window increases
slowly until it reaches nine packets during the eighth RTT. Of these, four are "in the pipeline,” because the bandwidth
delay product is 4. Four more can be buffered in the bottleneck buffer. Thus, one packet is lost at the bottleneck (the
packet with sequence number 42). This causes the receiver to repeat the cumulative acknowledgment on packets sent
during the ninth RTT, triggering a fast retransmission.

At the start of the ninth RTT, the source has nine packets outstanding and has a window size of 9.333. During the ninth
RTT, the source receives acks for packets 34-41, which increases its window, at the end of the ninth RTT, to 10.2.
Thus, the source, during the 9th RTT, sends ten packets, 43-52. The last ack received during the ninth RTT is the ack
for 41, which was the last packet sent before a packet loss.

In the tenth RTT, the source receives acks for packets sent in the ninth RTT. The acks for packets 43-52 al carry the
same cumulative ack number, that is, 41 (these acks increase the window from 10.2 to 10.5). On the third such
duplicate, the source invokes fast retransmission (see Section 1.3.7) and retransmits 42. (Meanwhile, when it got the
acks for 43 and 44, it transmitted 53 and 54.) In both TCP-Tahoe and TCP-Reno, fast retransmission causes the source
to set its ssthresh value to [ 10.5/2] = 5. TCP-Reno sets its window size to 10.5/2 = 5.25 and enters the linear increase
phase. Thus, in the tenth RTT, a TCP-Reno source has five packets outstanding: 42 and 53-56. In TCP-Tahoe, the
window drops to 1. It cannot send any more packets after 42. Thus, in the tenth RTT, a TCP-Tahoe source has three
packets outstanding: 53, 54, and 42. In two round-trip times, the window comes back to 4. and the source reenters the
linear increase phase.

The table below illustrates the behavior of TCP-Reno.

RTT # Window rangeduring | Packets sent inthis ssthresh Peak buffer size
RTT RTT
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1 1-2 1 5 0

2 2-4 2,3 5 0

3 4-5 4-7 5 0

4 5-5.6 8-12 5 1

5 5.6-6.5 13-18 5 2

6 6.5-7.428 19-25 5 3

7 7.428-8.375 26-33 5 4

8 8.375-9.333 34-42 5 4/drop
9 9.333-10.2 43-52 5 4/drop
10 10.2-10.5/5.25 42, 53-56 5 1

This example is somewhat artificial, because it uses packet sequence numbers rather than TCP's segment ranges, and
because the RTT is aways 1, without any variation during the connection. Many real-life traces of TCP in action, with
copious explanations, can be found in the Stevens books given in reference in B1T4).

The TCP-Tahoe and TCP-Reno flow-control agorithms have motivations similar to the DEChit algorithm we studied in
previous section. Both use dynamic-window flow control. In either case, a source uses a conservative window-increase
policy (exponential and then additive in TCP, additive in DECbit), and a multiplicative decrease policy. We know that
an additive-increase, multiplicative-decrease policy is stable, unlike variations such as additive increase, additive
decrease, or multiplicative increase, additive decrease, so this coincidence is not surprising. The main difference
between the algorithms is that the TCP-Tahoe and -Reno algorithms do not require explicit information about the
current congestion status from the network. They view the network as a black box, which they probe by increasing the
transmission-window size and looking for packet loss. In contrast, with DECbit, the network explicitly communicates
information about queue buildups to the sources. A second difference is that the two TCP agorithms do not filter
information at the source, for example, by treating multiple packet losses over a time interval as an indication of
congestion, instead of a single packet loss. This is because they operate the network close to overload, and unless they
cut back the window size immediately after detecting aloss, the network isin danger of sustained overload.

Evaluation

TCP flow-control agorithms are effective over a wide range of bandwidths, and because of their popularity, there is
considerable experience in understanding their performance. Moreover, they are about the best that one can do when the
network does FIFO queuing (the common case), and an endpoint cannot make any assumptions about the structure of
the network or its operation.

However, the agorithms have several weaknesses. First, they assume that any loss is an indication of an overload, and
thus immediately reduce the window size. This is because most packet networks currently are nearly loss free, except
for congestive losses. Wireless networks, however, have a different loss behavior, and multipath interference or
shadowing effects can lead to frequent link-level errors. In such situations, assuming random loss, it can be shown the
effective throughput of a TCP connection decreases in proportion to p(Ru)?, where p is the probability of arandom loss,
and Ru is the bandwidth-delay product expressed in packets. For a cross-country link where the first hop is over a
wireless link, typical window sizes are around 15 packets (assuming a packet size of 500 bytes, a round-trip delay of 60
ms, and an available bandwidth of 1 Mbps). Thus, on this connection, the throughput degrades as 1/225p, where p is the
probability of a random loss on the wireless link. As the available bandwidth increases, u increases linearly, but the
degradation in throughput goes up as 47 , so that the effective throughput decreases!

Many solutions have been proposed for this problem. One approach is to use link-level error control to make the link
appear error free. The problem is that the link-level and TCP-level error control schemes must coordinate their actions,
to avoid, for example, retransmission at both the link level and the TCP level. However, TCP is unaware of the link's
actions, leading to many subtle problems. A second approach is to modify TCP's flow-control strategy to allow it to
distinguish between congestive losses and link losses. The datalink layer informs TCP about link-level losses, which
TCP retransmits without shutting down the flow-control window. This, too, is problematic because it is a layering
violation. Moreover, it only works if the wireless hop is the first or last hop in the connection. The question of how best
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to modify TCP to deal well with non-congestive lossesis still an area of active research.

A second problem with TCP is that a TCP source always assumes that a packet loss is due to its own large window size,
and thus cuts back on its window. When used in networks with FCFS queuing, this leads to situations where the
presence of a single malicious or misbehaved source causes all the TCP connections to back off immediately, giving a
free hand to the misbehaving source. Using a round-robin-like algorithm at the queuing points can solve this problem,
though only at the expense of per-connection queuing at multiplexing points.

Third, the algorithm detects overload using loss. Thus, each endpoint tries to increase its window until some buffer
overflows. Even in the steady state, bottleneck buffers are kept full, so that the arrival of a burst of traffic is very likely
to cause packet loss. Each lost packet represents wasted work, so using loss to measure the state of the network is
inherently wasteful.

Fourth, for short transfers (which constitute the bulk of connections on the Internet), the algorithm is sensitive to the
initial values of parameters such as ssthresh (the slow start threshold). If this is too large, the source ramps up its
window exponentially to an unsustainable value, causing multiple packet losses. Since the fast retransmit algorithm
recovers well only from a single loss, overall performance is substantially degraded. Recent research has addressed this
issue by coming up with heuristics to estimate these parameters from the first few packets sent on a connection.

Finally, a TCP endpoint underutilizes the bottleneck link if the bottleneck has so few buffers that a source loses packets
when it is till in its exponential increase phase. This corresponds to roughly Ru/3 packets worth of buffering per
connection at the bottleneck. Thus, if TCP is to work well, a network designer must budget for a minimum amount of
buffering at each multiplexing point, increasing the cost of the network.

2.4.6 TCP-Vegas

Because of the widespread use of TCP on the Internet, considerable effort has gone into improving it. One attempt is
TCP-Vegas. TCP-Vegas attempts to improves TCP's retransmission mechanism, by using a better fast-retransmission
heuristic, and TCP's congestion-avoidance strategy. Recall that in TCP-Reno and TCP-Tahoe, the congestion-avoidance
mechanism is to increase the transmission-window size over time, decreasing it if there is a loss. The main idea in
V egas congestion avoidance is that a source can compute the expected throughput of a connection as:

Expected throughput = Transmission_window_size / Propagation_delay

The denominator is estimated by computing the smallest RTT seen so far, which is likely to be close to the true
propagation delay. The numerator is easily available to the algorithm. Thus, over any period, TCP-Vegas can compute
the expected throughput along the path. The source can also measure the actual throughput by measuring how many
acks it receives in a round-trip time. If the actual throughput over the same period is less than the expected throughput,
then the source adjusts its window size, and thus its transmission rate.

In practice, the source sends a distinguished packet and records the transmission time of this packet. When the source
receives the ack for the packet, it computes the expected and actual throughput (call them e and a) as described in the
previous paragraph. If e < a, this means that the Propagation_delay value istoo large, and it adjusts thisvalue. If e > a,
then (e - a) RTT packets transmitted in the previous RTT are still in the bottleneck buffer. The source does not change
its window if this number lies in a range ato b where these are user-selected low and high watermarks. Otherwise, the
source adjusts the transmission window so that in the next RTT the expected number of packets in the buffer reaches
this value.

Evaluation

TCP-Vegas has been simulated but not extensively tested in the field. Limited simulations showed that it performs
better than TCP-Tahoe or -Reno. However, a serious concern is whether TCP-Vegas connections sharing a link with
TCP-Reno connections gain better performance at the expense of TCP-Reno. Given the popularity of TCP, incremental
improvements in its performance are worth the effort.

2.4.7 NETBLT

NETBLT was the first widely known rate-based flow-control protocol. Dynamic-window flowcontrol schemes control
the transmission rate by adjusting the size of the transmission window. Thus, the window is used both for error control
and flow control. In contrast, in rate-based flow control, the transmission rate does not depend on a flow-control
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window. Consequently, losses and retransmissions, which modify the error-control window, do not directly affect the
rate at which data is transmitted into the network. This decoupling of error and flow control considerably simplifies
both components.

A NETBLT source divides application data into several buffers, where each buffer consists of some number of packets.
The source and destination negotiate a transfer rate for each buffer. The rate is expressed as a burst size and a burst rate,
so that a source needs to control the rate only at the granularity of a burst. Data packets are placed in a transmission
gueue drained at the negotiated rate. If packets are lost, retransmitted packets are also placed in the same transmission
gueue so that the source transmission rate is limited to the negotiated rate independent of the loss behavior. This is
unlike TCP, where a packet |oss causes a decrease in the source transmission rate.

In the original NETBLT scheme, the source and the destination negotiate a transfer rate independent of the capacity
available in the network. If the negotiated rate is too high, however, this leads to persistent packet loss. To solve this
problem, in the revised version of the protocol, when a source transmits data at arater, it explicitly informs the receiver
about this rate, and the receiver measures the rate r' at which it receives data. If r' < r, then the largest rate the network
can support must be smaller than r. Thus, the source multiplicatively reduces its rate to S.r where 5 < 1. On the other
hand, if r' = r, the source additively increasesitsratetor + o

Evaluation

NETBLT's main contribution to flow control is in its separation of flow and error control. The original design ignored
bottlenecks in the network, and the revised algorithm adapts only slowly to changing capacity in the bottleneck, because
a source takes control decisions only once for each buffer's worth of packets. Thus, the algorithm tends to either
overflow or underflow the bottleneck buffer. Nevertheless, ratebased flow control, an idea first embodied in NETBLT,
is a rich and interesting area for research. When carefully implemented, rate-based flow control has the potentia to
provide a complete solution to the flow-control problem.

2.4.8 Packet-pair

Packet-pair flow control improves on NETBLT's performance by better estimating the bottleneck capacity in the
network. Moreover, it predicts the future service rate in the network and corrects for incorrect past predictions. These
alow it to maintain a certain number of packets in the bottleneck queue precisely (its setpoint) despite variationsin the
bottleneck service rate. Unlike other flow-control schemes, packet-pair explicitly assumes that all the bottlenecks in the
networks serve packets in round-robin order. Thus, when two packets belonging to the same connection enter a server
back-to-back, an interval that is inversely proportional to the connection's service rate at the bottleneck separates them
when they leave (Figure B4T80). Note that the separation is largest at the bottleneck server. Thus, if the receiver
measures the packet separation (or if the source measures the acknowledgment separation), the receiver (or source) can
directly determine the bottleneck service rate. A packet-pair source sends all packets as pairs (except if the source only
has a single packet to send). Thus, a source can update its estimate of the bottleneck service rate with every pair of acks
it receives. If the bottleneck service rate changes with time, the source automatically detects and adapts to the change.

Evaluation

Exhaustive simulations show that packet-pair flow control is stable in a variety of scenarios. For example, Figure
B4T82 plots the sequence number versus time for four packet-pair sources that share a common bottleneck server. We
see that all four sources make progress at equa rates. Moreover, there are no pauses due to timeouts and
retransmissions. Indeed, this is the best performance that one can expect. It has been shown that for many scenarios,
packet-pair's performance is nearly as good as an (unimplementable) optimal flow-control scheme that assumes that
network elements have infinite buffers. Packet-pair scales well with network size and does not require any explicit
information from network elements. Thus, it isagood choice for flow control in networks of round-robin servers.

Unfortunately, packet-pair requires that al intermediate routers support round-robin scheduling mechanisms like those
will be described in bloc 4. Most current networks do not provide round-robin-like servers. This limits severely the
utility of packet-pair.

2.4.9 Comparison of closed-loop schemes

In this section, we have studied several closed-loop flow-control schemes. Starting with the simplest schemes, such as
on-off and stop-and-wait, we examined incrementally more complex schemes. The increasing complexity reflects the
deeper understanding of flow control that the past decade of research has produced. With the many choices for flow
control, a natural question is to ask which scheme is the "best." Unfortunately, there is no simple answer to this
question. Each scheme makes different assumptions about its environment of operation; comparing schemes that make
different assumptions is like comparing apples with oranges. The "best" scheme depends on the environment of
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operation and the constraints on the system. Given the binding constraints in effect, a designer must choose a
flow-control scheme that best matches the situation.

For example, some authors argue that a static window scheme is sufficient if the scheduling discipline is round--
robin-like and we can give every router sufficient buffering. Given the current price of memory and technology trends
in the cost of memory and the capacity of wide-area trunks, they claim that giving every connection a maximal-sized
window (the speed of the fastest trunk in the network multiplied by the largest possible delay) is affordable, and avoids
the complexity of dynamic window schemes. However, their proposal requires admission control for every call and
round-robin queuing, and switches must have enough memory to ensure an acceptably low blocking rate even at peak
cal-arrival rates. These complications drive up the cost of the switch compared to, say that of an FCFS datagram switch
assumed by TCP-Vegas. If switch cost is a constraint, a reasonable trade-off might be to make the buffer management
mechanism more complex, such as by using the credit-based scheme, or the endpoint control more sophisticated, as
with TCP-Vegas, because this substantially reduces the memory cost. The point is that we do not really have the "best"
solution; we only have arange of solutions that make different trade-offs among complexity, cost, and performance.

We now make some general observations about the trade-offs made by the various schemes:

e Flow control is easier if servers implement fair-share (round-robin like) scheduling. Otherwise, either al the
endpoints must be cooperative, or their allocated rate must be policed. Unfortunately, all three options have their
own problems: (a) Fair-share scheduling requires perconnection state at the switches, making them more complex.
(b) We cannot assume cooperation in a public network, though it is reasonable in a private network. (c) Policing
requires more hardware at the network edge, adding to the cost.

e Explicit schemes perform better and are more robust than implicit schemes. However, they not only put a greater
traffic load on the network, but also require more complex switches. Unless carefully designed, this increased load
may make them less likely than implicit schemesto scale to large networks.

e Hop-by-hop schemes are more responsive to rapid changes in bottleneck utilization, but add complexity to
intermediate network elements.

e  Separating error control and flow control is a good idea, because changes in the errorcontrol window should not
necessarily affect flow control. However, if the only indication of congestion is alost packet, thisis hard to do.

e Rate-based schemes are intrinsically unstable, because sources continue to send even if the rate update packets are
lost (unless, as in the EERC scheme, sources reduce their rate automatically lacking feedback). Credit-based

schemes are intrinsically stable. However, ratebased schemes typically require less complexity and fewer buffers at
the switches.

In a given situation, these trade-offs must be kept in mind when choosing a flow control scheme.
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Bloc 5

Architecture de protocoles haute performance

1.0 Protocol Layering

The previous four blocs have presented an overview of the telephone network, Internet, and ATM networks, as well as
details about the so-called "lower layers' (physical to transport). This bloc describes protocol layering. We will study
the notion of a protocol, protocol layering, and why layering is critical for building, operating, and maintaining
networks. We will study the seven-layered protocol architecture for data communication developed by the International
Organization for Standardization (1SO). We will aso discuss some approaches followed by researchers to enhance
protocol performance. Finally, we present an enhanced performance protocol architecture.

1.1 Protocols and protocol layering

Consider a customer who walks into a post office to send a letter to a friend abroad. A postal worker accepts the letter
and forwards it to a postal worker in the foreign country, who eventually delivers it to the foreign customer. Notice that
postal delivery involves an exchange of a letter between at least two sets of parties: first, the customer and her friend,
who view the postal network as a black box that accepts letters at one end and delivers it at the other; and second, the
two postal workers, who also handle the letter, though only on behalf of their customers (Figure B5T4). The two (or
more) parties at the same level communicating with each other are called peer entities. In our example, the two
customers are peers, as are the two postal workers. A protocol is a set of rules and formats that govern the
communication between communicating peers. It allows the peers to agree on a set of valid messages and the meaning
of each message. In general, protocols mediate any function that requires cooperation between peers.

Example 1.1

Consider two peers who want to exchange a file over a network that corrupts packets, but never loses or reorders them.
To do s0, they can use afile exchange protocol such asthis: The sender sends the file as a series of packets, followed by
a number computed by performing some function on each byte of the file. This function, called the checksum, can be as
simple as the sum of al the bytesin the file. The receiver computes the checksum on the received file. If the checksums
match, it sends an OK response; otherwise, it sends a not-OK response. If the sender gets an OK response, it stops,
otherwise, it periodicaly retransmits al the packets in the file until it receives an OK response. This set of message
exchanges informally describes the file exchange protocol. If the checksum is chosen to detect amost al packet
corruptions, and at least one round of file exchange succeeds, this protocol, with high probability, will achieve its goal
of reliablefile transfer.

This protocol is simple but far from optimal. Even if one bit in one packet is corrupted, the checksum is likely to fail,
and the sender must retransmit the entire file. It would be more efficient to retransmit only the corrupted packet.
Moreover, we have left out many important details. For example, if the link to the sender and the receiver goes down,
the sender will keep sending packets ad infinitum. A more insidious problem is that the OK and not-OK messages
themselves are not protected from corruption. Thus, if the network corrupts both a packet and the not-OK response, the
sender might incorrectly think that the network successfully transferred the file. If a protocol isto be robust, its designer
must try to anticipate every eventuality!

An important role of a protocol is to describe the semantics of a message, that is, the meaning associated with the bits
carried in a message. For example, the file exchange protocol in Example 1.1 must allow the sender and receiver to
distinguish between file packets and checksum packets. Thus, the file and checksum packets must be in some agreed-
upon format, as must be the values chosen to represent OK and not-OK. A protocol also specifies the actions taken on
receipt of a message. For example, on receiving the checksum packet, the receiver must compute the checksum and
match it with the one it receives. These agreements about message formats and actions to be taken when receiving a
message are a detailed specification of the protocol.

Thus far, we have described a protocol as something that enables the solution of a shared problem. One may
alternatively think of a protocol as providing a service, such as reliable file transfer. In other words, peer entities use a
protocol to provide a service to a higher-level entity. The service interface to the peer entities hides the details of the
protocols used in actually providing the service.

Each shared function (or service) in a communication network is achieved by an associated protocol. Thus, a network
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that provides many services must define many protocols. It turns out that some of these protocols are independent of
each other, while others are dependent. A common form of dependency is where Protocol A uses Protocol B asastep in
its execution. For example, one step in the execution of the file exchange protocol we discussed in Example 1.1
involves transferring a packet to the receiver. This transfer itself may be governed by, say, a data transfer protocol. We
cal this form of dependency layering: the file transfer protocol is layered above the data transfer protocol. The lower
layer provides a service used by the higher layer in its execution. This is similar to the way a subroutine in a
programming language provides a service to its calling program.

The interface between the lower and the upper layer is called a service access point or SAP. The packets exchanged
between peer entities in the same layer are called protocol data units (PDUSs). The packets handed to alayer by an upper
layer are called service data units (SDUs). A protocol data unit is typically a service data unit with an additional header
or trailer that carries information needed by that layer's protocol.

Example 1.2

Consider, again, the customer who hands a letter to a postal worker for delivery. The service provided by the postal
service is mail delivery service. The service access point is the post office. Between customers, the protocol data unitis
aletter. The service data unit for the post office is aletter, and the protocol data unit is a mailbag that contains letters to
a common destination. Each service data unit or letter has a protocol header or envelope with a destination address, an
optional source address, and a tamper-resistant stamp to indicate prepayment of service charges. Suppose the peer
customers are using the mail service to negotiate a business deal. Then, the negotiation protocol is layered above the
mail delivery protocol.

Continuing with the file exchange protocol in Example 1.1, the email protocol can utilize the service provided by the
file exchange protocol, so we could layer the email protocol above the file transfer protocol. The three layers, email
transfer, file transfer, and data transfer, thus constitute a protocol stack. Each layer in the stack uses the layer below it
and provides services to the layer above it. A key observation is that once we define the service provided by alayer, we
need know nothing further about the details of how the layer actually implements this service. The implementation of a
layer in a protocol stack can therefore change without affecting the layers above (or below). This property is
fundamental for designing networks that survive technological change. As we will see later in Section 5.3, the same
information-hiding can also dramatically reduce system performance.

5.2 The importance of layering

Protocol layering provides three important advantages. First, it allows a complex problem to be broken into smaller,
more manageable pieces. Second, because the specification of a layer says nothing about its implementation, the
implementation details of a layer are hidden (abstracted) from other layers. This allows implementations to change
without disturbing the rest of the stack. Third, many upper layers can share the services provided by a lower layer. We
look at these three properties in more detail next.

A protocol stack allows a network to provide sophisticated services by composing simpler ones. For example, consider
a World Wide Web user who clicks on some highlighted text, thus setting into play activities such as determining the
location of the server pointed to by that text, establishing a connection between the computer running the browser and
the server, and reliable file transfer. Layering alows us to decompose this complicated task into simpler ones that we
can solve independently and in parallel. Since each layer solves only a part of the problem, it is easier to write and
debug than a monolithic approach to solving the whole problem.

The second advantage of layering is separation of implementation and specification. As we saw earlier, a layer is
specified by the services it provides. If the service interface remains unchanged, we can therefore replace the
implementation of a layer without affecting the other layers in the stack. For example, the longdistance component of
the telephone network has migrated from copper wire to fiber optic cables at the physical layer without affecting
customers' expectations of what telephone service means. This is because the layered telephone stack hides the physical
medium used for carrying voice samples from the layers above. As technology improves, we can replace lower layers at
will without risking the investment made at higher layersin the protocol stack, and vice versa.

Finally, layering allows us to reuse functionality. A lower layer implements common functionality once, which can then
be shared by many upper layers. A good example of this is evident in the evolution of networking in the Microsoft
Windows operating system. Early versions of the system had little networking support. Thus, every application program
written provided its own protocol stack bundled into the application. Over time, application developers converged on
the Winsock standard, which implements the Internet protocol stack in a shared library module, offering a standard
interface to all application programs. Newer application programs layered over Winsock therefore do not need to bundle
in networking.
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5.3 Problems with layering

Layering is a form of information hiding. A lower layer presents only a service interface to an upper layer, hiding the
details of how it provides the service. If the correct operation of a layer were to depend on knowing implementation
details of another layer, changes in one layer could result in a change to every other layer, an expensive and complex
proposition. Thus, network engineers are wary of layering violations, that is, a situation where a layer uses knowledge
of the implementation details of another layer in its own operation.

Though information-hiding has its benefits, it can sometimes lead to poor performance. To avoid this penalty, in
situations where an upper layer can optimize its actions by knowing what a lower layer is doing, we can reveal
information that would normally be hidden behind a layer boundary. For example, consider a flow control protocol that
is responsible for throttling a source when it thinks that the network is overloaded. A widely used heuristic to discover
an overload isto assume that overloads are correlated with packet loss. The protocol, therefore, could throttle the source
sending rate when it detects a packet loss. (This is the heuristic used in the Internet's Transmission Control Protocol,
which we studied in bloc 4). Suppose, first, that the flow control protocol is layered above a protocol that is actualy
responsible for data transfer. Then, the flow control protocol does not know how packets are transferred across the
network. Next, suppose that the end-system is connected to the network over alossy wireless link so that packet |osses
happen mostly because of link errors, rather than network overload. Unfortunately, even in this situation, the flow
control protocol thinks that the network is congested, and throttles a source even when there is no need to do so. The
information that a packet is lost on the link, which is available to the lower (data transfer) layer, is hidden from the
higher (flow control) layer, which results in inefficient flow control. If the lower layer were to inform the upper layer
about packet loss on alink, the flow control layer could distinguish between the link and congestive losses and could do
a better job. This, however, violates layering, because the flow control layer now knows about the details of data
transfer over itslocal link. So, if the data transfer layer changes, perhaps because the end-system is using a different link
technology, the flow control layer, which ought to be independent of the link technology, must also change. Here, we
see a tension between informationhiding on one hand and performance on the other. The art of protocol stack designis
to leak enough information between layers to allow efficient performance, but not so much that it is hard to change the
implementation of alayer. Choosing this balance wisely is the hallmark of good design.

5.4 ISO OSI reference model

All connected systems in a network must agree not only on what each layer does, but also on the protocols that are
required to provide these services. We say that a set of protocols is open if protocol details are publicly available, and
changes to the set are managed by an organization whose membership and transactions are open to the public. A system
that implements open protocol standards is caled an open system. The idea is that any vendor who has the
specifications for an open standard can build a standards-compliant open system. This promotes competition, while still
ensuring interoperability.

The Open System Interconnect (OSl) reference model developed by the International Organization for Standards (1SO)
is the international standard that describes a particular choice of layering, and a particular choice of protocols that carry
out the services at each layer. Although OSI protocols are far from common in current networks, the OS| reference
model is a good way to think of the functions provided by computer networks, and the model maps well to the protocol
layering in common use. Thus, it is worthwhile to understand I SO's seven-layer OS| stack.

ISO distinguishes among three things that look identical at first glance: the reference model, the service architecture,
and the protocol architecture.

e The reference model formally defines what is meant by a layer, a service, a service access point, name, etc. These
concepts provide the building blocks for defining a seven-layer model for communication.

e The service architecture describes the services provided by each layer. As we saw earlier, each layer provides a
service access point to the layer above and provides services using the services of a layer below. The service
architecture tells us what services each layer provides and the details of its service access point interface. It does
not, however, specify the protocols used to implement these services.

e Finaly, the protocol architecture is the set of protocols that implement the service architecture. It is possible for a
network to be OSl-service compliant without being interoperable with other OSl-service-compliant networks, since
the two networks may implement the same service using different protocols.

Following popular usage, we will not distinguish among the reference model, the service architecture, and the protocol

architecture. We will first look at the layering prescribed by the reference model, then look at the services provided by
each layer.
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5.5 The seven layers

Figure B5T17 shows the seven layers of the ISO OSI reference model. Note that the end-systems contain all seven
layers, but intermediate systems, such as switches and routers, implement only the lowest three layers. This is because
the third (network) layer provides the abstraction of end-to-end data transfer to the layers above. Thus, at the transport
layer and above, the peer layers at an endpoint can talk directly to their peers at the remote end-system without having
to worry about intermediate systems. This is like the two postal customers in Example 1.1, who can mail each other
letters without worrying about how the letters make their way through the postal system. At the level of the peer
customers, protocol actions happen only at the endpoints. Intermediate systems, which provide only network-layer
functionality (the equivalent of sorting and distributing mail), need not implement higher layers of the protocol stack
(such as those between postal customers).

We will use two running examples to illustrate the operation of the seven-layer protocol stack. The first example
continues with Example 1.1, which involves two customers using the postal network to exchange letters. In the second
example, we discuss the Internet protocol stack. Taken together, these examples develop some intuitions about the
function of each layer, and the reasoning behind 1SO's service architecture.

5.5.1 Physical layer

The physical layer is the lowest layer in the OSl stack. It is responsible for moving information between two systems
connected by a single physical link. Physical-layer protocols describe such things as the coding scheme used to
represent a bit on a communication link, connector shape and size, and bit-level synchronization. The physical layer
provides the abstraction of bit transport, independent of the link technology. It is not aware of the notion of a packet or a
multiplexing frame. Some details about the physical layer coding schemes were provided in bloc 2, section 1.

Example 1.3

(a) In the postal network, the physical layer provides the technology for transporting letters. These include mail vans,
bicycles, postal workers carrying mailbags, and airplanes. The datalink layer hands the physical layer a letter that it
expects will eventually appear (with a certain probability) at the other end of a"link."

(b) In the Internet, the physical layer provides the technology for transporting bits. These include coaxial cable
transmitters and receivers (in local area networks), satellite transponders and base stations, and optical fiber links with
associated optical transmitters and receivers. The datalink layer hands the physical layer a bit that it expects will
eventually appear (with a certain probability) at the other end of the link. With a broadcast medium, such as a coaxial
cable or aradio link, the same bit appears at multiple endpoints.

5.5.2 Datalink layer

Consider alocal area network (LAN) where a coaxial cable links several computers together. The physical layer ensures
that a bit placed on the cable by any end-system can be received by all other end-systems. However, for a packet to be
transferred over the LAN, an end-system must distinguish between an "idle" bit pattern, which occupies the cable when
no one is transmitting, and "data" bits, which are parts of a packet. It can do so, for example, if every packet is preceded
and followed by a special bit pattern, such as "01010101," which each end-system monitors. If these bit patterns or
markers do not occur in the data stream, they frame the beginning and end of a packet. (If these patterns do occur in the
data stream, then the transmitting datalink layer replaces them with special markers that are converted to the origina bit
pattern at the receiver). We call the insertion of these types of markers in the bit stream framing. One of the important
duties of adatalink layer isto frame packets.

For point-to-point communication over a broadcast LAN (such as the coaxial-cable link just described), all but the
destination of a packet should refrain from receiving it.

We can achieve this by associating each end-system with a unique datalink-layer address and requiring end-systems to
only receive packets addressed to them. Moreover, because multiple end-systems share a common medium, we aso
need some way to arbitrate access to the medium. The datalink layer's medium access control (MAC) sublayer provides
these two functions.

Some datalink layers provide not just framing and point-to-point communication, but also the ability to retransmit
packets corrupted on the link (error control), and to pace the rate at which packets are placed on alink (flow control).
These functions are considered part of the logical link control sub-layer of the datalink layer, which is layered above the
medium access control sub-layer.
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Because the datalink layer is very dependent on the nature of the physical medium, each physical medium is usually
associated with its own datalink layer protocol. In most systems, a single hostadaptor card provides both the datalink
layer and the physical layer. For example, a commercially available Ethernet card provides not only the transmitter and
receiver for placing and receiving bits on a coaxial cable, but also the ability to frame packets and the medium access
control to arbitrate access to the medium. The network layer simply hands a packet with a particular destination address
to the card, expecting that it will eventually appear at the other end of the link. The host-adaptor card may also flag
errorsin received packets.

Example 1.4

(a) Consider the actions at a post office when it receives a letter. At the end of every collection period, a postal worker
sorts mail according to whether it is local or remote. If it islocal, it is distributed locally. Otherwise, al remote mail is
placed in a mail bag and sent to the central post office. The mail bag "frames' the letters, so that the central post office
can distinguish between incoming letters from each smaller post office. Moreover, the address on the mail bag alows it
to be delivered to the correct central post office (if there is more than one in the area). Thus, a mail bag is the equivalent
of aframe. The medium access control is the set of traffic rules and regulations a mail truck must obey in getting to its
destination.

(b) The Internet supports a variety of datalink-layer protocols, of which the most common at the time of writing is
Ethernet. Ethernet defines unique bit sequences to demarcate data bits in frames. Its MAC sub-layer supports point-
to-point communication with 6-byte globally unique datalink addresses to identify end-systems. Before placing a frame
on the link, the MAC layer at the transmitter checks to see if the medium is aready in use (we call this carrier sensing).
Despite this check, two end-systems may still launch frames nearly simultaneously, and these collisions are resolved
using the carrier-sense multiple access/collision detect (CSMA/CD) protocol. Besides Ethernet, other common data
links in the Internet include Fiber Distributed Data Interface (FDDI), Synchronous Optical Network (SONET), and
High-level Data Link Control (HDLC).

5.5.3 Network layer

The main function of the network layer isto logically concatenate a set of links to form the abstraction of an end-to-end
link. It allows an end-system to communicate with any other end-system by computing a route between them and using
the services of the datalink layer to carry packets on this route. The network layer therefore alows a higher layer to
communicate directly with its peer, though this peer may be reached only by traversing many intermediate systems. The
network layer also hides specificities of the datalink layer from higher layers. For example, given alink that limits the
largest allowed packet size, the network layer can fragment data handed to it by the transport layer when it enters such a
link (segmentation) and reassemble it at the destination so that the next-higher (transport) layer is not aware of this
limitation. Finaly, to uniquely identify an end-system, the network layer provides unigue network-wide addresses.

Unlike datalink-layer addresses, network-layer addresses correspond to network topology, so that they can be
aggregated in routing tables. We studied this point in detail in bloc 3.

The network layer is found both at end-systems and at intermediate systems. At an end-system, its task is limited
primarily to hiding details of the datalink layer-for example, with segmentation and reassembly. It may also provide
some error detection. At intermediate systems, and at end-systems connected to multiple routers, besides these
functions, it participates in a routing protocol to discover the next hop for every possible destination in the network. In a
datagram network, the network layer is responsible for forwarding packets, scheduling their transmission order, and, if
necessary, dropping excess packets. Thus, it plays acritica rolein providing end-to-end delay and lossrate guarantees.

We organize the network layer differently in datagram and connection-oriented networks. In datagram networks, the
network layer provides both routing and data forwarding. In contrast, in a connectionoriented network, we distinguish
between the data plane and the control plane . The data plane is the set of protocols involved in transferring data. The
control plane contains protocols responsible for network and connection control. Thus, routing, call-establishment, and
call-teardown protocols are in the control plane of a connection-oriented network, whereas data-forwarding protocols
are in the data plane. In such networks, layers above the network layer may also be partitioned between the data and
control planes. A good rule of thumb to distinguish between data and control plane actions is that if a function involves
touching every packet. then it isin the data plane; otherwise, it isin the control plane.

Example 1.5

(a) The postal network's service interface to the outside world is at the network layer. This layer sets up internal routing
tables so that postal workers can identify a source-to-destination path for every letter. Postal workers forward letters
along this path, using the services of the datalink layer, to provide the abstraction of a single end-to-end logical link.
Thus, like a datagram network, the postal network provides both routing and forwarding. Unlike data networks,
however, postal network topology changes very slowly over time. Therefore, routing is essentially static. In contrast, a
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computer network uses dynamic routing to deal with rapid changes in network topology, for example, due to a power
outage.

Interestingly, the postal network provides multiple qualities of service. Priority-mail letter services allow a customer to
pay more to ensure speedy delivery. Similarly, bulk mailers pay less if they accept a "best-effort” delivery where they
have to presort letters and put up with possibly large delays. These quality-of-service guarantees require every
intermediate system in the postal network to be aware of customer requirements and act in according to these
requirements.

(b) The Internet's Internet Protocol (IP) is found in all Internet-compatible routers and end-systems. It presents an
end-system with the abstraction of an end-to-end logical link by providing routing, packet-forwarding, and
segmentation and reassembly. End-systems that want to communicate with a remote destination need only format a
packet with an IP header and the destination's | P address, and IP will carry it there, wherever in the world it may bel

The beauty of IP is that we can layer it over practically any datalink layer technology, because it makes very few
assumptions about the datalink layer. This makes it easy to extend the Internet over new datalink technologies as they
arise. The price to pay for this simplicity is that |P provides only a single "best-effort" quality of service. Although the
IP header has afield that describes the type-of-service that a packet desires, in practice, thisfield is rarely heeded, since
IP does not require the datalink layer to distinguish between different service qualities. For example, if a high-priority
IP packet crosses a shared medium, such as Ethernet, the packet may still suffer long delays as it waits for
lower-priority packets from other attached systems to use the medium. Since IP does not require Ethernet to provide
different qualities of service, I P in turn cannot provide these to upper layers.

5.5.4 Transport layer

The transport layer is to the network layer as the datalink layer is to the physical layer. The network layer usually
provides a"raw" end-to-end packet transport service. The transport layer uses this service to create the abstraction of an
error-controlled, and flow-controlled, end-to-end link. By error-controlled, we mean that the transport layer guarantees
that, with very high probability, a message will reach the destination despite packet loss, corruption, and duplication.
Transport-layer protocols deal with loss by retransmitting lost packets; with corruption by detecting, discarding, and
retransmitting corrupted packets; and with duplication by detecting and discarding duplicate packets.

Transport layers also provide flow control, that is, matching the transmission rate of a source to the rate currently
sustainable on the path to the destination. For example, consider a personal computer (PC) communicating with a
supercomputer. Usually, the supercomputer can pump out data far faster than the PC can absorb it. Flow control forces
the supercomputer to pace its transmission to match the PC. It can do so either explicitly, where the PC informs the
supercomputer of its maximum sustainable transfer rate, or implicitly, where the supercomputer uses some heuristics to
estimate the PC's service rate.

The third main function of a transport layer is to multiplex multiple applications to the same end-to-end connection. The
network layer typically routes data to a particular end-system, without distinguishing among the applications supported
at the end-system. The transport layer adds an application-specific identifier (usually called a port number) to a packet,
s0 that the receiving end-system can hand an incoming packet to the correct application.

Not al transport layers implement the same set of services. Some lightweight transport layers provide a cursory (but
easily computed) error-detection algorithm and multiplexing, but no flow control or retransmission. Others provide
extensive error checking, sophisticated flow control, and retransmissions. An application must choose the transport
mechanisms best suited to its needs.

Example 1.6

(@) The postal system does not have a transport layer. This is implemented, if at al, by postal service customers.
Suppose customers Alice and Bob want to achieve error-free service, with Alice sending a steady stream of letters to
Bob, say, at the rate of aletter a day. The postal system does not corrupt letters, but it can reorder or drop them. To
protect against these, Alice may write the date of posting on the letter (that is, in the letter's header). Bob can use these
dates as sequence numbers to detect and correct letter reordering. Moreover, if Bob does not receive a letter posted on a
particular day for a"long" time, he can assume that the letter is lost. He can then ask Alice to retransmit the lost letter.
In this way, Alice and Bob can use sequence numbers, timeouts, and retransmissions to recover from letter loss and
reordering. If Alice and Bob were clerks in a large firm, who carried out mail exchange on behalf of their bosses, then
from the perspective of their bosses, the link between Alice and Bob isreliable and in-order.

(b) The two popular transport-layer protocols in the Internet are the User Datagram Protocol (UDP) and the
Transmission Control Protocol (TCP). UDP provides multiplexing, but not error recovery or flow control. It is typically
used by applications that can either live with packet loss (such as audio or video applications), or those that provide
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their own retransmissions (such as the Network File System (NFS) protocol).

TCP provides error detection and correction, as well as multiplexing and flow control. It provides higher layers with the
abstraction of an error-free, reliable, in-order stream of bits. Most Internet applications, such as the World Wide Web
and file transfer, use TCP. TCP achieves error control using sequence numbers, timeouts, and retransmissions as
outlined in part (a) of this example. It also does flow control by dynamically estimating the capacity available on the
path from the source to the destination.

5.5.5 Session layer (it's layer 5')

The transport layer usually provides a degree of abstraction sufficient for most application programs. In some networks,
however, an additional session layer adds the abstraction of full-duplex service (if the transport layer does not already
provide this), expedited data delivery, and session synchronization.

e Some transport layers provide only unidirectional or simplex transmission. In such networks, a session layer can
manage two transport connections to provide the abstraction of bidirectional or full-duplex service.

e Expedited data delivery allows some messages to skip ahead of othersin the session-layer message queue (using a
separate, low-delay transport connection).

e Synchronization alows endpoints to place marks at specific points during data transfer and to roll back to a
prespecified mark. Thisis useful for applications that need atomic data transfer, that is, either all or none of the data
in a set should be transferred. Rollbacks allow a session layer to cleanly abort transfer of a data set.

Example 1.7

(a) Consider a firm that has a clerk who handles only incoming mail ("receiving") and a clerk who handles only
outgoing mail ("shipping"). Each clerk, therefore, implements one end of the transport layer. Suppose they report to a
chief clerk who not only accepts letters for transmission from the firm's employees, but also delivers incoming mail to
them. The chief clerk, therefore, plays the role of a session layer, managing two simplex connections to present the
abstraction of a duplex connection. The chief clerk may also expedite some letters (using courier service instead of
regular service). Finaly, if the clerk is given a set of letters such that either all or none must be delivered (such as
invitations to an important meeting), she can arrange with her peer to discard incomplete sets to provide this abstraction.

(b) The Internet does not have a standard session layer protocol. TCP aready provides duplex and expedited data
delivery, and session rollbacks are part of the application, if necessary.

5.5.6 Presentation layer

Unlike the other layers, which are concerned mostly with meta-data in headers, the presentation layer deals with data.
The presentation layer hides data representation differences between applications. For example, one machine may store
a word with high-order bytes first (big-endian), and another with the high-order bytes last (little-endian). The
presentation layer converts the representations to a network standard so that this difference is hidden from the
applications. The presentation layer may also encrypt data, both to authenticate it to the receiving application and to
prevent unauthorized parties from accessing it. Like the session layer, the presentation layer is often ad hoc, if present at
all.

Example 5.8

(a) In the postal example, assume that the letters are being exchanged between firms in two countries that do not share a
common language. The contents of the letter therefore must be trandated before the recipient can understand it. This
trandation can be done either at the sending or receiving end. The person doing the trandation plays the role of the
presentation layer.

(b) The Internet does not support a standard presentation layer, and Internet applications usually incorporate
appropriate presentation-layer functionality. The Internet, however, does support a standard byte-ordering for
representing integers (but not floating-point numbers). In a Unix system, the macros htons and htonl convert a short or
long number from host to network order. At the receiving host, the macros ntohs and ntohl convert them back to the
byte order appropriate for the receiving host. Unfortunately, the wide variety in floating-point formats does not alow a
similar simple conversion.

5.5.7 Application layer
The application layer is just another name for the set of applications running on an endsystem. The application layer
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uses the complex services provided by the lower layers of the protocol stack, and does not provide services to any other
layer. Although the 1SO has described a standard set of applications, any program that uses the presentation layer's
services can be considered a part of the application layer.

Example 1.9

(a) In the postal example, the application layer is the entity in the firm that creates and mails letters. Suppose this were a
department that does mass mailings for an automobile company. Let us trace the actions taken when the department is
asked to send recall letters because of a defect in a product. The mail department, as part of application layer
processing, collects the names and addresses of affected customers, then writes letters to each of them. The job of the
presentation layer is to trandate letters that are being mailed abroad. Letters, perhaps after trandlation, are handed to a
session-layer mail clerk, who may send some by courier, some by priority mail, and others as bulk-rate mail. Each of
these services corresponds to a particular transport clerk, who sends letters over the postal network and waits for an
acknowledgment, retransmitting a letter if no acknowledgment is received in a reasonable time. The postal system,
which supports the network layer interface, finds a route for each letter and transfers it to its destination. The datalink
layer abstracts the details of whether the mail was transferred by truck, airplane, ship, or bicycle. Finally, the physical
layer provides the actual transfer of mail.

We see that the protocol stack carefully coordinates many actions to provide a complex service interface to the end user
(here, the person ordering the mass mailing). Each layer of the stack adds some services to the layer below it, so that, at
the application layer, an application has arich set of communication choices.

(b) The Internet supports many applications, some of which are so popular that they are sometimes mistaken for the
Internet itself! The most widely used application at the time of the writing is the World Wide Web (WWW), which
allows an application called a browser to retrieve specially formatted files from another application called a server. The
formatting commands in the file not only allow a browser to display text, graphics, sound, and movies, but also allow
the document to contain links to other formatted documents. A user can navigate from one document to another by
following these links. The basic step in the World Wide Web, which is just file transfer, uses TCP for reliable
communication. Some specialized services, such as real-time audio and video retrieval, use UDR All services beyond
those provided by TCP are made a part of the browser and server applications themselves.

The Internet's protocol layers, which we have studied in earlier examples, allow a browser to reliably access files from
any end-system in the Internet. The files are transferred packet by packet over aroute that dynamically compensates for
failures, at a rate that automatically compensates for the activity of other users in the network. By building these
services layer by layer, we can implement complex applications, such as a WWW browser, with relatively little added
effort.

Examples 1.3-1.9 show how layering breaks up the complex task of reliable world wide communication into several
sub-problems, and how each protocol layer tackles a different sub-problem. The end user need not worry about how the
packets got to the other end, possible traffic congestion, how files are fragmented into packets, or how to dea with
physical links. Each layer of the stack provides a clean abstraction to the next higher layer so that the stack as a whole
provides a complete service to the application. Thisis akey benefit of protocol layering.

However, protocol layering was suspected by many researchers as being the cause of bad performance, and a large
number of papers addresses this aspect. We present in section 2 an overview of these research activities.
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2.0 High Performance Protocol Architecture

The development of high speed networking applications requires improvements to classical data communication
protocols (such as TCP) in order to efficiently provide the required services to the applications. In this section, we will
first give a rapid presentation of protocol optimization techniques and of some high speed transport protocols devel oped
for specific application needs. We will then present a new protocol architecture based on the "Application Level
Framing" (ALF) concept. ALF states that applications send data as a sequence of autonomous "frames', which will be
at the same time the unit of transmission, the unit of control and the unit of processing. This alows for efficient design
of application specific protocoals.

2.1 Introduction

The development of high speed networking applications such as audio and video conferencing, collaborative work,
supercomputer visualization, transactional applications and WWW, requires efficient communication protocols. As
networks proceed to higher speeds, the performance bottleneck is shifting from the bandwidth of the transmission media
to the processing time necessary to execute higher layer protocols. In fact, the existing standard transport protocols (e.g.
TCP) were defined in the seventies. At that time, communication lines had low bandwidth and poor quality, and
complex protocol functions were necessary to compensate for the transmission errors. The emergence of high speed
networks has changed the situation, and these protocols would not be designed in the same way today. One the other
hand, the transport protocols such as TCP or TP4 were designed to provide a so called "standard transport service'
mainly by performing end-to-end error control for point-to-point connections: this includes detection and correction of
packet losses, duplications, mis-ordering and alterations. However, the application environment is changing. New
applications with specific communication requirements are being considered. Depending on the application, these
requirements may be one or more of the following: (1) high bit rates, (2) low jitter data transfer, (3) simultaneous
exchange of multiple data streams with different "type of service" such as audio, video and textual data, (4) reliable
multicast data transmission service, (5) low latency transfer for RPC based applications, variable error control, etc. The
above requirements imply the necessity to revise the data communication services and protocols in order to fulfill the
specific application needs. In fact, applications may "classically" choose either the connection-less or the connection
oriented transport services. In both cases, the application needs are expressed in terms of quality of service (QoS)
parameters such as e.g. the transit delay or the maximum throughput. However, the applications should be involved in
the choice of the control mechanisms and not only in selecting the parameters of a"standard" transport service. Placing
most of the burden of network adaptation in the user equipment isin line with the "end to end argument”, a key point of
the Internet architecture. It contributes in keeping the network simple, and is very often the only way to scale up a
complex system. This should allow to build high performance communication modules. Performance here is defined as
the efficient use of resources while still meeting the applications' requirements. We will detail later the issues that
influence the performance of a communication system. This section presents a survey of several techniques in the area
of high performance protocols. The rest of the section is organized as follows. In subsection 2.2, we present the state of
the art in high performance protocols: we start by studying the impact of the environment on performance and then we
present different performance enhancement techniques ranging from protocol parameter tuning and adaptation
algorithms support to the design of special purpose protocols. Section 2.3 discusses architectural design issues and
shows why the layered model needs to be re-considered. We also present in this section, the ALF and concept as a
foundation of a high performance protocol architecture.

2.2 High performance protocols

Early work on high performance protocols concentrated on the optimization of each layer separately. Concerning the
transport protocols, several approaches have been studied such as the work on enhanced environments for protocol
development, the tuning of standard general purpose protocols, including the design of adaptive transmission control
algorithms, or the development of specialized protocols. In fact, the protocol execution environment has a strong impact
on the performance of the communication system. The environment overhead is mainly due to interrupt handling, timer
management, buffer allocation and process scheduling. Work on enhanced execution environments concentrated on
blocking on multiple events, low management overhead timers, good 1/O buffer management and better resource
scheduling. However, these issues are generally independent of the communication protocol and therefore will not be
detailed in this section as we focus only on protocol related issues.
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2.2.1 Tuning of standard protocols

The general purpose transport protocols, such as TCP or TP4%, support complex control mechanisms for connection
management, error control and flow control on heterogeneous networks. The advantage is that these protocols may be
used by alarge number of applications requiring the standard reliable point to point transport service. The price to pay
is a limitation of the protocol performance. A careful analysis of these protocols showed three types of issues to be
resolved in order to enhance the performance:

e abad choice of the acknowledgments strategy,
e abad choice of the time-out values,
o limitations dueto the lack of congestion control algorithms.

The tuning of these protocols consists of chosing the good values for the parameters and designing adaptive
transmission control agorithms.

The acknowledgments

TCP uses positive cumulative acknowledgments indicating the number of the next expected octet. These transport level
acknowledgments (ACKSs) have a bad impact on performance and their number should be minimized. Clark proposed in
RFC813% to delay the emission of an ACK in certain cases with the hope of grouping several ACKs. Another
modification of TCP was proposed in order to enhance the performance over links with high bandwidth-delay product:
the use of selective ACKs. In the case of packet loss, the sender should only resend the lost packet and not al the
unacknowledged packets. Furthermore, a Negative Acknowledgment scheme (NACK) was proposed to be used in
severa protocols (e.g. NETBLT, and XTP). A NACK has the semantics of an explicit retransmission request from the
destination. This has the advantages of reducing the number of control packets (the NACKs) if there are no packet
losses, and transferring the error detection problem to the receiver, thus allowing for more scalability in the case of a
multicast transmission.

Thetimers

Transport protocols use several timers for connection management and error detection (TP4 uses 7 different timers). In
addition to the timer management cost, a major problem is to find the "good" time-out values for the timers. This is
particularly important for the retransmission timer. The time-out value should satisfy two incompatible goals: a rapid
detection of packet losses and a reduction of the number of false alarms due to a delayed packet and not a "real" loss.
The optimal value depends on the round trip time (RTT) between the source and the destination which, in turn, depends
on several factors such as the network load, the routes taken by the packets and probably the packet size. This imposes
that the time-out value be adapted to the RTT variation. The effective retransmission time-out in TCP is a function of
the "smoothed" RTT. The smoothing factor filters the transient changes and its value determines the responsiveness of
the algorithm to network changes. However, a difficulty may arise in the case of retransmission because of the lack of
information whether the received ACK corresponds to the first or the second transmission of the packet. Therefore, the
RTT sample corresponding to a retransmitted packet should not be taken into account when computing the smoothed
RTT. In addition, the RTT variance should be taken into account to compute the retransmission time-out. Even with
these tunings, it is still possible to have unnecessary retransmissions due e.g. to a packet blocked on the local network
interface, a lost ACK or a bad RTT estimate. The main problem comes from the fact that timers are local means to
estimate external events. Some researchers proposed to avoid the use of transport level timers for transmission control.

2.2.2 Adaptive Congestion control

Transport level congestion control ensures that network resources are shared efficiently and network congestion is
avoided. In fact, window based flow control algorithms tend to use large window values in order to "fill the pipe" in the
case of networks with high bandwidth delay product. However, if several transport connections with large windows
share a "low bandwidth" link, packet queuing delays may be observed in the router accessing the link, resulting in
unuseful retransmissions. This positive feedback may cause a congestion if specific control algorithms are not applied.
Van Jacobson proposed the "slow start” algorithm that has been implemented in TCP since 1989. We described this
algorithm in bloc 4. The implementation of this algorithm within the TCP version resulted in enhanced performance for
the protocol.

% TP4 is mentioned for historical reasons.
% RFCs can be obtained from the IETF web page: http://www.ietf.org
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2.2.3 Special purpose protocols

Some of the early work in the domain of enhanced transport service proposed the design of light weight special purpose
protocols for specific application needs (e.g. NETBLT for bulk data transfer and VM TP for transactional applications).
NETBLT or NETwork Block Transfer was described in bloc 4. VMTP or Versatile Message Transfer Protocol is
another special purpose protocol that was designed for Intra-System communication (e.g. RPC for file pages access,
etc). The nice feature about this protocol was the support of multicast transmission at the transport level. In order to
speed up the request/response time, no transport level connection is established. Stable addresses are used instead to
provide a sort of semi-permanent connection. Application level replies may be used to acknowledge the reception of the
requests. This protocol was one of the first protocols in conformance with the Application Level Framing concept.
However, the protocol could only be used in a local network environment, and even in this case the performance was
not very good (4.5 Mbps over Ethernet). XTP or Xpress Transfer Protocol was initially designed to be implemented on
specialized hardware with execution efficiency as inherent part of the design process. Therefore, many syntactical and
algorithmic choices of the protocol are oriented to facilitate high speed operation over low error rate networks. The
hardware circuit implementation project was discarded in 1992, but the protocol survives within the "XTP-Forum".
XTP 4.0 revision was released in March 1995. In the previous releases, (3.6 and before) XTP had been a "transfer"
protocol integrating layers 3 and 4 processing. We concentrate the description of the X TP protocol on this transfer layer
architecture. Integrating layers 3 and 4 reduces the packet processing overhead and enables several performance
optimizations. Among these optimizations, (i) the possibility to calculate the checksum on the fly by using packet
headers and trailers, (ii) a lightweight checksum agorithm that can be computed at high speed in software, (iii) fixed
length fields for fast access to the header, (iv) fast connection establishment and release based on a "1-way handshake"
mechanism and (v) fast de-multiplexing of the incoming packets by the exchange of local access keys. In addition, the
XTP protocol provided several functional enhancement (e.g. the support of “pseudo” reliable multicast, rate control
with the participation of intermediate routers, priority support and variable error control controlled by the sender and
adapted to the application needs). However, there was no pre-defined XTP service. XTP provided a programmable
toolkit (a set of mechanisms and not predefined strategies). The selection of the required functionalities is done by the
application. The XTP protocol designers proposed new ideas (e.g. the layers integration) incompatible with the OS
"reference” model. The ideas represented a step toward integration. However, these ideas were discarded in the 4.0
version and XTP became a"normal" protocol.

The "specia purpose protocols’ approach has a major limitation: the diversity of the applications increases the
complexity of the transport by the support of several protocols. Each application would then choose a protocol
corresponding to its specific needs.

2.3 A new protocol architecture

The approaches presented in the previous section are not adequate to provide high performance communication systems
for multimedia applications for two main reasons. The first one is that these protocols do not include the upper layers
data processing overhead in the transmission control loop. This overhead seems to be "the" effective bottleneck for
these application (e.g. video coding or decoding for a video conferencing application, or data presentation for a data
base replication). The second reason is that multimedia applications have specific communication needs that do not
correspond to the standard general purpose or the proposed special purpose protocols. The performance of workstations
has increased with the advent of modern RISC architectures but not at the same pace as the network bandwidth during
past years. Furthermore, access to primary memory is relatively costly compared to cache and registers and the
discrepancy between the processor and memory performance is expected to get worse. These observations lead some
researchers to reconsider the protocol architectural model and not only mechanisms within a specific layer or even the
definition of a new protocol. The goa of the revision is to simplify the design of communication systems that take into
account (i) the status of the network and the environment and (2) the applications needs. In this section, we discuss the
issues concerning the design of this new protocol architecture.

2.3.1 Layering considered harmful

The OSl reference model adopted as a standard in 1980, was designed in the seventies. The layer organization reflected
the hardware architecture of those days depicted in Figure (B5T32). The artificia separation of concerns in entities
called layers is partly due to the hardware architecture of the 70's. The service/protocol concept derives historically
from the model presenting interfaces between different service providers. There would be a link, network, transport and
session provider, perhaps al of which would have different potential vendors.

The physical and data link layer corresponded to mechanisms implemented by the modem and the driver. The network
and transport layers were generally implemented in front-ends, and the session layer corresponded to the control of the
dialogue via the channel between the mainframe (where the application hosted) and the front-end. Data presentation
was integrated in the application (e.g. X.409). With the advent of workstations (see Figure B5T33), the architecture of
the implementations have changed, specially for the upper layers (transport and above). The transport layer is usualy
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implemented in the kernel and accessible to the application through the socket interface. The application is run at the
user level and integrates specific parts of the presentation layer. The session layer presents, however, a problem (see
Figure B5T35). There is no need for such a layer in this architecture. In other words, the data transfer synchronization
needs are better known by the application. It is therefore suitable to let the application control its synchronization needs
rather than to delegate this control to the session layer. There is another problem posed by this layer in case it is
implemented between the presentation and the transport: this would impose an asynchronous data exchange between
these layers (which is known to degrade performance). This implies two data copies to/from the memory before data is
transmitted on the network. These operations are relatively costly on RISC workstations. The session control should
therefore be integrated within the application.

Even in a single vendor software implementation, one could accuse the layered model (TCP/IP or OSI) of causing
inefficiency. In fact, the operations of multiplexing and segmentation both hide vital information that lower layers need
to optimize their performance. In fact, the application should be able to exchange control information with the transport.
This means that the transport should be aware of the application (just like VTMP replies served as ACKs for the
requests). This allows to avoid bad decisions that may be taken by the protocol (e.g. send an ACK when there is areply
outstanding, or close the window or retransmit the packet after a packet loss during a video transfer). The two key
issues for the performance enhancement are reducing the asynchrony and involving the application in the transmission
control.

Some researchers made the observation that if the performance of the communication system is to be enhanced the
slowest part in the chain should be used in the best way. Many researchers agree that the data manipulation at the higher
level is the bottleneck (presentation decoding, encryption, etc). However, transport level resequencing delays the
processing of the PDUs received out of sequence until the lost or delayed PDU is received. An efficient utilization of
the slowest part of the chain requires therefore that the application be able to process out of sequence packets.

2.3.2 Application Level Framing

Application Level Framing (ALF) was proposed as a key architectural principle for the design of a new generation of
protocols. ALF is in fact the natural result of advanced networking experiments, which showed the need for the
following rules:

1. Efficient transmission can only be achieved if the unit of error and flow control is exactly equa to the unit of
transmission. This rule is not satisfied for transport protocols over ATM networks. In fact, the control unit (the
transport PDU) is not equal to the transmission unit (the ATM cell). Obvious penalties for violating this rule are
unnecessary large retransmissions in case of errors and inefficient memory usage.

2. A key ideais that the unit of transmission should also be the unit of processing. Otherwise, large queues will build
up in front of the receiving processes and eventually slow down the application.

3. Experience with multimedia services, showed that adaptive applications (see figure B5T53) are much easier to
develop if the unit of processing is also the unit of control. Violating this rule means a separation between the
application and the transmission control which may result in bad choices taken by the transport.

According to the ALF principle, applications send their data in autonomous "frames' (or Application Data Units
(ADUs)) meaningful to the application. It is also desirable that the presentation and transport layers preserve the frame
boundaries as they process the data. In fact, thisisin line with the widespread view that multiplexing of application data
streams should only be done once in the protocol suite. The sending and receiving application should define what data
goes in an ADU so that the ADUs can be processed out of order. The ADU will be considered as the unit of "data
manipulation”, which will simplify the processing. For example, an image server will send messages corresponding to
well identified parts of the picture. When a receiver receives such a frame, it can immediately decompress the data and
“paint” the corresponding pixels on the screen, thus minimizing response times. The ADU size should not exceed the
minimum MTU (Maximum Transmission Unit) of all the subnetworks traversed by the ADU in order to avoid
segmentation.

ALF was proposed in 1990 and extensively studied by researchers. Almost all "research” based networking application
(early audio and video conferencing tools, white boards, virtual environments are based on this concept).

Several experiments were made to evaluate the advantages and disadvantages of ALF. These experiments show that
efficient implementation of distributed applications may benefit from new architectural considerations such as ALF.
Performance improvements were shown in some experiments. However, this was under high packet error rate
condition. In fact, if there were no packet losses in the network, ALF complexity would impose a performance penalty.
On the other hand, ALF implies that communication systems are "tailored" for each application. This requires an
automated approach for protocol code generation, which will alow to "easily" generate a large panoply of
communication systems tailored to application needs. Therefore, a protocol compiler that generates efficient code is a
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step towards the support of new ALF based applications. A protocol compiler takes as input an abstract specification of
a protocol and generates an implementation of that protocol. Protocol compilers usually produce inefficient code both in
terms of speed and code size.

2.4 Summary

After a survey of several approaches for enhanced protocols performance, this section describes a high performance
protocol architecture for efficient implementation of multimedia applications. This protocol architecture is based on
ALF, which is a design principle alowing efficient processing of the application data units. Experiments with
Application Level Framing (ALF) showed performance gain in the case of a heterogeneous Internet. However, the
adaptive applications approach (with ALF) alone is not sufficient and a new network service should be supported by the
network. What should the network provide as a support for that? There is a need to re-think what should be in the high
speed networks of the future.
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Bloc 7

Ordonnancement
1.0 Mécanismes d'ordonnancement dans les routeurs

1.1 Introduction

Computer networks allow users to share (or multiplex) resources such as printers, file systems, long-distance trunks, and
sites on the World Wide Web. Sharing, however, automatically introduces the problem of contention for the shared
resource.

Example 1.1

Consider the set of queries made to a server hosting a World Wide Web search engine. Each query represents a service
request from a user contending for access to the shared resource, that is, the search engine. Assume that the server can
serve only one request at a time, so that requests that arrive when a server is busy must wait. A busy server holds an
incoming search request in a service queue and eventually selects it for service. We define the queuing delay of a
request as the time between its arrival and eventual service. The server allocates different mean queuing delays to
different requests by its choice of service order. For example, if the server aways serves requests from a particular user
A as soon asthey arrive, then A's requests receive alower mean queuing delay than requests from other users.

Given a set of resource requests in the service queue, a server uses a scheduling discipline to decide which request to
serve next. Scheduling disciplines are important because they are the key to fairly sharing network resources and to
providing performance-critical applications, such as telephony and interactive multi-participant games, with
performance guarantees. In this bloc we will study several scheduling techniques, comparing their relative merits in
providing fairness and performance guarantees.

A scheduling discipline actually has two orthogonal components. First, it decides the order in which requests are
serviced. Second, it manages the service queue of requests awaiting service. To understand this further, let us return to
the situation in Example 1.1. If, because of a statistical fluctuation, requests arrive at the search engine faster than it can
serve them, some requests must wait in the service queue, taking up storage space. If storage is limited, and requests
keep coming in faster than they can be served, then the server must eventually drop some requests. Which ones should
the server drop? In the same way as a scheduling discipline allocates different delays to different users by its choice of
service order, it alocates different loss rates to different users by its choice of which requests to drop. Continuing with
Example 1.1, if the server preferentially drops service requests from user B whenever the service queue overflows, B
has a higher loss rate than A. Thus, a scheduling discipline allocates different service qualities to different users by its
choice of service order and by its choice of which requests to drop.

Though a network must schedule access to every multiplexed resource, in this bloc we will restrict our attention to the
two most commonly scheduled resources: the bandwidth on a link, and buffers at a multiplexing point. Techniques for
scheduling these resources are applicable, with little change, to other multiplexed resources.

Scheduling, like error control and flow control, can be done at one of several layers of a protocol stack. In the literature,
scheduling disciplines are usualy studied for the output queue of a switch and are placed in the network layer.
However, as we saw in the Web server application, we also need scheduling at the application layer. In general, any
layer dealing with a multiplexed resource must deal with scheduling.

We note in passing that scheduling is important only when statistical fluctuations in the input traffic result in queuing at
a multiplexing point. In circuit-switched networks, source traffic is smooth and without significant fluctuations.
Therefore, scheduling is not an important problem in such networks, and we will study only packet-switched networks
(such asthe Internet and ATM networks) in the rest of the bloc.

1.1.1 Why do we need a scheduling discipline?

Before we study scheduling disciplines in detail, we make a small detour to understand why we need a nontrivial
scheduling discipline in the first place. Ultimately, the motivation comes down to our guesses about the performance
requirements of future networked applications which we summarize here.

Most experts agree that future networks will carry at least two types of applications. Some applications (which are
already common on the Internet) are relatively insensitive to the performance they receive from the network. They are
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happy to accept whatever performance the network gives them. For example, a file transfer application would prefer to
have an high bandwidth and very low end-to-end delay. On the other hand, it works correctly, though with degraded
performance, as the available bandwidth decreases and the available end-to-end delay increases. In other words. the
performance requirements of such applications are elastic: they can adapt to the resources available. Such applications
are called best-effort applications, because the network promises them only to attempt to deliver their packets, without
guaranteeing them any particular performance bound. Note that best-effort service, which is the service provided for
best-effort applications, does not require the network to reserve resources for a connection.

Besides best-effort applications, we expect future networks to carry traffic from applications that do require a bound on
performance. For example, an application that carries voice as a 64-Kbps stream becomes nearly unusable if the
network provides less than 64 Kbps on the end-to-end path”’. Moreover, if the application is two-way and interactive,
human ergonomic constraints require the round-trip delay to be smaller than around 150 ms. If the network wants to
support a perceptually "good" two-way voice application, it must guarantee, besides a bandwidth of 64 kbps, a
round-trip delay of around 150 ms. Thus, this application, and other applications of its kind, demand a guarantee of
service quality from the network. We call these applications guaranteed-service applications. Guaranteed-service
applications require the network to reserve resources on their behal f%.

The reason these application characteristics affect scheduling is that the performance received by a connection depends
principally on the scheduling discipline present at each multiplexed server along the connection’s path from a source to
a destination. These servers are typically the ones scheduling packets at each output link at a switch or router. Recall
that a switch queues resource requests, represented by packets ready for transmission, in a per-link output queue. At
each output queue, a server uses a scheduling discipline to choose which ready packet to transmit next, and to control
access to output queue buffers. The server can allocate different mean delays to different connections by its choice of
service order. It can allocate different bandwidths to connections by serving at least a certain number of packets from a
particular connection in a given time interval. Finally, it can alocate different loss rates to connections by giving them
more or fewer buffers. Thus, to build a network that gives guaranteed-service applications performance guarantees, we
require scheduling disciplines that can support per-connection delay, bandwidth, and loss bounds.

Although best-effort applications do not require performance bounds, the partitioning of available bandwidth and
buffers to best-effort connections, which is the role of a scheduling discipline, determines how fair the network is. Fair
resource alocation is an intuitively desirable property of a computer network (see also Section 1.2.2). To build a
network that allocates resources fairly among best-effort connections, we must implement scheduling disciplines that
support fair resource allocation among best-effort connections at each switch.

In this bloc, we will study the requirements of a scheduling discipline (Section 1.2) and the degrees of freedom
available in designing a scheduling discipline (Section 1.3). We then examine some link scheduling disciplines that are
suitable for best-effort connections (Section 1.4), and finally others that are suitable for guaranteed-service connections
(Section 1.5).

1.2 Requirements

A scheduling discipline must satisfy four sometimes contradictory requirements:

e Ease of implementation (for both guaranteed-service and best-effort connections)

e Fairness and protection (for best-effort connections)

e Performance bounds (for guaranteed-service connections)

o Easeand efficiency of admission control (for guaranteed-service connections)

Each scheduling discipline makes a different trade-off among these requirements. Depending on the situation, some of

these requirements may be more important than others. The "best" choice, therefore, depends on the applicable binding
constraints. In this section, we study the requirements in more detail.

" However, some audio applications can change the audio codec used in order to adapt to the available bandwidith.
%8 \We admit the existence of such applications in order to motivate the work on quality of service support.
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1.2.1 Ease of implementation

In a high-speed network, a server may need to pick the next packet for transmission every time a packet departs, which
can be once every few microseconds. Thus, it has very little time to make a decision. A scheduling discipline for a
high-speed network should require only a few simple operations; preferably, it should be implementable inexpensively
in terms of hardware. In particular, the number of operations to implement a discipline should be as independent of the
number of scheduled connections as possible. If a switch is serving N simultaneous connections, a scheduler that takes
O(N) time does not scale, and we prefer a scheduler that takes O(1) time. Local-area switches typically serve 50-100
simultaneous connections, whereas wide-area switches can serve up to 100,000 simultaneous connections. Thus, scaling
is particularly important for wide-area switches.

If we want to implement a scheduler in hardware, the scheduling discipline must be amenable to easy hardware
implementation. Surprisingly enough, with modern VLS| technology, it is nearly as easy to implement the logic of a
complicated scheduling algorithm as that of a simple one. The binding constraint, instead, is mainly in the memory
required to maintain scheduling state (such as pointers to packet queues, and memory about the service aready received
by a connection) and the time required to access this state. The smaller the scheduling state associated with scheduling
discipline, the easier it is to implement in VLSI. For example, implementing a scheduler that keeps all packets in a
single shared buffer is easy, because the only state the scheduler requires is pointers to the head and tail of the shared
gueue, and these pointers can be rapidly accessed. In contrast, a scheduler that keeps a per-connection service queue
needs a pointer to the head and tail of every queue. The state needed scales linearly with the number of connections,
raising questions about its feasibility in alarge wide-area switch.

1.2.2 Fairness and protection

A scheduling discipline allocates a share of the link capacity and output queue buffers to each connection it serves. We
call an alocation at a switch fair if the allocation satisfies the max-min allocation criterion®. Fairness is an intuitively
desirable property of a scheduling discipline serving best-effort connections. For guaranteed-service connections, which
should pay the network operator afee in proportion to their resource usage, fairnessis not a concern.

Fair resource allocation to a set of connections is a global objective, whereas a scheduling discipline takes only local
resource alocation decisions. To trandate from a local decision to a global one, each connection should limit its
resource usage to the smallest locally fair allocation along its path. It can be shown that this results in a globally fair
alocation. Note that a sudden decrease in the resource usage by one connection can potentially increase the fair
allocations of other connections who share part of their path with that connection. However, sources can increase their
resource usage to the new globally fair allocation only after a propagation delay. Thus, in a network where usage
patterns change rapidly with time, even if every switch locally allocates resources fairly, users may not receive globally
fair allocations, because by the time a source adapts to the current allocation, its allocation may have changed!

Protection means that misbehavior by one connection (by sending packets at a rate faster than its fair share) should not
affect the performance received by other connections. For example, FCFS does not provide protection, because the
mean delay of a source may increase if the sum of the arrival rates over all sources increases. Thus, a misbhehaving
source, by sending too fast, increases the mean delay of al other connections. In contrast, with round-robin scheduling,
a misbehaving source overflows its own queue, and the other sources are unaffected. If a scheduler provides protection,
then it also guarantees a minimum bandwidth to every connection, whatever the behavior of other connections.

The relationship between fairness and protection is that a fair scheduler automatically provides protection, because it
limits a misbehaving connection to its fair share. However, the converse need not be true. For example, if connections
are policed at the entrance to the network (that is, the network forces them to conform to a predeclared traffic pattern)
they are protected from each other, but their resource shares may not be fair. We study scheduling disciplines that
provide fair service in Section 1.4.

1.2.3 Performance bounds

The third mgjor requirement of a scheduling discipline is that it should allow a network operator to guarantee arbitrary
per-connection performance bounds, restricted only by the Conservation Law (for example, we cannot give all
connections a delay lower than they would receive with FCFS). An operator can guarantee performance bounds for a
connection only by reserving some network resources, either on-the-fly, during the call-establishment phase of the
connection, or in advance. Since the amount of resources reserved for a connection depends on its traffic intensity,

% The max-min fair share allocation is defined as follows: resources are alocated in order of increasing demands, no
source gets aresource share larger than its demand, sources with unsatisfied demands get an equal share of the resource.
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guaranteed-performance connections must agree to limit their usage. We can view the relationship between the network
operator and the user as a legal contract: the user agrees that its traffic will remain within certain bounds, and, in turn,
the operator guarantees that the network will meet the connection's performance requirements. In this bloc, we assume
that a user somehow communicates the performance requirements for a connection to the operator. Note that to meet its
contract, an operator must control a connection's performance not only when served by a single scheduler, but aso
when the connection passes through many schedulers in tandem. In a heterogeneous network, where different parts of
the network may employ different scheduling disciplines, guaranteeing end-to-end performance bounds is a hard
problem, and an area of active research.

To specify and guarantee performance requirements, we have to be more precise about how to measure a connection's
performance. We now take an extended diversion to study this problem.

Deterministic and statistical bounds

We start by noting that performance bounds can be expressed either deterministically or statistically. A deterministic
bound holds for every packet sent on a connection. A statistical bound is a probabilistic bound on performance. For
example, a deterministic delay bound of 10 s means that every packet sent on a connection has an end-to-end delay
smaller than 10 s. On the other hand, a statistical bound of 10 s with a parameter of 0.99 means that the probability that
a packet has a delay greater than 10 seconds is smaller than 0.01. In general, deterministic bounds require a larger
fraction of the network resources to be reserved than statistical bounds.

Another way to express statistical bounds is as a one-in-N bound. In the latter form, the guarantee is that no more than
one packet in N consecutive packets will violate the bound. For example, the statistical bound just discussed could be
expressed as follows: no more than one packet in 100 will have a delay larger than 10 seconds. Statistical bounds of the
second sort are easier to verify at the endpoint but harder to implement, because intermediate network elements need to
keep track of the state of every connection. Continuing with the example, if a network element drops a packet from a
connection, it must remember not to drop packets from that connection for at least a hundred more packets (the situation
is even more complex when multiple switches must cooperate to meet aone-in-N bound).

Common performance par ameters

Four common performance parameters are widely used in the literature: bandwidth, delay, delay-jitter, and loss. We
study these in turn.

A bandwidth bound requires that a connection receive at least a minimum bandwidth (measured over a prespecified
interval) from the network. Guaranteed-service connections usualy require at least a bandwidth bound. In practice,
most current integrated-service networks provide only a bandwidth bound.

A delay bound is a deterministic or statistical bound on some parameter of the delay distribution, such as the worst-case
delay, the mean delay, or the 99-percentile delay (Figure B7T17).

e The worst-case delay is the largest delay suffered by a packet from a connection. To compute the worst-case delay,
we assume that every other connection at every scheduler along the path behaves in the worst possible manner.
Computing it is easy if we can clearly identify the worst case.

e Strictly speaking, we must measure the average delay over al possible traffic arrival patterns of every other
connection in the system, because these may influence the delay of a packet in the connection under study. Thus,
the true average delay is impossible to measure, or even to define precisely. In practice, when we refer to a
connection's average delay, we are talking about the mean delay measured over the packets sent on that connection.
If the connection lasts long enough. and the other traffic sources are independent, then this approximates the true
average delay.

e Ninety-nine percent of the packets on a connection are guaranteed to suffer a delay smaller than the 99-percentile
delay. As with the mean delay, the true 99percentile delay is impossible to measure, and we usually settle for the
measured 99-percentile delay.

Though the worst-case delay is usualy substantially larger than the measured mean delay, because it is
impossible for a network to compute or guarantee the true average-case delay, guaranteed-service networks are
expected to specify and guarantee only the deterministic or statistical worst-case delay.

Some disciplines couple bandwidth and delay bounds such that to obtain a lower worstcase delay, a connection
needs to reserve a larger bandwidth at a scheduler. This is inefficient for connections that would like to obtain a
smaller worst-case delay while still reserving only a small bandwidth. We therefore prefer disciplines that
decouple performance bounds over disciplines that couple them.
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e A delay-jitter bound requires that the network bound the difference between the largest and smallest delays
received by packets on that connection (this is equivalent to bounding the width of the end-to-end delay
histogram-see Figure B7T17). Note that the delay-jitter bound is trivialy as large as the delay bound less the
propagation delay, since a packet's queuing delay could be as small as zero and as large as the delay bound less the
propagation delay.

Finally, aloss bound requires that the fraction of packets lost on a connection be smaller than some bound. As with the
average delay, the true loss rate is impossible to measure, and we usually settle for the loss rate measured over a certain
number of packets, over a certain time interval, or over the lifetime of the connection. In this bloc, we will only consider
the simple case of a zero loss bound.

1.2.4 Ease and efficiency of admission control

A scheduling discipline should permit easy admission control. A switch controller should be able to decide, given the
current set of connections and the descriptor for a new connection, whether it is possible to meet the new connection's
performance bounds without jeopardizing the performance of existing connections. Moreover, the scheduling discipline
should not lead to network underutilization (subjectively measured by the network operator). For example, with FCFS
scheduling, we can give all connections a worst-case delay bound by restricting the number of connections and the
largest burst size that each connection may send. However, thistypically resultsin an underutilized network.

1.3 Fundamental choices

There are four principal degrees of freedom in designing a scheduling discipline:

e  The number of priority levels (Section 1.3.1)

e  Whether each level iswork-conserving or non-work-conserving (Section 1.3.2)
e The degree of aggregation of connections within alevel (Section 1.3.3)

e  Service order within alevel (Section 1.3.4)

In this section, we will examine these four choices.

1.3.1 Priority

In a priority scheduling scheme, each connection is associated with a priority level. If there are n priority levels, and a
higher-numbered priority level corresponds to a connection with higher priority, the scheduler serves a packet from
priority level k only if there are no packets awaiting service in levelsk + 1, k + 2,... n (we also call this multilevel
priority with exhaustive service). Priority allows a scheduler to give packets at a higher priority level a lower mean
gueuing delay at the expense of packets at lower priority levels.

A scheduler can have an arbitrary number of priority levels. In practice, the number of |evels depends on the number of
delay classes that the network operator wants to support. In an integrated services network, at least three priority levels
are desirable: a high priority level for urgent messages, usualy for network control; a medium priority level for
guaranteed service traffic; and alow priority level for best-effort traffic.

A priority scheme alows a misbehaving user at a higher priority level to increase the delay and decrease the available
bandwidth of connections at all lower priority levels. An extreme case of this is starvation, where the scheduler never
serves a packet at alower priority level, because there is always something to send from a higher priority level. Thus, in
apriority scheduler, it is critical that appropriate admission control and policing restrict the service rates from al but the
lowest priority level.

Implementation

Priorities are simple to implement in both software and hardware because, to make a scheduling decision, a scheduler
needs to determine only the highest priority nonempty service queue. It also requires only a small amount of scheduling
state for buffer management: two pointers at each priority level that point to the head and tail of the service queue at that
level.

Analysis
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If a combination of admission control and policing restricts the rate at which data enters a priority scheduler, the
performance of connections at a lower level can be computed by modeling service at that level by a vacationing server.
The idea is that the server is on vacation when it is serving higher priority levels. The worst-case arrival pattern at the
higher priority levels bounds vacation durations, and thus the worst-case delay for the packet at the head of the per-level
service gqueue (subsequent packets could have larger worst-case delays). Moreover, the mean rate at which level k is
served isjust the link rate minus the rate at which vacations are taken at all higher priority levels.

1.3.2 Work-conserving versus non-work-conserving disciplines

A work-conserving scheduler is idle only when there is no packet awaiting service. In contrast, a non-work-conserving
scheduler may be idle even if it has packets to serve. At first glance, non-work-conserving schedulers make little sense:
why would network operators want to leave a line idle, wasting bandwidth, if they could use the time to carry traffic?
The reason is that a non-work-conserving scheduler, by idling away time, makes the traffic arriving at downstream
switches more predictable, thus reducing both the buffer size necessary at output queues, and the delay jitter
experienced by a connection. Let us see how this works with an example.

Example 1.2

Consider two switches S1 and S2 in tandem, with connections A and B sharing the link S1-S2, but going to different
output queues at switch S2 (Figure B7T22). Now, focus on the pattern of packet arrivals from A at S2. Since A and B
share link S1 - S2, this arrival pattern may depend not only on the way A is served at S1, but also on B's traffic arrival
pattern at S1. For example, if S1 serves packets in FCFS order, and many packets from A pile up behind a burst from B
at the head of the queue, when B's packets finally depart, packets from A will arrive at S2's output queue in a burst,
even if they entered S1 evenly spaced. Observe that if S1 is free to transmit an entire burst from A at the link rate, then,
to prevent packet loss, S2's output queue must be large enough to absorb the burst. Moreover, if this burst is buffered at
S2 awaiting service, and more packets arrive on connection A before S2 can serve the burst, then the burst grows even
larger as it exits S2. It is possible to come up with pathological scenarios where each switch adds a little to an initial
burst so that as the traffic from A leaves the network, it does so as a series of fast bursts. This potentialy bursty
behavior leads to a large delay jitter (because the first packet of a burst has a smaller queuing delay than the last) and
the need for larger buffers at switches (because they must accommodate large bursts). With a non-work-conserving
discipline, a connection needs the same number of buffers, no matter how deep in the network it is.

We can reduce both the delay jitter and the number of buffers needed to prevent packet loss if we allow a switch to send
a packet only when the packet is eligible. If a packet is not eligible for service, the switch leaves its output queue idle
until the packet becomes eligible. By choosing eligibility times carefully, we can ensure that the output from a switch is
predictable, so that bursts do not build up within a network. For example, if the (k + 1)¥ packet on connection A
becomes eligible for service only i seconds after the service of the k™ packet, we ensure that the downstream switch
receives packets on A no faster than one every i seconds. If the downstream switch serves the connection at a rate faster
than one every i seconds, it needs to buffer at most one packet from A, limiting the size of the buffer at the switch.
Moreover, since the queuing delay at each switch is bounded, the end-to-end delay jitter for packets from A is aso
bounded. Thus, a scheduler that delays packets until they are eligible, while potentially wasting bandwidth, makes the
traffic in the network more predictable and easier to manage.

Besides reducing the need for switch buffers and the delay-jitter bound, non-work-conserving disciplines have two
other advantages. First, with non-work-conserving schedulers, the sum of the per-hop bounds can tightly bound the
end-to-end delay and delay-jitter bounds. This makes the end-to-end performance bounds relatively simple to compute.
Second, since the regulator reshapes traffic at each hop, it is easy to bound the performance of heterogeneous networks,
where each switch may implement a different non-work-conserving scheduling discipline. This becomes particularly
important when it is necessary to compute performance bounds over paths that span multiple administrative domains.

Choosing dligibility times

There are two well-understood ways for a scheduler to choose €ligibility times. With rate-jitter regulation, the scheduler
guarantees that source traffic leaving the scheduler conforms to a given rate descriptor. For example, assume that all
packets are the same size, and the scheduler wants to guarantee a particular peak rate. Then, the digibility time for a
packet is the sum of the eligibility time of the previous packet on that connection and the inverse of the peak rate (that
is, the time taken to serve a fixed-size packet at the peak rate). More precisely, if E(k) represents the eligibility time for
the kth packet, and A(K) its arrival time at the scheduler, then

E(1) = A1)
E(k + 1) = max(E(k) + Xmin, A(k + 1)),
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where Xmin is the inverse of the peak rate, measured in seconds/packet. This is similar to the peakrate regulator
described in bloc 4.

Another way to choose dligibility times is with a delay-jitter regulator. A scheduler implementing this regulator
guarantees that the sum of the queuing delay in the previous switch and the regulation delay in the current switch is
congtant. This removes the effect of queuing-delay variability in the previous switch. In other words, the output stream
from the regulator is a time-shifted and fully reconstructed version of the traffic that entered the previous switch. By
composing a series of such regulators, the network assures a source that at every switch the input arrival pattern is fully
reconstructed, so that burstiness does not build up within the network. More precisely, if E(i, k) is the eligibility time for
the kth packet at the ith switch, then

E(0,K) = A(O,K)
EG+1,K=E{i,k+D+L

where D is the delay bound at the previous switch, and L is the largest possible delay on the transmission link between
switch i and switch i + 1. The kth packet is eligible for service at the Oth switch the moment it arrives. However, at
subsequent switches, it becomes eligible for service only after afixed timeinterval of length D + L, which is the longest
possible delay in the previous switch and in the previous link. So, if a packet is served before its delay bound at the
previous switch, or receives a delay smaller than L on the link, the delay-jitter regulator at the downstream switch adds
sufficient delay to convert this to the longest possible delay. When the packet leaves the regulator, it is asif it received
exactly D seconds of queuing delay at the previous switch and L seconds of propagation delay at the previous link.
Thus, the output of the regulator is a (D + L)-second time-shifted version of the traffic that left the previous regulator
aong the path. If a source is policed at the input to obey a certain traffic descriptor, the delay-jitter regulator
automatically assures us that the source's traffic obeys this descriptor at the output of every regulator in the network.
Note that a delay-jitter regulator, by itself, cannot provide protection between sources, because misbehaving traffic at
the entrance to the network is simply replicated at every hop.

A delay-jitter regulator is harder to implement than a rate-jitter regulator. Not only does it require the network operator
to know a bound on the propagation delay on each link it also requires the network to maintain clock synchrony at
adjacent switches at al times. Since, in the real world, clocks drift out of synchrony unless corrected, delay-jitter
regulation implicitly assumes the presence of a mechanism for maintaining clock synchrony. Because of its complexity,
it seems unlikely that delay-jitter regulation will make the transition from a research paper to the rea world.
Nevertheless, it is worth studying, because it introduces the notion of perfect traffic reconstruction. We can judge the
effectiveness of other regulators by the extent to which they can reconstruct the input traffic stream.

1.3.3 Degree of aggregation

The third degree of freedom in the design of scheduling disciplines is the degree to which individual connections are
aggregated in deciding their service order. At one extreme, the scheduler uses a single state variable to describe al
connections, which must all, therefore, share the same quality of service. At the other extreme, the scheduler maintains
per-connection state, and can give different connections different bandwidth and delay bounds. With an intermediate
degree of aggregation, the scheduler treats all packets from connections in the same class the same way (that is,
maintains per-class state). In this scheme, the scheduler provides different qualities of service to different classes, while
connections within a class share the same service quality. Classes of service, therefore, allow us to bridge the spectrum
between per-connection service guarantees and a single shared service quality.

Aggregation trades off a smaller amount of scheduler state for a coarser-grained differentiation in quality of service.
Moreover, as the preceding example shows, for some disciplines, the greater the degree of aggregation, the fewer
connections can be admitted. Why, then, should we aggregate connections? The main advantage is in reducing the state
in the scheduler, which is important for two reasons. First, as discussed in Section 1.2.1, scheduler state is the critical
resource in implementing a scheduler. Thus, the smaller the amount of scheduler state required for a particular
scheduling discipline, the easier it is to implement. Second, when establishing a connection, a source needs to know if
schedulers along the route can support its performance requirements. Instead of blindly trying all possible paths,
switches could advertise their current state to the rest of the network, allowing a source to select a path that is likely to
have sufficient resources. However, the more state there is in the scheduler, the more there is to advertise, which costs
bandwidth. Thus, reducing the amount of scheduler state is agood idea.

A second advantage of aggregation is that it evenly distributes the jitter induced by bursts due to members of the class.
Consider a set of ten connections sharing a non-work-conserving scheduler that regulates each of them to the same
service rate. Assume that nine of them send packets evenly spaced, while a tenth one sends them in bursts of five
packets at a time. If connections are not aggregated, the tenth connection would have a large delay jitter, because the
fifth packet from every burst would have a much larger delay than the first. The other connections would be unaffected
by this burstiness. In contrast, if the connections are aggregated, the burst from the tenth connection would be served
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consecutively, so that all other connections would see an increased jitter. However. the jitter for the tenth connection
would be smaller because al other members in its aggregation class share its jitter. Thus. aggregation alows
connections to obtain a smaller jitter when they send a burst, at the expense of being willing to absorb jitter when other
connections sharing the class send a burst.

The main problem with aggregation is that connections within the same class are not protected from each other.
Because the scheduler cannot distinguish between connections in the same class, the misbehavior of one connection in
the class affects the whole. For example, if the class is served by a non-work-conserving scheduler with a peak-rate
rate-jitter regulator, even if one connection of the class sends data too fast, al other connections will experience packet
delays and may suffer from packet loss. Thus, the degree of aggregation is inversely proportional to the degree of
protection. When designing a network, we have to balance these pros and cons to choose the appropriate degree of

aggregation.

A second problem with aggregation is that if a scheduler gives aggregated congestion feedback signals to an ensemble
of feedback flow-controlled connections, a well-behaved connection may perceive congestion signals caused by the bad
behavior of other connections as misbehavior on its own part. Therefore, if any one of the aggregated connections sends
a arate fast enough to build up queues at bottleneck, all the other connections receiving a shared feedback signal will
be affected. We can show that in a network of schedulers that provide aggregate feedback to an ensemble of feedback
flow-controlled connections, even if individual connections are well-behaved, the ensemble could still be unstable (that
is, the vector of transmission rates from each source never converges to an equilibrium value). Moreover, if any one of
the connections chooses to ignore congestion signals, it can hog the entire capacity available to the aggregate. For
example, if we have an ensemble of TCP-style feedback flow-control connections sharing a single FCFS queue, where
the aggregated feedback signal is packet loss, the misbehavior of one connection will cause al other connections to
lower their window size, and thus their transmission rate. In contrast, under the same assumptions, non-aggregated
service and non-aggregated feedback results in guaranteed fair alocations. Thus, whenever it is feasible, we prefer
per-connection queuing to aggregated queuing. However, if the traffic sharing a class is well behaved, and if al the
connections sharing a class have approximately the same behavior, then aggregating them into a class does not
significantly affect the degree of protection. (If they are well behaved, they do not need to be protected from each other
in the first place!)

1.3.4 Service order within a priority level and aggregation class

The fourth and final degree of freedom in designing scheduling disciplines is the order in which the scheduler serves
packets from connections (or aggregates of connections) at the same priority level. There are two fundamental choices:
serving packets in the order they arrive, or serving them out of order, according to a per-packet service tag. With the
second option, the properties of the scheduler depend heavily upon how the scheduler computes the tag. Nevertheless,
all scheduling disciplines that serve packets in non-FCFS order need to sort packets implicitly or explicitly, which
results in an implementation overhead.

The main problem with FCFS is that it does not allow packets that want a lower delay to skip to the head of the queue.
In contrast, if we serve in order of service tags, we can give packets that want a low delay a lower tag value than others
in the queue, which alows them to jump to the head of the queue. A second problem with FCFS service is that the
alocation of bandwidth to individual connections is hot max-min fair (see Section 1.2). Connections receive service
roughly in proportion to the speed at which they send data into the network. During overload, when bandwidth is
scarce, this rewards bandwidth "hogs," at the expense of connections obeying a cooperative closed-loop flow control
scheme, such as the TCP dynamic window scheme. Thus, FCFS service is an incentive for an endpoint to behave
greedily, because greedinessis rewarded!

With service in order of service tags, it is possible to achieve alocations that are "close” to max-min fair. We discuss
thisin more detail in Section 1.4.

Implementation

FCFS service is simple to implement, because packets can be placed in a queue as they arrive and removed from the
gueue when the trunk becomes free. To implement a discipline that serves packets according to explicit service tags, we
need several mechanisms. First, on packet arrival, we need to compute its tag. This may require looking up the state
associated with its connection, or with the aggregate that contains its connection. We must then insert the tagged packet
in a data structure that allows us to determine the packet with the smallest service tag (since this is the next packet to
serve) and the largest service tag (since thisis the next packet to drop, if the scheduler runs out of buffers).

1.3.5 Summary

In this section, we have examined the four degrees of freedom in designing scheduling disciplines: (1) priority, (2)
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work-conserving or non-work-conserving service, (3) degree of aggregation. and (4) service order within a priority
level. By appropriately combining elements along each axis, we can come up with new disciplines that provide a trade-
off between implementation complexity and desirable features. The important message, as always, is that each feature
comes at some cost. Depending on the situation, a designer must match the need for a feature with its implementation
cost. For example, for asmall LAN switch, where traffic loads are likely to be much smaller than the available capacity,
service queues are usually small, and users are cooperative. In such a system, a singlepriority FCFS scheduler, or, at
most, a two-priority scheduler, with the higher level devoted to guaranteedservice traffic, is sufficient. For a heavily
loaded wide-area public switch with possibly noncooperative users, a scheduler must provide protection with the ability
to sustain high trunk utilization. This may require a more sophisticated scheduling discipline, which may involve the
use of multiple priority levels, non-workconserving service at some priority levels, aggregation within some priority
levels, and non-FCFS service order.

1.4 Scheduling best-effort connections

1.4.1 Generalized processor sharing

Section 1.2 makes the case that the scheduling objectives for best-effort and guaranteed-service connections are
different. For best-effort connections, we would like the scheduling discipline to provide a max-min fair allocation, as
described in Section 1.2. We can achieve a max-min fair alocation with an ideal (and unimplementable)
work-conserving scheduling discipline called Generalized Processor Sharing (GPS). Intuitively, GPS serves packets as
if they are in separate logical queues, visiting each nonempty queue in turn and serving an infinitesimally small amount
of data from each queue, so that, in any finite time interval, it can visit every logical queue at least once. Connections
can be associated with service weights, and they receive service in proportion to this weight whenever they have datain
the queue. If they do not have data, the scheduler skips to the next nonempty queue. We claim that this service order
results in a max-min fair share bandwidth allocation.

To see this, consider a switch where N connections with equal weights send data to the scheduler infinitely fast. The
server should allocate each of them a 1/N™ share of the bandwidth, which is their max-min fair share. Because the
scheduler serves an infinitesimal from each connection in turn, it achieves this goal. Now, if one source, say, source A,
sends data more slowly than this share, its queue at the scheduler is occasionally empty. When this is so, the scheduler
skips A's queue, and, because of its round-robin service, the time thus saved is equally distributed to the other
connections. Now, if another connection, say, B, has an incoming rate that is larger than 1/N but smaller than the new
service rate it receives because A's queue is occasionally empty, B's queue will also be occasionally empty. Thus, the
remaining connections (other than A and B) will receive a little more service, which may, in turn, cause still other
connections queues to be occasionally empty. Continuing in this fashion, we see that every connection that has a
demand smaller than its fair share gets alocated its demand, whereas every connection that has a greater demand gets
an equal share. Thus, by definition, GPS service achieves the max-min fair share.

If we alow a connection to specify a weight, then in each round of service, a GPS server serves data from each
nonempty connection queue in proportion to the connection's weight. An extension of the previous argument shows that
the GPS server aso achieves the max-min weighted fair share. Note that, because GPS is fair, from the arguments in
Section 1.2.2, it also offers protection.

While GPSisideal in that it exactly achieves a max-min fair allocation, it is also unimplementable. We now study some
scheduling disciplines that are implementable, and try to approximate GPS

1.4.2 Weighted round-robin

The simplest emulation of GPS is round-robin, which serves a packet from each nonempty connection queue, instead of
an infinitessmal amount. Round-robin approximates GPS reasonably well when all connections have equal weights and
all packets have the same size. If connections have different weights, then weighted round-robin (WRR) serves a
connection in proportion to its weight.

Example 1.3

Suppose connections A, B, and C have the same packet size, and weights 0.5, 0.75, and 1.0. How many packets from
each connection should a round-robin server serve in each round?

Solution: We normalize the weights so that they are all integers, giving us weights 2, 3, and 4. Then in each round of
service, the server serves two packets from A, three from B, and four from C.

If packets from different connections have different sizes, a weighted round-robin server divides each connection's
weight by its mean packet size to obtain a normalized set of weights.
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Example 1.4

Suppose connections A, B, and C have mean packet sizes of 50,500, and 1500 bytes, and weights 0.5, 0.75, and 1.0.
How many packets from each connection should a round-robin server serve in each round?

Solution: We divide the weights by the mean packet size to obtain normalized weights 0.01, 0.0015, and 0.000666.
Normalizing again to obtain integer weights, we get weights 60, 9, and 4. Thus, the scheduler serves 60 packets from A,
9 from B, and 4 from C in each round of service. This results in 3000 bytes from A, 4500 bytes from B, and 6000 from
C served in each round, which is exactly according to their weights of 0.5, 0.75, and 1.0.

To emulate GPS correctly when packets can be of different sizes, a weighted round-robin server must know a source's
mean packet size in advance. However, in practice, a source's packet size may be unpredictable. For example, if a
source is sending compressed video images, packet size may depend on the degree of motion in a scene. If a source
cannot predict its mean packet size, a weighted round-robin server cannot allocate bandwidth fairly.

A second problem with weighted round-robin service is that it is fair only over time scales longer than a round time. At
a shorter time scale, some connections may get more service than others. If a connection has a small weight, or the
number of connectionsis large, this may lead to long periods of unfairness. Thisisillustrated by Example 1.5.

Example 1.5

Consider a wide-area T3 trunk that serves 500 ATM virtual circuits with weight 1 and 500 virtua circuits with weight
10. If no connection is ever idle, what is the length of one round?

Solution: A Kilobyte cell takes 9.422 g on a 45 Mbps T3 trunk. A round takes 500 + 500 * 10 = 5500 service times =
51.82 ms. Thus, over atime smaller than 51.82 ms, some connections get more service than others (that is, the service
can be unfair).

More sophisticated scheduling disciplines, which we study next, eliminate these two problems. These sophisticated
schemes are desirable mainly in the context of a variable-packet size or slower-speed network. In high-speed ATM
networks, with fixed-size packets and short round times, GPS emulation using weighted round-robin is usually good
enough.

1.4.3 Deficit round-robin

Deficit round-robin modifies weighted round-robin scheduling to allow it to handle variable packet sizes without
knowing the mean packet size of each connection in advance. A DRR scheduler associates each connection with a
deficit counter initialized to 0. The scheduler visits each connection in turn and tries to serve one guantum worth of bits
from each visited connection. The packet at the head of the queue is served if it is no larger than the quantum size. If it
is larger, the quantum is added to the connection's deficit counter. If the scheduler visits a connection such that the sum
of the connection's deficit counter and the quantum is larger than or equal to the size of the packet at the head of the
queue, then the packet at the head of the queue is served, and the deficit counter is reduced by the packet size. For
example, let the quantum size be 1000 bytes, and let connections A, B, and C have packets of size 1500, 800, and 1200
bytes queued at a DRR scheduler (Figure B7T34). In the first round, A's counter increases to 1000, B's first packet is
served, and its deficit counter becomes 200 (= 1000 - 800). C's counter is 1000, and no packet from C is served. In the
second round, A's packet is served, and its counter is set to 1000 + 1000 - 1500 = 500. Similarly, C's counter is set to
800. Since there is no packet at B, its counter is reset to 0 (otherwise, B builds up credits indefinitely, eventually leading
to unfairness). In the weighted version of DRR, the scheduler serves the quantum size times ¢ (i) bits from connection i.

To assure that the DRR scheduler always serves at least one packet from each connection, the quantum size is
recommended to be at least Pmax, the largest possible packet size in the network. A DRR scheduler does only a
constant amount of work per step in its execution. Thus, implementing in hardware is easy.

Let the frame time, F, be the largest possible time taken by the scheduler to serve each of the backlogged connections
(taking into account their relative weights). We can also show that the relative fairness bound for DRR is 3F/r. Thus,
the fairnessis linked to the frame size.

The main attraction of DRR isits ease of implementation. However, like weighted round robin, it is unfair at time scales
smaller than a frame time. For example, consider a 45 Mbps link shared by 500 connections, where the packet size can
be as large 8 Kbytes. Then, the frame time can be as large as 725 ms. DRR, therefore, is unfair on time scales smaller
than 725 ms. Things are much better if the packet size is 48 bytes, as with ATM networks, but with fixed-size packets
DRR reduces to weighted round-robin. Thus, DRR is suitable when fairness requirements are loose or when the packet
sizes are small.
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1.4.4 Weighted fair queuing and packet-by-packet generalized processor sharing

Weighted fair queuing (WFQ) and packet-by-packet generalized processor sharing (PGPS) are approximations of GPS
scheduling that do not make GPS's infinitesimal packet size assumption, and, with variable-size packets, do not need to
know a connection's mean packet size in advance. Since PGPS and WFQ, though independently invented, are identical,
we will only study WFQ

The intuition behind WFQ is to compute the time a packet would complete service had we been serving packets with a
GPS server, then serve packets in order of these finishing times. In other words, WFQ simulates GPS "on the side" and
uses the results of this simulation to determine service order. We call a packet's finishing time under GPS a finish
number, rather than a finish time, to emphasize that it is only a service tag that indicates the relative order in which the
packet isto be served, and has nothing to do with the actual time at which the packet is served.

Finish number computation

The computation of the finish-number depends on a variable called the round number. We will first study how to
compute the round number when all weights are equal. For the moment, model a GPS server as doing bit-by-bit service,
rather than infinitesimal-by-infinitesimal service. With this simplification, we define the round number to be the number
of rounds of service a bit-by-bit round-robin scheduler has completed at a given time. A non-integer round number
represent a partial round of service, so that, for example, a round number of 3.5 indicates that we are halfway through
the fourth round of service. Note that each round of service takes a variable amount of time: the more connections
served in a round, the longer the round takes. We call a connection active if the largest finish number of a packet either
inits queue or last served from its queue is larger than the current round number. Thus, the length of around, that is, the
time taken to serve one bit from each active connection, is proportional to the number of active connections.

If we know the round number, we calculate the finish number as follows. The finish number of a packet arriving at an
inactive connection is the sum of the current round number and the packet size in bits, because this is the round number
when a bit-by-bit round-robin server would have completed service of that packet. For example, if a packet of size 10
bits arrives when the round number is 3, then the packet completes service ten rounds later, in the thirteenth round,
when the round number is 13. If a packet arrives on an active connection, the arriving packet's finish number is the sum
of the largest finish number of a packet in its queue (or last served from its queue) and the arriving packet's size (in
bits). For example, if a packet of size 10 bits arrives to a queue that already contains a packet with a finish number of
20, we know that the packet in the queue completes service when the round number is 20. Thus, the incoming packet
completes service when the round number reaches 20 + 10 = 30. Combining these statements, if P (i, k, t) is the size of
the kth packet that arrives on connection i at time t, when R (t) is the round number, and F (i, k - 1, t) is the finish
number for the (k - 1)th packet on that connection, then

FG, k t) = max{F(i, k- 1, 1), RQ)} + PG, k, )

We define the largest finish number of a packet in a connection's queue, or served from that connection's queue, to be
the connection's finish number.

We mentioned earlier that the round number increases at a rate inversely proportional to the number of active
connections. Instead of viewing the round number as the number of service rounds completed by a bit-by-bit
round-robin server, we can redefine the round number to be a real-valued variable that increases at a rate inversely
proportional to the number of currently active connections. From this perspective, the round number no longer has a
physical meaning: it is just a convenient abstraction useful in computing finish humbers. With this modification, WFQ
emulates GPS, instead of bit-by-bit round-robin scheduling.

Implementation

When a packet arrives to a fair queuing scheduler, the scheduler updates its notion of the current round number, if
necessary performing an iterated deletion. The scheduler then computes the finish number of the packet and placesit in
apriority queue, so that it is served in order of its finish number. Note that within a connection, finish numbers increase
monotonically with time. The key to implementing fair queuing is in devising a fast and efficient priority queue, as
discussed in Section 1.3.4.

Evaluation

Weighted fair queuing (or PGPS) has three desirable properties. First, because it approximates GPS, it protects
connections from each other. This firewalling property is important for public data networks. Second, under certain
assumptions, a connection can obtain a worst-case end-to-end queuing delay that is independent of the number of hops
it traverses and of the behavior of other connections (we will study this in Section 1.5). This allows networks of fair
gueuing schedulers to provide real-time performance guarantees, which is important for guaranteed-service connections.
Finaly, WFQ gives users an incentive to implement intelligent flow control mechanisms at the end-systems. With
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WFQ, a source is not required to send at a rate smaller than its currently allocated rate. However, a source that
consistently sends more than its fair share is likely to lose packets from its own buffers, so it has an incentive to match
its flow to the currently available service rate.

On the other hand, a WFQ scheduler requires per-connection (or per-aggregate) scheduler state, which leads to
implementation complexity and can be expensive for schedulers that serve large numbers of connections. It requires an
expensive iterated deletion algorithm to update its round number. Moreover, it requires explicit sorting of the output
gueue on the service tag, which requires time and complex hardware or software.

Despite these problems, increasing numbers of manufacturers are implementing weighted fair queuing in their router
and switch products. In the late 90s, both the leading line of routers from Cisco, Inc., and ATM switches from FORE
Systems, Inc., provide some form of WFQ scheduling. In the next subsection, we will examine some variants of WFQ
that alleviate some problems faced with WFQ.

However, by 2003, although WFQ technology is available in routers, it is not widely "used" and no scheduling is done
in the intermediate routers.

1.45 Summary

The ideal discipline for best-effort connections is generalized processor sharing (GPS) (Section 1.4.1), but it is
unimplementable because it serves an infinitesimal amount from each nonempty connection queue. An obvious
emulation of GPS uses weighted round-robin (Section 1.4.2), but this does not work well if packets can be of different
sizes, or if we want a fair alocation of bandwidth at small time scales. The deficit round-robin discipline is similar to
weighted round-robin, but works well even with variable-size packets (Section 1.4.3). However, it, too, does not
alocate bandwidth fairly at short time scales. We overcome this with the weighted fair queuing (WFQ) agorithm,
where packets are served in order of service tags, which are computed by simulating GPS in parallel (Section 1.4.4).
Although WFQ compares favorably with GPS in fairness, it is complex because of its simulation of GPS.

15 Scheduling guaranteed-service connections

1.5.1 Weighted fair queuing

It turns out that the weighted fair queuing (WFQ) discipline can also be used to give connections performance
guarantees. First, note that WFQ gives a bandwidth bound to each connection, since connection i is guaranteed ¢ (i, k) /
2 (¢ (j, k) share of the link capacity at its kth hop. Parekh and Gallager proved an important bound on the worst-case
end-to-end delay suffered by a connection traversing a series of WFQ schedulers; we now state this bound.

Let aleaky-bucket-constrained source i with parameters (o(i), o(i)) pass through K schedulers, where the kth scheduler,
1<k<K, hasalink rater(k). Let g (i, k) be the service rate assigned to the connection at the kth scheduler, where:

9, k=0@(.KrK/Ze(, k)

and we take the sum over al connections sharing the kth scheduler. Let g (i) be the smallest of the g (i, k)s over al k.
We assume that g (i) > p (i); otherwise, the queue at one of the schedulers will build up without bound. If the largest
packet allowed on that connection is of size Pmax(i), and the largest packet allowed in the network is of size Pmax,
then, independent of the number of schedulers the connection traverses, and independent of the behavior of the other
connections (even if they are not leaky-bucket bounded), the worst-case end-to-end queuing and transmission delay D*
(i) is bounded by:

To understand this result, note that when Pmax is close to O, that is, when all packets are infinitesimally small, the delay

D* (i) ga(i)/g(i)+§Pmax(i)/g(i,k)+ipmax/r(k)

is bounded by ofi)/g(i). Intuitively, this means that though the connection actually traverses a series of schedulers, it
behaves as if it were served by a single scheduler with rate g(i), so that when the source sends a burst of length ofi), it
experiences a worst-case delay ofi)/g(i). A correction term, Pmax(i)/g(i, k) at each scheduler, models the situation
where a packet from source i arrives just after it would have received service under GPS. It can be shown that this
packet is delayed by at most Pmax(i)/g(i, K). The third term, which is independent of g(i), reflects the fact that if a
packet from i arrives at a busy scheduler, the packet may have to wait up to Pmax/r(Kk) time before it is served.

Parekh and Gallager's theorem shows that, with a suitable choice of parameters, a network of WFQ servers can provide
worst-case end-to-end delay guarantees. A source needing a particular worstcase end-to-end delay bound need only pick
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an appropriate value for g.
Example 1.6

Consider a connection with leaky bucket parameters (16,384 bytes, 150 Kbps) that traverses 10 hops on a network
where all the links have a bandwidth of 45 Mbps. If the largest allowed packet in the network is 8192 bytes long, what g
value will guarantee an end-to-end delay of 100 ms? Assume a propagation delay of 30 ms.

Solution: The queuing delay must be bounded by 100 - 30 = 70 ms. Plugging this into the above equation, we get 70 *
10° = {(16384 * 8) + (9 * 8192 * 8)} / g + (10 * 8192* 8)/(45 * 10°), so that g = 12.87 Mbps. Notice that this is more
than 85 times larger than the source's average rate of 150 Kbps. This is because the (K - 1)Pmax/g term contributes to
nearly 46 ms of the 70 ms delay bound, and the K* Pmax/r term contributes another 14 ms. The ofg term contributes
only 10.8 msto the end-to-end delay! The lesson is that with large packets, packet delays can be quite substantial .

WFQ does not provide a nontrivial delay-jitter bound (i.e., a delay-jitter bound smaller than the delay bound itself).
Moreover, as shown in Example 1.6, to obtain a lower delay bound, a connection must make a much large reservation,
even if it cannot use the entire reserved bandwidth. Finally, WFQ has the problems with implementation complexity
that we discussed in Section 1.3.4.

1.5.2 Delay-earliest-due-date and jitter-earliest-due-date

In classic earliest-due-date (EDD) scheduling, we assign each packet a deadline, and the scheduler serves packets in
order of their deadlines. If the scheduler is over-committed, then some packets miss their deadlines. With EDD, packets
assigned deadlines closer to their arrival times receive a lower delay than packets assigned deadlines farther away from
their arrival times.

Delay-EDD is an extension of EDD that specifies the process by which the scheduler assigns deadlines to packets.
During call setup, each source negotiates a service contract with the scheduler. The contract states that if a source obeys
a peak rate descriptor, then every packet on that connection receives a worst-case delay smaller than some bound.
During call admission, the scheduler ensures not only that the sum of the peak rates of the admitted callsis smaller than
the link capacity, but also that even in the worst case, when every connection sends traffic at its peak rate, it meets its
delay bound (the schedulability test).

The key to delay-EDD lies in the way the scheduler assigns deadlines to packets. The scheduler sets a packet's deadline
to the time at which it should be sent had it been received according to the connection's contract, that is, slower than its
peak rate. By reserving bandwidth at a connection's peak rate, a delay-EDD scheduler can ensure that it has served the
previous packet from that connection before the next packet arrives, so that every packet from that connection obeying
the peak rate constraint receives a hard delay bound. Note that the delay bound for a connection is independent of its
bandwidth reservation, in that a connection reserving a small bandwidth can still obtain a small delay bound. Therefore,
unlike GPS-emulation schedulers, delay-EDD separates the bandwidth and delay bounds, but at the cost of reserving
bandwidth at the peak rate, giving up temporal statistical multiplexing gain.

Since a delay-EDD scheduler serves packets in order of their deadlines, it needs to place them in a priority queue asin
WFQ. The scheduler also needs to store per-connection finish numbers as in WFQ. Thus, its implementation is as
complex as a WFQ implementation, except that it does not need round-number computation. Delay-EDD's main
advantage over WFQ-like schedulers is that it provides end-to-end delay bounds independent of the bandwidth
guaranteed to a connection. On the other hand, it requires every connection to reserve bandwidth at its peak rate,
whereas a WFQ-like server need only reserve bandwidth at the connection's average rate. Moreover, it cannot provide a
nontrivial end-to-end delay-jitter bound.

In ajitter-EDD (J-EDD) scheduler, a delay-jitter regulator (described in Section 1.3.2) precedes the EDD scheduler.
With a delay-jitter regulator, all packets receive the same delay at every hop (except at the last hop), so the difference
between the largest and the smallest delays, which is the delay jitter along the connection, is reduced to the delay jitter
on the last hop. Thus, a network of JEDD schedulers can give connections end-to-end bandwidth, delay, and
delay-jitter bounds. The JJEDD scheduler incorporates a delay-EDD scheduler, so to obtain a worst-case delay bound, a
connection must reserve bandwidth at its peak rate. The call admission control algorithm is identical to that of
delay-EDD.

1.5.3 Rate-controlled scheduling

Rate-controlled scheduling disciplines are a class of scheduling disciplines that can give connections bandwidth, delay,
and delay-jitter bounds. A rate-controlled scheduler has two components: a regulator and a scheduler (Figure B7T45).
Incoming packets are placed in the regulator, which uses one of many algorithms to determine the packet's eligibility
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time. When a packet becomes eligible, it is placed in the scheduler, which arbitrates among eligible packets. By
delaying packets in the regulator, we can shape the flow of incoming packets to obey any constraint. Two examples of
constraints are (1) packets should arrive to the scheduler at a rate less than a pesk rate (a rate-jitter regulator) and (2)
packets should arrive to the scheduler a constant delay after leaving the scheduler at the previous switch (a delay-jitter
regulator). The scheduler can serve packets first-come-first-served, place them in a multilevel priority queue (thus
giving some of them lower delays), or serve them using WFQ (thus giving them a weighted fair share of the link
bandwidth). The service properties of a rate-controlled scheduler therefore depend on the choices of the regulator and
scheduler.

It can be shown that a rate-controlled scheduler can emulate a wide range of work-conserving and non-work-conserving
scheduling disciplines. For example, if the regulator ensures that for each connection, over a specified time period, no
more than a specified number of cells are marked eligible, then the rate-controlled discipline emulates the hierarchical
round-robin discipline described in reference. Similarly, if we use a delay-jitter regulator and an earliest-due-date
scheduler, then the rate-controlled discipline emulates jitter-earliest-due-date.

Evaluation

Rate-controlled disciplines have several advantages over other disciplines:

e They areflexible, in that they can emulate a variety of other disciplines.

e With some choices of regulators and schedulers, they can decouple bandwidth and delay assignment.
e With both delay-jitter and rate-jitter regulators, end-to-end delay bounds can be easily computed.

e They do not require complicated schedulers to guarantee protection (the scheduler can just be multilevel static
priority or even FCFS).

e With properly chosen regulators, they can emulate WFQ delay bounds without the complexity of maintaining a
sorted-priority queue.

On the other hand, they require a per-scheduler calendar queue, and they achieve a delay-jitter bound only at the
expense of increasing the mean delay. Besides, if the scheduler uses a delay-jitter regulator, it must, in addition, police
all connections, because a delay-jitter regulator does not automatically restrict a connection's bandwidth share.
Nevertheless, in view of their advantages and flexibility, rate-controlled disciplines may be the best available disciplines
for serving connections that require bandwidth, delay, and delay-jitter bounds in high-speed networks.

154 Summary

In this section, we studied some scheduling disciplines that allow guaranteed-service connections to obtain bandwidth,
delay, and delay-jitter bounds. We first showed that weighted fair queuing (WFQ) allows us to obtain bandwidth and
worst-case end-to-end delay bounds (Section 1.5.1). However, to obtain a low end-to-end worst-case delay, a
connection must reserve a large bandwidth, reducing the potential for temporal statistical multiplexing gain and making
the network more expensive to operate. We then studied delay-earliest-due-date and jitter-earliest-due-date, two
disciplines that provide bandwidth and delay bounds and do not couple them, at the expense of a reservation for the
peak rate of a connection (Section 1.5.2). We generalized the jitter-earliest-due-date discipline to obtain the class of
rate-controlled disciplines (Section 1.5.3). Disciplines in this class are composed from a rate regulator and a scheduler.
They can provide a variety of performance bounds by appropriate choice of these components.

134



SINWIWIOD XNeasal Sa7

sawweiferep - s)anbed ap uoneNWwWos &

JEIET iy
S|ONUIA SUNDIID - S3IN||9 P UOKEINLILIOD +

INLV neasal a7
S)N2IIO 8P UONEINWWOD «
anbjuoyda|gl neasas 7

SYINWWOI XNeasal sa7

lauJaiu

18 auoyda|al a7

T 20(q - Iny,panolne,p sinod np ue|d

X-ZT006-£T-0 NESI ‘sabed 0521 '866T ‘lleH 301Uaid ‘SUSASIS PIROR M ‘BuLILIEIBOId 3i0MaU XIND W

L-1T895-T02-0 NaS|

‘sabed 89/ ‘26T “AISOM-UOSIPPY ‘SUBARIS PIRUDIY WBILOIAS XINN U Ul BullweiBoid paouenpy  m

£SEVEITOZ0

NaS! 'sabed GZ€ '966T ATENUEE PAUSIANd 1BA0IPIEH KOISOM-UOSIPPY ‘1B ' AIES 'SUBAAIS PIEly

‘M 'SI090101d URLIOQ XIUN AU} PUE ‘d INN ‘d LLH 'S

esue1L 10} dOL i€ WINOA 'Pares! .

v69vE9

-102-0 NS ‘sabed 522 *Z66T ‘AaISaM-UOSIPPY ‘SUDYiad '3 D 'Sa9NIeld P Seldioud UBISAA dIBIGON  m
£6.60€

~102-0 NS ‘sabed 22 ‘6661 *AaISaM-UOSIPPY Bl "D (1aULa ‘Suoedyddy puy BupomaN 1SeaN  m
02€€95T020

N@S! ‘sabed 00y ‘Z66T AR “AB1SSM-UOSIPPY ‘UBWIad BIpRY 'SiaiNoy pue sabpug 'suonoauuoosai W

-1520-29v1-2 Nas| ‘sabed
0Z€ 'T00Z 'SUONIEdANG 39UBIS SUIBH 3PP SNOGGQ *M SIUBIUNUIIOD SEIPRWININU SAWRISAS W

S-GYVT6O
£1-0 N@S| "sabed £0/ T00Z 'UONIPS PIE “IBH-891UBIG *J8W0D 3 Q 'SIBUIIUI PUE SHIOMBN Indwod W

(81ns) saduaigey

§8-1869TZ-€T-0 NaIS1 'Sabed €79 'S66T 'WONPa o€
‘lleH-391UB1d '18W0D '3 * "SIMIBYIY PUE 'SI020101d ‘SAIAUIIG T SWNIOA difdDL UM BuppiomaUBI

1-916002-€1-0 NgS| ‘sabed
955 'T66T 12313990 'WOPS .2 'K 991U “1OBRIPS LAGOY ‘SISO “d ML ‘SHOMIN BRG]

T-8r2Y6E-€1-0 NaS1 'sabed pTg
H 991UBId 'WNBQUALE L 'S MBIPUY ‘SHOMIBN J2IndWoD

6-892008-55-T NG| ‘sabed 005 ‘96T
dy “UuBwNEY UBBIOW ‘B1NEq °S 39NIg “U0SIAIR ] A1 ‘Udeoiddy SWaISAS Y ‘SYIOMIBN JRINAW0D)

¥-1122v-102-0 N@S| ‘sabed 21/ 'T00Z ‘uoneanp3
UOSIBag 'S0} *X *850IMY “[ UIBIUI W BuLMEas Yoeoddy umog-do v ‘BUPHOMBN JaINdwoD)

2-88€980-€T-0 NGS| ‘sabed 018 ‘000z ‘uonipa
9 'SUONIPT feuoNeUIRIUI [[eH 39NURId 'SBUIIfeIS *M ‘suoiealunwwo) Jandwod pue ereq

1-26TZET-€T-0 NES| ‘'sabed 6TE 'S66T ‘IleH-201UBId BWBNNH ' ‘1ouselu| ay) ul Bunnoy
90UBI9J1 B SBIAI| Sa.Ne SIN3ISN|d

2-2vv€9-102-0 NgS| ‘sabed g9
*L66T e ‘ABISBM-UOSIPPY ‘Aeusa 'S "BupioMIaN J2Indwiod 01 yaeoiddy Bupsauibu3 Uy

Neysey| 'S ap alAll Np (Inolns) audsul sino)

1P3 € *SuONP3 [euOeUs

*9B6T UOIBIN ‘U

S90UBI49Y

1ouIau|,| suep 821AI8s ap lfenb el ap oddng
adnoub ap uonesuNwwod

$9]090301d 3P BINNVBANYIIY

uoIss|wisue} ap 8|9U0D

18usalu|,| suep juiod e juiod abeinol 1o abessaipy
a|dnjnw s99%,| 18 UONEIIUNWWOD 8P SUBI| S8
“Jousalu,| 10 auoydaol 9] :uononpou|

SIN0J Np nNuauod

jodnuy e1ydos vIuNI
Ssnogqea pirem

985 NI

18uJa1U|,| 3p suonedldde 18 s8]090101d
‘Xneasay




Buireubis v
Buiyonms -
uoissiwsuel] ‘'z
swalsAs pug ‘T

3iomiau auoydajal e jo suauodwod ay |

s1aqunu (jjes-1ad-Aed) 006 / (Buipremioy
118 Buioou| 1791) 002 / (3914-1i01) 888/008 10} 10U Ing +
[e2 © 2IN01 0} MOY INOGE JUIY € SI Jaquinu auoydaje)
aoeds Jaquinu suoydajel paredoje Ajlealyoressly +
Bunnol aidwis &

9109 pa)oauu0d Ajng (Aljesu) =

o]
v wups uomau auoq
e 102100

=g
dooj eo0

ainoid Biq ay

$92IN0Sa JayNq Pue YIPIMPUBG Y)IM POJRIDOSSE &
(xaidnp |In}) skem yiog mojj sreubis &
1N2IID [23UI0BD L. Bjl| &

1N2112 © Ag pajdsuuod sulodpuy =
M |[ed ue Jey) sajuerent
Kejap pua-0l-pus mo|

uor oruni

9210/ Aem-0M) :92IAI8S diseq 9jbuis m

sidasuo)

BILET]
Jandwod [essuab alow o} A|dde ubisap | so|diould m
s1eindwod asodind [e1oads aJe SI9||0NU0D YI)MS pue SSyIIMS |
80eUBIUI HIOMIBU/WRISAS-pUS piepuels =
sajdwes [enbip sasn ‘Ajeussiu| =

03pIA &

S|[ed wapow ¢

Xxe) &

sauledoseIng m

(apimpliom
sauoyda|a) uol||iq e uey) aiow) 8210A Aied 0] pazieloads =

édomiau Jaindwod eyl s|

anbiuoyda p) Nessal a7

apou Buyoiws
9

od

od
uoIjeUIISaP 0} 82IN0S WOl yyed aUo ey alow Ing &
Pa3oauu0d Ajjny 10U SI3}I0MIBU By} Ajjensn =
(sayoums ‘s121no1) Sepou Jayio 0} AJUO J08UUOD SBPOU BWOS W

sapou Buiyonms arelpawiaul
0 31omiau e ybnouy) erep puas (suonels) swaisAs pug m

SyIoM18U Bale [e20| puokag




z

K
~ o

T s T

ndur se sy se sswin N suni Indinp ¢
(aidwes auo ises| Je 210)S 0} Joyng & YyIm pajerdosse) saull Indul N &
Joxa|dninw snouoIyouAs =

SHNDLID BANOE
0] paInquIsIp pue paxa|dnNap Si juni) ‘B0 [euad e Iy

sa|duwres a210A Xa|dnNw UOISIAIP SWI} SYUNJ} ISON

sloxa|dninwap pue sioxajdnniy

(Arepnoq awe.y 0} 9ZIUOIYIUAS) SR JO PUS YIBW SHJ PesyIdan0
ndur uey) Jalsey saw U suni INdINO <=

anure 0) ajdwies auo saxe) I swi ay) ul sindul [[e aAIas 0) paau
sa|jdures saneajsayul Indino

Jayng alAg-T e Yim yoes ‘sweans Indul u

sindur uey ajel Jiq Jalse) e Je Siig Saled yuni) (ndino) &

* e 000

(n@L) Buixe|dninw uoISIAIp swil =
(me] v pue (vsn pue ueder) me| 1) S|aA8| uoieznuenb Jo SS2I0UD OM) &
|aAa] uoneznuenb jsaseau jo apnydwe = anjea ajdwes +
(s1ene] [eubis mo| 1e uonnjosai Janaq) padeds Ajealwyrebol +
sfens| uoneznuenb 95z ¢

¢9ldwes e 8so0yd 0} MOH =

Buixajdninw renbiq :uoissiwsuel |

sdqyl 9 = |[ed <= d9as/sa|dwes 0008 ¢

90I0A JOSUq 8 = Jjdwes T

sa|duwes 0] 3I0A LBAUOD ISl &
Buixajdninw enbiq =

[enbip-je Buiwodag si xiomau suoyda)e) sy ‘919j0sqo ¢

yipimpueq Jaybiy ojuo yiys Aouanbaiy pue zZHY '€ 0} |[ed 1
(W@4) Buixaydyinw Boreuy m

Buixaidninw &
21IM BWeS 8y} Uo s|[ed Auew puss ‘pesisul

isalpung oIuy) uni ey m
SUONESIBAUOD JO SPaIPUNY ALIED SBIIO [e1USD USIMISY SHUNIL W

BuixaidnniAl :uoissiwisuel |

Isixa ssalyduwre
feando pue Wy 000G Ydea uonesaualal pasu Syul| U831 NG +
sioyesauabal paau saull Buoj +
aouelsip yum Airenb reubis ur uonepeibap +
uonenuane ¢
sajjales OO UO yuea-les-yues
10} SW 0GZ~ ! SW /Z <= AN 0} UOPUOT ‘SW G <= Slied 0} AN +
wpy/si g ~ Jaguy U1 92°0 18 sjoen 1y
pua Jaylo yoeai o) feubis onaubewondse 1oy awn +
Kejap uonefedoid o
(8s1n02 1X8U 88S) UQ T =< |OqWIAS T +
sloquiAs se Juas uonewlojul +
(ypmpueq) Auoedes Buikied uonewour

sonsuRloRRYD HUIT W

uolssiwsuel] 'z

3qissod se 1oys se sAejap pus-0}-pus daay &
uosse m
sjfe2 @ouelsip-Buo Joj uone|@oued oya3 (snisuadxa) &

painbai si 1IN0 ddUEleq UoIENUSNE SUOIBPIS &
099 pue auolapIs :swajqoid omL
uondadal pue uoISsIWSUE. Ylog 10} Salim Jo Jred sures asn
¢£1anaq op am uey
BWOY 0] 8IIYYO [BUSI KISAS WL} SBIIM ¥ <=
1N211 uondadal Sa0p 0S puy

S9JIM OM} SPaBU JINDIID UOISSIWISUR. L

0U93 73 BUOJAPIS

20140 (enjuad Aq papinoid Buibull 1oy semod +
leuBis Buli spuas &
Buipremioy jes op Jo &
Ireoe aoed &
sas|nd 1o sauo} sjaidiajul 80140 [eUD Je YooyydUMS |

196 ]

IEY|
SalIM UO d210A Bulkiied 0y Aoy &

slaonpsuel| =

swialsAs-pug T




sjuawsald Jabire| Buiyoums
UOISIAIP 8w} pue adeds auiquwiod am saydims (aburel) pingol =

(pa)sem ale s)o|s a|p!) suonesIanuod ul sasned Buoj Ji juaoyeu] m

amdim P

sndno §

yapeedza
swdup

e0SS0ID

oo Loy A dn s

(101s awi yoea je sjulodssoid
abuelreal 0}) a|npayds e paau ‘paxajdninw ase sndur i +

JBqSS0ID, © S| Y2IMS UOISIAIP deds Isajduis + 19]|01U0d
(eoeds ul patesedas are syied elep) UOISIAIP 90edS Aem isiH & Uaums pue yanums :sued om) ul awod swesAs Buiyoums m
1Youms 0} skem swos m SUN2u1d Arelodwial Ysi|qelsa sayoums m
(18pJo 1021109 Ul SINAINO 03 1M 03) BINPaYS € (A|uo) Spaau osfe & spaads ybiy pasu o iSaul| 10811 8Aey Jued &
(1S.L 40 aBuBYDIB)UI 10|S BUWI) UOISIAIP SWI) & (sIfed snoaueyNWIS 000'00Z 0} dn) spod Auew o J1asn Jayio Aue |[ea Ajjenuaod ued Jasn yoea &
youms 0} Aem Jayjouy m ndino ue o) Indu ue wolj elep sivjsuell = ‘wajqoid =
Buiyoums uoising swi L £0P YoNms e sa0p reym :Buiyoums Buiyoums ¢
sdan 9eL'vy | 1L 82 =29 A €1 -¢sa eder bUE SN 3U1 Ui AUoreio duexs
u i ul Jelall K wexa &
sdaw zZ1L€9 9 v zsa C pue sn ay ul Ay Iy sa -3
8 prepuels e pasu ¢
sdanpys'L 14 ¥ 1L-18a
sday v9 L 0sa sioxs|dninw speoses ued =
SI31N0J d| 198UU0J 0) S[auueyd suoydaje) arebaibbe « Snoio Uorrewojul BuIw 8Yeinode Janemoy saiinbal +
ABojouyda) Bunsixa Buisn syul| fenuin paads-ybiy smojy = sinouo Jona] snonaid JoquInN (¢Aum) uomewioul
sAejap ul uoneLeA )epOWIWode 0} Bupuenbasal & UpmpuUeg | 9210A JO Jagquiny 10 JaquinN | [eubis fenbig Buissaippe spaau Joxa|dninwap Jou Joxajdyinw JoyneN =

swieans a|dnnw SaUIGLIOD ‘PUS JaYI0 By Iy |

syuna
a|dnnw sso.oe J1 S1aNEIS pue weans ares-liq ybiy e sexel m

Jayreb/ianeos : Buixajdninw asianu|

Ayotelsaly Buipeubis renbiq

JapJo uiqol punou uf Jayng indino ui paoeyd ase sajdures ¢
Jamols s N unl jeyy sindino N pue aulf indul suo &

Joxajdnnweq m

Buixaidninw uo aioN




9*p9 10 8% SSUIIMS |ews =
HE s10dssold N pasu ¢
N yum Ajreonespenb smoib siuiodssold 18s 03 uaxel awn
(ured ndino 1ndur uaniB uaamag yred auo Ajuo) s)Ney |BUIS 0) S|gRIBUINA &

Buiyoojquou Ajjeussju] m
suoireunsep Juasayip aney Aew se|duwes Jualayip se &

8|npayos Buiyonms e pasu ‘sindul paxajdninwi o4 =
1J0 10 UO PaWIN} 8 UBD SJuIodssoI) W
UIUMS uoIsIAIp-adeds ajgissod jsajdwis m

leqssolid

uoneunsap si uo Buipuadsp
‘yonms ey ybnoay yred uaiayip e sexe) sjdwes yoe3 =

Buiyoums uoisinp aoeds

sanbiuy2a) Jay1o 0} 400| 0} peaN W
{SUN21I9 00GT <= AIOWaW SU-OF YIM &
ABojouyoay
JUaLIND YyuM 3jgissodull <= SU G'0 punoJe saxe) uonesado yoea &

(uoneinp
10ls) st 5ZT Aiane sawin 000‘0ZT AloWwaw a)lIMm pue peal 0] pasu ¢
SHNJID 000°0ZT 404 W
Alowaw 0} 8}lUM pue peal 0} usye) awi

wr =

4pliing am ued S e abie] MoH

vaoupuama
anupea x| Vs
(1s1) abueydiaiul jo|s awi :dwrely
e uiynm uonisod ajdures sebueyaisiul BulyoNms UOISIAIp dwil =

unJ; ndino
saulwia)ap awrel ur uonisod ‘Buixajdninwap uaym :eapi Aoy m

BUIYONMS UOISIAIP SWI| UO SI0N

arempiey Ssa| YIm

reqoid Buijo0|q SUIeS SaAIBYIE YOUMS lisuen e &
doy xau

pauisap ay) 01 Buiob s)ojs [e1aAas Jo auo ul ajdwes e ind 0} paau &

youms aul| e se A

SBUONMS JISUE.} Ul paanpal st Buio0|q Indino pue [eusaiu]
SINAINO [B19ASS BUO 0] INdul U JDBUUOD YIUMS JISUeI |

ndino oyoads e 0} Indul 21J198ds € J98UU0I : YIUMS Ul
(inchino awres ay) 4oy a19dwod) ajqejreae si awrel) INdiNo Ul jojs ou

Buooigindino =
yaums ay1 ybnoays yred ou Ing ‘sisixa awed) Indino ui10js &

Bupjoo|q feussiu|
(sIiea pax20|q 198fe1) ndino o1 Indur wouy yred e puly jued

Bunioolq |red

xajdpinw ‘yoyms ‘xajdninwap &
awrely indino ayy ut 10js yBu
ay) pue aull Indino b ay) 03 106 0} sey a|dwes Buiwodul yoes &
ndino o} youms ‘swrely

ur uonisod uo Buipuadap pue ‘awely wouy sajdwes 1oenxs ;[eos m
so|dwies Jo 18s = sawely A11ed syuniy paxajdyniy =

S|[ed SnosUBNNWIS Z/9 SalLed yuni £5d ajduexs ¢

saul| O/l [edlsAyd 1amay ey &
paxajdnnw are syuns indui ‘aonoeid u; =

000'00z 0¥dn N &

sindino [eaibo|
N pue sindui [eaifo| N Sey S|[ed N d[puey Ued Jey) Yoms v |

YOUMS 1INDIID Y/ S|1e1ap 810N




uoreaouur sapns Ajodouow &
uonenbay m
salunod Buidojanap Jo bewepe, &
ainonnseyul Bunsixa abny e
$801AI8S MaU Jo Aljiqredwod premsoeg m
s19aulBua auoydajal o) 9oua1IBdXS JO SBPRIBP
9210/ 0) prefial yum Joineyaq [eansnels ul abueyd +
siaynq abre| A1aA 10 92IA13S Al yead JByla
(indur dixjs 3,ued |S1) e Ul ssaunsing +
siuswalinbal yipimpueq +
1 9|puey 1,ued suomiau auoydaje) Bunsixa &
1 uem o) wass gjdoad o
>10MIBU B} J9A0 03PIA/EIEN/3DI0A NWSUERI) AISNosUB)NWIS &

elpawRINN |

yJomiau auoydajal ay Joj sabuajeyd

(sireo 888/008 104) dn¥joo] 1010311

Buing

(1ani9981 1€ |]2q Bull) swreje

(Ired premuoy pue Buiisfelp 199]109) Bunnol e

¢ o0

jlomiau auy) sabeuey
sa|dwes 8210/ 4ano) Jou Saop &

aue|d [01)UOD BY) Ul SI J9[|OAUOD YOUMS ®

19]jonu0d
YONMS B pue YoNMS € Sey walsAs Buiyoums e jeys [eosy m

Buireubis v

popopndroar
VTPURZ REL PR T

A
>junuy ndino pue indur uo yiog ssjdures

qeqoud BupoO|q [[ed SIaMO| <= AN|IQIX3]} DIOW SBAID W

0} pamojly

Buiyoums (1S.1) swin-adeds-awi |

YoNms so|D
© Uey) sjulodssold Jama) yiim SAs Bud0jqg uou pjing 0} Smojly |

3|NPayYas S,YdNMS UOISIAIp aoeds
ay) Joy awn yBu ay) e aalLe Asy) reyy os se|dwes Aejeq, m

IS B YNM Jeqssod e ul yuni indul yoes spadsld m

Buiyoums aoeds-awi |

1500 youms pue Aujiqeqoid Bupioojq usamiaq yo-apen ¢
Bupjoo|q 1daooe am ssejun =

W 0SZ~ SPa3uU Youms [[ed 000°02T ¢
[IoM 001 JOU [IS N ‘JegSS0ID URY) o) S8eds m

2INPay2s YaUms ul palols yred

SiuI0dsso10 u

yareas-isiij-yidap e saunbai ndino o3 indur wouy yred e Buipuiy =
(N)LYOS ~ u o} syuiodssold aziwuiw +

2N > Sjulodssoo jo JequinN m
youms Bupjoojquou AjqeBuelseal :}iomau o)
SaALUE [[eD MU B Se suonosuuod Bunsixe Buibuelress sainbaiing &
(2 - uz < ) sebe)s [aA8]-pu0BS JO JagLUNU JUBIDIYNS SSBJUN &

Buiyoo|q [eusalUl JoNS LBD W

Ieqssoio abeisnniy

U/N X U/N &5 JO

sheuse
uxazs jo %X Uazs jo
skeure uN skelr uN

Tegssoud afelsninw e urauop sisiyL m

aul| Indui auo
uey) aiow 0) yoene ued Julodssoud e Ji Sjulodssoid anes ued m

9ANOE S| UWN|0I 10 MOJ
Jad 10dss019 auo Ajuo awn Buiyoums yoes Buunp Jeqssoo e ul m

Ieqsso.d abeisniniy




2IAI19S 40 Afenb pus-01-pua (1Y) ynm
oyjen Jo sadA ajdninw Aues ued
JENELLTN

S9IINIBS Uw—m‘_mw:.__ q
nsneis ‘v
azis 19)%ed |ews '€

Ixajdninw [e:

(s1189) s1exord BzIS-paxid Z
S1IN2JID [eNUIA °T

sidasuo)

(L-N.L1) 10}03S uonezIpIEpUELIS
uonedIL 1-UOIUN SUOIEIUNLULLIODB]S | [BUOIEUIBIU| &

wnio4 W1V *

S9IPOQ UONEZIP/EPUE]S OMI--2JON B

& pom 1 m - Aydosopiyd LY + ABojouyos) Jousiul &
(Bulnpayas) £ %20|q 89S - 18U
uonesauab-Ixau Jo uBisap a2uanjjul 0} BNUNUOD SBaP! S NG &

WLV .puUa-01-pus, 33S I9ASU [IM O\ B

aduela|o)
Ny pue ‘Jsedn|NuW ‘uoneslyoads dlfel) ul adusuadxa | ‘osly |
dI 01 dopysap Buipad ui paynsas aney sAejeping =
paulep usaq sey ainla)yose Jiseg W

¢9M ale Buoe Jey moH

SSBUIANIBYS-IS0D

Aqeabeuepy

Aunqereos

yipimpueq ybiH

921A19s Jo Allfenb pus-0)-pus, Buipinoid

sjeob ubisaq

1S090 8|qeuoseal e e
sanienb aa1A18s Jo abuel e Loddns 0} Juesw ale sylomeu 1Y

100q 0} anIsuadxa si pue &
921M3s Jo Alpenb ajbuls e poddns sylomiau suoydsjaL

13N3SN 'sA salonb yo0is ¢

3I0MIBU U} WO
201A19s JO sanifenb JuaiayIp ainbal sadA) uoiewoul JUBIAYIA

¢SHomBu N LY AYM

INLY Xnessa. So7

somiau ayy Bupiealq Inoyym wayy abueyd o) pasu

swalshs Loeha|,

(sued abenbue| Alqwasse) ised ay) Jo swaisAs asodind-epads
sleuwnoy pue swasAs ajgnedwodul Jo uoie|NWnNIJe ue &

* o0

wa)sAs ay) ul selousdyeU| B
iBunjuiy) wiey Buoj jo asuadxa ayy e +
suoireAouul [eaifojouyos) 0} eaisuodsal d1ow 8q +
cuonisuel ay) abeuew o) moy &
sawn poob 01 pus +
saljodouow aq JaBuoj| ou [Im Ssyiompau auoydala) ainny e

uonnadwo) m

sabuajreyd




Ipimpueq seisem uonejuawhas Jaie (|99 pajjyun ise| &
1509 Alquiasseal pue uonejuswhas e
peayIano <= NAV > 92Is Ussoyd ayl J| ¢

suoD m
az1s 1930ed awes J1 wsia|ered
wnwixew <- siaynd Ndino ‘soligey youms [ajesed ‘sieyng ndur +
sayoums 19xoed |a|[esed abire| pjing o1 Joiseq &
siosoed azis ajqelLeA Yim sones ajdwis aAalyde 0) Japiey
<- JLWSURI) 0) YIPIMPUE( JO 3UNYD JUBISUOD © Sa)e) (|99 yoes +
Buynpayas aull 19dwis
(uonejuswbely Alowaw ou ‘1aIses) sazis
1a))nq paxy abeuew o) sn saiinbai ainuedap pue feaise 1asoed +
alempiey Jayng Joidwis o

soid m

s1axoed azis-paxid ‘g

doy yoea Je pajquiasseal ‘swieiberep A11ed 0} |DA e 91ealpap &
e} UOe|SUR BU} JO BZIS BU) OS[e S3oNpal +
yred [enuiA +

yred e Buoje s|DA Jo abuel e ajedojeald &

Aouare| dmas aonpas 0] skepy m

SHNDUID [eNUIA JUSURWIS "SA PUYIIMS B
safiessaw Loys shejpp ¢

Jajsuel) ejep apadaid isnw dnjes =

Salnjea) alo\

S9SS3IPPE dI YIM SIY) Op 0} Jdprey
arempiey ul Apoinb dn paxqoo| aq ued siaynuap| ews m
sso] 19xed g|gissod o
Aupigeljal aaiuesent Ajeonewoine 1ou op SHNJIIO [enuIA |
alempJey Ul Jajsuel] elep ‘9[eds sl MOJS JSAO0 SJeMIJOS Ul [01U0D &
|ou0d pue eyep Jo uonesedss <= (Buleubis 1o) dn-1es D m
(ppimpueq pansasal ‘Auiond) uoewloul Sod) 210)s os[e ued &
(e1qey uone|suen ul Aua) arels DA-1ad 8101s SBUYIIMS W
s|iey DA ay} <- sjiej anos ayy Buore youms Aue §i &
yred swes sy} mojjoj 1snw siaxoed |y m

SHNDUIO [BNUIA JO SaInTes-

s el

LTIl OESHILSET
dnias uonoauuod pue (buiddems |DA 104) 8|qe) Uoe|SURS) PaaN W
Ajreao| paredojfe ase SIDA ¢
sjulod sreIpawWIBIUI T8 SP| YoIMS 0] pasu OS[e a\\ |
paysi|qeise-aid 8q 0} pasuing m
2oeds Jopeay Uo aAeS siaynusp|

(‘PIu02) SUNDUD [eNLIA

we.bereq |[era | ppv|

oy [FEa ] on
O_thw E 1auap ue Ajuo Aed e

J1apeay Ul ssaippe uoieunsap ainus Alies e

sioxoed asn o} skemom| m
aqIxalj dJow - (Burely
Ul 9UO UBL) 3I0W INID0 UED 3IINOS SWES JO S|[39) 3NPayds Arenigqre +
JUB121Y3 3o - (durely
ur 1apJo Ajuo Jou ssalppe 32In0s Aq |[@9 AJuapi) LIpIMpUBY Palsem ou +
JUBIUSAUOD UBYM WY} PIEALIOJ PUE SBUINIMS Je SIasded 810)S 0) SMO[E +
1S9p/0IS Seledlpul (Japesy) ejep-elaw ¢
peajsul s)axoed asn &

ANLS =

8W0213A0 0] Asea

(‘PIU09) SUNOUID [ENUIA

9|qIXa|ul SI BIIAIBS NLS =
‘sdgy 16 "6'0 yipmpueq ,felp, ued +
(suoydajel ur sunouio sdgy 9 01 spuodsaliod) Andedeo yuil Jo
uoneznuenb <= a|npayos [eal|oAd paxi) e YIm paeys ale sy
uonesado payesldwod ul ynsal saiNpayds Areniqly &
YIpIMpUEQ SWNSUOD SIasn ajp! ¢
LS yim swa|qoid =
uoieuNsap aures ay) o} yul| pasea| paseys--ajduiexs ¢
Japeay aAidudSap © 10j PadU Ou ‘JUBIOYNS SI BUIRD Il UBYM Buimouy|
*WOJJ S8 )l 318YM U0 spuadap sjdwres e Jo uoneunsap ayl ¢

+

9POW Jajsuel| SNOUOIYIUAS Ul sajelado yiomau suoydajel =
1S} punoibyoeq awos m

SHN91ID [eNUIA T




MOIS &
(4131 841 10U SI WNIoy W1V) [eamod &
uonezipiepuels m
jousayl3 sdaiNo0T
1aad ¢
sa1bojouyoa) N1 Jayjo woyj uonnadwod m
2oualadxa apy|
buieos m
UoIeasal spaau |is ¢
ipasn jou Ing ‘paulep
90INIBS Jo Afend m

sabuajreyd

(s1epeay Jo asneoaq suoydsje) uey) a|qixal} aiow)
uoneifiajul erep/adlon 1oy Buinpayas juil uabljjaiul sainbal +
UOBAISSB] 92IN0SAl +
od ‘01l dyfel ‘|0U0D UOISS! +
dn-1es |[eo Joy Buljeubis +
sadA oyyen Juasayip Joj uoddns &
Buiyoums pajusiio-srempiey :Anoedes (Buiyoums) Jo sio| &

bu

£301I8S pajelfialul 10} MOJ[e SHIOMIBU N1V Op MOH =
(S)UBWLIOIAUBA ‘BUIDUBIBJUOIA) SBDIAISS MBU SAITeAOULI &
abeuew o} 1aises ¢

uoneibaju] =
SyJomiau slesedas UO dujel) BJep pue ‘0apIA ‘9210A ‘Alleuonipell m

29IAIas pajelbalu| ‘g

ores yead 0} 8s0|0 ajel abesane jIloN B
a|qeondde oS <- &
anisuadxa Mg aduelsip Buo| % palols aq ued s||8d NLY W

Kejap ueaw
10} aJel 92INIBS Jo-apey) tajel yead > ajel afetane wisl-buol i &

:9|diound essuab
Jydu=9NsS m
skejap Jaybiy <- Bulayng saunbay
B°u > 1> e'u yum 1 Je anIas ued ‘102 99npal 01

d'u ye anl1es A|9AIBAIBSUOD <- S[EALLIE SNOBUR)NWIS :9SeD 1SI0OM
ayel abesane e pue ayel dead d aney yey) 82inos Aising u

OIS PazIfeIsuaD

SO0 Yum sxiomiau payoums-lexded Buipjing o1 Aoy <

(sso| 012z 10} siaynq saunbai) Aejop 10} ael 92IAISS JJO apes)
ued am ‘yead wouy siayip ares abelane wis) Buo| JIBASUSYAL B
Nw @1 e se Aem awes ayl ul OINS SNojdxa YOUMS |90 Y &

ayel indinosindul yead jo wns = ures) Buixa|dnniy [esdnsnels =
3unJ} Indino Jo paads Jsurebe Aejap ased-1SIoM JJo apel) ued S\ |

o) s sun oy
w0y oy 4T o

gy oo By

Buixaidninw [eonsnels

(¢S/OT ¢S/P9€°0 £S/0Y) Jamsue ajbuis ON &
£8Ul| INdINo Jo 81l BJIAISS 8q PINoys ey m
(s/me2
6060°0 = a1eJ abeiane) spuooas OOT = Sising usamiaq deb ueaw &
uede puooas T padeds Ajuana |92 QT Sey Ising yoea &

sising ul aALLe s|j92 asoddns =
‘sp/g => Aejap Buinanb 's/s|jgop :a1el indino =

sy

Buixaidninw feansnels "

SsIuS L4131

9/G'06 J0 Auaiolye [ewixew WLV <= &
selAq €6 = lopeay
alAq G + S3MAq 8 aquosaid 0] om) ay) paduereq Apoq sprepuels m
(Kejap uonezneyoed swg ‘|99 salA] +79)
(uawdinba uoie|eoues 0yss Bunsixe) 1S0J Japeay 9onNpal :S0JBI SN W
(Aejop uoneznsyoed
SW ¢ ‘|99 SAIKQ Z€) dzIs |[29 donpai :ueder pue N3

peaylano Iapeay ayy 1abre| sy ‘19xoed ay) Jejews syl
Kejop uoneznayoed &
0} Jfem 0} sey Julodpua ue Ssa| Y} ‘|j92 Ay} J9|lews ayL =

SPU028S0IOIW GZT S B1AQ Yoes ‘ZHNg IV ™

azIs 19y0ed |ews ‘g




W Z50°SZ x BW LT'6T (ST'TI 0T 6ZT) I3 oMbIuyoe3irod Xrexain 6

Su Y96 EZ Su €8LOT SW EL6'TZ (EL'ESHOITGZT) E1'€STPOT'GZT 8

sw b08Sz sW £66°0z SW 08S°EZ (I'E9°FOT'6ZT) T'E9TYOT'6ZT L

Su gsz Tz Sw ZoL°6T SW LTT°SZ  (28°ZT'1S'E6T) I3 Ieieuexfssornatssn(-dds o
Su Z00'ST Sm LSE'TZ SW BEEET (37601 7TZ"P6T) I3'Ie3eusa yssormatssnf s
SwBSLUET Sm Z6S'LT SW SLE'TZ (S'902'TS'E6T) 33 I23PUSI TESOIH-OTE ¢

Su 0GPTLT Sm $08'FC SW ST (TOT'86°02Z'S6T) 13'3e3UST [SSOUTH-OTH €
Su TeE'z S TEE9 SW 6LL'B  (LTI96°022°SET) I3 I9ABUSI TS8O eOTE

Sw 9770 SW 0LZ°0 S 085°0  (05Z'Z€'96°BET) A3 PLAUTMB-pA T

s30yoed /g ge ‘xew sdoy 0 '(ST'TT'POT'6ZT) 23°enbruyoeaAled XTTeII(A 03 S3n0Ie0EI)

13- onbruyosIAod XTTRII[N 93n010RTT §

a|dwexa 18s0|0 ¥

Su Ty vEr . su azetezt L91°50T"821) npa-osTe: s> uvssuted 1

Sw 6T3'ZZ1 S LLT'LZT S 6ES'ZET  (5°1'SOT'BZT) npa’OsTe s> zAxpuno) z-1e o
U STO'GZT Sw GRPISZT S 0BZIZT (96T STT'IETVRL) S6T'ZIIEFYT 6T
Su LTT'TEL W ZIZ'EZL SW LLL'PZD  (922°8Z1°Z6"BYI) SZZUAZLTE NI 8T

S SLT'GET S S6TTLZT W C0VEZT (ST'T'55'9TZ) MR°OSTA’I9u’AB-UOSTRERN
Su 1351971 Su L79'6TT Su LeeEZT (22'227b2’3) A9u'develdugyOsTAn’0F ST

B

S PLE'LTL SW BESLTL SM ZIZ'ETD (301'8752°b) 39u°30ueTdUGE:LI-ZTIBOW 0-1d ST
S ESL'STL B $Y9°0ZT W £ES'STT (LTC'S'EE'F) 38U 3SUSTAUGY TA-LTIEIU’0-0-L-08 FT
Su BLZETT SW bAYRZL S 66°STL (LT'BTHZ'H) 99U-39UIdUGT ZAG-ZTEOND"0-0-9-08 €T

Su LEZ'ST su STLISTE (60270T°RC'F) 38U 3SUPTAUGY’ TAQU-TANSAG 0-ST o ZT

S 665780T S €65TETT S §T8'STT (69°0T'2'3) 39u'aoueiduqq zaqu-Amokuo-ed 1T

u 66TOTT B GZ0'STT S $SS'ZTT  (BET0SZTISE'E6T) e arsuRXIuSdo MD'NEd 0T

S 500°96 S OVL'LG S TTH'96  (BEC'TRCTSCE6T) 39U IFuSIINAD AIOA-MN' CHENAN'0-9d 6

S 66L°68 S 06T'0 S LET'06 (PEL'IYZ'TSZ'EST) I8 aTsuEIISdo’XIOA-NEN'ZMDXAN'0-ZTE §
s 9Tz'ST w 3oL'ST sw ToT'ET (6 .
Su bIS 0z sw 299791 SW 0Z0'SZ (BSI'TNE s

su gs9'ST Ew ese'ST sw bssZT s
suterer sw zea-ee 3

su scT'¥L su atzizz w savLl B

suato'z s ouiioT z

S ZEE'0 s TLZU0 SE PTE0 (0ST'ZECS6TEET) I3EEANTME-ER T

sao%0ed 2249 8¢ ‘xew sdoy 0f (9T°LIT'SOT’'8ZT) Mpa’osTM s> Uessured 03 23n0Is0EI

(anen L1 Uoes 2@ §9q01d 99143) NPa-OSTM-6>-UesSUTEd 93N0IIVEII 4

Bunnos abessaw jo ajdwex3

SyunJ) [euoneuIalul A PLOBUUOD SBUOGNDE] [BUONEU JO SOT
auogoeq [eUONEU AQ Pa1BULID SIapIA0Id BDIAISS [euoiBal Jo SOOT
siapinoid 921A9s [euoifial 0} PajoaUL0d sauogydeq snduwed Jo ST

auogeq sndwieds 0) PAJIBULIOI SBUOEXIR] JuBWLRdap JO SOT
auoEoEq JusWedap B UO S19IN0J JO SOT
S| SS3|3UIM € J3N0 10 +
ssa00e dnjelp 108.1p apinoid osje siapinoid 9d1A1eS +
191N0I B 10 gNY B 0} P319SULIOD SBUIYIeW 00T-0T *
Ayarelaly
[2A9|nINW & OJuI PazZiUebIo SYI0MIBU JO UONIB||0D 9S00 W

¢ e 000

1] %00] 31 S90P TeUM

JunodJe
wa ue aney osfe 0 Ajax1| s auoyd  sey Oym aUoAIaAd ‘U00S

paadxa uoljiw 006 0} 00L ‘Y00Z A9

SI1asN uol||IW 00 ‘Z00Z Y2Ie Ag

SISOy uol|jiw 00T ‘TO0Z uer Ag

pauiof aney alow uoljjiw QT ‘266T AINC Ag

18ul8IU| 3y} paulof s1eindwod uoljjiw QT ‘966T Ul

96T 92UIS Jeak A1ans azIs ul pajgnop sey 1auIsiul ayL

jumoib an,noA moy AN

BukBWI .

SI19IN0J | USAMIBQ BIIAIBS ,BUl| PASED], B SB SANISS NLY
Jap sjodo10.d Bunnos +
sjuawalnbal S0 Buissaidxa Jo skem Juaiayip +
110}§2-159q "SA UOIRAISSSI 80IN0SAI +
Pa)UBLI0-UONBUUOD "SA SSS|UONIBULOD +
sailydosojyd ubisap juaiapp
Alreluaurepuny jo asneaad osu auy ul ured e si uonesadolsiul &
alnjonuselul W Lv-uou ‘Bumoib-ise) ‘isene o

d =

sabuajreyd




uonsabuod 0} pes| Ued SMOJj JO 8oUaBIBAUOD &
SIaynq 10} AloWaW pasu SaYoMS &
I0MIBU UILIM Aejap [011U0D 0} prey & BIEp JO SISINg djpuey o) prey ¢
il 21015 LUED *
swajqoid saiyL = nmwmc “_ hch
Uil UOISSIWSUE.} SAISUSCXS 4O 1500 BU) IeYS 0} SMOJ[e. 10B} UI) LLIOJ} SWED )l 3IBUM MOUY 0} SABL aM ‘B|dLLBS B PIBMIO} 0] ¢

S90IN0SAI [EINLD JO 3SN JUBIDYT W aAnduosap Jes jou are saidwes e

Sayoleq Ul Way) pJemio) 0} SN Moj[e S|aqe| Ssaippe ¢
9211J0 1s0d urew Joj papeay ad1yjo 1sod e Je siaps| ‘63
JUBM 9M USYM S}a¥9ed pPIemIo) 0) SN SMO|[e BlepeIajy

Jonuod uiodpul m a|dwres 'sn1aoed m
funnoy m

(1apeay) elepejaw + ejep = 1axoed &

Buissaippy =

ejep aAnduosap-jlos m
19UIBIU| BY} JO sainyea) Aoy pJemio} pue a101s s1axoed

SIS0 JO SUOl|jIw 0} S3[RIS
90IAIBS d| SSBIUONIBULOD
Bunno. Joj UoReUIPI00d ON
Buissaippe 1oy Aoyine ajbuis oN &

painquisIp pue pazieuadaq

SSa.ppe uojeunssp
U} PUEISIBPUN UBD SIBIN0I STEIPaWLIBIU TeU} OS oo} dl dyyasn  «

RS

12A8] J1IOMIBU-IB1UL, BU} ¥ POOISIaPUN 3¢ O} Yeads o1 Jeym &

¢elep 1ewlo) 0} MoH m (d1) |020j01d 1oUIBI| W
doy 1xau ap1oap 01 |020j04d Bunnol e xeads 0] paau ‘asIMIBYI0 ¢ a1y 196 0) Moy &
wajqoid ou UaY) ‘UONIBULOD [eulaIxa 3|Buls e aney Ajuo noA i & Bunnoy m
Ppiemioj pue EEM . £erep Inok puas 0) aJaym moux NoAop moH m ey
sioxoed

51d2U02 [e21UYD3) A3 oM m

Meay ay) Je sal| Teym

Joye.IsIulWpe INoA Wwoly SSaippe d4 ue 196 e
¢hok o1 ey eidoad ueo moH =

19WIBU| ay) Buluiol : sjrelap alop

JUIBIU| BY) UO BUIYOBW E 0} J3J31 0} MOy &

Buissaippy =

¢1ayabol 1aulaIu| By} Sploy Teym




apeuhidn sauoyda|a) paxy aunbai jou saop uononponul suoyd senRo +
s1asn 0} Juaredsuel) apeibdn ABojouyos) iomau auoydaje &
iodpus Aiene 1e abueyd e sainbal 4O1 01 uonesyipow &
0IAIBS JO Ayrenb ou Ing &

ABojouyde) yul| 8|qe|reAe Aue JSAO unijued) =
(dD1) 1020101 [01UOD UOISSIWISURIL ¢

S1089p YIoMjdU Joj saresuadwiod d| anoqe Jake] m
slomiau auoydajay Jo Aydosojiyd aysoddo ays Apoexs &
3}IoMIBU quinp &
julodpua ays Je a|gissod se yonwi se op &

Aydosojyd ubisep Aoy m

juawnBle puagpua ay) - |01uod Julodpul

syred
[ewndo-uou Jo asuadxa sy} Je sajqe) Bunnol Jo 9zis saonpay

19)N01 JNejap B SN ‘SUOHEUNSSP UMOUNUN 10
pooyioqubiau [ed0] 10) AJuo S8IN0J pajrelap dasy ‘pesisu| =
MOU 00008 < ¢

J8UIBI| BY}
ul yiomdu A1aAs Joj uonrewloul doy 1xau paau ‘Bupfeads Apos =

sanos yneaq

a|dwexa paydwis =
(j020101d Bunnos paingLisip) [eiALl-uou si sajqes Bunnol bunndwod &
a|qe) Bunnol e pajjed si siyl

Jaquinu

lomiau rejnoied e yoeal o) doy 1xau ay) Mouy 0} pasau 9

¢ssalppe d| si uaalb uoneunsap e 03 196 0} moH

Bunnoy

¢9AdI Inoqe reym =

(Bunnoy urewoqJalu| ssajsseld) ¥AID ¢

juiod uoied sayedlpul Jey) YSewW € Y)m ssalppe AIans 91eloosse ¢
uonnjos m

aoeds ssaIppe palsem <= SISOy Hpy9 SMOJe YIIym ‘g Ssejo

© 196 0} paau ‘}10M1BU INOA Ul SISOY 9GZ Uy} SI0W JUBM NOA JI &
wajgold =

£22-26T 9Buel ' ssejo <= OTT SHq ISl &

16T-8ZTabURl ‘g sSSP <= 0T Suqisiy ¢

(oeqdoo st 22T) 92T-T abuel ‘v Ssejd <=0 = 1q isiy +

g Buipes| asn &
way Buowe ysinbunsipo)l =

("pIu02) Buissaippy

1S0Y S)Q 8 ‘(TZ 108} UI) MIOM3U S)] T 1O SSejo &

150y Sliq 9T ‘(pT 108} Ul) SHIOMIBU S)Iq 9T g SSED

150U SHQ 2 ‘(L 198} UI) SIOMIBU S)] 8 1V SSBj0 ¢
Sliq Jo suoniued Jo sles 8aiy) papioaq m

aimny ay) 101paid 1,up|nod s Jsubisep Ing

BSIOA 30IA PUY
12qWINU >I0MBU

0] S)IQ 2I0W U3} ‘SISOY M3} B LJIM UIed ‘SHI0MauU Auew §| =

£laquuinu yJomau
0] Auew moy pue Jaquinu isoy o) ubisse o) s)iq Auew moH =

wajgqoid Bunsaisiul uy

00T €5'S0T'SET

Jaquinu jsoy &
Jaquinu }Iomiau ¢
Ayoresaly 1red-om B Se PaInNonAs aJe Sassalppy |
o0eyIB)UI Jod SSBIPPE d| BUO PIBU :9IBUBIUIISOY B 0} Joj0y W
S9SSaIPPE d| Pa|[ed dJe SassaIppe Jouis| m

Buissalppy




Kepo 1sixa suonedljdde eipawnnwW 18uIalU| JISeq ‘ISASMOH ¢
iBuroud noqe Jeym pue +
Aujenb Buipinoid ui sresadooo o) pasinbai sienos ae Jou +
s1eoed
10 sweans Ayuapl 0} Aem ajdwis € aABY Jou S0P J8ula| INg +
SIUBM )1 JeyMm >iomiau ay) o) [eubis 0 Julodpus sauinbas ¢
Ayrenb aginles apinoid o) prey
jel} <= SI9YNQ PAeys <= PIeMIO}-pue-alo0)s +
2IN108)YoIe UBLIND Ojul BlelBalul 0) prey +
110S BWOS JO d2IAIBS Jo Ayenb poddns 0} iomiau sainbas e

<= uonoesal

elpowniny =

*(pIu02) sabusjeyd

Buiqg srel ey <- +
,3[B3s, 10U SA0p LONEdINUSP! paseq piomssed +
s1asn [enpiaipul Ajiuapl Ajgeljas Uans Jued +
Buiiq pue BunuNodIe J0j UOHN|OS WLIOYUN OU &
SSaIPPE |IlBW?A S JaSN B IBA0ISIP A|qeljal 0} prey +
sabed mojjaA Jo auym Jo Jusreainbs ou
awWayds uonnquisip Asy Jualoe pue ajqeleds sainbal +
uonnjos [ensed e si uondA1ous pus-0)-pus +
Anoas asjuesenb o) prey o

(*PI09) [0UOD PaZIEUSIDa W

(‘pIu02) sabuajeyd

uois1oap [ewndo A|[eao| € Sayew aAensIuIWpe yoes +
Bunnoi fewndo-uoN &
Ja1sESIp Jofew e asned ued sabessaw Bunnos paydnio) o
SISIX® 9IN0J e Jey) ,2a)uesenh, jouued ¢
a|qissodwi 01 1xau Aljiqeljl sexew Ing ‘Buijeas smoje &
|0uU0d pazifenuadseg m

no
papuey 80UO ‘Sassalppe 19A098l 0} pley <= [0U0D PaZI[eNjusdap ¢

sassaIppe g SSe|D JUBIolJaUl JO UONGLISIP 931 JO asnedaq &

abepioys aoeds ssaippe 4| m

sabuajreyd




‘leubis (Boreue) sy 1s00q 0} pasn are

[eubis renbip jo uonebedoud :Buireubis [enbiq
reubis Bopeue jo uonebedoud :bulfeulis Boreuy

paJeiul ‘aneMOIDIW
a)l||91es 0 [el)salIa) ‘olpel ‘elpaw (papinfun) sssjoip =

(b Jo weaq papoous-feubis Bojeue suwsuen Auo) Jaqy feando ‘a|qed
[e1xeod ‘ured pajsivy "6 eIpaw uoissiwsues) papinb :eipaw pais, ®

wnipaw paJim e Jano pajebedoid aq Aew jey) sesind
abejjon se yons [eubis snonunuodsIp Jo 812.osIp e :feubis enbiq =

eIpaw (SsajaiIm 10 palim) Jo AaLeA e Jano pajebedoid aq Aew
Jey) anem onaubewoiose Buikrea Aisnonunuod e :feubis boeuy m

suomuiap alop

sreubis jo Buissasoid
pue uonebedoid sy Ag e1ep JO LUONEIIUNWIWOD :UOISSIWSUR]] W

wnipaw
a|qenns Buofe [eubis ay) jo uonebedoid [eaisAyd :(e1eu) Buireubis

elep Jo uonejuasaidal onaubewondse 1o o093 eubls
*01 ‘'08pIA 10 olpne pazniBip ‘sbuls Jejoereyd rerep [eubiq
'0)9 ‘aunresadwsa) ‘0apIA ‘9910A rejep Bofeuy

sanjeA a]01asIp ayel :feubiq

[AIS1UI BLIOS Ul SaN[eA Shonunuod axe) :Bofeuy

uonewoul K5AUOD ey saNNus sered

SUONIUIEP SWOS :UoISSIWSuel |

anbisAyd ayonod e

29%e ¢

obeyred feued

1Meas3 .1 preoN

20|q 89 8p 9910d

90| swe NP aed eId) *
uosr

op ojonuUOd o] W

saj0d0j01d S9| @
aseq ap sanbiuyoa) sa| ¢
a|dninw se2oe,] W

anbiboreue +
anbugwnu +
UOISSILUSUE) B INS 8SEq 8P SUONOU ¢

anbisAyd sayonoo e m

20|q NP NUBUOD

sijodnuy eydos vIdNI
snoqqeq pirem

985 dNI ‘2 20I19

a|dnnw sgaoe,| 19
UOIBIIUNWILIOD 3P SUBI| S97




((pamoyie Jou uiened reubis) uonejoin
apo2 Aq pade|dal so1az 1noy) |NV-tejodig uo paseq :cgqH =

uonisues ou=T ‘feasdiul jo Buluuibaq e uonisuel :Q :(feasaiul
JO 3|ppIW Ul uoIsuel} e skeme) Jsisayouew [enualoylq =

yb1y 01 Mo| Wouy u

SUL=T ‘[eAIB)UI

g 4O 9IpPIW Ul MO 0} YBIY WO} UONISURL=Q J9)SayoUR) =
[eubis aul| OU=T 'SOI9Z DAISS3IINS
10} Buneusaye [9As] anebau 1o aamsod :Areulsjopnasd m

SBUO DAISS229NS 10} Buireusale
|ana] annebau Jo aamsod =T ‘feufis aul| ou=Q :|NV-rejodig =

(Buipoous [enuaiayip)
uonisuen=T ‘uonisues) ou=Q :(]Z4N) ST UO LdAU| ZYN ™

A- =T ‘A+=0 :(1-Z4N) [9A97-019Z 0} UIN}OYUON =

sleubis [e)bip o1 eyep [enbip Huipoou3

I T e e o i
LT LT T LT T esouoen

— Areuiopnesd

Eue

1Z4N

| T-Z4N
tT'1'o'o'o'T'T0o'0'T 'O

srew.o} Buipoaus reubis renbig

(a1e1 Buneubis ynm seseasour) Aixajdwod pue 1so) m
Alunwwi 8siou pue ssusiaualul [eubls m

1020U0D YUl BYEp UBY) J2)SE) ‘UONIBIAP J0LS Ul JiNg &
uonoslep Joug m

Buipooua ajgenns yum uonesiuoiyouAs spinoid &
Bunpoo;D =

Ausuap [enoads pajenuasuod ¢

sjuauodwod op pue Aouanbaiy ybiy jo xoe| «

wnuoads [eubis m

sluswsa|e [eubis o} sjuswiaje eyep jo Buiddew :awayos Buipoousz =
el uosuedwod

- sanbiuyoa) Buipoous [eubiq

uonolsip <-
suonenwi| [eanoeld pue [ealwou0ds Ing ‘papunoqun Ajfedniosyl =
(s1 Gz°0 A1ana 1q T) SAANY = ¥ ‘ZHAY = ZHNZ - ZHNO = Mg ¢
st g'0=1 ‘syuauodwod Aouanbaiy om isily 0) Wi m
(s1i g0 A1ana 1q T) SAAIN Z = ¥ ‘ZHINP=ZHINT- ZHNG = Mg
sl T = | ‘spusuodwod Aouanbaly 8.y ISl O LppIMpURG JiI| W
(Jui<-T=3 ‘Ppo 3Y) (PRIUISH T UY'Y = ()s =

J/T=1 pouad ‘y- pue \ sapnyidure yum (1)s anem sarenbs m

! LT ][]
H ZHN ¥ = M8 H
(ajdwexa

Ue) YIpimpueqg pue ajel ejep usamiag uoneey

'Sq (S19A3] J0 Jaquinu)®Bo=q syuasaidal Juswsa|e feubis yoes
asnedaq @ sadnpal :senbiuyda) uonenpow feubis [pAsININN =

‘paniwsuel) ale S)UsWad
[eubis yaiym ye arel :(pneq ul @) ayel « uole|npow » o Buireubls =

panIWsSUeI) ale SjuswWwa|d elep yaiym Je arel :(sdq ul ) ares ereq
*(1qg) 018z 1o auo Areuiq a|buls e Juswsale eleq

apnydwe
pue aseyd ‘Aouanbaly Jueisuod Jo asind e :Juswa)e [eubis Bojeuy &

apnydwe jueisuod jo asind abeyjoa e :Juawsaje [eubis feubiq &

apoa Buireubis e jo [eassiul
1sanoys ay) sa1dnaoo reys feubis e jo ped ay) Juswsale eubls m

suswa|e [eubis pue ajel ereq

(enfen sead mojaq gpg ‘yipimpueq Jamod-jey 6'a) paurejuod si
ABiaus [eubis ay} Jo « 3sow » a1aym pueq Aduanbaiy :yipimpueq

v ®uy ¢ winoads Aouanbaiy 8y JO YIPIM | YIpimpueq ainjosgqe |
elpaw Bofeue J9A0 uoISSIWSUE) 10} 3|qeNns

reufis Boreue ue ojur ureans 1q [eNBIp € swiojsuen : JoleNpON =
eubis [enbip e o} jeubis/erep

Bojeue swuojsuen :(aznibip+ieznuenb+iajdwes) 1opod =

"asI0U JO S}93YJ3 Ay} dINPal
0) (s1ereadau) sjuiod sreipawialul Je pajeadal pue paianodal
aue eyep [enbip ayy yoym ui ‘reubis renbip e Jo Gojeue ue

Jayye Buisn ‘erep [enbip Jo uoissiwsuUe.) ay) (uoissiwsuel) [enbiq m

suonuiap alop




a|dnnw s0%e .

@)w’u = (3).4 :uoyeinpow Aouanbai4 e
()wu = ()6 :uoneNpow eseyd +
()¢ +1pels00’y = ()s &
uonejnpow ajfuy =
(°pg)sod [w + 1] = ()s &
uonenpopy apnyjdwy =
@)x®u = ()w reubis ndu; =
Buixajdninw uoisinp Aousnbaig smoje

seuuajue abny a.nbai pjnom speubis puegaseq ‘(uoissiwsuer)
papinbun) uoissiwsue.) aAd9Ya 10} papaau Aouanbauy taybly <

|nyosn si sfeubis Bojeue Joj uoneNpoN |

uoissiwsuel) bojeuy

uone|npoy eleg =
NOd =
anemoIoIW
‘62 eIpaw Bojeue uo a910A Jo uoissiwsuRl) [eNBIP SMoj[e +
uonejnpow Buisn [eufis Bojeue ue ojui elep [eNBIp UBAUOD &
T-Z4N uey) Jaylo apod Buisn feubis [enbip e se apoous ¢
T-Z4N Buisn ywsuen «

sl eyep ozi!

erep Bojeue jo uoissiwsued) [eybiq

“q'q Areuiq 1oy (z('a-“q) + p/ug + Yrg)sod (xq'a)sod v = ()s ¢
(suq z swesaidal Juawsaje [eubis) ¥S4d =
0 Areulq 1oy (°pez)s0o'y ‘T Areuiq 1oy (2 + ¥rg)sody = (1)s &
:(1Sd) Buikey yuys aseyd m
0 Areulq 1oy (¥ug)sooy ‘T Areulq 1oy (1Hug)soo'y = (1)s &
((MS4) Buikey Yys Aousnbuaiy m
0 Areuiq Joj 0 ‘T Areuiq Joj (rz)soo'y = (1)s &
:(Msv) Butkex uiys spnydwy =
sanbiuyoa)} uonjenpow Jo Buiposus aauyL
SyuI| aAeMOIdIW Jo 3uoydalal a1ignd U} JSAO UoISSIWSUel) 104

sleuBis Bojeue 03 eyep [enbiq

(soie)oz Gl (SLIe)0’L eseuyouen-a
(sL10501) 02 0t ("0L0L) 0} Jelsayouen
ol 0L (SL1e) 0 Areuseiopnesd
0l 0l (s0le) 0 INV-rejodig
(SLe) o'l S0 (sole) o IZ4N
0L 0L (sLi0s01®)0 1-Z4N

arey PO “XeW “"0LOLOL | avey pow “uIN

/4= A SBWBYDS SNOLIEA JO alel uonisuel) [eubis paziewioN m

reded uonoalep oue &

(uoissiwsues aouelsip Buoj 1o} 3|qeINs) el erep Ul UuopoNpal ou &
sfeuBis aul| [9A9]-0192 Jo douanbas Buol ou ‘yuauodwod op ou

(egaH "6°9) senbjuysa) bulquiesds m

sonsusloeIeyd sawsyds Buipooug

Areuiq [aA8|nNW UeY) JOPIM L3pIMpUE( INg Jusuodwod op ou &
WISIUBUYIBL « PAXDO[D JI3S » <- UOISUEI} B SAeme &

aseydig m
('sug £%60] Jo pealsul g T Sa1Led JuaWae [eubis T) ZyN Uey) JUSIOd SSa| &
qd e s (Areussjopnasd) ST 40 (V) SO J0 Bus Buoj 1anamoy +
uoneziuoiyduAs 1anaq sapiroid P Jusuodwod op ou ¢

(0 sueaw aoeds ‘1 sueaunyew) (LUOISIBAU YR d1euId)Y) Areulq [aA3INN |
UONeZIUOIYDUAS JO 3oe| pue Jusuodwod dp Ing &
alel g 8y} ey pue DA
uaamaq si ABiaua 1sow pue Jaauuibua 0} Ases ale Sepod ZyN W
uoisiaaul Arejod (jeluapiooe) o) sunuwiwl &
asjou Jo aouasaid
ul pjoysaiy} e o} a1edwod 0} J3ISE S| UONISURI) B 103)ap 0} &

BuIpOoUS [enuBIBYIP SISN [ZYN

sonsusloRIRYD SBWaYIS Buipooul




e

SIXa1U0D

ey,

e pas

/= S
"= 2
[ 2
o )
QI 2
RAS
(™o |
I -
S5
,.a__:"\A

SIXa)u0D

SIX9)UOD Urew aAY Ul dn smoys m

ndybnoiy) abessaw aziwixew o
[eoo m
pajqteb are sabessaw Hul

eale Buluaisi
S Ul SI9A19981 |[e AQ panIadal sI uone)s, Aue woly abessow ¢

WNIPBW UOISSIWSUR) ISedpeolg W

wajgold ssadoe ajdinw ay} 1o} SIXauoD

Sawayds panquisia
SaWaYDS pazifenuad
saifojouyoa) aseg
SILIAW 90URWIONAd
SIUMRASUOD pUe S3I0YD

wsa|qo.d sy} 10j SIX8WU0D

auipno

ipsey Ajbuisudins s sawayds poob Bulubissaq =

paajuesenB ‘ysiuly 0} paiy} e 1) Bunrem are siaxeads omy
Bunyeads si as|e auo ou ji yeads &

uonnjos painguisiq =
£$)ea1q UoNIBULOI S I01RISPOW B Ji Teym
sieads 0} s)uem asja auo

ou JI UBAS 43y J0 Wiy Jjod,, O} J0}eIapOW J0) Jem Isnwi Jaxeads e &

Jojelapoul B asn :uonnjos pazifenuad (ddwis) y m

suonnjos ajdwis awos

wa|qoid ssadoe a|dninw ayy si syl =
paziwiuiw si yeads 0} 8aueyd e 1oy Bunrem juads awn
paziwixew si puodas Jad pabueyoxa sabessaw Jo Jaquinu ay) ¢
Jeu)) 0S suonoe areulpiood siuedonred pinoys moH =

pajqred
a1 S300A 10 ‘s dWies ay) e syeads uosiad auo uey) sjow ji ¢

Ieay ued ||e ‘syeads uosiad auo Ji &

219UM 30UBIBJUOD0IPNE UE JOPISUOD W

£Inoge [e 1t st 1eym




sawayds panquisia
SaWaYDS pazifenua)d
saifojouyoa) aseg
SILIAW 90URWIONAd
SIUMRASUOD pue S3I0YD

wsa|qo.d sy} 10j SIX8U0D

auIpno

I v (s
SMI91eS 10} z0T ‘'SNVISH 104 T 'SNV110} 20T punore) [/a=e ®

19xoed 8zZIs abelaAe Ue JiWSURL) 0) USR] SW (| W
suolels oM Aue usamiaq Aejop uonebedoid xew :q =

1q 1sJ1§ 8y} seAI8dal uonels
1sayue} 8y} 810jaq 92In0os e Aq Juas sjexoed jo Jaqunu ay] =

ke, Jarowered ay |

pJeay aq 01 adueyd e 136 Jansu Aew uoners pasemod Jamo| +
pajosiap st

09, 0U <- Jay10 8y} s1amodiano samod Jaybiy yum uonels +
aimdeo ¢

SI9NI9081 JO 1950Ns € Aq Auo preay Jepiwsuen +
sleuiua) uapply «

souasapaIl Yrednnw +

(19 ‘sxanuy ‘abeljoy ‘s|jiy Jo asnesaq uonepelbap [eubis) Buipe; +
auoud J0113 aJe syul oipel &

uol

senuadoid yuj oipey =
Ylpimpueq a)Sem 0} Jou [njaJed aq ISNW SaWaYds SSadde 3|

uoNEeoIUNWIWOD
erep (sa|iw Maj) ouelsip-buoj Joj sjqejrene salouanbai) maj e Auo e
Aq awo9 0} prey s wnnoads olpes «

Auoress wnioads m

sjureljsuo)

uoissas Buwuoisurelq oy ABofeue - yipimpueq Bur

plone 0 19x0ed AI9AS 10§ pUBIUOD 0} BSUBS Saxew ‘siaxoed U .
Saydaads, Buol 01 ABojeue - SWweals 0] S82IN0SaI deI0|e &
19%9€d AI12A3 10} PUBIUOD 0] ASUSS BXEW JUSIOP ‘SWLNS YIm &
¢s19ded Jo s1sing Jo sweals Apes)s puss suonels op ¢

apow-axoed ‘SA spow-inaIy m
s10ad are SUONE)S |[e ‘UoNN|os panquIsip e Ul ¢
Suidn = Jeisew<-anels +
MUIlUMOP = BAe|S<-Id)SeW +
SaAe|S aJe 1810 8y} pue (Auoydajal Jen||a9 ul uones
aseq 6°a) JelSeW © S| SUONE]S B} JO BUO UOIN|OS Pazifenuad e ul &
£10U IO I0JRI3POL © 213U} S| #

ubisap paNquISIp ‘SA pazifenuad m

s9010yD

Sawayds panquisia
SaWaYs pazifenuad
saifojouyoa) aseg
SOLIBW oURLLIOUAd
SIU.SUOD PUB S3DI0YD

wajqoud sy} 4oy SIX8W0D

aupno

sJasn Buipusiuod Jo 18s Jabie| e 0] S82IN0SBI
UOISSIWSUER) JO JBqWNU Paliwi| & 81edo|[e 0} MOy 8S00Yd ‘Usyl =

Jasn yoes 0}
aleaipap AjpAIsn|oxa 0 saouanbaiy 1o sjojs awi ybnoua jou :ing W
urewop Aouanbaiy 10 UreWIOp BWi Ul 3] Ued &
SUOIEIS JUBIBYIP L0} Oljjel] 81e|0S! 0} +

ABojouyoa) aseq e asooyd ‘ISl m

wajgoid ayy Buinjos




areadal useped i um <= sjjed N6TT 196 ued ‘Ao e ul |9 N yiming
yoea sjauueyd gTT ol uoniued ‘ulaned (|99-2 Yy

puBq ZHIN GZ Ul S]aUURYD EE8 ¢
ZH 0€ = [duueyd 3210A :3jdwexs onsidwis m

S13SN JO Jaquinu pasealoul 10} Axajdwiod o apen &

Jopuey xajdwod, Burinbai
s|192 Juadelpe-uou ul salouanbaiy asnal tamod JaNisues sonpal

payw| st sapuanbaly Jo JquNN  ®

Auoydaja) ssajaim Ul JoN - (eale Buiua)si| e ul sispiwsues)
paipuny Maj 1SOW Je) 1SeIPrOIq OIP.) PUR AL IO} UOWWOD

Kouanbauy ybu ayy 0) suUN) S1IBAIB2SY W

spueq
prenb Aq payeredass ‘pueq Aousnbaiy umo s) sey uoness yoeg

syul| Bojeue Joy payns 1seq ‘1sa|dwis =

VINQ4

(VINGD) ss829e 8|dinuw UOISIAIp 9p0D ¢
(VINQL) ss8a9e ajdnnw UoISIAIp awi] +
(VIN@d) sse29e ajdninw uoisiAip Aousnbaiq ¢

S9210Y0 JISeq daIyL W
$92IN0S JUBIBYIP WO} BIep Saje|oS| W

salbojouyos) aseg

Sawayds panquisy
SaWaYDS pazifenua)d
saifojouyoa) aseg
SILIBW 90URWIONAd
SIUMRASUOD pUe S3I0YD

wsa|qo.d sy} 10} SIX8U0D

auIpno

uonduosap annelenb uo snaoj Ajuo I\ ®
SuONdLINSSE WOJ) JUSIBYIP PEOPLIOM &
siueld Jo abeyjo} Jo souase Jo souasaid e
SUONIPUOD JaLEaM &
yibuans Aieneq o

101pa.d sjepow reym uey) 10edwi Jerealb aney Aew sioloe) leylo m
9L 9IN|0Se Ue Jou pue aAledlpul Aluo si A10ay) Buinanb jo yiom e

ayjeu} 32IN0S UO suondwnssy m

Buljapow [eanAjeue Jo uonenwi

yipimpueq
uoIssIWSUe} 3y} JO areys [enba ue s}aB UoNEIS Yora :oujaW JajouIs &

puas 0} 9oueYD € s196 A|[enusns 82IN0S : UoNeAIRIS-0U, &
yop ajbuis ou o

ssaule] m

Augers

BABIYIE LD ‘PalIaIaP S| PEO|ISAO USYM PEO| 3INPal SIIINOS JI NG
paajuerenb si Ajigeisul

uay) Ul © 1eys SUONEIS ,Paj|0AuodUN, JO JaguINU BNy Ji &
peo|

PaIayo yim asealdap jou saop indybnoiys ‘wyiioble a|gels e yum ¢

aqeIsun <= ¢

£suonuauod Buijosal uo uads awiy ay) ([e st ‘peo| Aneay yim &

Aijgels =

SoLIaW doueWIoNad

wnipaw ay) Jo
SSLIBIvRIRYD BU) pUE Peo| 3y} ‘|020j01d DY BUl Uo spuadap +
190ed €
SHwsues A|INJSsaoons }i 210J3¢ Jem 0} Sey LONE)S B dWi JO JUNowe «
Aejap ueay m
G2'0 = Indpoob <= +
oas/s1axoed
0GZ aney ybiw am ‘peopiiom pue awayds Jejnoied e yim +
29s/s1oxoed ,214q
GZT. 000T ALred ued yull sdqil T e (suoisi|jod ou yum) Ajjeap| +
a|dwexa &
s1aoed papiwsuenal-uou ALred o) pasn Aideded yui| jo uonoely &

indybnoiy) paziewioN =

SoLIBW douBWIONSd




sauoyd NSO rein|jed [enbip ul YAQ/YNAL/aad ¢
sauoyd ssa|p10d uoljelauab-puodas ul YNad4/adl ¢

sa|dwexg

VNQL/NVNGS yim aul

woo ey m
si0|s
LN JuaIaIp asn uljumop pue juldn ‘xajdng UOISIAIQ BWIL U] W

sajouanbaly
JualayyIp asn yuljumop pue uiidn ‘xajdng uoisiaig Aouanbai uj

|suueyd xajdnp & 0} wnIpaw ssaja.im e BuiaAuod jo skemom| =

adl pue aad

pla1 ayy ut Buyeisul swajgosd
<- (9ousnbas 10a.11p 10j) pueq Aouanbaly snonbnuod abe| e 1oy pasu
s1an9991 Buinow ajdninw Jo asnedaq prey +
aimdeo pioAe 0] [01)u02 Jamod paredydwiod 1oy pasu ¢
(s1opuas
paziuoiyduAs Apoapiad Jeniedal) Axajdwod uoneuswaldwi &

*

SuoD =m

Buruueld Aouanbaly 1oy pasu ou ‘sarouanbaly |je asn ued s|jad e
SUOIE)S JO JaqUINU U} Y)M Sasealdap uonels Jad arel-lq

SAD8Ye pue S8seaIdUl 8siou g ‘(|89 & Jo Aloeded uo Nwi| prey ou e
(4an1@281 pue

J1apuas Ajuo) 8z|uoIyouAS 0} SUONESS [e 10} PadU OU ‘YNGL BYIUN

9SI0U puBq MOLRU WOJJ duNwWw! &

Ads o) prey &

soid ®

VYNdO

T= EEE]

)
(z02+2+0002) (03+g3) =23
[ e ) 03 =13

L = 8/(2+2-0+2+0+2+0+%) RERE]
b =8-LHi-LHE+EFL+L) ENE
0 = 8/(2-0+2-0+2+2+0+0) ELE]
| = 8/(2+0+2+2+0+0+0+2) o323
L= 8/ bl +brlablal) ENE!
(Ov+z 0z 0z 2) (a3+03-83+v3a) =93 0 0 0
(e-z+02+0z-0v) (a3+03+83+v3) =63 v L v
(bbb e+ 6 Lt L) (03+83-v3) =43 L L
(e+0z-02+z-00 (@3-va) =¢3 E
a

g 0 & Jo} 3- uonebau S) pue )q T € 10} J PIOMBPOD pusS =
(0T0000TO Areulq) (T-T+T-T-T-T-T+1-) ‘03 &
(00TTTOTO Areuiq) (T-T-T+T+T+T-T+1-) 203 ¢
(0TTTOTOO Areulq) (T-T+T+T+T-T+T-T-) 193 &
(TT0TT000 Areulq) (T+T+T-T+T+T-T-T-) v3 &
(uonejuasdal
Jejodiq) pIomapo9 1o « sauanbas-diyd » s)i sey uonels yoe3 m

sjdwexs SA/VWAD

Areaul| ppe sjeubis sjdnjnw yey) sswnsse &
aslou puegmolIeu

Jo @ouasaid ul uane ssadoid asianul Aq g Jaydidep ued IaAiedal

(souanbas 10811p) 8p02 & 01 3iq 8|6uIS B L8AU0D IO W
(Burddoy

Kouanbayly) 10js awn yoes je Aouanbauy Jualeyip e Je puss m
pajqueb Ajrelo) AjLressadau jou ale sawel), Buipljjoy =

sanbiuyoa) wnuoads peaids ey &

Kouanbaly pue awn Aq yloq pajeredss siasn

VINQD

(4an19931 yaea ul oo uoneziienba aandepe

10} paau <- UOITRINP UOISSILWSURI) J3][ewWs <- pueq Aouanbaly Japim jo
asNesaq) SyUI| SSJIM UO dduaIauaIUI Yredinw yim swajqoid 1orealb e
(reubis ouAs JWa suolE)S BY) JO BUO) PEAYIBAO UOIBZIUOIYIUAS &

suoo m

Bumiwisues 1ou usym Jamod 1o YIUMS ued e

(A1eneq anes 0} uonels aseq Jaleau o}
Jopuey pue) uollels aseq 1Saq aUILLIB)AP 0 SaLI) 3|p! aSN Ued Sajiqow &
(s10]s aWn) Yipimpueq Jo SluNowe Juaayip usnib aq ued siasn &

soid

VINQ4 uey) s18sn Jo Jaquinu awes Ajybnol

10is 3|BUIS B 0} UOISSIWISUR JIBY} L]
pUE 0[S BUWI} € 0} SSIIL IO} UONUBIUOD SA|0S3. SUONE]S Jey) sasoddns

UONEZIUOIYOUAS Bw SPasaN

Sawi JuaIaIp e Ing ‘Aouanbauy swes uo elep JWsues) SUoRels ||y

VNQL

Ore)ubs = ¥/™a
(edwexa siyy ut 2) 8zis ulaned si M
snipey |99 si

aoue)sip asn-al st g
T2 % 2T '6'L'V'S :9zis wiaped Jeinbay

(42102 01 SBUOZ |[e uo pareadal)
el [[e 82UO Ajuo Bulureluoo 18s |190 1s8|fews uieied ®

sjauueyd

asnal Aouanbaly NSO




paonpal s UoNUBUOD
UO PEaAYIAA0 OS ‘SJOjSILIL 10} AJUO 8 SUOISI||09 1ax9ed

Ui 0} SS99€ WY} SIUBIH PUE SIBUUIM SAPIdSP JAISEIN

(¥@0d4 auo umo Jo) (YINvad) 10|
S10|

IW € 10§ PUSUOD SUOHEIS W
<= SI0[S e1ep Uy} Ja|[ews aq ued

sofessaw uoieAIasal 0} PBJOASP SI0|S LUl BWOS
suoneAsasal Buisn jul| 0) SS829€ SajeuIPI00d IISeN
SuIl ayjeres 1o} Alurew &
Buijjod uey) uonersesal asn Janag ¢
ybiy ooy st peaysano Buijod &
Isuadxa are su

00 ‘abJe| S| B, Usym ®

SaWsYds paseq-uoneAlassy

BA19E [ Ji s|jod S|gNOp ‘BANJE B8 SUONEIS M3} Ji JUBIDIYT
UONe)S SAI10E BUO Uiy} S10W Y)m suonoss ul sjjod payesdal ing +
uone)sS dAIOE 0OU Yim adeds ssaippe Jo syunyo dijs +
UOIJEIS BAIIOR IX8U 3Je0| 0} YoIeas Areulq e Saop Jajsew ¢
sassaippe ,dnoib, 10 1seannw
10 19S B 0} pUB SS3IPPE UMO S}l 0} 430 USJSI| UBD UONEIS BWNSSE +
s8ssaIppe [ea1B0] AINOBSUOD YNM Palaquinu aJe suoiels &

.

Buiqoid =
sjeulwa) Auew sey wajsAs (9) Jo ‘ybiy si sabessaw Bujod
10} peaytano () ‘Buoj st uoness e A1anb o} awn () J1 Juaidleul &
(Bunjjod |[ea-Jjo1) puss 01 SlueM )l Ji UIN] Ul UONES LIed SHSe JaiSew &
Buijjod
UONUBIUO SIY) SAJRIPSW JD]|0AU0D PazZIfenus) |

1930ed
9ea 10} SS899€ WNIPALU IO} PUSIUOD ISNW UONE)S :SPOW-1axded

Buigoid pue Buijjod

VNGO S6SI ¢
VYNA3/VNAL/Aad - NSO ¢

VINQ4/aad Bojeue :Sdnva ¢

swajlsAs auoyd ren|92 ui Ajuewnd pasn

Jajsued) ejep BuLINp UOKUSIUOD ON
auop sl

un S82IN0Sal 8y} Sasn aAe|S

BAR|S 0] S8JIN0SaJ UoIsSIwsuel) sajedo|[e Ia1seN

1020j04d Ss829€ 9jdniNw apow 189x9ed (YHOTV) ajdwis Buisn
Jo)sew o) abessaw e Spuas 1l ‘NWsuel) 0} SJuem UONE)S USYA\ B

ajdwexa Auoydajay rejn||@2 ay} :apow 1NaIID

uonenasal pue Buiqoid/Bujjod :sawayos spow 1xoed ®
Auoydajal Jejn||9o :saWBYIS BpoW HNJIID W
Kejop pappe <= Jajsuel 8|6uls K198 Ul PAAJOAUL S| IB)SEW +
jwalsAs ay) seresljdwod <= [090]0id UOIIIS|S-3) B pasu +
ainjrey Jo iod ajbuis e si 1sjseW ¢

suoD m
uoneuIpiood Jo juiod ajbuls sepiroid Jelsew &
adwis

soid m

SOWBaYIS SS800e pPazifenusd

Jamod nwsuen ybiy Jo sjqedes +
U >I0MI3U 8} 0} UOIIDBUUOD PaIIM & LM +
auo Ajuo ay) s uoness aseq aivaym ‘Auoydaje) rejnjj@d &
auofians
995 Ued Jey) UONES A|UO U} S| UONE]S 3SB( JaUM ‘N SSajalIm &

suonen)Is awos U

[eineN =

SMOJ[e JRISeLl UayMm AJUO JWSUR.} UBD SAB|S &

SOAR[S BB JBYJ0 U} PUE ‘J9}SEW S| UOHE]S 8UQ M

SaW8sYIS SSa00e Pazifenusd

sawayds panquisia
SaWaYDS pazifenua)d
saifojouyoa) aseg
SILIAW 9oURWIONAd
SIUMRASUOD pUe S3I0YD

wsa|qo.d sy} 10j SIX8U0D

ETe}




Iem suoiels om) :Jualsisiad yum wajqold

a)sisiad-uou <- Jale| A1 pue Jawn e 1es ‘Asnq Buisuss uo ‘j|

L}
L}
jualsisiad <- a|p! Joj yem ‘Asnq Buisuss uo 'y m
L}

3Ip! S9W099] WINIPSW SE UOOS Sk Ja3%oed B puss

awWayds YISO 1sajdwis

(1L 0 Burredwoo |rews palapisuod) Aejap uonebedoid
wnuwixew ay} 8 0} USSOY S1 10| WA ‘UOISIBA PaNo|s U]

(Ja]/ews 10 T°Q) |[eWS SI e, UBYM SHIOM

aA|0Sal pue 1081ep ‘suaddey uoisijoo j| =
Bunssuwi e uj jue red e oy isnl &

puas ues uay) ‘aIp! WNIPaw J| =

9|NPaY9s B Ul LN} S)i 10} IO ‘19)SEW B 10} IIeM 0) aneY
1,usaop puss 0} Buiylewos yum spou e buigoid/buljjod axun =

(Buisuas Janed a°1) 19xoed e Buipuas aiojeq
AIOR S| WNIpaW 8y} JBUIBYM 398D :90UBAPE [ejuswepun)y =

[ews sI Suone)s aAnde A|snosuelnuwis Jo Jaquinu
g abire| sI suone)s Jo Jaquinu i swn s1sem Aew Buiqoid/Buljjod =

(VINSD) ss222Yy ajdnjnj\ asuas Jalie)d

"] SS9 10} PUBIU0D UOS 1YBLI<-J00 Ul BUOKIIAS ‘SS8IINS UO

(xa1dw02) Jare| Pa)2a1apP UOISI|0D JI B1EIS YIe( ||04 10 (JUaIdIaUI)

1 90NPO.UI JBUYIS 8SIMIBYI0 &

|lews s e, JI [[oM SYIOM

10s 1xau ul urefe A1 pue ‘uos Ya|<- 1001 -> 1001 ‘U0l

jooey =

10]S 1SU1J Ul Wnipaw
uo 19xoed 2oe|d 0} pamoje 1001 JO 9a11gNS 9] Ul suolels ||y =

ssa20e a|dnjnw paseq a1} paj[ed oSy W

Buiqoud pazienuadag

(- vwarwsnfsisiy ¢
paisem si 10js ‘puas 0} buiyiou ji &

$9sn 11 1eyl 10js e paubisse si uonels yoe3 m
aseq aui e aseys ISNW SUONEIS [le Ing =
J9)sew ou si a1ayy ydaaxa ‘Buljjod pazijenuad axiisnc =

Buljjod pazijenuadaq

(sewWayos pazienuad ul apow-IndiId
10} s1xjoed AuBL 19A0 pa: 01eUIPI00D BWI-BUO BY))
19]101U0D [B1)UBD © JNOYIM SHNDIID UTBJUIELU PUE USI|GRISS 01 JNdIp &

apouw 19xoed are sawayds panquIsIp j[e 1Isowly =

aseq awWi) Wes ay) 0) SUOIL]S ZIUOIYDUAS 0} ‘B'a +
paresiidwod alow are g +
uonezIiN siomau Jaybiy moje uayo e
sAejap abessaw 1amo| aney &
a|qela) a10W «

aWaYds pazifenuad e o) paredwod m

sawisyas panguisig

sawayds panquisia
SaWaYDS pazifenua)d
saifojouyoa) aseg
SILIAW 9oURWIONAd
SIUMRASUOD pUe S3I0YD

wsa|qo.d sy} 10j SIX8U0D

ETe}




sdqinog s196 Jred yoe3 1220 ||Im uoisi|j0 ou ‘s|qeded xa|dnp
1IN} SI YONMS J| "SBPOU JO Jaquinu=N Yim « abpug » e yoyms m

"papIEMIO) UBY) PaIO)S Ajlensn ale sjaxded ‘(suod
10 JaquINuU=N) Surewop uonuauod N 0} N1 sids “Aujqedes
Buniay|y Z [9A8] Yim « syjuawbas » Bunosuuod adinsp :abpug =

SUN2112 (QY) ereq anivey

pue (0Q) INO ereq ay} uo ANARde snoaueynwis Aq paloalap si

D “UreWop UoNuUaJU0d 3|BuIs © 3)MNSUod ||Ns SaPoN ‘suod

JaL10 TV 01 apou yoea Aq paniwsued [eubis sy serebedoid
ey ABojodoy Jeis e ul 821Aep paledoj-Ajenusd e .qnH m

BIPAW UOISSILUSUE) ) 0} SSIOI. 10} JaUI0 Yyoea yim aaduwiod
ey} SaDIASP JO [E10) NS :UIRLIOP UOISI|02 JO UORUAUOD W

suonuyep swos

18seg00T *+
paads asealoul
18UIBUYIT PAYIIMS : SBUINMS (UBAS) 10 +
sabpuqg asn +
« SUIRLIOP UOUBIUOD » BjdNINW Ul 3PIAIP &
douewloyad aseanu; m
anowayppe +
1osegoT Ul se gny e asn ¢

QouBULIURW JO 9SET W

19uIay1g Bupueyug

(Buiim auoydaya) 1oy pasn osfe) Jred paisim} papjalysun s|
sialew 0oz o1 dn ‘s|ged wyo 0g deayd s|
sia)8W OOS 0} dn ‘Xe0d 31y} S|
‘wnipaw [edisAyd &
aInoniselul AL 9|qed uo = puegpeolq ‘Buip|ing uiyIm = puegaseg
sdgiy 00T ‘0T '€ = paads &
<wnipaw [edisAyd><pueqpeoiq
10 puegeseg><paadS> se papod ale sadAl Jewieyig m

Jred paisivg
10 X202 ,uIy), 10 DIy}, Sasn pue ‘sdqiy 0T e Uel SUOISIaA Alies m

sdqi\ € 1e uel u

ISI9N 15114

18Uy UO BION

uoness ajbuis e Aq buibBboy sjuanaid &

salAq 0ST S! 9zIs 1axoed xey m
BUETIVGEN
pamojje 1sabuoj Joj Buo| sa)Aq 9 Ises) Je aq pinoys 1axoed &
(T => ®©) se19|dwod uoissiwsuel) 1930ed a10j9q paldLIep
S uoIs|||09 & yey) ybnous Buo| aq 0) 1930ed saiinbal joulayg

SPU023SOIIIL O PUNOJE SI UO

|00 Ul palsem awil<= |lews e, m
2BUeJ IN0BWI JJOXIEY JUSLISIOUI LIED PUE UOISII0D JO dIeme dJe

suole)s [[e Jeuys os ‘alim uo [eubis wel e ade|d ‘uois|jod uo ‘osly m
Jjoxaeq [enuauodxs yIM AJ/NVINSD Jualsisiad-T sesn |

€°208 3331 p3|[ed s! plepuels =

NV1 pasnh Ajgpimisow ayl m

IENIENE]

\

wepures
iy M
st
2d

flusara

<

p

SawBYds YINSD Jo Arewwns

(a1qe1s st yoxjoeq Yum YISO Juasisiad-T uaas) d 8sooyd 0) paau ou
suoness Buipusuod Jo Jaquinu o) sidepe abues yoxoeq
aNn[eA JNoaWI 18581 SS899NS U ‘aBuel PajgNop Wiy
Ajwopues IN0aLI UOISSILUSURL] 85004 ‘UONIBJaP UOISI||09 U0
dd/vNSD
|09 10819p 0) poau &
Joxoeq fenusuodxe m
suoIs|jod aiow ‘abrejd ji &
(alp! e1paw Ji) swn paisem uays ‘ews d ji &
speoj| Aneay Japun uop n Jaybiy yum Aejap abessaw asuejeq +
(Bunrem suonels Jo JaquinN/T >) d 8sooyd o) prey ¢

.0

.

<=1IN2JI9 10918P UOISI|09 10 YDV NdX® :Suo!:

:d Anjiqeqoud yim ywsuel ‘ajpr sawiodaq elpaw usym Juaisisied-d m
suonnjos om m

wa|qoud UOISI||0D BY] BA|0S 01 MOH




uonualuod Jo punod 1xau ul Auoud saybiy 196 |im uonels =
uoissiwsues sa1e|dwod 19xoed usym azsaiun
pue MO 828814 ‘umop BuNUNOd BlIYM SHWISURI) UONE)S JsLjoue §| =
MO Bulignop J1aye ‘urebe A1 &

150] SI1930ed awnsse e ou j|

peo| 80npai 0} SNy uawbas ueo
9%0€ Paaoxa Ajasel speoj +
peo| ybiy 1e Ajuo swajgoid &
asneoaq [nJjssadons AJaA ‘Ing m
sjoxoed |lews uo peaylano Biq e
sanuoud uoddns Jussop &

9e Joj Jlem pue 193ded puas noswn uQ = TT'208 3331 se anﬁ_mul:&m L] S0IAI3S JSIUILLIBIBP-UOL +
(mopuim uonuajuod pauyapald MO) [MD ‘0] ebues ayy 09,40 Jaquinu 3npai 01 Al <= ¢ JJoxoeq Jo asnedaq sAejap afire| aas siasn ‘speo| Areay e
Ul uUasoy AjWopuel [eAIS)ul Ue 0) JSWI) UONUSIUOD B 1S ‘Usy) | SAIsUadx® 910W SUOISI||0d Saxew siyy g m sweiqoid m
(fwoud Jaybiy sueaw S| Moj) oe Joldxe pasu ‘oS5 m asiou 011snqol &
10|s e J0} Buipuajuod a10jaq Buioeds awrely-1aiul Joj Jrem :a|pl ji | 1oNI3931 UoEINBOD o SaINba) &
S|Pl W093q 0) WINIPAWI JOJ JeM ‘oS §| m Pa1e00|0d SWIBYMIBAO JaRIWSURL) 8SNedaq UOISI|00 10918p LueD = dnjes 0} Asea &
Asnq si wnipaw §1%99yd1sii4 W SNV SSa[elim Ul pasn m soid m
wpuoble vONvINSD VOIVINSD lauiau3 Bunenjenz
1301} [eando 180 Ajuo ‘YINSD ON ¢
we3 Nqebioor
dLN Jred- 19A0 S}iom &
puaJ} Y} BNUNUOD O} SWE &
1owRy3 Nqedlo m
1MW BU) Ul SSA00NS B 10U & XQ4  vonencooy - (msmg) 00} SdIN eqssol  paydms
SUOISII02 BunEuILLIR 'Sisanba SAINPAUS JaISeur + g
JoISew 0} SI53Nb31 BOIBS TIAKG SN UONETS + oweuaH S0 adinu Juawbas Jad oN Mod/sng,  ogepas  pefipug (anisuadxa a1ow pue) LasegoT uey) Aioeded oisutiu aybiy «
(z1°208 3331) UBAUY OACOT = (mojptano
08% IN0GE 10j (Sp1ed XQH 90UeusiUreu - GO/SO0IMS fevoxaram ), Sding  sng _S.mo_ Losedol S124nq Hun) apij|o Jou op slaxded Buialte Aisnosue)nuis &
00T/0T) Sp4ea sdgiy 00T pue 0T Yiog Hoddns spied Juaund jsow XH %m_t mmmam mmmﬁmm_‘ YB0J Uiy sng 7558401 SIBU)0 0 pIed BUI| BUO WoJy 18¥ded SayIUMS auejdyoeq Ise) &
1auum Big e . s19soed BUIIODUI PIOY 0} BN € SBY YOUMS JO pJed aul| ‘Ioramoy &
w S0z Auo sueds XGH salogyoeq  Basioo,  Basgeong Xeod youL Sng Gaseg) LesegoT uise +
sdq 00T s! paads aul| yey 1deoxa ‘] asegQT Se awes & X4 \xQozmI mmmscm>ﬁ< S3PON 0Ll Yep 3020 Eo_oao Il BIM g1 N Sresedss e Aq YOUMS 0} PaJoBULOD S| UOIE)S Yoes &
(ne'z08 3331) 19usBF e ULy payoImMs @
SlUeLIeA Jaulayl3 1seH uosuedwo) suawdojanap uadey




uax0} ajessuabai ‘awn Buoj e Joj usxol ou pue ajpi Buu J|
UD0) SUBSUIB] ‘BUOP UBUY

Bun ay) wouy 19x2ed sanowal Japuss

Beyy xoe, sjos pue 19xoed saldod 1anIedey

s)@xoed puss pue ‘usxo) 219]9p ‘oS J|

uaX0) premioy ‘jou §|

puas 0] Apeal s1axded JI 4980 ‘Uax0l e si1axded J|

indino
0} Jayng indui wouy s}axoed Adod ‘uonelado ewiou buung =

uonelado Bury

[Eep——

ABojodoy [earsAyd Bui-uou e uo aq ued =

sbuu [eaibo

uonez|uoyduAs awi asivaid pasu Jabuo| ou suone)s ‘uonippe u|

BAJES [|IM UoneIS ON
Buu [eaibol e wioy suonels <= &
uonels Jxau, 0} uayo) sessed )l ‘auop Usym m
.8uoydouoiw o xeads 03 1ybu, yum Abojeue &

elep
Nwsues) 0} Iybu ay) uoness sanlb ,usxo), pajied 1axoed [eads

Bun usxo) Jo eapi A3 8yl SI SIYL
¢suoness aypt ised dpjs Apainb ues am ji yeym
10 & USAIB [NS 818 Suonels a|p! 9snNeIaq palSem Sl

uin] s 4oy rem o) sey uonels A1aas ‘buijjod painquisip uj

Buissed uaxo |

swajqoid ylog senjos

PpUS 01 LUOISSIWISURI) JAYIO 10} SHEM )l ‘S 1Y SIeayIaA0 Uonels J|
BJep SpUas uay) Jopuss

(SLD) puss 0} Jea|D spuss ‘2|

1319931 papualul
0] (S1Y) uas 0} 1sanbay e puas ‘ejep Huipuas a10jaq ‘VOVIN Ul W

‘uonels

Asng s1 J1aA18081 ey} SIBYIO |8} 0}
dxa asn 1nq ‘pueq Aouanbaly s|buls e asn ‘pesisu| =
) SWBYIS &

sansualoeseyd uonebedoud Jualayip aney Aew spueq sreredss m
(s18UN} OM) PaaU) SI9AIB931 Xa|dWOD dI0W &

pueq Aouanbauy Jijds 01 sn sainbal yiNLg =

80UBPIOAY UOISI||0D $S820Y a|dnjniAl

a|p! S| jauuEyd U0}
-Asnq y1 Ajuo Spuas pue NNJID 3SUSS-I3LLIED NIBY) dIoubl SlBNIWSUeRL +

sleulwsa) pasodxa pue uappiy Jo swajqoid Yy1oq SpioAe iy}

SIeay UoNe)S SIY) Jey) UOISSIWSURI) Jeay Jouued Aay) Ji uans +
Asnq s1 3 yey) Smouy uonels e o} e o3 Juem Jybiw oym suokians
Jauueyd siy) uo auo) e sadeld )i ‘abessaw e BuiAl@dal SI UoIelS UBYM
[suueyd ,auo)-Asnq, areredss e sasn
SHUI| SSO[RIIM JUIBWIWAS SauINSse &

* o0

(VNLg) SS200V B|dninN 8uo) Asng =
suopnjos om) m
JBNI9231 3] 1B, UOISI||0D SI SIafew Jeym &

pajoalep
Apo@1100ul 18111eD BSNEIS UOKES B! ‘[euluLIB) pasodxa yim ¢
Pa1031ap 10U JaLLIED BSNEDAQ UOISI||0D ‘[UILLIS) USPPIY UM

>IOM 1,US90P YO/VINSD ‘SaSeD Ylog U

sleuiwla) pasodxa pue usapply yim Buieaq

e psodha

® -
© © ® ® &

(0 01 Bupuas v 8jiym ‘q 0} puas 0} 8|qe 8q PiNOYs g) Bale 20| Yl Ul
10U SUOIE]S LU0 SUOISSILUSUEJ) Jeay Ued SUORE]S (/e 10U INg) BWOoS +
[eulwie) pasodxg m
(g 01 Buipuss sI v 8suas jouued D) yloq feay ued aseq ybnoyy
‘SIBUI0 WO} SUOISSIWISUEI] Jeay JOULED BaJe U Ul SUONE]S SWOS ¢

[eulWIa) UsppIH

anJ skemle JoN

uonels Jayio A1ana woly
SUOISSILUSURI} SAIDI3I LD UONE]S AI9AS UBYM SHIOM YONVNSD B

s[eulwla)l uapply yum Buipeag




[enuauodxa si Josoeq ssajun +
IqeISul 0} Pes) Ued dlyjed) JO 1SING Usppns &
juanbayy A1aA are suoisi|od ‘speol ybiy e &

(x11 1asn ajbuis e '63) ajqeaaiyoe st ndpooh Jaybiy yonw +
8T 1sow 1e si indpoof ‘suondwnsse [eonewayrew swos Jspun &

suoD m
., J0 Juapuadapul &
UoIeZIU0IYDUAS SEgaLUN OU ‘USXO) Ou ‘Buisuss Jalired ou +
adwis
Sojull aujares +
djay 1usaop Buisuas Jaied os ‘abie| si e, usym |nyasn &
soid m

VHO1V Bunenens

Joxoeq ou «
awn Bunrem wopuei e Jalje urebe An oe ou J|

L}

>0® U I0j A\
|pussisnc m

L ]

SaWaYds ssavde a|dnnwi 1sallies ay) Jo aUo Sl YHOTY

slueleA s)i pue YHOTY

sbuu
AU} 40 8Uo Ajuo 0} PajBUL0I ale suonels (Jadeayd) payosene a|buis &

suolels payoene [enp pue paydene o|buis yioq suoddns =
1411 A19A8 uiyum uonedo|e snouoiyduAs e pasjuesent si uonels &

(Ld11) swiy
uoneloy ua)oL mehm._. AK1ana 9ou0 81e101 0} wau_._m._m:m Sl ua)0l &

Jlfel) swnfeal pue awnfeal-uou yjog suoddng
syuil Jaqy pue (jJagD) seddod yiog sasn
sdqin 00T e yoea ‘sbull Buiejol-18)unod feng

N1 aseq Bun-uaxo) rejndod 3sow ay} st |da4d

adepI8lu| Bl PaINqLISIA Jadid

Jojuow Se uoljels auo 199j8 Ajensn +
uonealdnp pue SSO| US40} 19913 0} +
>10MIBU JojuOW AjBAROE 1SN SUonelS &
SUOIEIS BAISUOASBIUN JJO IND puEe J9213P ISNWW HIOMIBU +
ae1adood 1snw suonels e
ua o) aressuabal ‘Aressadau i ‘pue 10910.d Ajinjered o) pasu +
10MIau Saysel) uax0) pajdniiod 10 1so| +
ainjrey Jo juiod ajbuis e si uaxol &
suo) m
S18410 Jano Aiond suonels awos anif ued &
SUOISI||09 019Z Saajuesent o
U0NUBIU0D BA|0S3l 0} S|od0j01d
x3|dwo9 10 uoieZIuoIYdUAS awi ‘BuiSuSS JaLIeD 10} PAaU OU &
1911dx@ pue ajdwis si [020101d SS82JE WNIPBW &

soid m

Buis uaxol Bunenjens

18UI8Y13 10) UBAS &
S3I0MJaU [BI Ul pasn BuLim
J0 wuoy Ajuo ayy Areanoeid ale sqny ‘syyauaq asay) Jo asnedag W
juiod 3s8) 9jbuis e sapinoid Ing &

101e1U99U0D BuLIM SE SaAIBS AJUO gny dAISSed B
Saunjiey ul| pue uone)s 1o§ Bull Joyuow ues &

uonels AI9A3 0} J0SS9IINS PUe J0SSad3Pald SI gny SANY |

Buu-rels 1o gnH

laadq urpssn =
apouw desm oju 06 ‘ainjrej e uo ‘Buu sjgnop e YU\ =

aibely <= yiomdu
B syealq uonels o yui| e Jo ainjrey ajbuis e ‘Bui ajbuis e Yy m

sbuu ajgnop pue a|buis




=
auiers OIS yHoTy
o
o
N | 00|
- g
spam
POl panquisia
N P ByRd
AupEs apow
o Bped
Sweys
apow
fngpn poziEae0 00
P oI v
aas
aad
VINaD
o oseg
VINGd

SawWaYds ssaooe a|dinw Jo uoneayIsse|D

swiajqoid 8saL) pIoAe YHOTV-YH JO Siuelien
sBoy 1dwaaid Jouueo
(e, 159 1e SI YIBU| dBWely) puas

0] 90UBYD € Sey )l 8109 SWel} 2IUS 0} em o) sey 1axoed Buinie e
suoD m

adwis

(e, abre| yum sxiom &

Jajsuel) apow 12x9ed pue JNad Yyiog suoddns &

soid m

VHO1V-Y Buienjeas

awely Ixau
Ul Way} Joj SPUSIU0D pue S10jS 3|PI JO Yokl sdasy Saso| ey uonels ¢
sjuem 3 se Buoj se jojs dosy ued pue uoireAlasal uoldwi saxew
(eyoly fejnj|aa yum OV 101jdxa yum pue eyoly ayj@es ul Apoldwi umou
i) VHOTV-S Buisn 1ojs e ul Nwsuel) A|[njssaoons Jey) uonels ¢
(Aejop doud sueds) s10js Jo 185 YiBua| paxiy = SaLel) OJUI SWI) BPIAID &

uoisianise|dwis =
Aioud awes aney suoness e &
SUOISN|OUOD JUBISISUOD 0}
aWo9 pue sisanbai uoneAlasal aulwexs Ajuapuadapul suonels m

VHOTV panojs Buisn uoeasasal 1121jdwi 1oj pusyuo)d

1939ed (Y1bus) JueISU0D)
© JlWsuel] 0) W = awi 10js ‘I9ISeW ou INg YdOd4 0} feluwis =

VHOTV uoneAlasay

VHOTV

pazirewiwns sswayds YHO IV

peayIano [euonippe apl| <- AemAue NG L 10) 8ZIUOIYDUAS O} paau suonels

(Aouanbaly e 1sanbal 03) yuidn suoyd rejn|j@d ur pasn

AujigeisunA Jo mopuim seAeH
as|nd 1seope0.q € 0] 8ZIUOIYOUAS &

Arepunoq 10JS e UO Lie]S SUOISSIWSUEI) 3INS el
Ayoeded s yHOTY a|gnop o} Aem ajdwis v

VYHOTV panols




urewop pAs| doy

Ayasessly <= suoniod aAIsn|axa Ajleninw
ojul (sswreu a|qissod |[e Jo 18s ay)) aoeds aweu dn aAsed peajsu| m
suonnued }10msu 0) 1sngol jou ¢
9[eos L,Usaop &

aweu e Buisooys
a10jaq sanuoyine Buiweu 1aylo A1ane yse :yoeoidde anleN m

1soy yoea 0} sweu anbiun Ajreqo|b e anIb ([eos =

Buiweu [eaiyoselaiH

3|e) uonNjosal
8y} a1epdn 1snf pue urewop swes Ul sulydew & 9AOW Ued &
ssaippe awes 0] Julod Aew sawreu sjdnnw
uonos.
asied pue sispeay ul A1red 0} Ases ‘azis paxiy )i
3|gepUE)SIAPUN BUIYDOEL PUE IBLIOYS dJe SISSAIppY W

osied 01 prey ¢

slapeay 19xoed ul way) Ared 0] aoeds salsem ¢
a|gepuelsiapun uewny pue 6uo| are ssweN =

&U10q paau am op AUM

Suweu & wouy ssalppe ue Buluiwislap Jo $$9901d 8y} :uoNN|osSy W
Z'TT 70T 6ZT :SSSIPPY &
23 enbruyosiAtod XTT  oweN e
13- onbTuyoalATod XTT < e

222°08°96 8ET :SSSIPPY
13 eTIUT T0TOTeAIN® :IoAIss 3TNeISA &
dnyoorsus m
(1soy 8y} uo agepdul
ue Jo) 1soy e Ajpuapl Ajenbiun yloq sessaippe pue saweN =

Sassalppe pue saweN

sassalppe Jahe| yuirerep Buipuiy ¢
uonn|osal sWeN ¢

1awd)U| 3y} Ul Buissaippy ¢

Buissaippy &

Buiweu [eaiyoressiH ¢

SasSsaIppe pue saweN ¢
Buissaippy pue Buiwen =

auIpnO

abessalpe 19 afewwoN

sijodnuy eydos vIdNI
snoqqeq pirem

985 dNI ‘€ 2019

Bukslul | suep
iod e Juiod afeinoy 1o afessaipy




[ STt —

I aa000000
J

>40MIBU BY) SPISINO B|GISIA JOU SJe SySew Jaugns &

sa|qe) Bunnol 1augns ur awn uoneindwod pue adeds senes e

(uawbas 1oulay)3 ue "B'9) sessaippe 95Z JO 18Ugns 9GZ ¢
10MIBU S} UIYNIM SSSBIPPE d| J2ISN|d 0} JojensIulWwpe Smo|ly

Bumaugns

uopeinbyuod jsoy

reuAp

daio ¢

Bumaugns &
SUOISURIXd daJyL ™

9|IXa}jul 00} SEM S3IINOSI BILIS SJEJ0|[E 0} SWAYDS SIYL |

UONN|OAS SSaIpPY

(£22-26T abuel ayy ul 814q 1s11y) D Ssed <= OTT Buipes| &
(T6T-82T @buel ay) ui @1Aq 1s11y) g ssejo <= 0T Buipes| &
(82T > @1Aq 1s1y) v ssejo <= 0 Buipes|
ssaippe Jo siiq buipes| Aq paysinbunsiq =
JagunU >3I0M}aU JO SNQ ¥Z dARY SISSAIPPE J SSeD ¢
Jaguinu 3I0M1au JO SIiq 9T 9ARY SISSaIppe g Sse|) ¢
13quNU 3I0M13U JO S 8 dARY SISSIPPE Y SSB[D ¢
uoneziesous =
isylomsu maj 0oy ¢
Jagunu >5I0M13U JO SN 8 YIIM ‘Uoniled 1SOY-3I0MaU Paxy) &
noisi4 m

S3sSe|d SSalppy

(Bunnou paseq
Jaguinu 3Jomau) s1augns ulyim sassaippe srebaibbe ueo &
YSew Jaugns e yum paynuapl Arepunoq
J2quWINU ISOY pue Jaquinu 3iomiau ¢
y ued-om) ‘Buoj sehqy m

AS— 00000 TETTELEL

sassalppe
YAd| 91 SaSSAIPPE ‘p UOISIA SI d| JO UOISIAA JUSLIND
SS3IPPE dI UMO S} YlIM Uoea ‘sadejialul a|dnjnuw aAeyY SIainoy
SSaIppe d| UMO S} Sey adepalul 1soy A1ang

18UIR)U| BY) Ul Buissalppy

sajnou Jabuo| jo asuadxa ayi e &
1ouIBlU| 8y} 10} uoneunsap Jad Anua auo aney o} [eanoeidwi +
sa|qge) Bunnou Jo azis seonpas ¢
uonebaibbe :Ayoselaly 1oy uoseas Jayouy m
[eaiyoresaiy
os|e are Asy1 os ‘anbiun Ajregolb aq 01 psau sassaippy ®

Buissaippy

XIJNs anbiun e a1eys urewiop awes ay) ul ssweu | ¢
9oeds Jlay) dn aAsed Jayuny senuoyine Buiureu <
(019 29" ‘18U’ ‘npa° “B'8) sanoyIne Buiweu 0} surewop
1oA8) doy subisse (*ou| suonn|os 3JomieN) Alioyine [eqolb &
(SNQ) walsAs aweu urewoq asn &
sauwreu Jauiau| :ojdwex3 m
Aireige sajeos &
ssauanbiun sesjuesent «
Buiwreu painquisip saydwis «
iBuiyy Inepuomy m

Ayoresaiy




JanIas s|qisuodsai au 0) sassed pue )i sasred
aoeds aweu Jo 001 8y} 0} Juas s A1and

JBAIBS aAlelIoyIne suo
1se9) e Ag pajejsuel) A)198.1109 S| dweu e Jeyl os paziuebio sbuiy; e
pliyd e 03 urewop e Jo ued Joj Anjiqisuodsal orebajep Aey =
(eoeds awreu ayj Jo 8a.11gNs €) surewop Jo
1S © 10} (JaAIaS aANRILOYINE L) 9|gisuodsal S| JaAI9S aleu v
JaAIss aWwreu panguisiq

(waisAs swepN urewoq) SNA

uonoe JIay) 31eUIPI00I ey}
sjuafie paINguISIP JO 19S B WOJ) SI9AISS Sweu asodwiod snyL =
peo| S81enuaduod ¢
ain|iey jo uiod sbuis &
JUAISISUOD &
uBisap pazienuad =
SSaJppe Ue uinjal pue aweu e dn 00| Ajfenuassa ¢
:JaAJes aweu e 0 A1anb puas uonediddy =
SIaAI9s aweu Ag auop uonejsuell =

uolnnjosal sweN

vAdI yum Ajiqesadosaiul &
1seIIUN Sk XejuAs awes ‘(sanol [ensed o ‘69) 1sedkue &
1SEONINW JO SIOAR]) [BIOADS &

uonebaibbe jans-als +
uonebalibbe [ans|-1xaN +
uonebaibbe |ans| doy +

([r2£2]D4d Sssaippe 1seaiun [eqo|b a|qerebaibbe
9AdlI) 1seaiun oy ajqissod are uonebaibbe Jo sjpAs| adninw ¢

(4a1D a1 yorew xiyaid 1sabuo]) sassaippe ssa|ssejod &
sainjes) ue|y =
(s@1Ad 9T) SNQ 8ZT 0} BZIS SPUBIXD 9Ad| W
N0 unJ Ajfeniuana o1 Al St soeds ssaippe 11g-z¢ =

9AdI

sisoy dn-eip 0} SdS| Aq sassalppe a)edo|e 0} &
(ddd) 1090101d Juiod-0)-juiod ul pasn anbiuyaa} Jejiwis
(esIm SI NY1) 19A0 SI 9Sed) 1B I SOSSBIPPE d| SASNal IBAIBS
[BA SI )1 S SHWI| YDIYM 8SEes| © Sey SSalppe di
9ses|al B SpuUas IS0y ‘auop usym

oe

Ue SPU3S JOAISS PBJI3Jas Pue ‘SIAL0 ,MeIPYIM, SIBAISS Eon__/\ [}
Janias senapred

® JO aweu sy} yum isenbai e sjseapeoiq pue auo sxaid 1soH
S9SSaIPPE d| JO SIayo Yum Ajdal s1en1es dOHA

12UqnNSs 0} J9A0JSIP SISedpeoiq JBINdwod palooq AiMaN

(dOHQ) 1090101d uoneinblyuod 1s0H dlweukq

sessalppe d| Jo [ood e areys 0) SIS0y JO 19S & SMO||y

uoneinbiyuod 1soy dlweuiq

SHOMUIN D SV T - SISSIHEKIV 95T
—_— .
PLOUIOE — Qg iy Yy SHESEERIOY
CSTEANIT — A901I0T Pt
SETSNNIGT — 0S01'0T J.,_w:.:“rn_/
cbarioz — akonior | SN
JIETE

TOUIE — GT01T0E

CSTOANIE — GariE ) = 12,/ 00K ¥~
A|/r_m®|v
cccc._.__:_ ====_~55~ Qs_d_
T £ o LluA
4._:::: OO0 [Boep ooen 10T 4000 _dssd aart
a T w0

(‘pau02) ¥aio

wed Jaquinu
10 Jaquinu ay) :uoneaipul xyaid e Aued &
31 8sn 0] saube 1snw
sl1aInol [[e Jey) 1daoxa ‘sysew 1auqns o} Jejiwis A1aA si eapl
ysew yalo e asn
pasn aq ued ageds O SSe|d Jey) 0S HJ0|q B Se sassaippe
D ssed Jo 18s snonbnuod e Juasaidal 0} skem moje &
uonnjos =
(sassalppe g sse|d z8e9T = 1) Uonsneyxa adeds ssaippy ®
aoeds pajsem Yolym ‘sessaippe
€ SSe|d 9S00 0] S1aU PaZIS WNIPaW PadIo) BWAYdS |

}I0M}aU BY) JO

. o

Bunnoy urewopJalu| ssaIsse(d : 4ald




wsa|qo.d [eluswrepuny sy} s
siy :ABojodo) [eqo|6 uo Buipuadap 821042 [0] B SBXew spouy m

T ] H

i

S19]|01JU0d
yanms pue sianol ul ajge; bunnol e dn sias [020joid Bunnoly m

soiseq

sanssl Jo sadA} asay) yum sjeap bunnoy m
Zumop sa0b ainos ayy Buofe yull e Ji jeym &
£ISIXe 8)N0J IB1IoYS B S30p &
£ae) NoA pinoys ainoi jeym ¢
dopysap JnoA woly eandsejuy 0} 198UU09 0) Juem nok asoddns =
3I0MJBU BY) Ul UoNeUNSaP
Aiane 0} 821nos e woyy yred (¢isaq ayy) e bulpuy jo sseooid m

N St leym

19ulalu|,| suep abeinos a7

Bunseopeoiq Jo pesisul JaAIes dyV dse ¢
JanIas yim uone|suel Jaisibol ¢
19AI9S d¥Y Ue paau ‘sNy1 julod-ojuiod up m
1IN0 pawi pue ayded dyy Ue ul paiols Alday
jsiouud sase| Bupnjour ¢
Aldai pue s)senbai 4y 1o} ualsi| 0} paiinbai ase sisoy ||y
ssaippe yum saljdas (Axoid 1o) ssaippe Jey) Sumo ey} 1soH
NV [e20] 0JUO SSaIppe 1S3p dI Yim A1anb e 1seapeoig
18UQgns [eJ0] BU} U0 dUIYdEW € JO SSalppe Jake| sulerep 186 0

dydv

N

a0
s
A \

(SNv11seopeoiq
ur) doy 1se| au) 1o A|[eaidA) ssaippe Jake| yulfelep Mouy 0} peaN =

208 3331 SI JeWIO} UOWLIOD JSOW SSaIPPE Jake| yulleleq m

sassaippe Jake) yulrerep Buipul4

A|day sajebajep
YaIym 001 syse )1 ‘Aianb e Jamsue Jouued J9AISS [e90] §| W
SUIRWIOP UOWWIO IO} SISAISS SAIeILIOYINE JO SSalppe ¢
Aanb ayy jo Jnsas &
N0 pawil pue ayaed swasAs puz
SI9AIS 1001 UO PeOo| 32Npal 0} pash osfe si Buiyoed
Janas pajedljdal Aue 0) apew aq ued Alenb uonnjosal sweu «
sianes Buowe uoieuipIood salinbal
paresljdal ase S1I9AI9S 100Y ¢
SI9AJSS 1001 UO peo| AnesH m

SNd




sain|ie} ui| pue sabueyd oyges o) sidepe &
painquisip

uonewuojul Bunno. Buibueyoxe
Aq uonewiojur Bunnol [eqo|b sulwISlep 0] 1IN0 B MOj[e ylog |
JoqyBiau yoes Buiyoeal Jo 100 &
JoquBiau yoes Jo ssaippe
SMmou| Ja)noJ swinsse swiyuobre ylog
ageIs-Hul| &

soines] =
uonreunsap siy; oy doy J0J08A BJuBISIp & NV 1seopeoiq e uiyim bunnoy m
XU 8y pue ‘uoieunsap yoes o} yred 1saq Jo uonou sy serepdn m swipuobe Aoy om. = sjoo0jo1d Bunnos jausa| =
(alges ur ojur doy 1xau) ‘sa|dni-[1soo ‘uoneunsap] jo sl e AQ ¢ Ajpides abueyd ued suisped oyen < Bunnou [eayosesolH =
s10qyBIBU S} WOJ} SI01BA BOUBISIP 9S8} SAAI9081 3pON B 90195 syred anreusdle ¢ S1S02jul| Buisooyd m
(1ioud & UMOU| PaISpISUOD SaNNUBP! 9POL) }I0MISU S} Ul 9POU 3|qel[2un SIS0 pue sl ¢ Bunno ayeis-yury
Jaylo A19A8 0) 93UB)SIP JO BSPIISA] SH SIoqybiau S)l S|j9) SPON W JUSWUOIIAUS Joulal, m Bunnoy Jo1daA-sduelSiq W
A\Qd 10} eapl diseg @C_HJO._ J0JO9A aduelsig aullino
SUONE||19S0 JO XSl
g ‘(Aejap "6'8) ayels yiomiau Juaind uo puadap sanos op ¢ yred JaBuo), ApyBIS 10} 82IS B|qe) 99NPal +
uapuadapul-alels ‘sA IWeuAp, 1o Juspuadap-ajels m 2215 a|qe) Bunnol 10 sabessaul [01U0D JO JAGUINU SA SSBUISNQOI ¢
(e9eds a|qe) Bunno. pue Ajoreds yred) 1ouleiu] 8Y) UO JoU & Sjjo-opel] =
(anseyools yum asedwod) syred anneussle pue Arewud o (1502 Arejauow }samo| ‘peo| sasuefeq
yred sjdnjnw "sa ajbuis = ‘ainaas ‘Aejap 1ses) ‘ds aq Aew seq,) yred fewndo asn = ool
SJapJosiw g ‘suoie||19so Buipione ‘peo| speaids J1iseyools ¢ SUOIe||IoSo & JueAs|al 8zirewwns Apuabijsul isnw [ooojoud Bunnoly =
fo] 1919p "SA J1Iseyo0ls m sdoo| olweulp o
sojoy yoe|q & abre| Ajuasayur &

9JN0J 92INOS JS00] :aeIPAWIA| &
¢ciapeay 19xoed Ul si yonw moy ¢

(paseq ssaippe uoneunssp) doy-Ag-doy ‘SA paseq-22inos m
uonsabuod pue ainjre} 0} suoid Ing ‘Jojdwis S| pazifenusd e
L}

BunnoJ paINquLISIp ‘SA pazifenuad

$9210UD

ploAe :ssauIsnqoy

sabessaw [01u0d Jo Aousnbaly pue Jaquinu SZiWwUIN =
(sj02010.4d Bunno. swos 1oj) abueyoxs o) ssa| ¢
dn 00| 01 1se} *

aoeds a|qe) Bunnol sziwuiy w

sjuswalinbay

109|020 0} prey &
ajels [eqojo m

aless [ego|B Inoge BuIYIBWOS MO ISNW JaNOoI Yoes &
£SUOISIDAP [8D0] 1091100 SHEW 0) MOH =

wajqoid Aoy




(09s1D) d¥OIF Urpasn =
areme aJe Pajoayfe (e Jey) SMoUY JaINoJ 1S [UN JORIUOD +
Janol ,snolAaid, wiojul pue azaaun +
(abueyd jo mouyj s1aInoJ pajoaye |fe [nun puedxs)
(Alon1sinoal) sioqybiau Jfe 0} AQ Mau aINqLISIP «
9|qe) Bunnou azeal) «
jou i +
sisixa yred Janoys Ji s|qe) ABojodo) ui 3aayd +
(2aN1ey >julj 10 1SO9 SNUI|) SBSEIUI ISOD J| &
(se sy ul inooo Aew dooj ou) SasE199P IS0 JI AUO B|qe) sajepdn &
AQ ® jo uondadas uodn m
SAQ JO uojun pajos ¢
ABojodo) umop pased e sdeay Joinoy m
sabueyo pides jo asuasaid ul uana sdoo| spiony =

(wyioby erepdn penguisia) 1vNa

S 4 9
14 4 S
4 4 14
I € €
3 4 4
B B |
1se7 IXaN uopreunssqg
9 S €
T
14 z

Buioes aainos

(wyioby arepdn painquisia) vna ¢

im 10193n yred se uonewwojur awes) BUIORI) BIINOS &
paredidwod alo m

Ayuyur 01 dn unoo Jsise; &

Jaw uo Jo peajsul ‘ainjre} yui| uo sanos abueyoxa &
seyepdn pasobbul =

eopis
utumop 06 v uauy va awnsse) A)jUljul 0] JUNOD ABM-E 10) YI0M J,US80p ¢

(saseo awos ul 8duabianuod
Je1se)) Anuyur s11s09 JoqyBiau ||o) :@s1anal snouosiod yum e
X 01 doy 1xau si Joqybiau Ji X 011509 Joqybiau ||9) Jorsu &
uozuoy yds m
SSBUISNCO0J 10} PEAYISA0 |013U0D BAX3 % 3|qe) Bl Jabie| spell &
uoneunsap yoes yoeas o} yred salred AQ ¢
10109A Yred ®

wajqoid ayr yum Buireaqg

(2ods feuonippe !

AUSHEE"

oo Auuyuio1uno) m
10109/ 8y andwiod 0} s|relep sapiy yoeoidde AQ ¢
dn awo2 4o umop o6 syul| uaym swajqoid &

dn sAemfe are sapou Ji |[am SHIOA\ B

10109/ 92UBISIP YJIM SWa|qoid

(dI¥) 10901014 uonewloju| Bunnoy ays ur pasn

/S6T 'Pio4 pue uew|jag :J00id

omiau

auy ul a1aymAiana ajae) Bunnos ojul paresodiooul si il ‘Ajrenuang
doy suo ,ynn, ay) speaids uoneulwassip uanbasgns yoeg
10199/ 80UBISIP S} INO

SpuUas 1l aw 1su1y au sioqybiau sy 0) peaids si uonewoul SIY L
sioqyBiau S 01 1502 aNJ) S) SMOUY SpoU yde]

&IOM 11 saop AUM

a|dwex3g




yIN<Qepue‘g<e'0<q‘o<e ¢
yIN>e-gpue’‘g>e‘g<e ¢
g>epueQ>e
Jlgueyrieposie m
Jaqwinu douanbas 1els anbiun e paaN W
£

n-r/o. \-a —e .
i
" “he
-y et -

uonn|os Janag v

Bunoogal uo awrn Buoj e 10} 3|p! Siem Isnol +
abie| ool 1 &

sarepdn juanbauy spasu +

papooy AjIny 4S1 mau aiojaq pabind aq pjnod 4s7 pjo +
|lews 00} ji ¢

¢asooyd 0} abe reym ing m

pabund

a0 0} S4ST PO S 40} Jrem o} sey sl Jainos ‘Bunooq uo ‘oS m

50MIBU U JO 1S31 AU} O} UOIELLIOJUI SIU} SPOO]) OS[e &

N0 SaW Jl USYM dST SOAOWDI JAIN0Y W

1apeay ay} ul anfeA Inoawn sind s Jo 92IN0S

Buiby

slaqunu asuanbas aoeds-dodi|jo] +
Buibe +
suonnjos om &
SdS7 plo abind moyswios o} aney
¢Jagquinu aduanbas [eniul ay) aq pnoys eym ‘dn j0oq uo ‘ing
32119 3y uo uostredwod + adeds asuanbas abiej e asn &
{1oMau mou si Jaquinu 8ouanbas Iajews ¢
¢punore sdeim Jaguinu 8ouanbas Ji Jeym
Jamau sI laquinu 8dusnbas Jerealn
Japeay ds7 ur saquinu aouanbas e asn
(2anjrey >juil e Jae *6°9) uonewiojur pjo, abind o) papesN «
£MBU SI dS U MOU| M Op MOH

slaquinu aouanbas

sawi} 3z 1sow Je Adod [im sabpa 3 yim ylomiau e &
U0 Bulwodul uey) Jayjo adepa)ul A19AS 0} pJemio) ‘mau ji &

aseqelep ds7 Ue Ul dST Ue 210)s

alaymAIane siy) sinquisip o) Buipooj) psjjoauod asn m

(ds) 19%9ed 8rels yul| e ynm sioqubiau sy saquosap Jeinoly m

uoneulwassip Abojodo |

sanou 1sauoys Bunndwod e

uoneulwassip ABojodo} &

sjuawae Aay m
wipuoBe swres pue ABojodo) Jo maia awes Ji 9a1) doo| &
sajnou jo uonendwod juspuadapul &

Jjosu Aq yred 1seuoys sendwod

pue ‘ABojodo} YI0MmBuU 813US SMOU JBIN0J ‘aYels Mul| U]
swajqoid Buisned ‘uonewojul saply ¢

uoiteunsap Yoes 0] 1509 AJUO SMOUY JaINoJ ‘I0108A SoUBISIP U]

BunnoJ ayels MuI

NV11seopeolq e uiyim bunnoy
sjoo0j04d Bunnou 1vuiBu|
Bunnol feaiyoresaiH

S1509 Yul Buisooyd

Bunno. ayels-yury

Bunno. Joyan-asuelsiq

auIpno




a|dwex3g

d 018pou siy) ppe usy) «
BUO 1S81I0YS 900U pue
'J00J WoJj 1 Ut 3pou UaAIB e yoeal 0} yaiym ui Kem Kians puyy &

1 ={d u1 sspou woij Akeme doy auo apou Aians} 18S JaPISUOD &
1001 0] d 9zi[eniul

yred 1S81104ys MOUX M WIOYM 0} 4 SBPOU JO 18S € ulejurew &
eaploiseg

apou Jayjo A18A8 0} 1001, B WOl 4S saindwod &
wyiuobie yred 1salioys sens. uo paseg m

syred 1sapoys Bunndwod

spiomssed Buisn sabueyoxa 4S7 ajeanuayine &
sabueyoxa 4soe ¢

1p 10 YUl Uo uondniiod s}l +
aseqerep ay) Ul Paio)s UM UBAS SdST WNSHOayd &
seseqerep Jiay) 199101d AjpAnoe 1snw sisinoy
SdS1 snounds 198ful Aew juabe snomifen
sdoo| Bunnou pioAe 01 1ua1SISUOD 84 IsNW saseqelrep ds

saseqerep 4s1 buunosag

UONBWIOJUI BY) POOJ} ‘IN0BWIN B U0
(s1aquwinu aduanbas adeds-dodi|jo] yum uana) KemAue abe os &
(joAI[e paiapisuod Janol peap) paidniiod aq Aew 1oxoed O713IH =

1939ed O773H N 03 asuodsal
0OU JI 3IN|ie} JIN0J INOGE LUONBWIOJUI SPOOY) JoqublaN
1020j01d OT13H *
£aln|ley I8N0 19918p 0} MOH m
UoneWIOUI SIL) SPOOJ} JaIN0Y &
wioJ) 18A0381 pue 19819p 01 ASea ain|e sur] m

aln|re} 1810l 10 I

(sdS1 arep-jo-Ino pue
Buissiw aujwialep) saseqelep ajepdn o} si0yduosap aseqerep
abueyoxa Mul| palolsal AiMau e Jo apIS Yoea Uuo S1enoy =

Jaguwinu UoISIaA + pi yul| Si JoydLosep &

@ Twmeien

(us1sisuodul) YyauAs Jo 1no 186 ued seseqelep 4s7 ‘uonyed up m

uonied e woly Buuanoday

fowaw Aunwwod, woly asuodsal e axoAa 0} 18661 e sI g/N-
Jey) uey} aiow auo o) sdwn(y =
Jagwinu dsuanbas
U831 }sow s} N0 spuly ApInb 190l pajooq Aimau ‘oS m
Jagwinu aouanbas dS7 Jamau ay Inoqe
Japuas ay) s|fa1 )l ‘dS 1apjo ue S1eb Jainol e i :ajni [euonippy

sdodijjo] uo alop




uoneindwod
3|qey Jabbes 0) Jdwane &
(doy z/1) s1500 panodal
A|2AISS800NS UO UONOLISal & Aisnosueynwis
Ayoedes uo Ajuo painduiod sajqel e«
spuadap 1509 peo| MO| UO + S1500 pauodal Ajlaaisseoons
Ayoedes suil oisutnul uo uopdlisal ou ¢
uo spuadap os[e 1509 ¢ speo| a1mny 1oipaid
pazifewnou doy 1509 (T:€) 03 pawnsse Yibus| ananb
pajoLisal abuel olweuAp & ananb abuel oiweukp apim &
o Jabuo| e awn |ews e
J1ano pabelane yibus| ananb & Jano pabelane yibus| snanb e

SoLIBW PalIPON

Papooy} SHUI| 1509 MO| <= Ajsnoaueynwis paindwoo sa|ge) e +
SuoIe|19S0 abiie| <= S)S02 payodal A|DAISS32INS UO UONDLISAI OU +
anu) sl ausoddo <= speoj| aunny Ja1paud 01 pawnsse yibua| ananb +
S1509 4
yum syred paloubi Aj@1e]dwion yiomiau <= abuel olureuAp apim pey 1sod +
Bunnosai Jofew pasnea yibus| ananb
ur sayids Juaisuel) @ (S OT) awn |fews 00 e Jano pabiesane yibus| snanb +
papeo s 3iomau uaym swiajqoid Auely &
jubisap xa|dwo9 jo saouanbasuod papusyuiun w
Auaedea yui| Jo yuspuadapul ¢
ananb Jainou jo yibus) 0) reuoniodoid 1s0D m
(feutbuio 18Uy dyY) N0 ISIy Y =

soLaW olweuAg

s 9
ar=1nl
1=£l

SIEEDEINM

palsabuod aje g1 Ji UsAS Pasn Jou are 4D pue Og aIojelBylIng m
Auoedes
0) feuontodoud Asianul Jybiam sxul| a6 Juswssueyuy =
i€ Se aWes ay) Jou S| Uil Wapow 95 INg &
Bunnou doy uiw <= T 01 51509 Mul| |[e 19s JsojdwiS m

Soulaw dnels

SUOIJE|[19S0 aAeY UeD ‘Peo| U0 Spuadap 1502 JIWeuAp Ji &
olyyel) pajdadxe auy) aIo0w ‘109 8} JOMO| &
Ul Y} UO Dijjel] JO JUNOWE SUILLISISP 1S0D :SaseD Yylog u| W
S1S00 DIWRUAP JO OIS Jayie asn ued m
$)S09 3jul| sash yred 1saloys m

$1502 yuI| Buisooyd

NV iseapeoiq e uiyim Bunnoy
s|020304d Bunnol 1aulaiu|
Bunnoi [eaiyoresaiy

S1502 Yul| Buisooyd

Bunnou ayeis-yury

Bunnou 10198A-92uElSIqQ

auIpno

(d98 '4ds0) pesn Ajgpim ylog m
paydrew Ajuane are yjog =
10193 Yred asn am Ji 1so| abejueapy +
(AQ+) peaylano Alowsw &

(Kouaisisuoo aseqerep ainsua 0} peayiano ybiy S ur) AQ Ul sainos
1U9)sISU02 a)ndwod Apuspuadapul 0) paiinbal Jou ae SSpoN +

(AQ+) Peaylano uonesIuNWWod +

9ouabIanu0d Isey osfe sey yNA + serepdn paisbbul yum AQ +
(S7+) abueyo e uaye swn adusbianuod &

souaw awes uodai 0) 8aibe sieInol |fe saunbal +
(S7+) somaw Bunnos sjdninw e

sdooj Juanaid ueds wyiobre AQ ejjiuea o) uonedyipow ajdwis +

(Buipooyy sabueyd ABojodo) Butinp)
wuoy uea sdooj juaisues) Ing ‘ABojodo) aiua mouy S18IN0s ST Ul +

(S71+) ssauaayy doo| pue Ajjiqels
eusu) m

10108/ 92UBISIP "SA 81€lS MUl




0T

18UIBIU| BY} Ul }I0MIBU
1810 A19A8 0} doy-1xau 1Saq puly 0} uogyde( 0} Y[e) skemares
(966T) SI8IN0J 810D UI SHI0MIBU 000'08 INOUE ‘0S UBA]
¥'GZZ°02°Z6T '« FOT'GET Fa
S}2UQNS 0] JOU ‘SYI0MIBU 0} AJUO SSINOI SISIISAPE 210D M
Jaquinuisoy ¢
Jagwinujaugns ¢
Jaguwinu siompu ¢
sessaippe ul Ayorelaly [9As]-9a1yL

18UIBU| BY) Ul AYoresaiH

(£'2'T'12) @9eds 3|ge) 8100 asealoul sanol ajqebaibbe-uou &
sjoo0joid Bunnos ajdnnw ur ayedionred skemayeb o
(+'9 01 s1oxoed ALres 'y y1oq) Ayoresaiy Jouis e jou &
[9A8] Yoea Ul S1anos maj e Ajuo &
soinesd m

ajdwex3g

sAemareB 1ayio Noge Ajuo mouy skemareb &
s19IndWo9 SpISING JO SJeMBUN UIRWIOP UIIM S1ndwod ¢
surewiop J9auu0d skemayeh &
SUTeWOP JO 1S © 0JUl }I0MISU SPIAID &
eapi Aoy m
Bunnou [esiyosesaly &
uonnjos m
SdST1 pue sAQ Buibueyoxa uo pajsem ypimpueq aiow &
syred 1sauoys puly 0} uoeINdwod alow ¢
sa|qe) Bunnol abire| pasu syiompau abre ] m

BunnoJ feaiyorelalH

N1 Iseapeoiq e uiynm Bunnoy
sjoo0j04d Bunnou 1vuiBlu|
Bunnol feaiyosesaiH

S1509 Yul| Buisooyd

Bunno. ayels-yury

Bunno. Joyan-aduelsiq

auIpnO

SUONE||I0SO JSNed Ued (IS m
Jlfeu) }IoMBu Uo Juspuadap

toud e serepdn Bunnol Jo Junowre [04U02 0} pJey =

1auIelU| S,AepO] Ul pasn AjlopimIoN =

£Pasn soLaW IWRUAD a1y

'STTW'90 N
‘SLTWIB0 N 62T 800

a1 Apesis buLBs DL omsoEs B aE)

B e Q352D

Speoppuowey
R0 WoRYIA

solweuAp Bunnoy




1

AKressadau Ji suansaul Alenuew &
joaw Junod-doH +

NV 1seopeoiq e u [
S1S09 JOJ JOJeU|IOUSP LOWIWOD 1Se3| 3y} asn &
sjoo0j04d Bunnous jouielu m
J3Yjoue 0} SWIAYIS SUO WOy HSAUOD &
Bunnou [eayosesolH = o1psoN SeaJe U9aMIaq Pasn Spiodal Arewwns pue Joua)x3 m
S1500 )jul| Buisooyd = Sy-lowrsdoy g = do| Ue Joysdoy g & seale Ol Sy Ue uoniued AjleoidAL =
Bunnou eyels-yur = 1oy Aew SoUBW 150D W uoneInBiyuod enuew ou : Sws|qoid, sAnensIuIWpPe JO 33l ¢
Bunnol Joyan-aouelsiq m (S 'sA AQ) S8WaYds ualaylp asn ey m Juawsa|dwi 0] JaIses yony m
auljIno Sd9| pue sd93 uoljdauuodiaul Ul sanss| m_OoOuO\_Q Jousyu|
(pazirewwns
80 10U p|Noys TO-Zv) wa|goid e S| SI00p3deq 190 JIsuel] =

131y

ICH v M

a

v

(jlou s g-a-v) pamoje are
syred Jeym pue pajsni) aq ued oym Aemayeb Japioq e |1 Isny |
snojoidsns Ajeninw
S19)N0J PaISNAUN UsaMlag W

|090104d Aemareb Jouaixg

1020101d Aemaref Jouslul :SY UIUNIM 020101 =
1020301d Aemajeh Jolaixa :skemareb Sy usamiaq [000101d W
NV € Uljim S 1Somo|
SV UIYIM S| [9A3] 1XaU &
(SV) swaishs
snowouoine BundauLod ‘[aA3] Buogydeq Je si1saybly ¢
Bunnou Jo sjana| 81y} sey 1aulslu] m

$]020}04d JOLIBIXD puR JouaU|

SpOoU [BUIBIUI IO [BUIBIXS
0] AemayeB Woj SOULISIP UIEIUOD SPI0J3) ATeWUNS pUe [euld)Xx3 m
0°0°0°9 ybnoup
S10°0'%'9 01 yed 1SaLI0YS I1BA0DSIP 0} 0°0°0°G SMoje “Ba +
8pou [eussiul ue yoeal
0} 8sn 0} Aemaleh yoiym auogyoeq |18} Spiodal Arewwns &
0°0°0°9 ybnoup
Sl 'S 0} yred 1S81I0YS 19A09SIp 0} 0'0"y'9 SMmoje ba +
Urewiop [eusa)xa Ue Ul 1soy e yoeal
01321d 0} BUO YDIYM UIRLIOP © Ul SISOY ||9) SPI0J3l [euIaIXe ¢
sAemaleb sjdnnw sey urewop ey m

SpJ02al Arewiwins pue [euiaix3




4)

Jorensiuiwpe 3iomau o} saljod (xajdwod) sanes| Ing =

uonewuoyul yred angLiIsIp 0} swsiueydaw ay) sapinoid 4og = ABojodo) aa1) dooj Joj pasu &
]0JJU0D MO} dD1 01393lgns Ing & pasn Ajapim 1obuoj oN =

a|qelel ¢ SwialsAs apISINO 0} |gISIA Jou &
S19)N0J U93MID( JeDIUNWWOD 0} dOL Sasn M (82T > 1500 Joopxoeq Bumas Aq) sioopxoeq smojly m
NV 1seapeoiq e u L] (d93 &1 10u) 1S02 BNJ) SBSN & ynm 1aad 0y sioqubiau xa1d 0} siorensiuiwpe smojly |

sjog0joid Bunnos jeuse] m saibojodo) auogyoeq 99.1-UOU asn ue) W 2814 doO| 8INSUB 0} B3I} B SE PaINIONS 8¢ ISNW dUOYYIR]

Bunnou [eayosesolH = 9au)-doo| pesjuerend & uoneuuojul Ayjiqeyoes sayebedoid Ajuo ¢
S1S02 Yl Buisooyd m (uonewuoul 1509 ou) sanguie Aaljod yum osfe & (a1geyoeaiun) gz Jo (s|geyseal) gzT Jayua ale sjso) m
Bunnos ajeis-yur] m yred a1jua Ynm pajejouue I0j0dA oUEISIp ¢ J0)09A-90uRlSI] W
Bunnol Joyan-aouelsiq m JoJ08A-Ured m |020304d Aemareb Jousixs [eulbuo =
aulno d94d d93

[eisul o) Asea &

NV11seopeolq siBuqgns |fews Joj nyesn m dog ¢

© U0 S)ulodpus JO JaGINU 99Npal 0} S1aIN0J pajeubisap sasn asJanal snouosiod ynm uozuoy yids m ERERS
pajoajold aq 0) saseqerep 4S7 ¢ s 0g K113 S10199A doUR)SIp SBURYIXT W Joualx3 m

xe|dwod m 9T =Anuyu| = 4dSO *

SV uiyim Ajfeaiyoresaly siexoed ainos o) sease sasn W 1unoo doy 1 oLBW I1SOD W diy ¢
ale)s-yu m 10109/ SOUEISIA W joua)u| =
4dS0 did s|09030.4d Bunnos uowwod




€l

sabessaw juanbasqns 10 Siy) sasn)| m

abessaw 10a.11pal e s1eb
1S0Y ‘N1 8Wes 8y} uo IaInoJ Jaypoue si doy 1xau S,181nol 1eyl J|

L}

Janol Areniqre o) ebessaw puss m
¢lanolisaq ay yoid o) moH =
uonoalipay

(100q ® JaR)

0S yum A|dai 0) S18In0J 8210) OS[e Ued &

saudxa L1 usym ysnyy &

J3n01 pauajeid sow yoid &

(uiw og "dA) anl 01 swin pue [aAs| souslaeld yum +

SluswasiuaApe JaInol spuas Ajfeaipolad s1sinos ¢
(s19>oed [220] UOU 10} }NEJOP) SISIN0J JSA0ISIP O W

sal|dal ssaippe d| Jo Jaumo &

1sanbai e 1seopeoiq ¢
d¥v Buisn pauluwialap ssaippe julfelep s,uoeunsap [eo0] |
NV 8Wes ay} uo S| UoNeunsap Ji sulwlalep o} Ases ‘oS |
SSaIppe 1augns swes ay) aAeY Ny 9y} Uo Sisoy Iy ®

abessaw uoie)

uoinn|os 1auJialu|

£SSalppe sulferep S,1aInol dy) St eym ¢
&191d 01 N1 8U) Uo J9)nod yaiym ‘ou Ji

¢ SSaIppe julferep au) Sl Jeym ‘os Ji

SNV 8U) Ulyim uoneunsap Joj Juesuw 1aoed si &
NVv11sespeoigeuo =
wajqoid ou ‘Nuijjuiod-o}-uiode UQ W
Julodpua ue je suaddey jeym =

N1 1seopeolq e uiyim Bunnoy




JdO *
9|elINS JOU [EUONN|OAUOD pue rejnfueldal &
82U0 AJuo 814q erep yoes yonoy
juepodwi s Aouadg ¢
a/emyos =
Kelly aje9 ajqewuresbold pjal / UNdND
parelBaju| oydads uoneslddy ynm juswa|dwi o) Ases &

111681 Yiys e yum Ajj-ayl-uo e
a/empiey m

uoneluswa|dw| MS/MH

panquisip

Alwopuel aie s1sing JI' y.u)-2-T Angeqoid yum sising 1abuo| &
(SN 308U 34-U "971) T+

-u si yibua| aousnbas 1q Joyelsauab aiaym -u 0} dn sising |e &
(T+x J010€} Sy

© puUe SWIA) JO JAGUINU PPO Sey J) SI04 JO JaquInu ppo Aue &
pxewX JOU X JBUHSU SPIAIP 0} JOU UISOYD ‘SWId) 831y}

1Se9] Je UIM J0joe) B Sty 9 ‘X+X = (X)3) SI0418 )Ig-Z e sowfe e

(swue) omy uey) alow sey 9 ‘x=(x)3) siou18 11q 3|buIs |e &

10919p 0] SMOJ[e (X)9 Jo 8d10yd ajenbapy =
(3-u) @a168p Jo ()9 [elwouk|od Joyesauab e Aq obessaw,
payys ya|-(-u) BulpiAip Jo Jspurewal ay) e s)q X-uybry m

o)<l0}

Kelap pue 100 Alowaw ppe ¢
SI0119 « Ig » 0 SI01I3 1SING LSAUOD
SO 9AIINDSSUOD W JO XLIW © 8SIM UWN|0D Jwsuel) &
S9p0J paneaa|
T+32 S! @oUEISIP [BLIUIW : SI0LI8 T 1031100 0} +
T+3 S| 92ULISIP [EWIUIW : SI0LD T 198}9p 0} +
ZMODA 01 TMOA WIOJSURI) O} SUOISIBAU 11 JO JBQUINU WILUIUIW :3IUE)SIP +
SPIOMAPOD PIfeA B](UBSSAI 10U OP PIOMBPOI
paJoLIa 1ey1 0s ‘ybnous « JuslayIp » a1e SPIOMBPO pIfeA &
9pod BulweH

Kejap BuIpod YIM ‘10419 1Iq BUO 1081100
(Aeure ue Jo uwnjod pue smol Buoje Ared) spod renbuelds)

10113 )1q JO JBqUINU PPO S303819P (3 ‘T+3) 8p02 Aed ‘B2 &
PIOMSPO S)I U WO} 0} SNq BIep ¥ 0} S)iq Aouepunpal y-u ppe ¢
('u) @p02 >j00|g
S10143 1081102 10 108)8p 0} Aouepunpal ppe 0} S| eapl diseg
uoN23.110D 9 UONIBNSP 1013

|03U0d JoLI3

INauIs, p 8]0.u0d a7

d2oL Jennoned us ¢
uodsuen e
Xn|j op 9|0Nu0D =

(uodsuesn neanlu ne) yenbed ap
(uostel| neaAju ne) Jig ap ¢
naue, p ajonuo) =

ueld

sijodnuy eydos vIdNI
snoqqeq pirem

985 dNI ‘v 2019

UOISS ILUSURJ] 9P 3]Q.J1U0D




{£'9's'v'e'¢'T'0} S1 @0€dS ‘# bas ng-g e 10} &
slaqunu asuanbas a|qissod |[e Jo 18s
aoeds aouanbas m
s)@xoed PaNISUE.IBI-UOU JOj PIJUSWAIOU| M
Japesay yoea u| m

slaquinu aouanbas

lapeay Uo SIoid oU &
BAIOR SWISIUBYOSW [9AB] g W

uoissiwsuensy ¢
uonoaio) m

sjnoawi| ¢

siaquinu 8ousnbas ¢
uonosleg W

u0I11234100 pue uU0I}231ap J0.LIS 19Xded

(1aynuapt
-OL BWEeS Y)m) uolI3UUOD Pasod woly 1axoed pakeep +
(Ja1ynUBPI-D 1 USIBHIP YNIM) UONIBUUOD
aAnoR Jayloue wouy uondn.iiod apeay (ajqeoalepun) +
PBAIB08I UOWESIBAUOD JaUI0 BWOS woujy 1axoed
uonesu| =
J19pI0a1 osfe Aew sanbiuyds) Bunnos awos +
uoissiwsuenal o) anp Ajfensn +
J1apio Buoim ul paniedal siexoed &
Buuepiosy =
wsuenal o) anp Ajrensn +
(22uanbas Jo 10 sI pug) 82IM) paAidal 19xded swes ¢
uonedydng =

("u09) sious 19y0ed Jo sasne)d

yows e pxoed ainue ayydoip «
SS0| 3y} alow ‘1x0ed ay) Jobuo| +
dJel SSO| |92 SNSI\A |1kl SSO| uwv_uma +
(WLv<dd1) uonealjdninw Jola 01 pes| ued sjaxoed pajuswbely e
92IS Jayjng pue ‘peoj ‘ssaunsing uo spuadep alel Sso| +
(SaS50| 2AIN23SUOD MI( UOIE|21102) A1SINg BJe Sass0| 1axoed +
ss0|
a1 8.Jow 8y} ‘sssunsing ay) Joreab ay) ‘peo| awes ay) Joj o
aiyen Aising yum Ajjeroadse +
MOJJISA0 UO SSO| Jayng &
(JuawuolIAUS SSo|aJIM Ul *B°8) S10118 JIg B|e1981100UN 0) 8NP &
sso1 m

Slolie uwv_oma JO sesne)

Kouepunpai Jo pealsul ‘UoISSILSURDl +
U0N281109 pue uondalep ¢
*2)9‘Uoiasul ‘uoiedldnp osfe Ing ‘ainsess isnfjou +
S10113 19ed Jo Sesnes &
SI018 11q WOl aseylq =

S10.119 19)0ed

9€559/T Auliqeqoud
Uum sioua (painguisip Ajwuojiun) sayepijen A;jaliodul

Slo1is Ug-T /e sayored
320|q 1g-9T Jad dnxoo| auo Ajuo spasu
wnsX08yd = Wns ay} Jo Juawa|dwod s,8uo 1g-9T
(wns ay) 01 T ppe) ALred punoJe-pus yIm ppe
siabalul 1G-9T Se SalAq erep Jeal

BWay9s aWes asn e &
di/dan/doL =

¢ e 0 0 00

Sawayds alem}jos




juonasul &
uonoauuod Jamau ay) Ag pasn abuel ay ul Jaquinu
92uanbas YIM SaALLE U0NOBUL0I P|o WO 1oxded pakejsp
slaquinu
uod swres ay) ubisse g pue v ‘suado uoNIBULOD MaU
SajeulwIa) uonIBuUU0d Jake| Lodsuen
689

1od 1sep ‘Speg 1od 921n0s ‘g 0] UoNIBUUOI suado v 1soy ¢
£UOIJasUl 9AeY UBD 9M MOH W

Jaquinu Jod uoieunsap

“Jaquinu 1od 82In0S ‘d] 1S8p ‘d| 821N0s ALred sjexoed W

.

. 0

("3u02) uoBsul 18x0ed

Sawayas pareansiydos aiow 1oy pasu +
19UI)U| BY) 81| SHIOMIBU SSB|UONISULOD IO} SIL) Op LUed &
.Buiso|d uondsuuod, uo syexoed ysnjy &
uonnjos m
paidasse ag pinod
saAlLe 19xoed pakejep ¢
T IDA YlM OS[e Uuoioauuod Mau &
S9S00 UOIID2UU0D &
T DA Uo sjoxoed ani@0as &
Aum =
SUoN9BUUOD
J1ay1o woyy siexoed ysinBunsip ol s|qe aq PINOYS JaAIRdeY B

apow O Ul UonJasul 1axoed

Ja|[ews ale skejep &
uoissiwisuesal ou Ajfensn
Jodsuen uey Jaloys Jagquinu adusnbas [pAs] yulleleq
iSHY 858D 1SI0M 810J8(q 8)3|0SCO SBLI0IB]
ABojouyda) 1ey) adoy % ubisap ased jsiom op ‘@anoeid u| &
9SBJ X118l 83U URY) JS|[EWS 3B Spunoq yloq «
SIq ¥ < # bas <= s1exoed 10| 8ANND8SU0D 9T Jo ANjigissod 6o +
1s0] 8q ued 'spjd 8ANN28sU0 Auew Moy :ueds ssoj| ising ¢
slq £ < # bas <= gzT Jo ueds ‘6o +
paiaplioal aq ued s1axoed yonw moy :ueds Buliepioss &
sbuiyr omy uo spuadep azis usyy m
Buniapioal pue sasso| 19919p
01 Ajuo :I8|[ews 8 Ued 92IS ‘s}oe pue SUOISSIWSURNBI OU )| =

("1u09) azis Jaquinu aduanbas

B BuIp/emIo) Lo Jiwi| e pue ‘J9)swelp “Xew sawnsse ¢
18UIeIU| BY) Ul pasn &
syioming ‘Ayesd e
(1LL) AT 0L dwIL 8y *
doy Jad pajuawalodap Japeay ul 12uno)
uonendwod pue adeds [euonippe ¢
Japesy ul swi uoneseus m
&) punog am ued MoH m
TdIN Uo punoq e saiinbal s uo punog jomo] m

TdN

e menny
o anemy (V + L +1dIN 2)d < 8q pinoys g [eJousb u| m
[rep— s)q 2T Isea| 1e ‘(000'06) Foj < s ‘Os &

(womumnmy | UOISNJUOD 9ARY URD UBY) ‘I3|[ews aoeds aouanbas Ji
s12oed 00006 = 00T«006 INO JUBS
N0 1Uas 1930ed Ja)Je SPU0IaS Q06 Sk ale| Se o ue 1ah ued
(TdW 1o awnay 18x9ed wnwixew)
(s 00€) senuIW G 01 dn Y10M1BU B} Ul 9AI| Ued 1a3ded
39y Buipuss a10jaq () 98s 00T 01 dn rem Aew JanIedal

(1) bunwsuenal dn Buinb 810jaq SIS Q0Z 104 SiEM JBpUSS &
(4) oas/sisoed 00T Je Buipuss ‘63 =

SHo€ U0 SsIaquinu

@ouanbas asnyuod Jou saop Japuas ey os ybnous buo7 m

* 0

*

-

s - yibua) 11q Jaqwinu aduanbas

Jaquinu asuanbas [enul buisooyo ¢
ybua| Jaquinu aduanbas Buisooyd
suoneIapIsuod Juepodwi om] =
J3Ye] SIY} Uo alow +
pa1oadxa si yeym wouy Jualaylp A1aA, S # bas paniedal ay ji &
uonJasu| m
$S0| $199dSNS JSPUSS ‘S|IYM © 10} Ie OU Ji *
uolewojul Juepunpal ¢
# bas anenwng A1red syoe ¢
'€ 50| <= £'9'G'Z'T'0 paniadal ‘B8 +
SS0] 19918p 0] JaAI9dal Smo|je adeds aouanbas ul deb &
ssol m
(prenuojpybresis) uonealdnp % buliepioay m

S10419 19918p 01 Slaquinu aduanbas Buisn




AemAue s)noswi pesu am oS m

JaA1@281 0] Wa|qoud INoawI SaAoW &
1 JWsueNSI ISNW 19AI9031 1S0| SI ydeu )| W

uonoalIp 8sIaAal Ul ybnoy) uaAs ‘sso| Buunp peoj enxa ¢
|loM 10M 10U S30Pp Ing ‘poob spunos =

syoeN

[eAIB)UI IN0BWI) 8S00YD 0) Paau
3[Iym e 10} 3oe
ou 1 1o Buiw pue ‘s)oe aAieinwnd ye Bupjoo| Aq ‘Jepuss iy =
J9puas a8y} 0] Joeu e puss
aoeds aouanbas ul deb e woly ‘1aAIBd8I Y |

uoI1103)9p SSO7

paustiqes3 £ pv /
PRUSIIGRIST X PV
\ A=NsI'NAS
K=Ns1pd
x=NSI'NAS
x=NSI P

EWJ Zmno
a v
SNAS paAejap isurebe sysjoid axeyspuey fem-¢ m
slaquinu aouanbas
Yim paaslold Jou ase SeAISWSY] SNAS eyl Si Ajfeas wajqold =

axYeyspuey Aem-¢

s1aqoed NAS pakeap 1surebe joajo1d Jou saop o
ayeyspuey kem-z m
UoNYBULIOD € SlIels
eyl (d01) 1950ed SZIUOIYINAS ® Ul SIy) |91 01 S| Aem 1saise] m
J_quinu
8ouanbas [enjul Jay1o Yoes |81 0} Spud BuedluNwod spesN o
yselo e Ja)e 1diN T Hem &
590|2 B WOJJ SIaquinu 83usnbas eniul asooyd ¢
(1asn Aq payoads ssajun) Ajjenas siaquinu Jod asooyd
SI ‘uayl ‘uonn|os piepuels =

siaquinN 2ouanbas fenu| jo abueyox3

SwialsAs Xiun 1sow ui pasn &
>10mjBU woly slaxoed pjo saysnjy siy) ¢
(uiw z 03 spg) dn j00q Jole TdIN T Iem m
yseld e uo sjrey &
s1aylp # bas Inq ‘Lod awes aaey Aew SUONIBULOD MU &
3909 © WwoJy siaquinu aduanbas [eniul 8soyos m
20T YNM LIeisal @M pue sayseld Jaindwod Ji S|iej osfe &
IdIN T Ulyim puno.e deim am Ji sjiey siy) &
20T 1e suels Xiun
suod mau aAey suondBUL0d Mau :Ajfeuas siaqunu Jod ubissy =

("u09) suonnjos

yselo aAInINS 0) abelols a|qe)s spasu - ¢
paubisse sem od yaes awn Jequiswial ¢
IdN T Jaye Ajuo siaqunu pod ubisseay m
9onoeud ul seindod jou +
anIsuadxa si yaiym ‘abelols ajge)s paau +
paJsequaWal 8 ISNW SI9GNU UOEUIBIUI ‘YSBIO B UD - &
aoeds Japeay dn saye) - &
1S0Y YoBa WO} UONIBULOD UIed o) pajuswaidul &
J3gWNU UONBUIEIU! UONJBULOI-Jad W

suonnjos




/MOPUIM [04)U09 JO113 JO 1da9U0D puelSIapUN ISIl 0) P9aN W
Jlwisuensl o) s1oed yoym =

Jeubis, 1auyjo 10 &
INOBLI UO SSO| S10818p Jepuss m

suoissiwsuelay

AloJel s;noawip asn :uossa] W

ysinbunsip o} prey +
308 1S0| JO ‘o pakejap ‘Sso| <= noswil
wouy 114 dALSp 01 1939ed U} Ul
0} piey <- 19x0ed BU0 UeY) B10W bpajmouN e Aew Yoy +

$9s50| Jo 9ouasaid ul prey si | 1Y Bunsealy &
(Aowaw Buons) T 01 8s0J0 S & Ji prey Aenonred +
£90 1S JO aNn[eA [emiul pjnoys Jeym ¢
aWaYIS 41 MaU Yum uana ‘siewi Jadoid asooyd o) preH m

swajgo.d aIsuiu|

S[eAIB)Ul 92USPLUOD JUBIBYIP SAIB g JO SanfeA Juaiayia
WS 4 g + JUS = noawin

(w5 (e-T) + (T-Dws 4 & = (Nws

1 ()11d - s | = (w

UeaW WOJj UOHEIASP UBaW : WS ayewnsa payjoows sii
W = Wd) JOLI3 MBU 3INPOoJUI

(uosgooer) awayds 4oL MaN

9onoe.d Ul (|9m 00} 3i0Mm J,usaop =
Alo)siyou<=p=¢e
NS enul xZ =NodWN<=T =® &
® JO 991019 0] SANISUIS
z=q'60=¢
JUS 4 ¢ = noawi
(L1Y « (B-T) + (T-Dws & = (s
(s) L1Y payjoows
Ajresipouad painseaw are s| 1y

BWdYds 401 PIO

uoljeLeA Aejap yum [eap o} | 1Y uey) Jobre| +
S11¥ painseaw Jo uonouny e sinoswi &
11y ainseaw &
awayds olweukqg m
(swaishs
asodind [e1nads) apy| sebueyd | 14 usym [|om syiom ¢
|Nn[eA sIy) 0118s Jswn &
uoude ] 14 mouy e
awayds onels =

Sawayds 1noswi |

(L1y)
awn duy punol auo noge ul Ajdal e 10adxa am ey s1 uopinu|

£9N[eA IN03WI) 3SO0YD 0} MOH
puasal ‘»oe ou pue ‘yo saob saw §|
1oyoed € Bulpuas uo Jawi 18S

Ssinoawil |




N-40eq-06 Ul Se MOpUIM 81nu8 XJjaJ ‘9SeD 1SIOM U0 &
T+N X191
pue ‘paseassul y9e SARINWND Ji 308y A|fesiponiad Japuas &

Buissad0id 810§0q %90|q DI S4NUS J0j JeM ‘1s0] 1930ed panIwsuBNLI J 9ANO3S ION W
Kejop pus 0) pus saseasoul m slawn asnjou seog W MOPUIM € UILIM 10113 3]dNNW JO 9SO Ul [[9M }I0M JoU SS0p m
s9s50] 1930ed « 1SINQ » JI A0SR JON W dewniq seyeald jepuss m 231} 10} UOIRLLIOUI 2ANID|SS, [eied Sapinold
jeYel Jolia pue peoj sesealouling (01'9) (8'S) (2'9) (5'G) = doLutpasn m
BuIduaIaU0D 03PIA/OIPNE & OTX8.LXSvEZT W ¥ =T + 98 9AIENWND pUsS ®
uoneoydde awy [eal Joy drenbape m S GG Gvezl m €€ g1 m
uolssiwsuel}as alinbal jou ssop W 0T68.9S¥VE2ZT W™ 9'g'y'ez't m
s1oxoed « %29yd Ajed » spuas m sjoe Buisnes 1axoed Jo Jaqwinu aouanbas os)y m 150] Ajay1] 1930ed ‘S3oR dANRINWND pajeadal Saas Iapuas j| |
[9A9] 19%9kd Je pawioyad aq OS[e Ued UONIBII0D JOLIT Plemio] Jaquinu 8ousnbas sANEINWIND S3LLIED Yoy B SHOB SANEINWND SWNSSY W
o34 14VINS liwsuelal jsed

doLuipssn m

d Jo/pue A\ ybiy oy Aousiolya mo| &
s19yoed T-M Jayng o) sauinbai pue (W d+d-1)/(d-T) = Aouapiye ¢

1919081 pUE JBpUSS U1og Je sainpadoid xa|dwiod siow sainbal m mopuim 8y M *Auliqeqoud ssoj jxoed aupd =
(pa1n220 ss0| © Jey) ssanb) Jiwsuenal 1sey op 10 yipimpueq sajsem - | ¥oBq S3L0 Yo [JUN PaXa0|q JOpUSS W

deuniq Joj 1oni8da1 yse Ajreaipouad aioyelay) Aew Jspuss ¢ uonsabuod o) ppe ued - m
soeds Japeay saisem + JONB03I e Jayng o + W 97IS MOPUIM = 9ZIS XeW 10L1SaJ 0 Juem ke m
910U INQ ‘2 pUB G PaAIRdal <= TOT = dewnq ‘G = 3oe” wnd ‘6o + 19x0ed 150] 9|qIssod A1ana xa1a1 ‘[eubis SSO| UO :9ANRAISSUOD+ B (8 puas) 68.9GvEzT W
s1exoed panledal jo dewniq e sey yoe yoes ¢ adwis + m (€ 10} >2e AdBI) 68.9GVECT W
¢s1oxoed 10| pulj 0) MOH m s1oxoed Japlo-ul sydadoe Ajuo Janieoey m (mopuim reuibio) 68.9GvEzT W
wiay} Jwisuenal AJuo usuy} ‘1so| s19xoed YoIym Ino puly Moyswos m /MOPUIM [04UOD 0113 2J1US U} iWSUeIID] Inoswn e U = pax9e J0u Ing ‘Juas sledoed Jo1es W

UOISSIWSURNDI 9ANDD|9S

uolissiwsuenal N Xoeq 09

MOPUIM |0U0D 10113




a|ge|ieAe JI ‘alow puas ued INg &
QJ.J WNWIUIW SWOS IO} SYSE 92IN0S
pUGAH =
1n220 0} punoq aJe sioud ‘Aejap il jo paads 0y ang &
alel siy) Je spuss ¢

aleJ 92IAISS 9|qe|ieAe SIONUOW 92IN0S &
doo| paso|D m
a1l S} Je Spuas 80Inos ¢
$92IN0SaI SIAISSAI PUE [[eD SHWPE YIOMSN ¢
aJel M|} PalISap S}l S9qIISaP d2IN0S ¢
doojuado =

uoneolisse|D

JaAI9s X23uaMog 8y} Ing |fe aloubj :asodind [01U0d MO}y o4 =
sAejap ynm Buiyorew-arel ;joQuod mojl4 =

o a ¥
Pros ]« O «—{_]
dodnos
(@) awn diuy punou ‘g 3o8usmoq Je azis
Jajnq ‘19AISS 1SAMOIS AU SI ¥I3UBMO( ‘(3]|qe|reA. IO paredo)e)
speyoed 1 ayel a21nBS (B]1qeLeA) ‘SIaAIaS arelIpawIdul
“1oxoed A1ane syoe yuis ‘spexoed ¥ Je Bulpuss 82inos m

[SPON

SIUBW|a >I0MIBU BJBIPSULIBIUI JO PEOJISAD S| UoNsabuod &
10Jju02 uoNsabuod SA [0NUOD MO|S ¢
ABojouiwia) m

Jouod moyy doy Aq doy Joy 1ake| yulferep iy ®
1013U0d MOJ} puaZpua o) JaKe| Lodsuel} Iy m
Ay .
Ylomiau &
1odsuen
|oAa| uoneoljdde &
eaquUeD m

PAIETN

ssauure) Joj Ayoydwis
Auliqess 1o} peayiano mo| ¢
syjoapes) Bunsaisul Auey =

anfeA wnugiinba ue o) umop saas 92INos

yoea 10} 91k UOISSIWSUR) ‘SIINOS JO JaquINU Paxij o} ¢
Aiqeis =

aleys Jrej, sy s1ob 92in0s yoes ‘s92In0sal Jo A)101eds Ji &
ssoulle m
s92Inos Auew o) Buieos =

$92.N0Sal (SI8NQ pue YIpIMpUEQ) YI0MISU JO asn &
peaysano mo7 m
Apdwis =

SUOIRIBPISUOD JBYIO

£81e1 1081100 8Y} pul 0} MOy &
|011U0D MO} JO BAROB[qO UlelN m
MO|JBAO0 Ja}Ng 0} pes| Ued ¢
1sejool ®
awn selsem ¢
Mo|s 001 m
1S€) 00} IO MOIS 00) PUSS JUBD
elep ssad0id ued
3I0MIBU PU J8AI8081 YOIYM Je arel Yolew 0} A1} pjnoys Jspuss ®
®© Jo sjuawbely Bunuasaidal s1exoed Jo weals e spuss _wu:w_m [ ]
Jajsuen 9|l IapISuc) =

wajgo.d |0u0d Mmoj4

XN|} 8P 3]QU0 7]




Joye|nBas Buipuodsaiiod ayy yum yoes Apnis jim =
$5920.d [eAlLIe PapUNOQ Jeaur] m

el abeiony m
olelyead ®m

w\_OuQ_\_omm_u uowwo?d awos

$90IN0Sal A)seM <- ajel sead uey) ssa| e puas Aew +
oleldead o
aAneluasaldal Jou Ing ‘s|geasn pue ‘a|qellisA =
1aml ppe Aew yiomau +
$80IN0S SANRIBIUI JOJ umouxun pue Buol e Ajrenusiod +
S8} [ALLIRIBIUI JO SBLIasS Wl &
8|qeasn 10U Ing ‘S|qellIaA ‘BAelussalday =

sa|dwex3

1009 UOISSIWPE 10} 3SN pue 8quIsap 0} Ase] &
Aigesn m
spjoy J0)diasap reyy AjuaA 0} A|isea a|ge Yiomau &
Aljgeyuapn =
924N0S81 YINUW 00} 10 3
BAJ9SDI 10U S0P XI0MIBU Jeu) 0S ‘MoJ} Saquasap Ajglenbape e

Aunnpejuasaidey m

syjuswalinbai Joiduosag

il ssaaxa sdoup 1o shejep Joresado asaym +
J19010d 03 Indu
ujen skejap a0In0s a1aym +
JorenBas 0y Indu| &
$S00 saaluerenB, 310mau ‘92in0s Ag paje|oiA 10U Ji +
J0BU0D Olfel) J0) siseqg ¢
Joineyaq 921nos Buiquosap sepisaq sash 9aiyl m
JI0IABYS( 9SBD 1SIOM J0R) Ul S8qLosaq ¢
adojaua Joineyaq e Ajfeaidf sty m
92.N0S BIEP B JO J0IABYS( SBQLIISAp TRy} sisieweled Jo19S

sJ01d1I0SBp Jlel ]

(--aioubrisnlio m
*(ooq s,neysay
ul T deyd ‘asInod siy} ul paipnis jou) (j013U0d uoIssiwpe
|led) 18w are saAndalqo ssuewopad J1BY) ey os s|fed bumiwpy =
(Buninpayos - 2 %20|q 8as) sjuswsald
}iomiau arelpawiul e aulld Buiinpayas e Buisooyd
siajaweled Jo 19s e Ul JoiAeyaq ainny ainides &
92.nos e Je Jojduasap e Buisooyd

swajgoid preH

500 Jasn anib sajoijod Bulnpayas ¢

slasn sadljod YIoMmBN &

abuel Jervwesed ulyum oyjen si sadeys Jasn ¢
uoissiwsuen eleq =

PaAIasal ale SI3YNg pue YIpIMpUE] ‘MO )i +

|[e2 saluap Jo (erenobisu Aew) sliwpe YI0MBN ¢

sen[en Jalewered sasooyo Jesn ¢

siajoweled Joiduosap Jyfen saquosald yiomaN e
dmas|ep m

uoissiwsuen eleq ¢

dmes |eD
:Buunp ‘jonuod moyy o) saseyd om) m

|053u09 Moy} dooj uado




d jo 32104d &

ayel sso|

(az1s 19%0NQ €lEP) O JO BJIOYD *
Joapeln Akemaaiyl =

J3W S| 81eI SSO] 1Ry} 0S O UlW € S| 3lay)
d yoea 10} ‘ayel SSO| Xew pue 1ayng eyep Jo azis uanib 1o) +

194JNQ BIEP JOJ[WS B SISSHO 1950Nq U0} Jabre| e «
SIoNeW JeyMm SI SaZIS JO WNS ¢

104100
S19X9Nq €lep pue U0} Ylog SeH W
d
O Pue g uasmaq Hoapel ¢ 1SINq Xew pue ajel yead ‘arel abeiaAe :|011U0D 0] SMOJ[e +
anbunjoN ¢ Joye|nbal aes yead +193onq uaxoL ¢

£101d1I9Sap [ewiuIW aSO0yd 0} MOH W Wees m
$59] 51500 A|qewnsaid (are1 abelane =) Joyenbas abelane mopuim-Buiow e 10 & 0 =sua0} #1sabie] m
o Jafews e pue d Jsjfews e Ljog sey Joldudsep Jayio ou ¢ (T =0 ‘ares yead =) Jojenbai ajel yead e & d ajelte dn s|j19onq uayol m
Jordasap fewiuiN - @ :410q Se pasn aq ued 19%ong Aea] dvg ue Joj Jojeinbary m

(221n0s 0apIA PaIo)s e Joj '63) 0 pue d as00Yd 0} MOH M
sigreweled 4yg Buisooyd Jlore|nBal 19x0nq Axea 190ng Aean
awn Bunrels uo Aouspuadap sanowal ¢ abueyo
obe spuodss ] uey) alow Jss slexoed s1abio) Joleinbas e [edlpe € Ul Jnsai Aew yup, 3|BUIS B :S8Wd.1Xd O} SANISUSS

1uas siiq e Ajuo ‘1 yibuaj Jo sfeAssiu I8N0 & wajqoid =

SI31IN0 0} BANISUBSUI OS[e &
J10)duosap ayes abelane Jo uonezielsusb e
(puas Aew 821n0s ® }sINq Xew) Jwi|ising aylsi o m
92INn0s 0} YIomdu Ag payedojfe ajel wia) Buoj ayy si d
0 +1d 01 [enba Jo uey ssa|
s1 1 yiBua) Jo [eAlBIUI 9ANJE AU Ul panIWSUE) SN JO JaqINU 3y}
awin Jo uonouny
Jeaul| e Ag [eAd)ul BWN AUe UIUSS SN # SPUNOQ 82IN0S |

$S9201d [BALLY papunog Jeaur

mopuim Buinoy m

fentaul A19ns sazijeniuias loyeinbal &

MOPUIM ;T JO 3w Bunels auy Jo 8010Yd 8y 01 dANISUSS &

ues © AJuo ‘3 Y1Bus| JO S[eAIBIUI BAIINIBSUOD IBAO &
mopum Buidwne =
mopuim Buinow pue mopuim Buidwn( :sadAi om] =
cmc::cc:mmouﬂ_fo_mgc_:&mucmﬁm_ﬁmeﬂmaI
I
I

s1a1ino 0} 9|qndedsns ssa]
2, (mopuim) pouad awi SWOS JaN0 ajel ainseay

alel abelany

Aue J1 19x0ed pasayng puss ‘saildxa Jawn i &
Buioeds 1939ed-181Ul UIW 0] UOISSIWSUER.] 19X0ed UO 18S Jawn *
+ Jaynq :s1axoed azis-paxy o} Joyenbay m
1 Uoneunp Jo sfeAIa)ul [e JaA0 parelauab elep [elol spunog
1 MOpUIM B ‘slaoed 9ZIS-3|qeLIeA UIM SHIOMIBU 10 ®
-(Buroeds 19xoed-Jo1ul UIW)
s19x0ed 8z|s-paxIj UIM S}Iomiau o4
1 aindwod o) skemom| =
aimoid anui e aAI6 Jou saop Ing Ajdeded yul| 8y} ;punoq [eIAL) ¢
Blep puas Ued 32IN0S B YdIym Je alel, 1saybiH =

ajel yead




0T

jorel Mojs <=
(readas 9AI193I8S JI) MOPUIM [[BWS <= JSAISI3I Je SIayng Mo &
wajqo.d e 8q UBd [04U0I MO} pue Joud Jo Buldnod siyring =
MopuIm
uoissiwsuesn Buikypow Ag arel ,921n0s € [01U0d Apdalip!
MOPUIM UOISSILUSURI) P3][ed OS[e S| MOPUIM [0JIUOD MO|{ M
|0U0D MOJ} PUE |01UOD J01I3 Y10g S3PIA0Id MOpUIM ‘SnyL =
aJel s) umop
SMOIS <= Jem ISNW Jl ‘mopuim i sisxoed e juss sey juiodpus j| =
(paxoe Jou Ing juas) Buipuelsino 19xed jo Jequinu jsabre] ¢

1191|dx@ Jo SsauaAndaye yim Noldwl Jo peayIano Juem ‘Ajesp] m
peayIano ssa ¢
3lomau Je Buijool Aq ayel Jno sainbyy uiodpug &
(sawayods pus 0} pus ul Ajuo) yoNdw; =
peayIan0 uoneINdwod pue LOedILNLWIWOD IO ¢
|011U0D IaNeg &
3l JUDLIND S}l 9IUNOS S||3) HIOMIBN

SI0MPBU UIYIM Jo ujodpue
|011U02 Jo Jul0d +
97el JO 9IS MOPUIM [0JJUOD MO} o
|onuo) +
101dwi Jo 1p1dxe .
juaWaINseaw aels +
S90I0Y0 2all) &
SJe)S YI0MIBU pUB YUIS Y10q 0} dAIsuodsal ¢
uonesauab puodes =
Jan@231 yajew Ajuo &
aels ylomiau saioubl &

MOPUIM |0.JUOD JOLIS (208 ® dx3 = (mopuim-onels ‘yem-pue-dois ‘Jjo-uo) uonessusb isii4 =
MOPUIM |0JJUO0D MO|H k)] n_rc_ 'SA 1D n_xm_ >Eocoxm._.
(o8UBNOQ UeY) J8MO]S YONL) S82IN0SaI YI0MIBU BZI|l
(308usmoq uey el 1aybiy) sso| 19xoed anIssaIxa +

1ayua Apiadoid suop jou §i &
>I0MIBU PEOJISAO 01 10U J3pJo Ul )l 0 Sidepe &
sJ9IN01 Ul uoleINWa-Sd9o Buisn patesoje sdeyiad +
YIpIMpueq 8|qe|ieAe SI0NUOW 80IN0S &
(9Ws) ureb Buixajdnnw saybly 10} pa¥00QIaN0 dJe S82IN0sal +
uoneAsasal yoddns j,usaop yiomau ¢
10 J1fel} 3LISSP LUBD *
doo| paso|D m
Buidijod/uonenbal e
$92IN0S3I SAAISS3I/SIWIPE YIoMBu &
olyjel) aquISap ¢
doojuado =

dooj paso|o ‘sa dooj uadQ

uolenofeual 3|IYyM ||l |[11S yNg «
sising Buoj Jo ased ay) ul 1sing e Jo Jels ayy Jaye 1snl 1o +
i08pIA palols Joj ajqissod +
s1sinq a10jeq d BunenoBisuas Inoge reym
anisuadxa 3Iomau sexew &
abe| 00 8 PINOM.O BSIMIBYI0 &
sising abure| ynm saoinos Jussaidal Ajgleindde jouop 1Ng =

a|gesn Jo Los
a|qeyuan
elwapede ul pue (N1y) aonoeid u Jendod, =

dval

eAsRul Buo| e Jano sl abesene 1y
8l eed d

99Uy woly Aeme Buinow usaym sasealdul Ajpidel o 1o d Iayye &
() @AIND JO 93UY BSOOYI SAIUNOS UOWIWOD, 10 MW

O wnwiuiw aney am ‘abuel [d'y] ayi urd yoea oy &
(Buiyroows) ssa| sI d ‘0w si o )i
awres ay) ajel sso| fuidesy m

sig1eweled [ewiuiw Buisooyd




1

(mopuim
uoissiwsuen = M) | 1Y Jad s1exoed sjdninw moje am ‘aloH =
11¥ 4ad pid auo 1sow e puas ued yem pue dojs m

MOPUIM 211e1S

AIKIL Jpjﬂplm_l
11y Jadiexoed T &

MOUWNLLEI]  dI00W o = indybnoiyy xew

o—o—° obure| s Aejap 1 uamoleUl

|021U0D MOJ} pue JoLId Sapiroid

19x0ed 1xau Bulpuss 810J9q 3oe 10} e

199ed ajbuls e puss

nep pue dois

(921w ‘sizund) saoinep
O/1 [elas [0u0d 01 pasn [020)04d 4HOX/NOX aUp Jo siseq ¢
aJel sso| 1axoed &
|lews ae skejop &

SluBWa|a ajeIPaLLIBIUI Ul Sasso| 1axoed &
aygen A1sing sarelsuan
£350| S1 440 #1 Feym
[fews si 113 Usym >0
dois ‘440 41
paads |Iny 18 puss ‘NO JI
sfeubis 440 pue NO SanIb Janeday

|0JJUOD MO 1J0-UO

eI PaseqAipar)  doy-Ag-doq
dd ‘7N dol O¥FINLY 0030 pusgpu3
3l IWRUAQ MopuMAUEUAQ  gJe] JWBUAQ  MopuMOLRUAG

1103

S9WAYDS |011U0d MoJ} doo| PsO|D

s1ainos Ul Aixa|dwod alinbai jou saop ‘adesyd e
pus-0)-pus Joj sessnid W

abesn Jayng seinquisip ¢

|011U02 JaNaq &

swsiueyoaw Jajdwis &
doy-Ag-doy Joj sessnjd =

yred s} UO SIBAISS U} |[e SaydreW Japuss ¢
pus-0}-pug m

yuawa|dwi 0} Ases &

MUIS = JI9AJISS 1XaU Ul Yors Je [01U0d +

aYe]s ylomiau 0} aAIsuodsal mojj uoiesauab isiy axew &

doy-Ag-doH m

pusa-03-pud ‘sn doy-Ag-doH

| 8)el Jo SSO| JO ased ul) ydonw 0oy Buipuas pue

peaylano ploAe 0} pasaaulbua Ajjnjased ag Isnw [0JU0D ey W

|0A1U0D JOLIS pUE [01U0I MOJ} Jo Buldnos ou o

(uresB Jauy) [01U02 JaNaq &
dlel loj sassnid m

Buniwil-jjes

Jawi paureiB-suly 1oy peau ou Juswa|dwi 0} Joises &
MOPUIM IO} SBSSN|d ®m

aJel X1} JO 9SIaAUI 0} XJ} J9¥0ed B Jaye Jos «
uondsuuod Jad Jawn urelb suly e speaN ®
ayel [0u02 Ajoalip am ‘ajes aandepe u| m

arel anndepe Jo mopuim aandepy




4)

9aueploAe uonsebuod pa|jea si aseyd reaur
1els Mojs pajfed si aseyd [enuauodx3 m

2589109p dAIE

INW aseaIoul SANIPPE &

(sxlomiaN adid yeq pue buoT) SINeHda78 uo aduewlopad peq e
s114 omy A1ana T Ag aseaoul &

9IS MopuIm (sy1oe ayedidnp € 10) INOBWI B UO 3SBSII8P MOPUIM
= s)j9e # uaym T Aq seseaoul mopuim ‘eseyd sesul| buung = (inoawi Buisn pajos)ap Ajjensn) SSo| ou J1 asealoul & anIeAI9SUOD | Adljod aseasoul
TAq sI3In01 Wwouy Hoddns ou e Suonae I2IN0J LUoNIBULI-1ad sauinbay =
9Sea.IoUl MOPUIM Ul S)nsal Xoe Alans ‘aseyd fenusuodxa Buung = .
11 Aiane T Aq sesealoul <= Aljeaur] m g UG03q 01 feus AisA m (Ka1jod eseaida@ anneoldnny 8seaIou| aANIPPY) ¢
114 A19ns sa|qnop <= Ajenuauodxy m pus-0}-pu3 m anfeA mopuim [ewndo a|gels punoJe saje||I9so pue ydepe ued m
Alreaur| usy) ‘ajiym e Joj Afenuauodxs sasealou| m MOPUIM JIWeUAQ = sJainol e Buinanb uonosuuod-iad ainbaijou seop m
T e SHelS MOpuIp, | dw| m paisnbaisingTAuo =
S|ie’p dO1 |0JU0D MO|4 dD.L uonenjeas 1qo3d
oy
D]
iva viva
[t]«—[a []«—[a D]
anfen fewndo juaund ay) 0} 186 0] Ay skemiy m
. QTJ;; .Q_IWL‘T%? Mmopuim depe 0} paau ‘05 m
¥o8uamoq 1e palayng siexoed 7y - m + 8z|s mopuim [ewndo Jo ynpoid Aejap yipimpueq ayy s siyL
azIs [ewndo punoJe a1e|(19s0 ‘ae)s Apeals ul & abie| 00} & mYy<m<=ricym o
97IS MOPUIM SNP3I 3DINOS 1S SNQ JI & pazinispun Yo8usmog + paziun Ajny yosusmoq deay ol =
>0 0] g sa1dod yuIs ¢ Jlews 00} & s/siavoed ¥/m = SpU02aS Y ul s)axoed m si ajel Bulpuas m
obse| 001 I MOpUIM swiajgo.d 0} pesj ued M Jo 8210yd INeIS W 199ed M = MOPUIM [0JUOI MO|} 197 W
80In0s <= dn 3jing sey ananb 41 )1q 19 SI12IN0I SjeIpaWIBUI ¢ jown yum sebueyo ayel ay ‘Yosusnog oyoads e 1oj usng = 09s Y = awn duy punosje m
Japeay ui 1g e sey 1axoed Aians e paxiy ale Y pue 77 Ji [|9M SHIOM\ W oas/spid 77 = yred Buofe ayes 921AI9S 308UBMO] 19T W
uonimu| =

(mopuim o1wreuAp) j013u02 mojy 1qD3A

MOpUIM J11BIS

£90 9ZIS MOPUIM PINOYS Teyan




€l

IleJ-0ual 41 10U pue paseq ajel Ing ¢

ouay 4Ol ueys Janeqg swiopad, m
MOJS <= Jaynq Jad aduo Ajuo ajes abueyy m SeULIBIEM HT J0 IO SI SIy) I 918l Buipuas isnipe ¢
. aseaiou) jreauy wm_zcmrzm ‘arel Jayyng do8uamoq ul |jus ase syexoed | 1Y «(jenoe - pajoadxs) e % i kiid g
asealoap Alanealidinw ‘ayes Bupuas > ajel paAledal Ji ‘Jare] | fejop™uonebedoid 1snipe ‘femoe > pa1adka Il
Al P I ! .
Jaunsnipe a1el ou ‘awalds [eulblo Ul | ndybBnoJy; [enjoe pue pajoadxa aindwod yoe uo & 1
1sInq = [0)U0D el Jo Arenuelb os & Joyord [eoads & puss +
ajel 1sINg e pue 8zIs )sIng e Se passaidxs ajey W ’ Wby m s
arel § i
Jejnonsed e Je Uoea ‘siayng Jo SaLas € se Juas elep uonedlddy m 8Jel 9SEaIOLIBINP3I 0} LoNuW Moy = 8ausieyid .
alel MOJ} B} 199J€ JOU OP SUOISSIWSURIS) PUR S3SSO| ‘0S5 M ndybnoi _mB.um Moy osly. =
(Buidnoa ou) [013U02 MO} pue (MOPUIM) [03U0D JO1ID Sejeledas m L1 Is9[eWS Sunsesu -ofeulwousq m
umouy| :JojelswnN =
SWaYdS (01U MOJ) paseq-alel isiid, W _ _ _
Aejap~uonebedoid/azis™mopuIm™ uoIsSIWSUeL}
=indyBnoiy) paroadx3 sendwod 8inos m
11913aN seboA doL aoel) s|dwes
oauamoq ye Buuayng uondauuod Jad spasu ¢ (paxoe
XL ised ‘sasso] 1oxoed aidninw o) pea) ueo abie| i + elep Mau [nun “yoe arealdnp yoes Joj T Aq Mopuim asealoul
SIBJSUBI 1I0US 10} USAILSS JO 301040 O} SANISUSS & :A1an02a1 ISk} op ‘os[e) azis snoiaalid jrey o) mopuim doip
50| S99npUI 221N0S ,m.umﬁ %mmﬁ. we JWSUeS1 ISE) UO pue ‘T 0) Mopulm doip ‘Inoswi) Uo :o0usy
y y (peopiano T 01 mopuim doup ‘sesed yjoq ul :aoyel ¢
S50] & U0 AJu0 pajoajop peolidano ¢ 0] 9S0J2) JI|9 8} e paresado 3IoMau asnedaq Alessadau ¢ . 0 mco_m_w>.§ rea) omy m
S404 U0 S1asn snodifew ynm wajqoid ‘swre|q-jjos <= Sso| ¢ doL # i ! L

S8SS0| YUl JO dDL .SWIOUL, [9AS] uI| +
99.)-ss0| Jeadde yui| SSaja1M aXew 0) DT J0 X121 [SAS] Nul| +
(SS99.IM) (PeO|ISAD <= SSO| *
sossauyea\\ ®
@ousiiadxe [euonelsado Jo o]y m
syipimpueq Jo afues apim e J9A0 DAY W

uonenjeas

uonsabuod sajedlpul sso| 1axoed yoea ¢
UoIe WOl )1} 10U S0P JIINOS DL W
Xoq >oe|q, e agoid &
uonsabuod jo Juswainseaw poldwi sasn 4O m
Ao1jod asealosp annesldninw asealoul
-aANIppPE (3|qels) pue [01)U0d MO|} MOPUIM JIWRUAD 8sh ylog m

1g033a 'sAdol

(Mwisuenal ise))

SH9' SANENWND 31edl|dNp 40 IN0BWI YIM JaU)Ia Pajoalep sso |
ploysaly) saydeal azis MOpUIM uaym (souepione

uonsabuod o] Lels Mo|s) Jeaul| 0] [epuauodxa Wol Youms m
UsaIylss 10 p|oysaly) Lels

MOJS Pa][ed 3|geLieA € Ul PRIOIS SI 9ZIS MOPUIM JUSLIND ‘SSO| e UD |

s|relep 401 SI0N




14

pasaauibua
oM SSajun a|geIsun ApuaJayul aJe sawayds paseq ajel ¢
101JU0D MOJ} pUe [0)U0D 0118 Bjeredas 0} A1} o
xa|dwod
aJow Ing ‘aAisuodsal alow aie sawayds doy-Ag-doy e
1snqoJ alow aJe sawsyos )i dxe
sayes pajeoojfe adijod 4o ‘uoieladood swnsse ‘BsIMIBLI0 +
Bulinpayas uIqoy punoy Yim IaISes [0jU0d MO} &
quiny) Jo s8Nl swos m
Jamsue a|dwis ON £1Saq SI YdIym =
(10u0D Mmojy paseq arey pu3zpus) OYIT Wnio4 WLV ‘ired-1ax0ed
‘17913N ‘dOL ‘NGDIA ‘MopuIM dlels ‘Wem-pue-dols ‘jo-uo m

sawayds dooj-paso|d buowe uosuedwod

Wm0 0T

soueioq e Bureys
S20.n0s 104

[l=

S|

aoeJ] a|dwes

isJ@1noJ ul

100J punol saiinbaling m

aYel 1xau 8y} 101paid 0] Siy) 8sn ued oA\ W
1sed ay) Ul Sejel 821AISS JO Selas awil aAI6 syoy m

s|relap Jred-19%0d

Jred 19)9ed

9Y1|-UIGOJ-PUNOJ 31 SISIN0J Ji S8Yel 3DIAISS JuIwBp A
saqolid pue
elep Usamiag uonounsip ou ‘sieoed paired se juss elep |[e J|
(1anues 1s9Mmos Jo alel)/T = (Buioeds xoe =) Janl@dal
18 U0N103UL0D wes Jo siexded g usamiag Buioeds ‘usyl
19pJ0 UIGOI PUNOI Ul S1ax9ed BAISS SHOBUBNIO |[8 BWNSSY
Awrenuesb Jauy ¢
uonaipaid uo paseq [0)U0O &
508UBNOq JO JUSWIdINSEAW JaNaq &
17913N Ul seapl diseq sanoidui

Jred 19x0€d




¢pajdnuiod si Jjasy abessaw HO-10u Ji leym &
£umop 306 sjuil i Teym &
I3ud Jo uoissiwsuenal sainbal uondniiod uq ajbuis &

swa|qold m

|l 811ua spuasal ‘asuodsal ou Ji &
abessaw YO 10} Siiem Japuas
aBessaw 30-10U 10 YO SPUSS JaAIR08)
wnsHoayd © puss
s1ooed JO Sauss e se )y puas

* e 00

j0o0j0.d B dwis y =
way} JapJoal 10 3SO| L,US30P N &
s1axoed s)dn.iod Jey) yiomau e 1aAo 3|l e abueyoxy =

ajdwex3

siead usamiaq uonesadood
salinbai Jeyy uonouny Aue loj Aressadau s j0dojoid Yy m
afessaw yoea Jo Buueaw &
sobessaw pifen Jo1as &
s193d BuNeIIUNWIWOD USMIB] UONEDIUNWWOD
Ay} u1aA0B Tey) sfewlio) pue sajni Jo 1as e si [0o0joid Y

$1020101d

s109d 8Je g pue \ JOXIOM [eISOd W
sigad are g pue y Jswosn) =

sannua 19ad

Buriake] |020104d

Buiwel4 [9As7 uoneslddy
suonealdde aandepy
9ouewopad [020)01d Buroueyug
Injwrey paiapisuod buliake

Buniake |020101d

aupno

sijodnuy eydos vIdNI
snoqqeq pirem

985 dNI ‘s 20I9

aouew.o ed
21nMey $9]000104d ap 8IN13B1IYII Y




SMOPUIA JOSOIOIAl UO %00SUIM :3jdLiexs «
Aureuonouny JaAe| 18mo| areys ueo siake| Jaddn
Aujeuonouny asnaiued =

(12qyy 0y Jaddod woly uonelBiw auoydajal aauelsip Buo)) paurejurew
sl @oepa)ul 92IA18s se Buol se uonejuswaldwi abueys ued &

uoneoiydads pue uonejuswsajduwi Jo uoneredss ¢
s|ielop uoneuawWwaldul o uonoRNSqY W

(dINDI “ddd ‘dOg ‘4dSO ‘dIY ‘'dOHA ‘ddY ‘SNQ sasn
pue) d| 19n0 421 Jano pasake| ener st (dL1H) MMM ‘Sjdwexa o) &
sauo xa|dwod apinoid 03 821A19s djduils asodwod ued &

sa2ald a|qeabeuew Jajews ol wajqoid xajdwod e dn sxeaig m

paJake| Buiaq Jo aouenodwi ayl

joouewIopad walshs seanpaiing &

sabueyd sajdnodsp

Buipiy uonew.oyur

Q1S By}

swaws|dwi Ajfenioe Jake| ayy moy Jo s|relsp ayl noge aiow Buiyiou
Mouy| paau am ‘1ake| e Aq papinoid 9IAISS B dUlSP SM BOUO

* 0

eapl ey =

anoge Jake|
au 0} 92IAIBS e sapInoid pue mojaq Jake| ay) sasn Jake| yoeg m

slafe||0d0j0id jolos Yy m

oels 1000101d

(s1em9) Jo uonehaibbe) Feqjrew = un eyep [0o010id ¢
J19)19] = 99IAI8S [eIsod o) U Blep BDIAISS

19119] = SIBIOISND UBaMIBQ JuUN ejep [0ooloid &
9DINISS J9jsuel) JONS| &

a|dwex3

J8|reu) 1o Jspeay feuondo + NAS =NAd =
J1ake| Jaddn ue Aq Jeke| e 0) papuey s1aoed &

(sNAs) suun ejep aoiAILS W
samua Jaad usamiaq pabueyoxa siosoed &

(snad) suun exep |00010ld W
19Ke| J1amo) e pue Jake| Jaddn ue usamiaq aoepIBIUl *

(dv'S) wuiod ssa00e 2oINIeS W

ABojouiwia) swos

aunnoigns e il ¢
J0o0104d Jajsuen 1@x0ed anoqe paiake] siiajsuen 3|y ajqelel ¢
Buriake| pajres si Aouspuadap Jo wioj sy =

|020j01d Jasuel) 3y ajqelfas ajdwexs
a1 Jo uonnaaxa ay) ul dals auo s Jajsuel) 19ded ‘sjdwexs Joj &

uonnoaxa s)i ul das e se g |020jo.d asn Aew Y [000301d

jJuapuadapul are se:

n

1830 Y9ed uo puadap sieylo Ing W
IAISS BWOS Jeu} o suiny m

| |

sj020j01d Auew Spaau sadlAIas Auew sapinoid Jey) yiomau v

Buake| 10001014

90IAISS J9jsuel) JaNa| d|geljaIun Ue Jo Uoioelsge ay) yim
sJawoIsna Juasald o) [090joud B Bsn siaxiom [eisod ‘sjdwexs Jo)

Amus 1ead
19Aa]-1ayb1y e 01 821AI3S B apino.d 0] |090j01d B BSN SaNNUS Jead |

90IAI8S Jajsue) 3l 3|qelfal 9

oid j0d0j01d ajdwexs ayl =
9o1M8s e Bulpinoid sy m

10903104d © M3IA 0] Aem Jayiouy

uonedy1dads [09030.d :paj[ed BAOCR B3I} BYL M

aly

alua ay) ywsuesnal ‘abessaw YO-1ou Buiniedal uo ‘ajdwexa 10}
afessaw e Jo 1d192a. Uo 8ye) 0 SUOOY W

3|i} pa1dnLiod e 106 JaAI908] sueaw abessaw HO-lou ‘Sjdwexa 1o) &

Jueaw afessaw e saop yeym &
abessaw e Jo sonuewWaS W

cewlo) eymur ¢

SUIBUOD )l SOOP SPJalj Jeum &
obessaw e Jo xejuks m

&SN |181 |020104d B SB0P TRUM




‘219
[BUUBYD BMI||3YES ‘HUI| SSO|SIIM ‘BUIM B UO S)ig dA0W 0) ABOjouyda) &
jousR| W
(*sdiys ‘sajohalq ‘suea ‘saueld

‘sureu1) Jayjoue o1 Juiod auo woij siena| Buinow 1oy ABojouyos)
3}Iomau [e)sod m

UOIBZIUOIYDUAS [9AB-IIG &

$10108UU0D JO SZIS pue sadeys ¢

1q e Juasaidal 0) swayos Buipod &
saquosaid prepuels m
swialsAs-pua palosuuod AjealsAyd usamiaq siig SSAON

Jake| [eaisAyd

1IN 10 WIRIIL |

ey e ey

e e e

o P oy
wadsu

[i—

WipEs

s1ake| uanas ay |

SaInoayoIe
1S Aew sainoayydle adiales jueldwod &
aImoanydse 8dIAles sy Juswaldwi Jey) sjooojoid Jo 19s &

|02030.4d Juelduwiod-uou asn

aInjoauydse [020J01d W
juiod ssaooe
9IAI8S B} pue Jake| yoea Ag papinoid Sa2IAIBS By} SBqUISap &

aInoalyose 0IAIeS W
‘018 99IAI8S e ‘Jake| e Aq Jueaw S| Jeym saulap Ajlewio) &

|opow doudIRRY

ISO OslI

s39e)s [090)04d UO Bujuiy) pasusnjul Apealf seH =
(1SO) 198uUoIBIUI WalsAS uado &

swalsAs uado 198UU09 0} prepuels
e saquosaid (OSI) spiepuels Joj uoneziuebiQ [euoneulau

swialsAs eldwod prepuels uado Jusws|dwi ued Jopuaa Auy =

walshs
uado ue pajfed si sj0ooj0id uado suswajdwi Jey) weisAs y m
Iignd ay3 0 uado ase suonoesues
pue diysisquisw asoym uoneziuebio ue Aq pabeuew are sabueyo «
a|qejrene Ajoignd aue sjrejep [odoloid &

Jiuado s1sjooojoud Jojesy m

|apow adualalal ISO OSI

siake| Jayio
01 sabueyd pasu Jake| suo ul sabueyd |fews eyl yasnw os jou Ing &

douewloyad poob
Moj[e 0} uonewloul ybnous >es) 0 si ubisep [090j04d Jo Uy =

aouewlopad poob Buinaiyoe
pue (uonodensge) Bulpiy-UoIIeLLIOJUI USBMIBQ UOISUS) € S dJayL

Buriake

|090101d 023U0D MO}
woJj $SO] 19¥j9€d JO UOSEa] INOGE LONELLIOUI PIY 3M 3SNEd3] SI SIL) &

S¥eaiq [011U0I MOJj By} Ul ASSO| © 0} NP ‘pealsul ‘sl §i &

uoisabuod s10mjaU Jo asnedaq
skemfe si sso| 19x0ed Nuiy) Aew [090j0.d [0)U0D Mo} ‘Bjdwexa 10}

aouewuopad
aA0Jdwi 0) pasn aq Ued UONBLLIOJUI USPPIY SeWNawWos Ing |

uonejoin Buuake| +

aIaymAIana
safueyd ainbai pinod Jake| auo o} sabueyd uayl LUPIP I §i &

uonewuojul saply buuake] m

Buriake] yum swajqoid




J1ake| podsuen ybremyby &
WISUe.}191 OU pue ‘|01JUOD MOJ4 OU ‘U0Id3IBP Joud djdwis ‘B'a

S92IAI9S Jama) apino.d s1eke| Lodsuel) swos m
uoneoydde
1031109 3y} 0} 39x0ed Bulwodur ul puey ued wajsAs-pua Buindal
18U} 0s (1aqwinu pod) Jaynuapl oyads-uoneoldde ue sppe
uonosUUod
pua-0)-pua awes au) o suoneaydde sjdnnw sexa|dniny =

("pIu02) J9Ae| Lodsuel |

J|9s) uoneUNSaP Y} 1B pue ‘uoieUNSIP
01 yred ay) uo sjgeureIsns ApUaLIND ajel 0) S1el UOISSIWSURI) Yojew &
|03U0D MO m
syaxoed payedljdnp predsip pue 10a)ep ‘sjexoed
pa1dn.i0d JwisueBI pue ‘predsIp 10918 ‘siexoed ISo| Jwsuenal «
uonedydnp
pue uondniiod ‘ssoj 19xoed aydsap uoneunsap yoeal |im afessaw «
|0Auoo Jog W

Uil pua-0}-pua paxa|din pue pajjo.ju0d-Mol)
‘pa||0A)U0I-10113 U JO uonoesae ay sapiaoid Jake| Lodsuel )

SOIAIBS PUS-0}-pUS Mel, B SaPIA0Id YI0MBN

Jake| yodsuel

salfojouyaa) Buikiapun Jfe, ue suniy &
Moya 1saq,, sapinoid Auo 4| m

(paAojdap 10N) doup 01 s1@x0ed Yolym Buisooyo &

(pajuawajdwi JON) siexoed Jo 1aplo uoissiwsuel) ay) bunpayss &
s1@30ed Buipremioy Joj sjqisuodsas &

sajqe) Buinou pjing 0y j0s0jo.d Bunnol ui sajedidied <

SwalsAs ajelpawiRiul Y W

("pIu02) J9AE] BHloMmiaN

(98yo Jepeay 68) uonoslap J01Id SWOS &
Aquiasseal pue uonejuswhas &

J1ake| yuireep jo

rejap sapiy Ajrewid swaisAs-pus Iy
SWa)sAS ajeIpaIBlul Ul pue SWalsAs-pua ul yjoq puno4
sessaippe apim-3iomau anbiun sapinoid

Jake| Muirerep jo sanioyoads sepiH

way) usamiag anos e Bunndwod Agq walshs
-pua Jayjo Aue ypm aJediunwiwiod o} WalsAs-pua ue smojly =

>julj pue-0)-pus ue
10 uoNde.STe U WIOJ 0} SHUI| JO 19S B Sajeuareaund Ajealbo] m

J19Ae| }lomiaN

O1aH 'LINOS '1aa4 are sisyio ¢
18UIBY)T SI UOWILLOD JSOW &
s|0o0101d Jake| Jullerep Jo fialene o

JoulsIl] W
s1ana| sawely, Beq ew &

80IAIBS [B1SOd W
jouIBylg ajdwexa

prea
J101depe 1soy uo Jake| yulferep pue [edaisAyd yioq ajpunq Ajrensn

sauadoud yuil fearsAyd Buikjispun uo juapuadap A1ap
21emyyos Jo Jake| 1s.11) au) aJe sjodojoid Jake| yulleleq

('p1u02) 1ake) yuirereq

J19Ke|gns DN 1an0 palake] &
Jake|gns [01u02 yul| [eaifol jo ued &

Sjull e uo paoe|d aJe salel) Yolym Je arel
ay) aoed pue s1exoed pa1dniiod Jwsuenal Os[e Syul| ejep awos
(OVIN) Jake|gns ss820Vy WwnIpalA Ag papinoid are suonouny asay) ¢
1xau seads 0) s}oB oym apiosp o) paau osfe
ssaippe Jake|-juiferep pasu ¢
11 10j JuBaW SHQ AJUO BAIBDB1 ISNW WIRISAS-pUd &

(19u1aU13 Sk Yans) xul| 1SedpeoIq e UQ
aurel) e JWIAP Sidxew pua pue uibag

awrely e Buikired jou

Ul e Jey sn ||8) s1axew a|p|
J18y1a60) Buojaq ey Suq Jo 19s &

BWel} B JO uonou 8y} sednposu| =

J9ke| qulereq




|Njwsey paJtapisuod Buriake]

anoge Jake| sy 0} uonoelisae ues|d e sapiroid Jake| yoeg m
s321AI8s payeansiydos yum uonedijdde ay) sapinoid m
‘19|rews oyl wajgoid xa|dwod e uayoiq aney sy m

Buriake

J1ake| 1ayio Aue 0} saoInIas apinoid Jussoq W

SJUBWILOIIAUS [BNUIA Paleys
saweb panquisiq
Buroua1aju0d 08pIA pue OIpNY
'SS3008 gaM

‘rew-3

iajsuen aji4 &

* o000

3lomiau ay) asn reyy suonedyjdde jojes syl m

Jake| uoneolddy

s1abaul 81Ag- pue -z 10} JapIO BIAQ ioMIBu Saulyep Ajluo &
19Ke| uonyeluasald prepuels ou ¢

suiBu|

ooy pe Ajlensn
ejep 1dA1ous osje uepy m
ssau-uelpua ‘62 &
suoneoldde usamiaq saouaiaylp uonejuasaldal eyep sepiH |

ejep uonesyjdde ay) sayonoy
Jake| uonejuasaid siepesy YIm [eap Yoiym sieke| Jauyio axijun =

J9Ae| UORIUBSAId

stew paiyoads
-a1d e 0) j9€q ||01 0} pUE WESIS BIEP Ul SYew ade|d 0) SIasn smoje &
UONeZIUOIYOUAS m
uiodpua Jake| Lodsuel Aejap-mo| aresedas e Buisn
Aq ‘sananb wajsAs-pua ul peaye dijs 0) safessaw awos smojie ¢
AKianijap erep paypadxg =
JEMEL]
sjuiodpua podsues) oM} sayeuayeduod ‘xajdwis st J1ake| yodsuesn ji &
xa|dng =
uoNeZIUOIYDUAS UOISSDS
pue ‘A1anij9p erep palpadxs ‘921AI8s xa|dnp-|in} sepIAcId

Uowwod 10N

J9Ae| UOISSBS

Buixsjdiyinw Ajuo sapinoid 4an ¢
Buixadinw ‘|013u0d Mo} ‘|013u02 10118 sapinoid 4oL &
dan pue do1 are sjooojoud reindod omy

jous| W
WIAY} HWSURIAI pUe (¢MOU) SIaN9)| 1SO0| 19819p &

19W0ISNd Aq ‘[e 1e JI ‘palL | S| Aujeuonouny |aAs] Wodsuen &
19Ke| podsuel) e aney 1,Usaop &

wa)sAs [e1sod m

("pIu092) J9Ae| Lodsuel |




19x0ed ay) Jwsuenas +
MOPUIM 8L} 8S0}0 +
J13jsuel) 0apIA e Bulnp sso| 19xoed e ey ¢
Bunrem si Adas e uaym 1axoed € MOV *
|020101d 8y} Aq uaXe] 8q Aew Jey) SUoISIoap « peq » SPIoAR SIYL |
SOV se Buinias sajdal dLNA Bo &
«uonealddy » sy Jo afeme aq pjnoys « uodsuel] » =

¢lonuod uoneoldde ssed 0) MoH

£uoissas pue uonejuasiad 1noge 1eym

erep pue [o1uod Buissed «
Buioepaiul snouoiyduse «
Buinpayos ssasoid «
PEaISN0 JO PUI [BISASS +
ssao0ud ¥ &
Auoiyosuhse oN +
aunnoigns v e
uolnelsyIom e uo A1ua snouoiyduAse ue Jusws|dwi 0) MoH =
ms/my s1ake| dojonap 0} « siopuaa » Juapuadapu| m
Anua snouoiyduAse ue se palspisuod si 1ske|y m

jnjurey palapisuod Buliake]

d
1

Bidepe Ny

sklinoJ N

oRos |

(2285

Builreusren o
uoezZIuoYIUAS Y

S, 06 AU} JO BINPBNYILY

Wepon d
oAug 1
JOALY
Arewudoid N !
jpuLreyd
pueoiq | pusjuo.q awe U

Blpuey BUURYD S

POUIBW S92V d

ssa00.d 8uQ v

S, 0 U} JO IR W

njwiey pasapisuod Buliake

gouewiopad uo 1oedwi syl Apnis I\ B
slafe| Juaiayip ul suonouny ade|d ued am jey) sjoN m
9AISSXa 3( 0] SWIAS / pue ‘G ISea| Je Paau am ‘oS

paioubi usyo
are pue ‘yuenodwi os Jou ase siake| uonejuasaid pue UOISSES W

G -- s1ake| Lodsuel) pue 3iomsu ayy
1sed) Je paau os ‘suonoe doy-Ag-doy pue pus-0}-pus yioq pasN

€ --ulfeyep pasu os “yul| [eaisAyd apiy 0} paaN
2 -- wonoq e pue do) e pasN

¢slake| uanas Aym




VeIS-Mojs dOL #
swiyoBe uoneldepe moN m
sanfeA Jawn anndepy ¢

SyoeN +
Buidnoib oV +
sjuswBpajmouNy &

buy

n) Je)oweled |0J0j01d W

SlusWadURYUS |000104d DLIBUBD

Janaq yonw usnob sey 1l ‘siesh ise| ay1 IBAQ B
$320]0 uonnjosai ybiH &
SIaWl) PeayIano Mo &
19|Npayds JuawabeueWw 32IN0S8I POOD ¢
Juawabeuew Jayng O/l Po0S +
sjuane sjdnjnuw uo Bupjoolg &
sassa001d Buowe Alowaw pareys <

snysimsouy =

1oddns waisAs Bunesado

ssao0id B 3|NPayds &
Jayng e areooje &

OM} 10 JawW B 19Sa) ¢
‘omy Jo ydnusiul ue axer &

1oxoed yoes 104 =
9po3 090j0.d By} SAINJEXE SO BYL W
‘SO 8y} apisul aremyos ui sjosojoid Bunuawsdw| m

JUBWIUOJIAUS 8y} Jo 10edw|

¢aouewiopad ,areys, suoneoldde uen
sjoo0j01d asodind [erads
swyiuobe saandepe » Buiun) Jslewered

JUSWUOIIAUS 8y} Jo 1oedw|

9ouewload |0o010.d Buloueyu3,

aouewoylad j0d0104d Buloueyus

ainjew sem ABojouydal aiojeq auop &

(51208, ayy Aq auop [eanijod) ssadoid uoleZIpIEpPUB)S MOIS *

:ain|re} SO J0j aseo oyads m

50€)S SUONEDIUNLILIOD WaJSAS pus «
wa1sAs Bunesado pue arempiey walsAs pue ¢
SHIOMIBU UOISSILISUR) &

U2aMIaq "a'I AIeSS303U UBYM AJUO SadelIaIUI Yons aneH ®

sJake| ul « uoneredas |

e » PIOAY W

Auoliydsuhse aonpas &
Aouaolyye PadNpal Ul NS S80BIUI SNOUOIYOUASY B

Su0ssa| ay} ‘Buake




suoneoljdde jo abuel apim e AjaAndays pauoddns
sey ‘s|00) suonedo|fe yipimpueq 1ood A19A yum ‘jpuiaylg =

uoN9BUUOD Jad YIpImpueq paxi4 ¢
reaisAyd Jad uonosuuoa feaifoj suo

$S920NS € JON SHNAIID NAS| W

*(uoneooje oN) uonedo|fe Areigre ‘Yipimpueq [e10) paxi4 ¢
(dn-18s ou) AuAnoauuod ybiy A1ap &

SS900NS © oUW

sajdwexa om |

‘l|lom Se s}au 08pIA
SIU} WO SpremsoRq AJORXS BIe SIaU 3I0A

sisifeloads 82/0A 8U 0} YO0Us B JO 1Iq

papunoqun aq pinoys pue ‘1onAsuod [ealfio] e e s AlAndoauuo) m

‘papIAIpgNs
s196 1sn[ pue ‘Jsjewrered ssuewiopad e si yipimpueg

(sawwresboid
12INdWwod € 0) }I0M}8U E JO [9POW [einjeu Jsow syl =

YI0M]BU « [enuIA » 8y

suoneadde Ananosuuod-ybiy Ajjersads3 yipimpueq
1oy puewsp [ewiuiw A1en aney suonedldde Jeindwod Auew &
yipimpueq yum op 0} buiyiou sey AAndsuuod m
iSIY} Yum a1 pinoys siaubisap ylomaN &
9o1Aap a|qewwelboid e st jeindwod ay) =
a|qelren Alybiy are ANAIDBUUOD Jo sulsNed ¢

SUONESIaAUOD
snoaueynwis Auew aney Aew (JUSI|D €) UOIIBISHIOM [[eWS © USAT &

9OUO Je SUOIeSISAUOD Auew Ing ‘suoydajsl i JON &
Ja1oweled [eanuo si ANAIBUUOD Jo 8a1bag W
Amus [ealbo| ayr

IAI9ULIOD ‘PlIOM }IOMIBU SyI Ul W

AlIAnoauuo)

uoud e papunog jou ale sanjua [ealbo] ¢

pepIApgns sjeb soueuloled ¢
plIOM [enUIA YT Ul W

aoeds 3|} Jou g ‘d9eds SIp JO IO UNIUBD ¢
'sa|ly a|dnjnw <- ¥sip suQ m

'SUNJ Yoea 1aMojs 8y} ‘sassad0id alow ayL ¢
‘s9ss9201d 8|dnNW <- NdD BUO W

‘sunu 31 1amoys ayy ‘wesboid ayy 1obBIq By «

"Klowaw [enuiA <- snwij Alowaw [eay m

"arempIey au Jo sy
aouewuopad [eas ay} apiy o3 ydwane swaisAs Jandwod jsoN m

s1aIndwo9 JO pPlIOM « [enUIA » ay

*9ouBLLIOLAd JO PUOM « [BNUIA » B UL BAIT *
siuawainbal [eas aney o) weas 1,uop suonedddy

‘uBisep Jandwod [eaissed -- yoeoidde yondwi sy m

uoneoydde 0} yoyew joauq
S/AMY9 JO yipimpued [elbip B aAey |[eys S|jsuueyd adl0A ¢
‘ublsap suonedIUNWWOI3|8) [elsse|d -- yoeoidde pojdxe syl =

: 9ouewWIONad JO SMAIAOM] B

¢aouewlopad areys am ued

321042 pooB e jou *
¥ pue ¢ sioke| safiow
dix ¢

1|00} € 8pIncId W

pesyIan0 S8|NPoW uoesIuNWWOod 3jdiny m
(dLNA) uoneoiunwiwod wasAs-enul (painquisip)
(171913N) sejsuen a4 &

uonealdde oyoads e 1obie] m

sj000j0.d asodind [eloads




geidepe jo abuel « BpIM » © S1BA0D &
29p0d 3|dnw jo asn &
£olpne Jnoge yeym m

ploysaiy} uonoeIap JUBWBAOW +
AwrenuelB uonezpuenb +

Auenb awrely syl 10 &

ajel Bl AU} [0JU0D ¢

9|q2||01U0D SI 930D 03PIA W

yipmpueq o} ydepe ued suoiesijdde oapInY

p= 09
O e

>ecpse-

p= 09
N e

oeqpse-
18UJa1U] 8] JBAO 03PIA

¢depe suonesydde yiomiau pnoys =
¢idepe suoneoydde yiomau ued m

suonealjdde anndepy

suonesijdde aandepy

£S9[eas Jey) a1emyos pjing am ue) m
uoneoydde ayy mouy 1,uop am ‘[eseuab are swalsAs
Jadwo) ‘uoneadde INO J0j paubisap sem walsAs auoydalal ay) &
pauyap si uoiealdde ay) a1048q uazoly sjob
9OUBULIONA "« UOOS 00} » aq Aew awn uoneluawa|dwl [030101d &
J« e »siuayming m
sennuenb
Jadoud auyy ul ‘18R] pappe a4 ||Im aauewloiad Jey) swnsse Aay L
“gouewIopad JO |00YdS [BNHIA BU) WOJJ 818 D1 8l S|0J0101d W

£lenuia aq sjoaoloud uen

sgny Buiyoums &
paau siy) Buissaippe aue sponpoid uaund =

“ISE| JOU S30p ¥ (WI|qold ¢
ubBisap-19n0 ssoib :uonnjos [enu| &

gouewnopad « a|geeds »
yum ABojouyoal 3Iomau 1jing Jou aney am 1sed ay) u|

¢Aem siy jom sxiomsu oq m
uolreinBlyuod waishs Aq Amuenb papasu ul aouewiopad ppy ¢

:90uewopad [enUIA JO PUOM BYI U

£lenuiA ag syiomisu ued




(K1an03sIp 8zis NAY) dzIs arenbape ¢
aInonis « afessaw » ayy Juawbne &
PaAIgJal SI I Se U0OS se passadoid aq ued
uBisap suoneoljdde epawnnw aandepe Apjdwis &
100U02 MoJy pue JouId Jo Nun = Buisssooud Jo nun
SIeMm a|pi ploAe &
uoissiwsuen Jo nun = Buissasoud Jo nun
10149 JO 9SO Ul SBI9UIIYSUI UOISSIWSUEI) PIOAE &
uolssiwisuel) JO JuN = |0J3UOD MO} pue JO4ID JO NUN

1 NAv uy

Buiwelq [9Aa7 uoneslddy

«s)un ereq uope:

dy » snowouoine o) psau
apIoap uoneoldde ay) 19| &
Buipuanbasal |aAs| Lodsuel) aA0Wwal
ureyd 8y} ul Led 1Semols ay) asn 1saq 0) MOH W
uondAioua ‘Buipodap/Buipodus uoneuasald ¢
393Ua[10q 8y} aJe suonouny uonendiuew AnesH =

308UsMOog 8y} S! TeUM

pauIquiod aiam suonesado om) 8say) Ji souewopad Jenaq +
wnsxoayd pue Adod :uoneindiuew eeq <
suonaNIsul Jo SOT ‘M alepdn ‘siaquinu *bas ‘xajdnnwap jonuod ¢
2uodsuen ay) Jo aidwexg =
(**018 ‘MopuIm ‘SHDV ‘s1aquinu aduanbas) +
suonauNy |0U0D &
(uondAioua ‘uoissaidwod ‘dems a1Aq
‘Buljreysrew uswubie elep ‘uonedoe Jayng ‘wnsxayo ‘Adod) +
suonounj uoiendiuew erep
suonouny j0d0j0id azAfeuy m
uoissiwsuel} ul uonedijdde ay) anjoAul a1ow

Auouyouhse adnpai 0} pasu o

2IN108)IY2Je UOIDIUNWIWOD MBU

Buiwe.S |aAa uoneajddy

uonesidde ayy uiyym payesBajul WaSASHNS UOIEIINWIWOD B &
@oeaUI Yiomiau Bulyonms 1exoed Sse| uondsuuod B asn &
ouewlopad areys &

Suossa

(221nosa1 ajgejrene ayj jo asn [ewndo) Aousioi3

Aujoply ybIH

uonepelbap |njpoeIn

pauoddns Bunnol SOO pue uoneAIasal 82IN0Sal ON

991 10U S| YIpIMpueg
snoauabolalay ale sylomau Buikiepun

ydepe « pjnoys » suoiesijddy

Ayoeded [auueyd ay) a1ea0|e 1537 0} MOy &
196pnq paxij [e10} B ulyIm pappe aq pjnoys Aouepunpay =
juipimpueq sasealou] m

s1axoed snoinaid X 8up Jo UoeUIGWIOD B UO ¢
1939ed snoinaid ay Jo ajdwes e urejuod Aew 1oxoed yoeg m

s)9xoed Ul uonewIOjUl JUBPUNPAI PPY W

sass0| 19)9ed 03 1depe ued uoneoldde oapiA/NY




2IMoas)ydIe SIY) Uo paseq
ale suoneal|dde 20Ua1aju0d 03PIA PUE OIPNE PIJUSLIO LOIeasay W

paul
a|qeress Anyjadoy ‘ing =

ISap Ainjoses i &

uonesydde sy uiyum pareifisiul swsiueyosw j0oojoid oyads &
asn-a1 9pod ON #

ubisap uoneoidde xajdwod aiow Ul synsal 41y W

uoISNjoU0D




Group Communication

Bloc 6, INF 586

Walid Dabbous
INRIA Sophia Antipolis

Definition

m Multicast: is the act of sending a message to multiple receivers
using a single local “transmit” operation

A Spectrum of Paradigms

Multicast flavors

m Unicast: point to point
= Multicast:
+ point to multipoint

Unicast Broadcast « multipoint to multipoint
m Can simulate point to multipoint by a set of point to point
\ | unicasts
| Multicast | m Can simulate multipoint to multipoint by a set of point to
multipoint multicasts
Send to Send to some Send to m The difference is efficiency
one All
Multicast efficiency SHOKILS1

A
TREE \ SOURCE
. 1
¥
Pacs
slige}

BECEIVERS
m Suppose Awants to talkto B, G, H, |, Bto A, G, H, |
m With unicast, 4 messages sent from each source
+ links AC, BC carry a packet in triplicate

m  With point to multipoint multicast, 1 message sent from each
source

+ but requires establishment of two separate multicast “groups”

m With multipoint to multipoint multicast, 1 message sent from
each source,

+ single multicast “group”

The Layering of Multicast

o0 o
R NN

Multicast Multicast Multicast
by by by
Unicast Broadcast Multicast




The Many Uses of Multicasting

m Teleconferencing (1-to-many) and symmetric (all to all)
m Distributed simulation (war gaming, multi-player Doom)
m Resource discovery (where’s the next time server?)

m Software/File Distribution

m Video Distribution

m Network news (Usenet)

m Replicated Database Updates

Example use: expanding ring search

m A way to use multicast groups for resource discovery

m Routers decrement TTL when forwarding
m Sender sets TTL and multicasts

+ reaches all receivers <= TTL hops away
m Discovers local resources first

m Since heavily loaded servers can keep quiet, automatically
distributes load

Outline

m Wide area Multicast routing
+ or the dream of « universal » communication

m Reliable multicast transport

m Multicast congestion control

m Not covered: enforcing reception semantics across receivers (ordering,
atomicity) -- better see in “distributed computing” litterature

Multicast Routing

Group Communication

What: communicate with a group of endpoints, rather than just one
+ a“natural” generalization of unicast
basis for real-world organizations
+ groups of cooperating entities
fantasy: group communication as the basis for “organizations of
computers”
+ the “true” foundation for building distributed systems
+ it just needs to scale
Is it easy to implement?

Distributed Systems Structure

Three primary layers

Application Processing

Distributed State/Storage Management

Communication Facilities

What functionality to put at each level?




Hard? multicast versus unicast

m Toimplement a unicast application, | can use TCP, RPC
mechanisms, RMI (Remote Method Invocation), etc.

With multicast, just basic sockets and UDP
Where is the multicast TCP?
Where is the multicast middleware?

Why so limited Internet multicast deployment?

Let’s look at some history ...

In the 1970's, ...

Multi-access networks appeared
+ Ethernet, rings

Broadcast: an accident of the technology

We discovered uses for this “accident”:
+ discovery: e.g. broadcast to locate a printer server
+ multi-point delivery: e.g. Mazewar games

But not scalable: a single broadcast address

+ e.g. 3 Mbps experimental Ethernet broadcast address
+ Not every node involved in Mazewars, a print server

Even LAN group communication needs to be scalable

In the 1980's, ...
m 10 Mbps Ethernet:

+ 47 bits of multicast addresses
+ Lots of addresses for group communication applications

L2 group communication has become feasible

V Distributed System: early 80s

m Extended RPC-like IPC to support group operations

+ send message to “group” object; 0, 1 or more return messages

m Example uses:

+ name server group for distributed lookup

+ scheduler group to select host for remote execution

+ process manager group to act on one or more processes
+ transaction groups for distributed transactions

+ various multi-player games, distributed applications

m Experience: Average performance, fault-tolerance and ease of

programming

The group model was born!

History of IP Multicast

1983: how to scale multicast from an Ethernet to the Internet?

IP multicast memo - april 1984
Deering’s thesis - 1991

+ host group model and IGMP

+ DVMRP - local broadcast-and-prune routing
Focus on host group model and “local” routing
Required underlying service

+ datagram + multicast delivery in LAN

« (if broadcast or unicast LAN -> emulate multicast)

The host group model

Deering, 1991

senders need not be members

groups may be of any size

no topological restrictions on membership
membership dynamic and autonomous

host groups may be transient or permanent




Multicast group

MULIICSSTGROUP

——
SOURCES RECEIVERS

m Associates a set of senders and receivers with each other
+ but independent of them
+ created either when a sender starts sending from a group
+ or areceiver expresses interest in receiving
+ even if no one else is there!
m Sender does not need to know receivers’ identities

+ rendezvous point

Addressing

Multicast group in the Internet has its own Class D address
+ looks like a host address, but isn’t
Senders send to the address
Receivers anywhere in the world request packets from that
address
“Magic” is in associating the two: dynamic directory service
Four problems
+ which groups are currently active - sdr
+ how to express interest in joining a group - IGMP
+ discovering the set of receivers in a group - Flood and prune
+ delivering data to members of a group - Reverse path forwarding

Issues in wide-area multicast

Difficult because
m sources may join and leave dynamically
+ need to dynamically update shortest-path tree
m leaves of tree are often members of broadcast LAN
+ would like to exploit LAN broadcast capability
.\

¢ mot
m would like a receiver to join or leave without explicitly notifying
sender
+ otherwise it will not scale

Multicast in a broadcast LAN

Wide area multicast can exploit a LAN's broadcast capability

E.g. Ethernet will multicast all packets with multicast bit set on
destination address

Two problems:
+ what multicast MAC address corresponds to a given Class D IP
address?
+ does the LAN have contain any members for a given group (why do
we need to know this?)

Class D to MAC translation

230bits copied from IP adress
o o s

W]?EMEF e nsses
Multicast bit Reserved bit

ClassD IPaddress.

10 - s micion 4+
o

m Multiple Class D addresses map to the same MAC address
+ ahost may receive MAC-layer mcast for groups to which it does not
belong -> dropped by IP
m Well-known translation algorithm => no need for a translation
table

Internet Group Management Protocol

Detects if a LAN has any members for a particular group
+ If no members, then we can prune the shortest path tree for that
group by telling parent
Router periodically broadcasts a query message
Hosts reply with the list of groups they are interested in
To suppress traffic
« reply after random timeout
+ broadcast reply
+ if someone else has expressed interest in a group, drop out
To receive multicast packets:
+ translate from class D to MAC and configure adapter




Wide area multicast

m Assume

+ each endpoint is a router
+ arouter can use IGMP to discover all the members in its LAN that
want to subscribe to each multicast group

m Goal

+ distribute packets coming from any sender directed to a given
group to all routers on the path to a group member

Simplest solution

m Flood packets from a source to entire network
m If arouter has not seen a packet before, forward it to all
interfaces except the incoming one
m Pros
+ simple
+ always works!
m Cons
+ routers receive duplicate packets

+ detecting that a packet is a duplicate requires storage, which can
be expensive for long multicast sessions

Shortest path tree

SHORTEST

N

A
I;wu
[
7z
I

oa
feT) st

wrcivins
m Ideally, want to send exactly one multicast packet per link to
reach all interested destinations
+ forms a multicast tree rooted at sender

m Optimal multicast tree provides shortest path from sender to
every receiver

+ shortest-path tree rooted at sender

A clever solution

m Reverse path forwarding
m Rule

+ forward packet from S to all interfaces if and only if packet arrives
on the interface that corresponds to the shortest path to S

+ no need to remember past packets

+ C need not forward packet received from D

SOLRCE
A

EFARE RECEIVERS

Reverse Path Forwarding

Detailed description
m Routers forward based on source of multicast packet

m Flood on all outgoing interfaces if packet arrives from Source on
link that router would use to send packets to source

m Otherwise Discard
Rule avoids flooding loops

Uses Shortest Path Tree from destinations to source (reverse
tree)

Reverse Path Forwarding: router action

R’s Routing Table
to use

y/ 2 |:| Destinations




Reverse Path Forwarding

E' —  Shortest Path Tree
to Source

Cleverer

m Don't send a packet downstream if you are not on the shortest
path from the downstream router to the source

m C need not forward packet from A to E

A
SOURCE

E
RECEIVER

m Potential confusion if downstream router has a choice of
shortest paths to source (nodes B and C in figure on slide 28)

Pruning
m RPF does not completely eliminate unnecessary transmissions

5
SOURCE

D
E
eV

B and C get packets even though they do not need it
Pruning => router tells parent in tree to stop forwarding

m Can be associated either with a multicast group or with a source
and group
+ trades selectivity for router memory

Rejoining

A
SOURCE

I
BECENIR

m What if host on C’s LAN wants to receive messages from A after
a previous prune by C?
+ IGMP lets C know of host's interest
+ C can send a join(group, A) message to B, which propagates it to A
« or, periodically flood a message; C refrains from pruning

A problem

m Reverse path forwarding requires a router to know shortest path
to a source
+ known from routing table
m seems straightforward!
m But not all routers do support multicast

« virtual links between multicast-capable routers
+ shortest path to A from E is not C, but F

UL
c U
A 3

BR, T n
NODE G MBONE
NODENOT 0N MBINE

A problem (contd.)

= Two problems

+ how to build virtual links
+ how to construct routing table for a network with virtual links




Tunnels

m Why do we need them?

wom
s c c
N W
SR \\m'\l'\m O M BN
Consider packet sent from A to F via multicast-incapable D
If packet's destination is Class D, D drops it
If destination is F's address, F doesn’t know multicast address!

So, put packet destination as F, but carry multicast address
internally

Encapsulate IP in IP => set protocol type to IP-in-IP

Mbone

m  Mbone = multicast backbone MBONE

m virtual network overlaying
Internet

m needed until mcast capable
routers deployed

m IP in IP encapsulation
m limited capacity, resilience

© tunnel endpoint
@ P router

Multicast routing protocol

m Interface on “shortest path” to source depends on whether path
is real or virtual

N i
NODEN MO

NODE NOTON MBI

m Shortest path from E to A is not through C, but F
+ so packets from F will be flooded, but not from C

m Need to discover shortest paths only taking multicast-capable
routers into account

+ DVMRP

DVMRP

m Distance-vector Multicast routing protocol
m Very similar to RIP
+ distance vector
+ hop count metric
m Used in conjunction with
+ flood-and-prune (to determine memberships)
+ prunes store per-source and per-group information
+ reverse-path forwarding (to decide where to forward a packet)

+ explicit join/graft messages to reduce join latency (but no source
info, so still need flooding)

Multicast Forwarding in DVMRP

1. check incoming interface: discard if not on shortest path to
source

2. forward to all outgoing interfaces
3. don't forward if interface has been pruned

4. prunes time out every two minutes to remove state information in
routers

DVMRP Forwarding (cont.)

Basic idea is to flood and prune

router packet

no
receiver




DVMRP Forwarding (cont.)

Prune branches where no members and branches not on shortest
paths

2nd packet

DVMRP Forwarding (cont.)

Add new user via grafting; departure via pruning

MOSPF

Multicast extension to OSPF
Routers flood group membership information with LSPs

Each router independently computes shortest-path tree that only
includes multicast-capable routers
+ no need to flood and prune
= Complex
+ interactions with external and summary records
+ need storage per group per link
+ need to compute shortest path tree per source and group

Core-based trees

m Problems with DVMRP-oriented approach
+ need to periodically flood and prune to determine group members
+ need to store per-source and per-group prune records at each
router
m Key idea with core-based tree
+ coordinate multicast with a core router
+ host sends a join request to core router
+ routers along path mark incoming interface for forwarding

Example
(3) Djpine s () Coretorwards 5 (2) smends
A A Coe
with destination
{7 BaddsDa G
A
B C ane
1) A sends ) B marks Al Lo {(3) Core marks
D jrin 5 ® forward data @ Core-Cla
rom G forward data

from G

m Pros
+ routers not part of a group are not involved in pruning
+ explicit join/leave makes membership changes faster
+ router needs to store only one record per group

m Cons
+ all multicast traffic traverses core, which is a bottleneck
« traffic travels on non-optimal paths

Protocol independent multicast (PIM)

m Tries to bring together best aspects of CBT and DVMRP
m Choose different strategies depending on whether multicast tree
is dense or sparse
+ flood and prune good for dense groups
+ only need a few prunes
+ CBT needs explicit join per source/group
+ CBT good for sparse groups
Dense mode PIM == DVMRP
Sparse mode PIM is similar to CBT
+ but receivers can switch from CBT to a shortest-path tree




PIM- Dense Mode

m Independent from underlying unicast routing
m Slight efficiency cost
m Contains protocol mechanisms to:

+ detect leaf routers
+ avoid packet duplicates

PIM - Sparse Mode

m Rendezvous Point (Core): Receivers Meet Sources
m Reception through RP connection = Shared Tree
m Establish Path to Source = Source-Based Tree

PIM - Sparse Mode Source

Sour ¢t

Join Join
> I
E—
M Rendez-Vous
—_—
Receiver Prune

PIM (contd.)
SOURCE
38
PATHWITH PIsl |" T o P
!
KECEVER @ ¥e)
A i < CORE

+

m In CBT, E must send to core

m In PIM, B discovers shorter path to E (by looking at unicast
routing table)
+ sends join message directly to E
« sends prune message towards core
m Core no longer bottleneck

m Survives failure of core

More on core

m Renamed a rendezvous point
+ because it no longer carries all the traffic like a CBT core

m Rendezvous points periodically send “I am alive” messages
downstream

Leaf routers set timer on receipt
If timer goes off, send a join request to alternative rendezvous
point

m Problems

+ how to decide whether to use dense or sparse mode?
+ how to determine “best” rendezvous point?

Inter-domain multicast

= Need complex protocols for
+ Intra-domain address allocation
+ Inter-domain address allocation
+ Intra-domain multicast routing (DVMRP/MOSPF/PIM)
+ Build inter-domain multicast tree




The Multi-source Multicast Problem

+ Far harder than we thought!
m The rendezvous problem: How does sender in Afghanistan find
receivers in Argentina?
+ A highly dynamic global directory at the IP-level?
+ If you can solve this ...
m How to deny this sender if unwanted?
+ still uses network resources unless widely denied
m A global address space of 28-bits, with dynamic allocation by
applications
+ not enough bits to allocate
Mission impossible, and for what applications?

Scalable Multicast Applications?

m Small-scale multicast can just use unicast
+ not pretty but it works, except for discovery
m Large-scale discovery, expanding ring search?

+ 100 million hosts, each occasionally multicasts to the 100 million - how
occasional? How about never!

m Most large-scale applications are single-source

+ e.g. Multicast file transfer, Internet TV/radio, web cache
update/invalidation

Multi-source multicast is hard and not needed!

Solution: Single-source multicast

m Key (embarrassingly simple) idea:
+ identify multicast distribution by (S,G)

S subscribe(S,G)
new member

m Subscription to (S,G) follows unicast path to S
+ relies only on unicast routing information
Scalable multicast routing becomes trivial

Video Conferencing

N\

1 channel per participant, if small
+ same cost as for PIM-SM if all are active
Large video conference - too many channels
But, floor control and access control is needed
+ ‘“rendevous through an application-level moderator
Same (or less) cost as PIM-SM at the network layer

SSM is fine with video conferences

Multi-source Group Applications?

m Small groups: unicast or channel per member
m Large groups without structure are mobs
+ Application/middleware-level relays or reflectors needed to provide
structure
m Same as a PIM rendezvous point but:
+ can do floor control, access control
+ application can select RP
+ application can select redundancy, fail-over strategy
+ dramatically simplifies the network layer
m Network “middle” boxes can provide relay service

SSM + relays is superior for multi-source apps

Benefits

m Solves the scalable multicast routing problem:
+ join protocol, building on proven unicast routing
m Solves the access control problem:
+ only source can send (duh!)
m Solves multicast address allocation problem
+ thousands of multicast addresses per-source
m Simplifies the network layer

15 years to realize we were putting too much at the network
level

The Internet deployment delayed as a result




Some Lessons

m We need to ask hard questions about real compelling
applications
+ The service model should be a slave to these applications
m We had the wrong service model:
+ SSM channel model versus the group model
m End-to-end (again): do not put functionality at the lower level
unless there is a real win,
+ because it can be a real lose!
m Group communication is hard

Dimensionality of Group Comm.

Size - how many

Reliability - of message delivery

Timing - synchronized with receivers
Proximity - near by, far away

Similarity - homo. vs. hetero. nodes
Network connectivity - fast/slow, errors, etc.

Group comm. Is far more diverse than unicast; no, far, far far

more diverse

Size of groups

m With unicast, its one - the other end

m  With group communication, it could be:

* 10

+ 100

+ 1000

+ 10,000

+ 100,000
+ 1,000,000

So, how many solutions to group problems are there? Many,
many?

Reliability

m With unicast, the other end needs to receive the packet
= With group communication, it could be we need:
+ one of the group to receives it
+ afew of the group to receive it
¢ Most ...
< all?
Again, not just one single group problem,
but many!

Timing
m  With unicast, the other end is ready to receive
m  With group communication, it could be:
one of the group is ready for the message
a few of the groups are ready
several ...
Most
+ all?
Not just one group problem, but many?

*
*
*
*

Group Comm. is not Scalable!

m Any middleware has to deal with the cross-product of (some of)
these dimensions
+ seems hopeless
= Within one application:
+ the larger the group, the more the time skew
+ handling time skew implies longer-term storage

+ long-term storage (disk) not part of the real-time store-and-forward
communication layer.

m Alternative: file-and-forward networking




Example: Web Multi-point Delivery

Web server

\/Céf<4

Web caches

Yt

AL WY

A group distribution tree but ...

Web cache as a “file-and-forward” node
Limited scale groups from caches to clients
Limited scale groups from server to caches

Web
clients

A combination of comm. and storage nodes

Summary

m Multicast Routing is well researched problem.
m However, challenge now is

+ deployment
« inter-operability
& management

Reliable Multicast

Problem

How to transfer data reliably from source to R receivers

m  scalability: 10s -- 100s -- 1000s -- 10000s -- 100000s of receivers
m  heterogeneity

m feedback implosion problem

Feedback Implosion Problem

rcvrs

Issues

m level of reliability
« full reliability
+ semi-reliability
m ordering
+ no ordering
+ ordering per sender
« full ordering (distributed computing)




Applications

m application requirements
« file transfer, finite duration
+ streaming applications (billing, etc.), infinite duration
+ low latency (DIS, teleconferencing)
m application characteristics
+ one-many: one sender, all other participants receivers (streaming
appl. teleconferencing)
+ many-many: all participants send and receive (DIS)

Approaches

shift responsibilities to receivers
feedback suppression
server-based recovery

local recovery

forward error correction (FEC)

Sender Oriented Reliable Mcast

Vanilla Rcvr Oriented Reliable Mcast

Sender: mcasts (re)transmissions

sender selective repeat
Sender: mcasts all (re)transmissions responds 1o NAKS sender
selective repeat = [ ]
use of timeouts for loss detection Revr: uon detecting bkt loss -
ACK table & T P op s
< “+ sends pt-pt NAK ~
i timers to detect lost retransmission
Rcvr: ACKs received pkts X X
. Note: easy to allow joins/leaves [ ] ] [ ]
Note: group membership important - ; |
. Significant performance improvement receivers
receivers o .
shifting burden to receivers for 1-
many; not as great for many-many
Feedback Suppression Server-based Reliable Multicast
m randomly delay NAKs d m first transmisions mcast to all
m multicast to all receivers sender receivers and servers sender
m each receiver assigned to server
server server
+ reduce bandwidth 44_ m servers perform loss recovery

- additional complexity at
receivers (timers, etc)

X X
oo o0 00

m can have more than 2 levels
LBRM (Cheriton)

receivers




Local Recovery

Lost packets recovered from nearby receivers
m deterministic methods
+ impose tree structure on rcvrs with sender as root
+ rcvr goes to upstream node on tree
RMTP (Lucent)
m self-organizing methods

+ rcvrs elect nearby revr to act as retransmitter using scoped
multicast and random delays (SRM)

m hybrid methods

RMTP (Lucent)

Reliable Multicast Transport Protocol

m imposes a tree structure on rcvrs corresponding to multicast
routing tree

m nodes inside tree

+ aggregate ACKs/NAKs

+ provide repairs to downstream nodes
m late-joins supported thru 2-level cache

m rate- and window-based flow control

SRM (LBL)
Scalable Reliable Multicast

m rcvr-oriented using NAK suppression and self-organizing local
recovery

m supports late-joins and leaves
m as builtin wb, uses rate-based flow control
m has been used with 100s of participants over the Internet

SRM detailed operation

m NACKSs and retransmissions are multicast
+ suppress duplicates, random delay before replying

m Each host estimates the « delay » with all other hosts
+ schedule an action after a randomization delay

+ chose a smaller delay for NACKs/retransmissions if closer to
source/requesting host

m If other request/repair received
+ cancel action, double interval
m [f timer expired
+ do action, double interval

Forward Error Correction (FEC)

Add redundancy in order to reduce need to recover from losses
(e.g., Reed Solomon codes)
(k,n) code
+ for every k data pkts, construct n-k parity pkts
+ can recover all data pkts if no more than n-k losses
+ reduce loss probability
- greater overheads at end-hosts

Q: can FEC reduce network resource utilization?

Potential Benefits of FEC

Data Retransmission

- L p2 DL
Initial Transmission y
D2 D1 \

D3 py
iD2f{ng] b1
Xw» Parity Retransmission
D1

P=D1® D2®03/Pv

One parity pkt can recover \
different data pkts at different rcvrs P




Summary

m reliable mcast is a hot research topic
m unresolved issues
+ proper integration of different ideas wrt different applications
+ integration with flow/congestion control
+ interaction with group membership
+ notion of semi-reliability

Multicast congestion control

Problem

m Match transmission rates to

+ Network capacity
+ Receiver “consumption” rates

Multicast Flow Control Challenges

m Accommodating heterogeneity among receivers and paths
leading to them
m Preserving fairness among
+ receivers of same flow
« distinct flows
m Scalability of feedback

Multicast Flow Control Solutions

m Loss-Tolerant Applications (e.g., Video)

+ Information content per unit time can be preserved at lower
data rates

m Applications demanding data integrity
+ lower data rates => lower information content per unit time

m Goal: Co-Existence with TCP?

Single rate congestion control

m Scalable Feedback Control
+ Receivers measure loss rates
+ Randomly generated feedback

+ Source estimates receivers’ state and adjusts video rate by
changing compression parameters

m Source adapts to “slowest” receiver
« or another “single” rate

m Problem: fairness among receivers




Simulcast

m Improving fairness using
m Send replicated video streams at different rates
+ Receivers can control rate of each stream within limits
+ Receivers can move among streams
m Faimness at the expense of increased bandwidth consumption

Receiver-driver Layered Multicast

m Single video stream subdivided into layers
m Receivers add and drop layers depending on congestion
m Challenge: Distributed Consensus, Layer Synchronization

Receiver-driven Layered Multicast

—

=5 =
—_ -

Source ~N
-\
N S

~

N Receivers

5 @>

Receiver-Driven Layered Multicast

m Drop Layer:
+ indicated by loss
= Add Layer:
+ No such indication
m Use join experiments with shared learning
+ Reluctance to join layers that failed
« Inform others via multicast of failed experiments

Flow Control for Reliable Multicast

m Less Understood/Mature Area
m Some Possibilities:

+ Window flow control (a la TCP)
+ Not Scalable, Not Fair (across receivers)
+ Multiple Multicast Groups

Multiple Multicast Groups

m Simulcasting or Destination Set Splitting

m Cumulative Layering




Simulcasting

m Similar to the Video case

m Send multiple (uncoordinated streams) at different
rates

m Each stream carries all data

m Receivers join appropriate stream - one at a time

Cumulative Layering

Multiple data streams at different rates

Each stream contains entire data

Receivers join asynchronously -- Streams transmit
continuously

Schedule to minimize reception time

(Scheme allows for FEC encoding)

Cumulative layering

I__ﬂ
Channel 3 B A B A
Rate=2 D c D C
Channel 2 ———|__
Rate=1 [ € | D [ A B |
Channelll————-g————! ________ -
Rate=1 I‘ A | B | ¢ I b |
_——_— -
Recaiver 1, W 1= == = = o

Receiver 1 BW =2 I

e o -

Receiver 3, BW =4

Cumulative Layering

m Can achieve minimum reception time with
asynchronous receivers

m Schedulability requires some parameter relationships
m Synchronization among channels needed

Summary

m Flow control for multicast communication is a hard problem:
« Scalability
+ Heterogeneity
+ Added dynamic dimension (receivers and their join behavior)
+ Plenty of room for innovation!
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