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Motivation
= JEE
m Information Hiding

The problem of constructing protocols or programs that protect sensitive
information from being deduced by some adversary

Anonymity : Design mechanisms to prevent an observer of network
traffic from deducing who is comunicating

Secure Information Flow : Prevent programs from leaking their
secret input to an observer of their public output
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Motivation
" A

m Quantitative Approach (Information Theory)

Transmitter Receiver
X Noisy Y
*1 channel i

P(y | X) inherent fixed property of the communication channel

m |HS’s as noisy channels

Protocol
Secrets or Observables

S Program O
S, P(01]| s1) —50.
S, = = —> (.

S =3 Om

Noisy Channel

X1

Sm

Y1 Yn
P(y1|x1) P(yn[x1)
P(y1|Xm) P(yn|Xm)

Channel Matrix

O1 On
P(01|s1) P(0on|s1)
P(OllSm) P(OnlSm)

ReSeCo - December 17t 2009
FaMAF, Cordoba - Argentina

Channel Matrix C

Miguel E. Andrés

Radboud University R%iﬁ




Motivation
"
m Information Leakage

Vulnerability (in one try)
» A priori vulnerability

V(S)=max n(s)
S
» A posteriori vulnerability
V(S|O) =) max P(s|o)xP(0) = > max C(o|s)xn(s)
(0]

S 0] S
L(C.m) = V(S|O) / V(S) L.(C,7) = V(S|O) - V(S)

Maximum Leakage

ML,(C) = max L, (C,nx) and ML.(C) =max L.(C,r)
e D(S) meD(S)

Leakage Is defined in terms of the channel matrix C!
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Motivation
" A
m What we do (contributions)
Model IHS’s using automata
We present two techniques to compute the channel matrix and
leakage of an IHS

» Reachability Analysis

» Quantitative Counterexample Generation
Also providing approximation
Also providing feedback for debugging

Show how to use our techniques to compute and approximate
leakage of different different form of IHS'’s

Show that for interactiving IHS’s the definition of associated channel
proposed in literature is not sound.

» However, we note that it is still possible to define its leakage in a
consistent way and show that our methods extend smoothly to this case.
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Information-hiding systems as automata

= .
m Probabilistic automata

M=(Q,A,d) where
e Q is a finite set of states
* A a finite set of actions
*d:0Q — D(A x Q) is the transition function

Paths represent possible evolutions of the automaton,
each path has an associated probability

.. i A T
el — qq ——F corr —— 5

.. i A T
Pinit — (a ——F corr — §5) = 31— ?1

m Information-hiding systems

«J=(M,As, Ao, Ar) where
= M=(Q, A, d) is a probabilistic automaton
» As, Ao, and Ar are disjoint sets of secret, observable, and internal actions
= 9 satisfies:
» Secret actions can occur only at the beginning
» Only internal actions can occur in cycles

» Assume a known a priori distribution 7

e

S5
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Reachability analysis approach

=00
m Goal: compute channel matrix C
01 On 01 On
S1| P(o1]s1) P(on|s1) S1|P(oiOs1)] ... |P(onOsy)
P(oi|sj)=P(oilsj)/n(s))
I
Sm P(OllSm) P(OnlSm) Sm P(OlDSm) P(OnDSm)
Channel Matrix Matrix of joint Probabilities

m Solution: sysigia pidineaieayaugns
W@ﬁee LetP,(A) = Pmbablhtj,r of seeing A (€ ( (A U An)"’v) from state q- Then we have 4 S)
P, (e) =1
P, (A) =0 ford#e
P,(N) = Toes S yenetn @@ a) - Py(N)  forq#q;
P,A) = Zr;,auw{r” a(q)(first(N), ¢") - Py (tail(A))

+ for X\ # eand q # qs

Zhe y, Q (q)(h,q") - Py (N)
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Reachability analysis approach
*

P A
m Exan Iple Notation: P ,()) =
| 1, ..A | oA pooLA ook A A
Linit = 57 o ? + 4, 3 J'fl':‘ + 3’ J'fl".- T g Leorrs Leorr = L5 s
A 2 .} | P | n | pooA A
Linis = 7" Lg, Ty = 5 Tq, T35 Ly T3 Loom ry =10,
it B 1 ..B o P LB p B R | B B
Finit = 3" Lq, Ty, = 37 4q, R Ly + 3 Toorrs Leorr = Ly
TS 2 B i P B P R P B
Linie = 73 Lgy» Lo, = 774, + 7 Ty, B S - ry = 0,
it L | LT pooIr T _ . . .
Linit = 57 J'fl'r‘ ¥ J"l'r: -5 J'fn'.»‘ T 3’ J'fn'l_. T {I'_ '“] L8 Lpprr =Ly
U 2 LU .y poLU L p T L "
il O § J-fl.b-. J'f.'u_, = g J'fn'_;‘ =+ T J'f.'u_. + {]. j'i] Iy, Iy =1
it T it B 3 Ll 1 A B U
Linie = a0 Linis = a0 Ligir = 12t
bA _ B bB _ T w1 al 21/40 9/40 1/4
Linit = a5 Lingr = 3 Lt = §
Solution bl 9/40 21/20 1/4

Channel Matrix

m Complexity
O ( (Jobs| x [Q])3) In general
O (|obs| x |Q]®) Some Scenarios (e.g observables at the end)
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lterative approach
“ o
m Medvation

_Eﬁlmim.ea&jnd.‘fdmalfrom prob counterexample generation

S PFQFWI appro ”ﬁ@ﬂ@h With r"mmnar and Inw hnininde)

: : - T . PS)\) = P({o € Paths(M) | o = A})
.Sn1 IPSomsm) P(OnrSm)

L Partialol\l/latrices
S1 |Ce(ele) $0, ~ C

On Ck(ol[1s) + P(Ok+) if o-trace(ow+1)=0

1 ((0rSg: ) and s-trace(r..\=<
e (POV) = P({o € Paths(M) | o = A})

Sm | Rlenss) o, ... th¢ Behsmbithe system
m Properties

>

Lim Ck = C

k — o0

Lim L(C«/w, ®) = L(C/m, n)
k — o0

L(C«/wt, ) < L(C/m, m) < L(Ck/m, ) + g(Ck) for all k (g is decreassing)
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lterative approach [regexps]
=

m |dea: Translate M into an equivalent regular expression ry=ri + ro + ...

+ Iy

Each ri represents a set of paths Paths-r of M
Each ri has a probability and P(ri)=P(Paths-r i)

m Example

r 2{bz T o) T 4B 03, corr} - {1, 1,5},
E bz g o (T 08, q,0 - (T 03, 9,00 - (A, 03, corr) - (7,1, 8),
Ela, 5q,) - (T.03,q,)* - (A.03, corry - {7,1,5),
re 2 (b, % q,) -#* -(U,0.1,8),
= {a, £.q,) - (T.03,g,)* - (7,0.3,q,) - # - (B,0.3, corr) - (7,1, 5),
re = (b3 oqu) 7t (T 03, g, - (m 03,90 - (U,0.1,8),
— re = a, mg,) - (T 03,0, - (U, 0.1,8),
— re = {a, Fo ) AT 03,g, ) - (03, g, -7 - (1 03,9, ) - (03,9, )
{A . !{m?} ir, 1,8,
S la, g, ) - (T 08,q,)* - (7,03, g5) -7 - (UL 0.1, 5),
rip = s g, ) AT 03,0, ) - (m 03 gy -7 - (m 03, g,) - (T 03, g, 00 - (T
where # £ ({7,003, g} - ({7, 03, g,} - (7,03, g% - {7, 0.3, . 1)* ).

01,8,

m Partial Matrices (with regexps)

Co(0l1s) =0,

Cka(0LIS) =

Ck(ol1s) + P(r«1) if o-trace(r«1)=0
and s-trace(r«1)=s

Ck(ol1s) otherwise

where

M=ZEr:+ ...

+I'n
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lterative approach [SCC analysis]
* o

u ldea: Group together paths that only differ in the way they traverse SCC

Abstract away SCC of M (we do it in such a way that the observable behaviour of the
automaton does not change) obtaining an acyclic model Ac(M)

Construct the partial matrix of Ac(M) instead of M

N Example

Ac(M)

M

Paths of Ac(M)
init —— i, Ay corr =3 §
Abstract SCCs

>

oo B o
init — g, —+ corr — §
R | I .
init —— g, —+ 5

T L' m
init —+ g, —+ &

R A

o .o B T, &
init — ¢, —+ corr —+ &

©)
o
o

T A T -
G. init — gy, —F corr — &

¥ Partial Matrices (with SCC analysis)

Ck(ol1s) + P(ok1) if o-trace(Ow1)=0 where 61 . G2 . ... . On
Co(olls) =0, Ck+1(olJs) = and s-trace(0k+1)=s, are the paths of Ac(M)
Ck(oLls) otherwise.
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Iterative approach [ldentifying high-leakage sources]

m  Goal: Identify sources of high leakage (debugging)

m |dea:

L{(C,m) = V(S|O) / V(S),

L.(C,7) = V(S|O) - V(S)

V(S):mgx t(s), V(S|O) = g mgx C(o]s) x7(s) = % mgx P(o [J s)

m  Example

Debugging
» SCC technique
init — q,, 25 corr 5 §
V(S|O) = P16311s%) 2R [131)+P(03[1s3) 7/40
» REGEXPS technique
(@, 5, q4) - (1,0.3,4,)" - (4,0.3,corr) - (1,1,5)
1/3 x [3/7] x 1 =1/7

((j, lT‘ er} : (T! 0'33 ‘?rr,}* : (T! 0'33 QI'J> ST (Tw 0'3! q”,} :
(1,0.3,9,)" (A,0.3, corr) - (1,1, 5)
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Information-Hiding Systems with variable a priori
=" JEE

m |HS with variable a priori

J=(M, As, Ao, Ar) where
* M=(Q, A,d)is anon-deterministic automaton
= As, Ao, and Ar are disjoint sets of secret, observable,
and internal actions
= 9 satisfies:
» Non-determinism can occur only at the beginning
» Secret actions can occur only at the beginning
» Only internal actions can occur in cycles

m Lemma (The channel matrix is independet of n)
For all 7,p & D(S) we have: Px(0 | s)=Pp(0 | s), for all secrets s and observable o

m  Maximum leakage Computation

MLx(C) = max Ly(C,r) and ML.(C) =max L.(C,x)
meD(S) neD(S)
Multiplcative Leakage: easy taking @ uniform distribution

Additive Leakage: More difficult, we have to consider all corner points
distribution

» Lemma: Computing maximum additive leakage is NP-complete
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Interactive Information-Hiding Systems

= JAE00
m |dea: Secrets and observables can alternate

m [nteractive IHS

J=(M, As, Ao, Ar) where
* M=(Q, A, d)is aprobabilistic automaton
= As, Ao, and Ar are disjoint sets of secret, observable,
and internal actions
=  satisfies:
» Transitions are either secret or observable (not both)
» Only internal actions can occur in cycles

m Example (eBay Protocol)

= As={poor, rich}
=  Ay={cheap, expensive, sell, cancel}
] AT :{}
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Interactive Information-Hiding Systems
" A
m Observation: The channel matrix depends on the distribution
over secrets

Why? Channel Matrix
ol 02
sl a a
s2 b b

Depends on p and g !!!

m Consequence: We cannot model Interactive protocols as noisy
channels. However we can still compute leakage
Recall V(S)=max n(s), V(S|O)=> max C(o|s) x n(s) = > max P(o [] s)
S 0] S 0] S

Then we compute

> A priori distribution >Matrix of Joint  cheap cheap  expensive expensive
Probabilities sell cancel sell Cancel

r(poor J=P(poor )= 7/15 b00r @ 1195

n(rich’) =P(rich ) = 8/15
rich 1/5 1/15 1/75
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Future work
* -
m Use tools from counterexamples generation
to compute/approximate leakage of large

scale protocols
m Try to identify flaws in protocols
m Extend the notion of noisy channel to capture

the dynamic nature of interactive protocols

Lift channel inputs from secrets to schedulers on
secrets

Use channels with history and/or feedback
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Questions
" A

Thanks for your attention!

Questions
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