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Design of complex systems
* Need for rigorous modelling

* The main purpose of modelling is reasoning
— to improve our understanding of the system
— to clarify assumptions about the system

— to increase quality of system model

e Need for refinement

— Too many details to address final system directly
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Reasoning about complex systems

« Requires rigorous reasoning

— Formal notation
— Formal reasoning

 This is offered by formal proof

— Why prove?
 To incrementally improve a model
 To take advantage of failing proofs

— What to prove?
 Proof obligations associated with each model
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List of core Event-B proof obligations
 Feasibility of events

 Invariant preservation by events

« Refinement of events

 Introduction of new events

» Convergence of events

 Enabledness of events
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Example of an Event-B machine

invariants
vl : auth € User «— Room
mmv2 :wn € User - Room
3 :in C auth

event enter | pirameters
any
U, T
when
grdl : u & dom(in)
grd2 : uw— r € auth
then
actl : in:=inU{u—r}
end

guards

actions

Invariant properties:

e invl : Auseris
authorised to be in
certain rooms

e inv2:Auser can be
at most 1n one room

e inv3:Auser can only
be in rooms where he
1s authorised to be
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Preservation of in € auth by event enter

* Proof obligation:

7:7’L C CLUth invariant
. guards
u ¢ dom(in)

u+—r € auth

l_ modified invariant

inU{u— r} Cauth
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Use of proof obligations for modelling

* Modelling is an incremental activity

[ Modelling

Proving }

* Proof obligations are automatically generated
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Creating a model incrementally

« What does this mean?

 We do not demonstrate the actual tool “Rodin”
— But focus on essential features
— Removed everything that could distract

e Alm:
— To illustrate method and tool
— Not to get distracted by features of the Rodin tool

* By way of an example
— Access to a secure building
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Description of the secure access model

 Abstract model

— Users, Rooms

— Entering/leaving rooms; adding/removing authorisations

 Refined model

— Tokens

— Data-refinement of abstract model

» The model itself is not of importance

— But the way we create it is important

12
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Focus on three modelling scenarios

« Adding events

1. Reasoning about guards and invariants
» Refining an event

2. Reasoning about parameters

3. Reasoning about guards and invariants

13



Layout of the modelling canvas

Model

Proof
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Mode

Proof
Obligations

proof obligation:
proof succeeded:
proof failed:

14

Do ondnn



UNIVERSITY OF

Southampton

School of Electronics
and Computer Science

Colouring conventions for formulas

Model

Proof

constants are blue-green

parameters are red ]

utok(t) — rtok(t) € auth

[ variables are blue

15
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Creation of the abstract model

Model | Proof

Summary:
e Variables: in, auth

* Events:
— enter — enter building
— leave — leave building
— addAuth — add authorisation

— remAuth — remove authorisation

16
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[Location and authorisation of users

Model | Proof

invariants
vl : auth € User < Room
2 :in € User - Room
o3 :in C auth

17
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[Location and authorisation of users

Model | Proof

invariants
vl : auth € User < Room
2 :in € User - Room
mv3 :in C auth

initialisation

actl : in:=10
act2 : auth :=(

18
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[Location and authorisation of users

Model | Proof

invariants
vl : auth € User < Room
2 :in € User - Room
mv3 :in C auth

NN

initialisation
actl : in:=10
act2 : auth :=(
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[Location and authorisation of users

Model | Proof

invariants
vl : auth € User < Room
2 :in € User - Room
mv3 :in C auth

NN

initialisation
actl : in:=10
act2 : auth :=(
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Entering a room

Model | Proof

event enter
any
u, r
when
grdl : u ¢ dom(in)
grd2 : uw—r € auth
then
actl : in:=inU{u— r}
end

NN

21



UNIVERSITY OF

Southampton

School of Electronics
and Computer Science

Entering a room

Model | Proof

event enter
any
U, T
when
grdl : u ¢ dom(in)
grd2 : u— 1 € auth 4
then Proof obligation:

OORNKNRN

actl : in:=wn U {u — T} Preservation of

end invariant inv3

- J
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Entering a room

Model | Proof
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Preservation of invariant inv3

i C auth

u ¢ dom(in)

u+—r € auth

inU{u— r} Cauth

-

\_

Proof obligation:

Preservation of
invariant inv3

J

23

OORNKNRN



UNIVERSITY OF

Southampton

School of Electronics
and Computer Science

Entering a room

Model | Proof Preservation of invariant inv3

i C auth
u ¢ dom(in)

ORNN

u+—r € auth

- -

inU{uw— r} Cauth Proof obligation:

Preservation of
invariant inv3

\_ J
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Entering a room

Model | Proof

event enter
any
u, r
when
grdl : u ¢ dom(in)
grd2 : uw—r € auth
then
actl : in:=inU{u— r}
end

NONNN
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Entering a room

Model | Proof

event enter
any
u, r
when
grdl : u ¢ dom(in)
grd2 : uw—r € auth
then
actl : in:=inU{u— r}
end

NRNNN
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Leaving a room

Model | Proof

event leave
any
U
when
grdl : u € dom(in)
then
actl : in:={u} 4gin
end

NRNNN
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Leaving a room

Model | Proof

event leave
any
U
when
grdl : u € dom(in)
then
actl : in:={u} 4gin
end

OO0RNRNNREN
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Leaving a room

Model | Proof

event leave
any
U
when
grdl : u € dom(in)
then
actl : in:={u} 4gin
end

NRNNNRNEN
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Adding an authorisation

Model | Proof

event addAuth
any
u, r
when
grdl : v € User
grd2 : r € Room
then
actl : auth := auth U {u +— r}
end

NRNNRNRNEN
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Adding an authorisation

Model | Proof

event addAuth
any
u, r
when
grdl : v € User
grd2 : r € Room
then
actl : auth := auth U {u +— r}
end

OORNRNNRNRNANN
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Adding an authorisation

Model | Proof

event addAuth
any
u, r
when
grdl : v € User
grd2 : r € Room
then
actl : auth := auth U {u +— r}
end

NRNNNRNRNANN
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Removing an authorisation

Model | Proof

event remAuth
any
u, r
when
grdl : v € User
grd2 : r € Room
then
actl : auth := auth \ {u — r}
end

NRNNNRNRNANN
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Removing an authorisation

Model | Proof

event remAuth
any
u, r
when
grdl : v € User
grd2 : r € Room
then
actl : auth := auth \ {u — r}
end

OORNRNNRNRNNNR
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Removing an authorisation

Model | Proof
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event remAuth
any
u, T
when
grdl : v € User
grd2 : r € Room
then
actl : auth := auth \ {u — r}
end

-

N\

~

Proof obligation:

Preservation of
invariant inv3

HNRANNNNRNNNNR
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Removing an authorisation

Model | Proof Preservation of invariant inv3
i C auth a4 N
u € User Possible remedies:
r € Room *Modify action:
i —Remove user u from building

in C auth \ {u — r}

*Modify guard:
—Require user u not in building

'/'I\/Iodify guard: Y
—Require user u not in room r

U1 &Iin

\_ J

36
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Removing an authorisation

Model | Proof

event remAuth
any
u, r
when
grdl : v € User
grd2 :|r € Room
then
actl : auth := auth \ {u — r}
end

HNRANNNNRNNNNR
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Removing an authorisation

Model | Proof

event remAuth
any
u, T
when
grdl : uw € User
grd2 :lu—1r &in
then
actl : auth := auth \ {u — r}
end

HNRANNNNRNNNNR
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Removing an authorisation

Model | Proof Preservation of invariant inv3

in C auth

u € User

U &in

in C auth \ {u+— r}

HNRANNNNRNNNNR
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Removing an authorisation

Model | Proof Preservation of invariant inv3

in C auth

u € User

U &in

in C auth \ {u+— r}

NARNNNRNRNNNNR
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Creation of the refined model

Model | Proof

Summary:
« Variables: tok, auth

 Events:
— enter — enter building
— other events not shown
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Replacing Users and Rooms by Tokens

Model | Proof

axioms
axml : utok € Token — U ser
axm? : rtok € Token — Room

( N

Abstract model of a record type with two fields
utok and rtok

42
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Replacing Users and Rooms by Tokens

Model

Proof

invariants

mvd - Yu, r-

Ur—1rein
e

dt- t € tok A u = utok(t) A r =rtok(t)

Using some set-theoretic notation of Event-B
inv4 can be stated more concisely:

in = utok™' ; (tok < rtok)

\
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Replacing Users and Rooms by Tokens

Model

Proof

invariants

invd : in = utok™1 ; (tok < rtok)

44
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Replacing Users and Rooms by Tokens

Model | Proof

invariants
invd : in = utok™1 ; (tok < rtok)

initialisation

actl : tok :=1()
act2 : auth := 0

45



UNIVERSITY OF

Southampton

School of Electronics
and Computer Science

Replacing Users and Rooms by Tokens

Model | Proof

invariants -
invd : in = utok™1 ; (tok < rtok)

initialisation

actl : tok :=1()
act2 : auth := 0
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Replacing Users and Rooms by Tokens

Model | Proof

invariants M
invd : in = utok™1 ; (tok < rtok)

initialisation

actl : tok :=1()
act2 : auth := 0
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Entering a room (refined model)

Model | Proof
abstract event enter V]
event enter any
any U, T
t when
grdl : u & dom(in)
when grd2 : u v r € auth
grdl : t & tok then ; }
actl : m:=mU{ur—r
grd2 : utok(t) — rtok(t) € auth __4

then
actl : tok :=tok U{t}
end
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Entering a room (refined model)

Model | Proof
abstract event enter V]
event enter oy -
any L
t when [
grdl : u & dom(in) L]
when grd2 : u— r € auth
grdl : t & tok then
grd2 : utok(t) — rtok(t) € auth enag"ﬂ S U

then
actl : tok :=tok U{t}
end
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Entering a room (refined model)

Model | Proof
abstract event enter V1
event enter .
any M
t when
when grdl : u ¢ dom(in)
grdl : t & tok o
Proof obligation:
grd2 : utok(t) — rtok(t) € auth OoTOPIEaRon r
then Strengthening of
actl : tok :=tok U{t} guard grd2

end /

50
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Entering a room (refined model)

Model | Proof Strengthening of guard grd2
t & tok - N Y
utok(t) . TtOk(t) c auth Must relate t to u and r
= Choose witnesses for v and r:

u+— 1 € auth
u = utok(t)

r = rtok(t)

51
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Entering a room (refined model)

Model | Proof

abstract event enter
event enter oy

any L

t when

hen grdl : u & dom(in)
w grd2 : u— r € auth

grdl : t & tok then

grd2 : utok(t) — rtok(t) € auth enag"ﬂ S U
then

actl : tok :=tokU{t}
end

52
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Entering a room (refined model)

Model | Proof
event enter abstract event enter ol
n any
) ty when
when orin
grdl : t & tok then
grd2 : utok(t) — rtok(t) € auth enii(:ﬂ :ani=inU{u— 1}
with
u | u = utok(t)
[7“ | 7 = rtok(t) J
then

actl : tok :=tok U{t}

end
53
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Entering a room (refined model)

Model | Proof Strengthening of guard grd2
t & tok 1
€
utok(t) — rtok(t) € auth

utok(t) — rtok(t) € auth
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Entering a room (refined model)

Model | Proof Strengthening of guard grd2

t & tok
utok(t) — rtok(t) € auth

NENN

utok(t) — rtok(t) € auth 4

Proof obligation:

Strengthening of
guard grd1

- J
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Entering a room (refined model)

Model | Proof
abstract event enter V]
event enter any -
any U, T
t when
grdl : u ¢ dom(in) M
when grd2 :uw—r€a
grdl : t & tok thef' \
. C [
.gtf;ch : utok(t) — rtok(t) € auth proof obligation:
W1
U ‘ U = utok(t) Strengthening of
r | r=rtok(t) guard grd1
then N\ /

actl : tok :=tok U{t}

end
56
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Entering a room (refined model)

Model | Proof Strengthening of guard grdi

in =lutok™ ! ; (tok < rtok)
t & tok
utok(t) — rtok(t) € auth

N X N R

utok(t) ¢ dom|in
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Entering a room (refined model)

Model | Proof Strengthening of guard grdi
in = utok™! ; (tok < rtok) g
t & tok
M

utok(t) w— rtok(t) € auth

utok(t) & dom(utok™1; (tok < rtok))
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Entering a room (refined model)

Model | Proof Strengthening of guard grdi
in = utok™1 ; (tok < rtok) 4 ) g
t &€ tok
rtok is total |
utok(t) — rtok(t) € auth
- /

utok(t) ¢ dom((utok™1 > tok) ; rtok)
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Entering a room (refined model)

Model | Proof Strengthening of guard grdi
in = utok™1 ; (tok < rtok) g
t & tok
M

utok(t) — rtok(t) € auth

utok(t) ¢ dom(utok™! 1> tok)
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Entering a room (refined model)

Model | Proof Strengthening of guard grdi
in = utok™1! ; (tok <1 rtok) 4 N M
Guard M
t & tok fe t & tok
utok(t) — rtok(t) € auth is too weak.
|_
utok(t) ¢ utok|tok] wtok(t) ¢ utok[tok]
is a better choice for
guard grd1
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Entering a room (refined model)

Model | Proof
abstract event enter |
event enter o 7
any L
t when
hen grdl : u ¢ dom(in) V1
W grd2 : u v+ r € auth
grdl : t & tok them
grd2 : utOk(t) — TtOk‘(t) c auth enOéictl :in =i U{u— r}
with
u | u = utok(t)
r | r=rtok(t)
then

actl : tok :=tok U{t}

end
62
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Entering a room (refined model)

Model | Proof

ev;arrllt enter abaS:l;aCt event enter g
ty when
grdl : u & dom(in) |
when grd2 : u— r € auth
grdl :|utok(t) & utok|tok] then
grd2 : utok(t) — TtOk(t) c auth eniictl :in =i U{u— r}
with
u | u = utok(t)
r | r=rtok(t)
then

actl : tok :=tok U{t}

end
63
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Entering a room (refined model)

Model | Proof

ev;arrllt enter abaS:l;aCt event enter g
) when =
grdl : u & dom(in) |
when grd2 : u— r € auth
grdl :|utok(t) & utok|tok] then
grd2 : utok(t) — TtOk(t) c auth eniictl :in =i U{u— r}
with
u | u = utok(t)
r | r=rtok(t)
then

actl : tok :=tok U{t}

end
64
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Conclusion

Close relationship between modelling and proving
Proof can give hints for improvements of model

Incremental modelling based on heuristics

— As opposed to refinement based on proof

There was no time to show
— finding invariants by inspection of proofs

— modifying an abstract model to improve a refinement
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