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TYPE SYSTEM AND ALGEBRAIC THEORY

OF ROBUST AMBIENTS

ABSTRACT

The ambient calculus is a formal method modelling mobile systems and their interactions� This

thesis mainly focuses on the robust ambient calculus �ROAM� � a variation of the ambient cal	

culus� Fundamental research on the operational semantics
 type theory
 behaviour equivalence and

expressiveness of ROAM are carried out in it�

Firstly
 by analysing the inadequacies found in the existing mobile ambient calculus �MA� and

in the safe ambient calculus �SA�
 an approach that can improve those inadequacies by utilizing the

paramenters of co	actions is proposed� Based on this
 the syntax and reduction semantics of ROAM

are given�

Secondly
 the type system of ROAM is studied� The type evolution problem calls for a more

precise way to trace process behavior in type system for the ambient calculi� It has not been fully

addressed by many previous works� In this thesis
 a type system named ETS�MT is proposed to fully

solve the problem� By storing both the current type and the future type in process type expressions


and introducing special type syntax for capabilties
 ETS�MT can track both the mobilty and threads

of a corresponding process
 with full support for type evolution�

Thirdly
 following Gordon and Cardelli�s way in MA equivalence research
 some process equiva	

lence properties of ROAM are studied� By introducing a hardening relation that seperated the active

part of a process from the residue
 a labelled transition semantics is given and proved sound with re	

gard to the reduction semantics discussed before� Then
 based on a simpli�ed context called harness


two results for proving the equivalence relations of processes are given
 a context lemma that equates

the context equivalence relation with the harness equivalence relation
 and an activity lemma that

enumerates the ways a process may interact with any given harness�

Fourthly
 based on previous results on type system and process equivalences
 some algebraic laws

for process equivalence are given
 including a few single	threadness laws with and without contextual

constraints
 a few uniform receptiveness laws
 and a few corollaries� To demonstrate their usages


the renaming example and the �rewall	crossing example are proven through them
 under certain

constraints� With simpler encoding and looser constraints
 these examples illustrate the advanced

security features provided by ROAM�

Finally
 the encoding of the �	calculus into pure ROAM is given and the operational correspon	

dence proved using the algebraic laws� It shows that by limiting the parameters of co	actions in

reduction
 ROAM still holds the strong expressive power of its ancestors�

iii



iv

The main contributions of the thesis are summarized below�

The research on ROAM here shows that by further restricting the parameters of co	actions


ROAM has better security control over SA
 as is demonstrated by the renaming example and the

�rewall	crossing example� Moreover
 up	to	now
 there is no evidence that ROAM is less expressive

than SA�

The type system ETS�MT provides a concise framework for the type evolution problem� It has

full subtyping support for both mobility and threads� Moreover
 the basic structure supporting type

evolution can be extended with other type information
 and the idea behind ETS�MT can be easily

adopted by other ambient calculi with co	actions�

This thesis also provides new proof method for equational laws
 through Gordon and Cardelli�s

context lemma� Moreover
 the operational correspondence proof of the �esc encoding is algebraic


while the original proof by Zimmer is somewhat more complex�

KEY WORDS theory of computation
 process algebra
 type system
 ambient calculus
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����# �ks�cT T� ���� ��� ��� "� � Ef �	� c��E�KQY�"�c �dist Ef
���� "� joinEf ���� c��E�N��!�k��! !� failure �O�c�k� join Ef"�
k$���gKY�tfr�k��O�cRt � � ambient�Ef ��� �	� � seal Ef ��
� �B�
c�Pl��N��RtEfcT�T�Ib�

x��� �cv�

RtEf� ������ Cardelli � Gordon  �cT�Y�tf��Dr��c� ��P�
# ���cN��!�s�RtEf�c!"O�##Rt� ambient ��h�T���c�
N��!ctf�q��k��RtEf��n�����ZB�Z���tf�q�tfeZ
� cs ��!F"� lib ������tfeZ�L��T��ntf�q� laptop ��

cs� laptop�P � j Q� j lib�R� �����

�# m%!$p�m j�$fR%�#�vi$"F��f%S%W�mb"#mf$"F#x &$v&
B�$f$"F&

�#' ambientfjo%D"('Uw(V!)w&K'")$#�'%U&K'"#p�up p $p j
p lc**!%$*fp p %"+jp &s(pjjo'KL(V!j!%&f+D ambient B%o!N
+#�fpy��(W"'f&

�
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U���, � � -Z�T�Rt���Rt��T�m����X&U�Rt���, j-�a�
r��Z���ca�����RtEf��LZ�# �Rt�ca!�I)�w P � Q � R

hKZaa��ZB��RtEf��tfcY���N�h�RtcY���ec��l(��
�, �� -Z���c���Z�n���tfc����a�tf� laptop# cs �Y$ lib

c���

cs� laptop� out cs � in lib � P � j Q� j lib�R� �����

�� cs�Q� j laptop� in lib � P � j lib�R� ����

�� cs�Q� j lib� laptop�P � j R� �����

U�oT���y�'��RtEf�cY�"� out �Y�Rt laptop # cs �Y�"o
"���y�'��Y�"� in �����Rt laptop �m lib �RtEf�!U��Y�"�
nn'Rtc�!�s��aaT��RtEf�L�ot�"� open ���*LT�Rtc
P���ec���a�T� open ��cs����

open n � P j n�Q� �� P j Q �����

RtcN��!r��t���"� in � out � open �h�RtEfc!"�h�GL
�J�tf� cY�L�o�KQcY��#.%+�RtcY����Lr�n��G��a
$,�F�cZB���!Ut�cB��Tn��h�l � Ef ���� ��U'&RtEfc�P
'�Y�tf��D�-T�$��,c���

�(� Cardelli � Gordon  �cRtEf��Y�Rt� mobile ambient�Ef�����
MA � ��� �l��Pch��m�MA Q/ �T �t�ch)�Levi � Sangiorgi��k ����

�()v� MA ������%SZ� grave interference �B�##��Rt"���cQ�u
�����W�ch��XY��Oh�c����k��c MA ��ZB��

h� � j n� in h j m� out n � P � � �����

n����(dRt n I in h ���m h �j�Rt m I out n ��Y� n �n�d in �
out ��

�� h�n�m� out n � P � � � �� h�n� � j m�P � � �����

Qn����d out � in ��

�� h� � j n� in h� j m�P � �� h�n� � � j m�P � �����

jVa���kr����c��h-Y�W���s��cS���T��������
����hS��R*��n���c����� m�P � ��G�i�*rcS&�!�#%v&
�.c���LV�T�'!' m�P � G�W"���.ctf��i/�T�n���U�%SZ
c����'���Z�� type system��&0��K%SZB�'& MA cKQ�L� algebraic

theory �E"1r���ch��h0���Y���caS���Id�

�v�%SZB�c��� Levi� Sangiorgi L ��T�2# MA cB)'�Tn�x.
%SZB�c�ORt� safe ambient�Ef����� SA �� SA �N� MA c���Y� MA
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��cQ�u��������"�E��T�rsc���� co	action�"���k�"d�
����� c�Y��� SA �n)��(�)Z�u���c��������

cs� laptop� out cs� �z � � in lib � P � j out cs� �z � � Q� j lib� in lib � R� �����

�� cs�Q� j laptop� in lib� �z � � P � j lib� in lib� �z � � R� ������

�� cs�Q� j lib� laptop�P � j R� ������

Fb��� SA �T��
open n � P j n� open n �Q� �� P j Q ������

�����N�"d��cQ�u��T'���a���*r�lcU�u���UL���
K��%SZB�c MA ZB� ����� ��Rt n Tn���� m +�$b��x.�#� n S
(� m $b�q�m h �B�sc SA ZB�n)��

h� in h� j n� out n � in h j m� out n � P � � �����

�� in h ��L1� m $b n �qn�&$���LZB�n�2dd out � in cs�
)��&j�k� n S(d�m h �Bn���c out n � in h NT)��)� in h � out n �
n�f�� MA �c%SZB�� SA �n�#��$�n���x.�VV�k����W�
s�c���� � out n � in h )�a�s�cZ��� out n j in h �B m c�+�!cVG
�S��T�Un�f��T���Q)AM�%h� SA �'�cB��%$U�AMLn�#
��$���Jy%+��k ���� �� ��Y�U�n�cQp�� single	threaded ���Z
��T�Qp���z/2�T�n�����c���%$U�Qp�*��������2
�hT�

�k ���� ���%SZB�c�&��nm��t���"��sc����'��cs�
�Q�u��T�U�u�������y��dcJ+��SA ����cuQ�T�!��,
L���cRtcm��UL�!cT�0s�� SAn�gKa+ MA n�gKcY�Z��
zN� MA ZB�c��Rt�E��� � in n j � out n j � open n �#�LRtcm�� n�T
n�D'h�c SA ZB��T�U��!R'& SA ����T B��

� G�li�STO� ����h0.ot�(���k��c�� SA ZB��

n� inm� open n � P � j m� in m� open n �Q� j h� in m� ������

m� out m� in n�P j n� outm� in n �Q� j h� out m� � ������

� ������ �� n S(�m m �.Fb��L m hO n c�ma��s�Fby��T��
U��g�h0.� n ��cRt h q)I�zN h Q��T��m m cBF� m �c
in m ��T�n�d� h �c in m ������aX h �m�#%G�a��'Fb n c
�g�� ������ �Q���,cB��

� ��,Uxv��l ��LgD� ������ ��RtEf�FbT��mRtcs�'�$�
 (�$))Y��, m� in m� open n �Q�c�s�����t��cn��� in m ��v

�D"#j*y3�B-�Bf,3-%%�S4"%'"*-%�B&b+&
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����x.m�� n cRt�m m �nc�)B open n �QTG�..)����T� SA

cy��d'& in m �LY�X�uRt�k�� ������ �c h ��mc�����hn.
'��+� SA �c���jVn�'&��Y�i%ca�������chS���T
��*'!��U�n�Y�����Y�hLNc"d��'&��h0Q)�aS�Q
hh0���

.���/J SA ����cuQ��kZB�� in � P � out � P � open � P �n�&$�
SA �,c!��

c����P�B��P SA EfcT�T�##%4Rt� robust ambient�Ef����
� ROAM ���"����1�%SZc��������cuQ��Tl W�O��(�h
LNc"d��� ROAM ����� in � out cuQ��n��N'�L���cRtm�
z��Lv�Rt�c��q�'�L����� in � out h�� open ��G�.�v�R
t��l���� open G���'��+�c��K"l� ROAM �c open 2#� SA �y�
�d�Th-KJT�hu��/��cuQ�r���N�5J�� ������ � ������ � ROAM

��0nZ���

n� inm� open � P � j m� in n � open n �Q� j h� in m� ������

m� out n � in n�P j n� out m� in m�Q� j h� out m� � ������

� ������ ��Rt m ���� in n c�d�,/2m� n cRt'��� in m �m m -"�
������ ��Rt m ���� out n c�d�,/2m� n cRt'��� out m Y� m -�f
V�I��K�N���� in n � out n .v�z��Rt n '��Rt h G�(��

VV������uQcn.� ROAMh-Y� SA n�&I MA c0s�l� ROAM c
ZB��B���L��P�N��cT�!"B��B����LZj� ROAM � SA �LY
��h�l � Efc���UXj ROAM jV����uQE��n.�T�Y� LRtEf
'�cZB���

�RtEf��/� in � out � open t�cBc"�,�L����&IRtEfn�
cBm��"� ��� �T!�z�,t�cB"�cRtEf��0RtEf��E�Bm��"
�cRtEf��&IRtEf�c���gD�B��N�P0 ROAM �

���� ROAM��uRtEfc�Nh���t�cB"��c���kuQJ+�E��B
m��"�zX�B�F�D�

���� Bm��"��nm���N���vr+ � Ef�c����On���'� � Ef
c�h ��� �T�Cc�P��Zj��hY���n�c0 SA Tn�'� � Efc
�h ���� �l��0RtEfc�PQY���Ncad�

x��� �Ox�z���Y�H�

L�c�Pl���� ROAM��c��Pc�s�Nh�� ROAMcy��d���Z
����h���ZB��h�e����B�c,L)�h-T�N*0�
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B�co"L�Nb�� ROAM c������d� reduction semantics���O�� ROAM

�Pcc1�(d�eXOKn�LKcnm���b��hJBm��"�c0 ROAM Efc
�������� process �h�c�d���� capability �h�c�d�a������c,�
s��*0� ROAM �����rsc�����*c���uQ+,����2�j��Z.
� ROAM ct�cB���B�Ym�Y��Fb��3�-Y���B�����T�-Y�
��Bv���������n��h�TO�U��d��h�TOc�Z����c�s�
�� structural congruence ��Z����KQc���d� ('��o"Lc���qS��
�TlXj� ROAM ���dc'������U ��Qn�(l�� ROAM cZB���

B�cotL�N�P� ROAM c��� typing �B�� ��T!n���RtEf�
��c��EDB�c��Z� ETS�MT ��!*RtEf��Z�c�P����cEDB�T
nY�&$.-m���Rt�.Fb��c��TD&h$�h� ETS�MT"�*Bc��ZB
�G������ZB��c r�oh � Imoh n���0Z�Fby���ch���*
��,�*Bc����s���!m���RtEf�c��EDB��otL� ETS�MTc*0
#��Z�q�gKc��H�b4�b��n�gK 
�l� mobility�� �g�� threads �
��H�c�����a�2�����ZB��Y���EDB�c*��s������c
����d����0Y����s�c�/s�� pre�x ��a!s�� parallel composition�c
���f����R����ctf� ETS�MTLg�����c���� subtyping ��Z�'&
��n."%c��Qn��h���n."rc�!�E����Z�c�s�����K�
dcc���otLb���������b���JK�c�����B� typing rules ��ad
j��L�����B&$c����c�!�� validity ����s���ZcT��� subject

congruence ������ZcT��� subject reduction ����������Z�/������
B�otLLb�� ETS�MT�c����f�� typing algorithm��n��b�c��JK��
tf���Rtc�������dj�����f�caS��� �����b������
�f�tf$Y�-K.��c���Xj� ETS�MT�rB��ED�ec���

B�co3L�Nb�� ROAM Ef�����dh�cT!X��Y�d� labelled tran	

sition semantics ��k�X���d�#0�c$���PT�Z�cTD�zWX��Y�d
B�#/�c$���PZ��,�'n�c*�����dn�n�m&z���,n�c�
*�T�h��rB���,nn���c,��*����h���P��))���d��
��dh�cX��Y�d��hUTs��5�RtEf�P���N���0N��dX�
�Y�d�T��c� �S� commitment�� W�� outcome �c�� ���� �	��E"n��T�
X�!*�$X��Y��/���Ln�� ��W�� concretion �"�T��c� ���U
� hardening relation�c�� ��� �nm�T��c�Z�TX��Y��c����$$�n�
YX�c�Q����c���Qr��U����,�*y�E(r��T����o3L(
dnm� ROAM ��cwD�Z�������n�u���cn��5�cn��b��)�
�wD�Zcc���6Q ROAM ��c��*��d�Y�I��BcX��Y�d�a T
�P�U �B����Bc�s�Z���y1dj��!�dch��� correspondence ��

B�coIL�X��Y�dcc���uQ Gordon� Cardelli �P MA ��h��c�
� ��� ��P�������h�cT!���nWEULcB�� u���R���Eco�
z�a7�z�E�X��Y��c7 ��oT�B��fV�Or�c���aT�s��c
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���h�c�T�E(S(�v��&I��ksL�, n�
� � 
 �h�cU��L�l��
BL��h��c�PxX�c����L� obervation �a barb �c���h��� contextual

equivalence ��n�k�����h��B8u(.�a+���� context���&$c��#
,n���G�G0c���o"�B��BL�P�T��� Np XM� harness �c*B�
���av�zN����.�a+�Q����fh�G0�B.�aac����QhXf
�G0� context lemma��ULT8�P���.�a+����n�X��c'!�D�z�
P���.�U�*�c����X��c'!�oIL��b�� ROAM ���UT��Q�
�����*c,�n��������h�cT!��L� activity lemma��

B�co)L0���ot�3�ILc�L�b�������h�cT KQ�G� algebraic

laws��k�X�TLb��������h��cT!���BLb�cT���h�cY�l
Y�U �Gn�f��T r9�R)U r9c��#�h�c�U ��.�a+���
&$c��Q�h�c�BLch���G��I���+*� ETS�MT�cY���p�Qc�
��*0�Qp�H��$Y�H��U h���G���G�����cQp��G����
���cQp��G��s���G�kT KJcB�-L�BL���Lb��'�U �
GdjRtOm� renaming �������z�� �rewall	crossing ����R)T������
h�c���h!�a�h���GcY�'����%$Q��U �����c(r�Xj
ROAM "j MA � SA ��O��ec0s�

B�co/Lb�adj�0 ROAM Ef�h � EfcT����uxn�f��h���
Gs�cT����2n��� ROAM EfZB��c��1d�T�Ef�h�T�Efcd
jl�T!n��t�n��oTn��U��Ef,*c��D�d������y��d�o
"n��Y��h��c.1�otn���h��caS�dj�U�caS�dj2n��
��d�T��h���"����c2��"��n��y ����h��Qn��rs�,
c���$&$c���T��"����c�hY�h��Zc���"��h��*6ca
+��h�0$"��"�c����h��ca+����#n��"��cT�����c
�h�jh��U��ad0�1����y�T��� operational correspondence � � ��Y�
c�h��E(r���k ������ � Efh�c��Ef �esc Ef����hadj� �esc E
fc�h�&$� � EfaS�cdj�

o:L��B�l�c.���Tll�c�'�

�3/)���B�otL��Z�c�h�o3�ILX��Y�d�h����c�h
Y�n��Z�n*���d�)���o"Lcc���n�W)3/ot�3�IL�Qn2
�otL�d3/o3�IL�T�o)Lh���Gc�P���+*���Z��h���
�cc��c����ot�3�IL,�'����

x��� �R�O!�xsa�D

B)b��BL�r�cT �Pl����3�n��r�cY�tf��Dr��� MA

���cr�l��� SA���cr�l���uc�RtEfcr�l���� MA�oT

�operational correspondence #j+f"m�%j+f2f ��� ��� ��� %%fG7Mfk-60%p3 %%1
2&D"�2j1 ffl8(7MG.3;f2f&



x��� c��MS��X��p �

��Q��cBcRtEfr���� SA c �n�f���RtEf�P���.() �R
tEf��c2T���<�l��B)�0�c� MA � SAcr�l�Q�b���9G0�

x����� 
�F�vk"�#h

/�RtEf,��Y�tf��Dr�c�Pl��Nc� �Efc&I ���� �c� � E
f ��� c&I ���� ��� ��� �c� join Ef ���� c&I ���� � Seal Ef ��
� h�

�T� � t�vl�

�k ���� ��Y�tf�tf��Y��a�c*s��'Gc � Ef�Lc���nm�
!cO���ZB�cY����:!W4�-c �EfZ���Y�tf���Dc+r��
P���k ����  �c �dist Ef���T�*BZB� �go p� cFt��n'ZB��� �h i�

X3c�ZB� �K�� Y�$�! p a..tf��� � Ef�c�ZB�FtcO���LL
�QXcY��-�T����'&K��Y����QX�J�6QQXcY��h�%s�
h�cy��h��� � EfB6!!�T!ZB�FtlY� �distEf��gKT 4�F
ts�a�QcKQY�s�����a�����c�cY�tfQ3%��cg��

�"� � t�vl�

c�����c � Ef��'Gca��Lc�'�Y�tf��DcT���c��s�
k+&I � Ef'�g��!k# �khn�Q'�T��Pc2s� � Ef��k��c&
Il��N� D� ���� � ��l

���� � Distributed	� ���� h��k ���� �c D� Ef� � Efcc��
E���!cO������!������n���Y�"�� goto �#T��!�Y$�T
��!���z����Bm�4�������cY��Bm�����'����.l� ���

��"�TL� D� ���cT���# 4BcNnx.-��Tlc�P��k ����  ��
kl � EfcT��h �� Ef������T!��Z�cn.�� �� Ef�������$
!�T���I5.��-L��c���h�jV����n.� �� Efcn�h��ckl
� Ef�� �� Efcc����T2E���!cO������!� location�����n�
-�!�c��4r7R� message ��7R����c��7R�OaT *Bc"�� stop

	 'v��! !" spawn =�v�!�+T���" ping =5:v�!�) !�U!E��
�!c�Ef�� ��l Ef����T���d�h��-��Pab��T!� ��l Ef�h'
h�c �� Efc����k ��� �c Distributed	� � � Efc��E���!cO�� �u �
����Ycy�� migrate to��� o�Bm�4�# cG0'��� D� h����!w
���!�sc�$g�c���c4�����,���Z�����Bm�4����h�
X6��G���Ri��!c�hc���c��n��

�t� join t�vl�

join Ef ���� �T� � EfcT��1 �D�%+e� chemical abstract machine � ���� �
Ti�%x�7R�*��c�!��k� Join Ef ���� 2� joinEfcc��E����!c
pm���cY�n���!j�6hN��!�Z�)sk��Nn�7�Y��T�RtE
fh���k� join Ef�cY�n����aa���!j���ZB���e�cBc join

Ef� � EfcZB���rhc ��	� �l��n�b���E���!�Y�����k� join

EfcZB����Kp��k� � EfE"rC�
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�3� seal t�

�k ���� �qKc seal EfQ�T��k�c��Ef�E"���Ox.e.� seal Ef
ug�RtEfcO��QY�T�N��!�n�Y�$Y��O�2n�cRt�s��j
� seal �T� seal Ef�c���Y�e.R�RtEfh���RtEfc�n3m��e.
h�� seal EfcVr� � Ef�c�m����e.�$��c�hz��m���,�/�
Bm���,� seal EfL/27�P�c�����������ch�Xw x � � a  ��
�.v���������aBm�����cU�u���U�����hXn�nmz�P
�J�c�O�B���Y���e� seal Ef�h��RtEfc in � out y��J%Kj
�m��e.�T� seal mn���,nc����.b$�T�a�T���,� seal Ef�
c�t)'�*0�Rt�,c���x�c���A�hE"�C��"���+c�h�

x����� � MA HkKv$� C

B�)�N*0�"� MA c��c���� MA c��Z����h��h�eT h�
c�Pl��

x������� ! MA ohUDvq"

Cardelli� Gordon� � MA ��Lnm�Em�E���Bm��"�������c7
R�*�a"�U��"��'�� � Efc�h ����U�Y���&Ic MA EfcY�k�
c���s�

P � � � 

���� ��n�P
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#�K�Bn�f��k�������Y�r�c�Q�n��!c, � � -Qx��BU�
���cI�J��r���c���cI��Z�)B�k�������c�Qh��
Bu(cI��ZY�nE��



�� �Dh Y��VOL

���T ����Zc���

� 
 � � 
 ����

� 
 � y
� ���

y

 � y

� � y
� ����

� 
�y�� � � 
�y�� � y
� �y�� ����

� 
�� 
�� 
� � � y
� �y� �y�� � ����
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l& ��� �Qui �z � �y� �u� �t �Y�Q��

�Dot Zero Z� � �z Z � Z

�Dot Zero Y � � �y Y � Y

�Dot Zero U� � 
 �u U � U

�Dot Zero T � � 
 �t T � T

�Dot Symm Z� Z� �z Z� � Z� �z Z�

�Dot Symm Y � Y� �y Y� � Y� �y Y�

�Dot Symm U� U� �u U� � U� �u U�

�Dot Assoc Z� �Z� �z Z�� �z Z� � Z� �z �Z� �z Z��

�Dot Assoc Y � �Y� �y Y�� �y Y� � Y� �y �Y� �y Y��

�Dot Assoc U� �U� �u U�� �u U� � U� �u �U� �u U��

�Dot Assoc T � �U� �t U�� �t T � U� �t �U� �t T �

�Dot Strict Z� Z� � Z� �	 Z� �z Z� � Z� �z Z�

�Dot Strict Y � Y� � Y� �	 Y� �y Y� � Y� �y Y�
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�Par Symm U� U� ju U� � U� ju U�
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�Par Strict Y � Y� � Y� �	 Y� jy Y� � Y� jy Y�
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���� � � n � T �Z�b���JK � �Rtm n Y��� T �
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� � n � T� M � fin n� out ng

� �M �y� �t�
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� � n � T� M � fin n� out ng

� �M � � � �t �

�ET Open�
� � n � U �T �

� � open n � � � �t �T jt � �
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�ET Co�open�
� � �

� � open � � ��� �

�ET Path�
� �M� �W�� � �M� �W�

� �M� �M� �W��W��
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�ET Inact�
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� � n � T� � � P � T
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Type����� n � T� ����� n� � T

�Type Empty�
Type��� 	� � �

�Type In�
Type��� n� � T

Type��� in n� � y� �t�

�Type Co�in�
Type��� n� � T

Type��� in n� � � � �t �

�Type Out�
Type��� n� � T

Type��� out n� � y� �t�

�Type Co�out�
Type��� n� � T

Type��� out n� � � � �t �

�Type Open�
Type��� n� � U �T �

Type��� open n� � � � �t �T jt � �

�Type Co�open�
Type��� open� � � ��� �

�Type Path�
Type��� M � � W Type��� M �� � W �

Type��� M �M �� � W �W ��
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Type��� 
� � � 
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Type��� M � � W Type��� P � � T W �T � 
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Type��� P � � T Type��� P �� � T � T jt T
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� x�fwd M j allowIO� j r� open enter j enter� open � requestM � j rTail�y� P ��
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B hh�� P ii � hh�ii j n�allowIO j server w �wHead j server r � rHead j hhSii j w�wHead j

wTail�M� P��� j r�rHead j rTail�x� P��� � j �open c j open c j open r�k ��� hh�ii j n�allowIO j

server w �wHead j server r � rHead j hhSii� j hhP�ii j ��x � � ���x�fwd M j allowIO� j hhP�ii� j

�open c j open c j open r�k�� � hh�� Qii

��esc Red Var� 0d�



x��� �esc YJ�=> ��

��esc Red Res� 0d�
��esc Red Par� 0d�
��esc Red Struct� c� P �esc Q �	 hh�� P ii � hh�� Qii 0d�
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��n � � ���hh�� P�ii� �� Q �l�L� hh�� P�ii �� Q� $ Q � ��n � ���Q� ���<#�
ni��� R� R) � � P� ��esc R� $ PTC � hh�� R�ii � Q� �2 R � ��n�R� �B0i�
� � P ��esc R���� PTC�hh�� R�ii � Q� ni PTC���n � � ��hh�� R�ii � ��n � ���Q� �
l�� hh�� Rii � ��n � ���hh�� R�ii � Q � ��n � ���Q� �n& PTC � hh�� Rii � Q �

� P � ��x �M �P� ���� hh�� ��x �M �P�ii � hh�ii j ��x � � ���x�fwd M j allowIO� j hhP�ii� �

��x � � ���hh�ii j x�fwd M j allowIO� j hhP�ii� � ��x � � ���hh� � fM
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hhSii� j �open c j open c j open r�k �� Q ����zn�� S � hM i � P� j �x� � P� j S�

$ Q � hh�ii j n�allowIO j server w �wHead j server r � rHead j hhS�ii j r�w� open j

wTail�M� P��� j out n � out c � open w � out c � open r� � open j rTail�x� P��� � j �open c j

open c j open r�k �2 R � �n � S�� j P� j ��x � M �P� �BfV� � � P ��esc R ���
"�n� �����c�Lni PTC � hh�ii j n�allowIO j server w �wHead j server r � rHead j

hhS�ii� j �open c j open c j open r�k�� j hhP�ii j ��x � � ���x�fwd M j allowIO� j hhP�ii� �

hh�ii j n�allowIO j server w �wHead j server r � rHead j hhS�ii j r�w� open j wTail�M� P��� j

out n � out c � open w � out c � open r� � open j rTail�x� P��� � j �open c j open c j open r�k �n
PTC � hh�� Rii � Q �
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hh��ii j M �fwd M� j allowIO j w� in enter � out M � open enter j wTail�M �� P��� � �n
PTC � hh�� Rii � Q �

� P � M �x� � P� ��,�T�'!nd�
� P � P� j P� ���� hh�� P� j P�ii � hh�ii j hhP�ii j hhP�ii �� Q ����'!AL�

� hh�ii j hhP�ii �� Q� $ Q � Q� j hhP�ii ����"��<#�0d�
� hh�ii j hhP�ii �� Q� $ Q � hhP�ii j Q� ��,nd�
� hhP�ii j hhP�ii �� Q� $ Q � hh�ii j Q� ���2n���'!AL�



�� �Ah � YJ�=>

���� P� j P� � �n � S� j nhM i � P� j P� $ Q� � n�Channel j w� in enter � open enter j

wTail�M� P��� � j hhP�ii "��2 R � �n � S j hM i � P�� j P� ��n� ���� 0i
PTC � hh�� Rii � hh�ii j Q� �n PTC � hh�� Rii � Q �

���� P� j P� � �n � S� j n�x� � P� j P� $ Q� � n�Channel j r� in enter � open enter j

rTail�x� P��� � j hhP�ii "�,�T�'!nd�
��� P� j P� � ��n�P� ���n�m�'! P � ��n�P� cdj�
���� P� j P� � ��x �M �P� ���n�m�'! P � ��x �M �P� cdj�

� P � �P� ���� hh�� �P ii � hh�ii j � hhP�ii �� Q �Uzn�� hh�ii j hhP�ii �� Q� $

Q � Q� j � hhP�ii �"��<#�0d�

�����q�'!c�Pni��L'*�

x��� � v�xX]

��)b�c �esc Ef�hcc��� ROAM � � Efc�h��nn��d��

ffPgg � hh�� cl��P �ii

Y��X�� � �� P c�hy� ffPgg �dk���ec�hzY��Y�*���c �

���)B��N��+c������*��� m E�T�a!c m�Channel� ����

ff
gg
�
� 


ffP j Qgg
�
� ffPgg j ffQgg

ff �Pgg
�
� � ffPgg

ff��n�Pgg
�
� ��n � � ���n�Channel� j ffPgg�

ffM hM �i � Pgg
�
� w�requestM j c� out r � open � ffPgg�

j w�� in r� � open � �fwd M � j allowIO�� �

ffM �x� � Pgg
�
� r�requestM j ��x � ����c� out r � open � ffPgg�

j r�� in w� � in x � open�

j x� in r� � out r� � open r� � open w� j r�� out x � open� � ��

j open c j open c j open r

Channel
�
� allowIO j server w � in r � open

j server r � in w � out n � out c � open w � out c � open r� � open

�� �esc Ef� � Efj�n�r*�h ���� c*B�Z��K�hcaS��h0&$I
d�

R�dY

BL����ED��Z��P� ROAM�h���G�Pcc���b���0 ROAM

Ef��l � EfcT�Qp��h����L�h��cdj���"�� ROAM ��ch



x��� � YJ�=> �

���G�UhTXj� ROAM EfY��,�ORtEfcZB���%$Xj�ED��Z
��GSrB�����c7�������h���h���G���h��dj�c���

BLc�LXj���RtEfn��i�cBct�Un����ZB � Ef��cBc
Bm��"��l�n�b��RtEfY�Ec�m���cZ�EfY�i�"�cs��



�� �Ah � YJ�=>



�K� X-

x	�� �O�Dxjgn

BL�Y�RtEfcT�T�## ROAM -�"��mc�P�zo���P����/
��RtEf�5�c�L�lY��$ ROAM ���d�j,����T �eL�����
�cpk�

� �i9q"y
at�v�`V3## ROAM

B��"����uQ�%RtEfc�O�UTp�����P� ��RtEfcT�
ROAM �B�c�P�L(lZj���"����uQ�%�*U�cH�x.� ROAM

��Ox.�eE1 SA ��T�0t��������uQ��x.�� ROAM aY�w
 SA qY�cZB���

� �iy
at�vt�ohUD
�!*RtZ���B�c�Pl�����cEDB�TnY�&$.-m���Rt�
.Fb��c��TD&h$�h�Cardelli h� ����nm�.�Y�s�k���gK�T
�.�Y�B6Y��*D�� ��� �l��thI��k ��� �QY�LB�� ��T�
�����T�X\cL��Z�z/2������,T� open ���B�c��EDZ
�n�X�()$�Y�U�B� ��T!�7c�����a$��t�gD$��Z
��qrBH�cE(�$�'�T����h���Z��rBh�cH��n��h�
c���h��

�B�cED��Z� ETS�MT���p�QcGSrBQ�*yjT��RtEf��
cKQ�7�P�����Rtcp�Qn.f&���N�� SA EfcKQ�7�P�
��	� �T()nm�Qp�cO��B�c��l� ���� �k� ETS�MTc�P��RtEf�
�Z��P�p�Q��H�c�Tl�-�() ��Y����*�� � � � � � �c�
-cp�QrB�Z�

U��N $�B� ETS�MT�P�,c Amtoft h�c*y���Pl� ���� ���k
���� �� Amtoft h� ��*�*R����c*y����������lRt.Fb%
��cTDB��t(c����n�f���*R����*y�c�P'��%B�c�
P���RtEf�'�cY���p�Qc��EDB��jV Amtoft h�cl�i8�
T�B�cl�Y�A�a+v&�B����EDB�c7���������Y���
p�QcrB�������cl��jVB�b�c ETS�MT�$�� ROAM �tc�T
����,cED��)'�Y���p�Q��O��,�RtEf�Z�#n�&$s
��

���c�k �� �� Amtoft  ��T��RtEf����s�����f5c�
�Z��n�f���RtEf��Z�c2T��N�l��L��Z���G�����
�b�jfcpo�nnf5RtcY��Fb��Qs�U�f5�N+*�*B�c7
Rj�c� Amtoft ��k �� ��E(cl�Qb9�v��

��



�� �Qh �d

� ! ROAM oh�n�l&�Zl]vyr:v_2`fB
B�� ROAM cX��Y�d�h�����h���G� � Ef�hh�ecl�#h�
<��c��X��Y�dc�P���h����c�Pr���k ���� �c����h
���Gc�PA$�k ���� c>��� � Efc�h'���k ���� �c���T�B�
����U �ecU w*�P]71���u(f��T�7���h�Zh����
s�

�T��c�wD�Zq&c�Q���h��T!����dj��ch���G�
�k ���� ��� MA ��ch���Py�b��c��Q���h�c��h��T

!����� activity lemma����s�!!�dj��,���z�cp�����k ����

����h���Gcdjr�c�*r7c���B��c��k ���� c��dj��c
h���G@H()�

�"����ch���G�'� � Ef�hcKQ��dj�
�k �����ch���Gr�cQp��$Y���ahg���cED�UT'& ����

��h���Gcs�y�djJBm��"�c SAEf� � Efc�h�a$'&�k
���� ��0 SA �h � Efc��z�'�E"F�c$KQ�����B���ED��
Z� ETS�MT��Qp��$Y���ciGSrB�'&��ch���G����i� 
(��n����� � Ef�hcKQ��dj�

�,�B��e�L����h7�c��RtEfcug�k��P��c�S �	� 5I
.2*�P���k Luca Cardelli� � G�erard Boudol� ��Fmc�P#S�K�k� Calculi for

Mobile Processes� �U��

x	�� ;/[x�D

B�� ROAM Efc�Pz��DP��� ��PY�tfr�c��DgKl��c
T�l��Tlc�Pl�n����T �eIb_

� ROAM t�vl�
B��PY�Bm��"�c0 ROAM Ef���c��n���,�&I�'��hi�
[J��k�E�Bm��"��+Q Amtoft h�E�5Q�Ac%+�s���cBs�
h�a"�B�c�P'��II��'L&IEfc��Z��KQ�7h�Pl��

� ROAM ohUD^G�l vl��5\"ohw	vq"`�.^Z
� ��Y�tfr�c�P�e$lN���O�B��B�� ROAM cED��Z��
NY� ROAM cKQ�7�P�Y��O�B��n�� ROAMcED��Z��E�4
cO��4��O�c�,0��Z�Fb0��Z���x.7�Y�tfZ��c�O
�h.)I��L��Z�c�P�s����c�k�Id�����k�Y�Z���
-$��k�,)sc�Z���h�c��Id�U���Idz��Q�)seX�q
��cUn7R�����sT����P���4BcRtc��%I�k+&$LRt

�http	��www�luca�demon�co�uk�
�http	��www�sop�inria�fr�mimosa�personnel�Gerard�Boudol�html
�http	��lampwww�ep��ch�mobility�



x	�� 5�[��p ��

c��7R7k+2dL7RcaS�7h�)sc��7Rk+���[7U B�#�
�T���cY�tfr���NWEc�

� ! MA � SA � ROAM � SAP y-jt�^G�l�n{l�n�l&�Zl]v\`
vST
Rt�Z�scGCs��%IcgK��'&U�ec�Pl�k��,�������
c�P�eT��(c MA� SA $B�c ROAM k��c SAP ��RtEfc�P�+
�]-+�7Y�tfc!"r�$l�h�RtEf7U B�Q2n�#U Ef��
O��0���KQ�7�ZB��,�ecE"&$T WE�



�� �Qh �d



cfNf

��� R� S� Gray� Agent Tcl� A �exible and secure mobile agent system� In Proc� of the Fourth Annual Tcl�Tk

Workshop� Monterey� July �		
� pages 	���� Berkeley� �		
� Also available as Dartmouth Computer

Science Technical Report TR	�����

��� M� Stra�er� J� Baumann� and F� Hohl� Mole � A Java Based Mobile Agent System� In� M� Muhlhauser�

�ed��� Special Issues in Object Oriented Programming� pp� ������� Springer�Verlag �		��

��� Aglets�org� http���www�aglets�org�

��� A� Tripathi� N� Karnik� R� Singh� T� Ahmed� J� Eberhard� and A� Prakash� Development of Mobile Agent

Applications in Ajanta� Technical report� Department of Computer Science� University of Minnesota�

May �			�

��� L� Cardelli and A� D� Gordon� Mobile ambients� In M� Nivat�ed��� Proc� FOSSACS�	� International

Conference on Foundations of Software Science and Computation Structures� volume ��� of Lecture

Notes in Computer Science� pp� �������� Springer�Verlag� �		�

�
� A� Church� The Calculi of Lambda Conversion� Princeton University Press� �	���

��� R� Milner� A calculus of communicating systems� LNCS 	�� pages ������ Springer�Verlag� �	��

�� R� Milner� J� Parrow� and D� Walker� A calculus of mobile processes� Parts ���� Information and Com�

putation� ������� pp� ����� �		�� �First appeared in �		 as a LFCS report�

�	� D� Sangiorgi� Expressing Mobility in Process Algebras� First�Order and Higher�Order Paradigms� PhD

thesis CST�		�	�� Department of Computer Science� University of Edinburgh� �		��

���� L� Cardelli� Abstractions for mobile computation� In J� Vitek and C� Jensen �eds�� Secure Internet

Programming� Security Issues for Mobile and Distributed Objects� volume �
�� of Lecture Notes in

Computer Science� pp� ���	�� Springer�Verlag� �			�

���� M� Hennessy and J� Riely� Resource access control in systems of mobile agents� In Proc� �rd International

Workshop on High�Level Concurrent Languages �HLCL�	�� vol� �
��� of Electronic Notes in Theoretical

Computer Science� Elsevier� �		�

���� R� M� Amadio� An asynchronous model of locality� failure� and process mobility� In Proc� COORDI�

NATION 	�� volume ��� of Lecture Notes in Computer Science� pp� �����	�� Springer�Verlag� Berlin�

�		��

���� P� Sewell� Global�local subtyping and capability inference for a distributed pi�calculus� In Proc�

ICALP�	� volume ���� of Lecture Notes in Computer Science� pp� 
	����
� Springer�Verlag� �		�

���� T� Sekiguchi and A� Yonezawa� A calculus with code mobility� In H� Bowman and J� Derrick �Eds��

Proc� Second IFIP Intl� Conf� on FMOODS� pp�����
� Chapman Hall� �		��

���� C� Fournet� G� Gonthier� J� Levy� L� Maranget� and D�Remy� A calculus of mobile agents� In Proc� �th

Intl� Conf� on Concurrency Theory�CONCUR�	
�� pp���
����� �		
�

��
� F� Levi� D� Sangiorgi� Controlling interference in ambients� In Proc� POPL���� pages �����
�� Boston�

Massachusetts� �����

���� J� Vitek and G� Castagna� Seal� A framework for secure mobile computations� In Internet Programming

Languages� �			�

Avaliable at� http���www�cs�purdue�edu�homes�jv�pub�wipl�book���ps�gz

��� P� Zimmer� On the expressiveness of pure mobile ambients� In L� Aceto and B� Victor� editors� Proc�

EXPRESS ���� pages ������ To apper in Electronic Notes in Theoretical Computer Science� Vol �	�

��



��� \]MQ

Elsevier�

��	� L� Cardelli and A� D� Gordon� Mobile ambients � annex� unpublished notes� �		�

Avaliable at� http���research�microsoft�com�Users�luca�Papers�MobileAmbientsAnnex�A��ps

���� A� D� Gordon and L� Cardelli� Equational properties of mobile ambients� In Proc� FoSSaCS�		� volume

��� of Lecture Notes in Computer Science� pp� ������
� Springer�Verlag� �			�

���� U� Nestmann and B� C� Pierce� Decoding choice encodings� In U� Montanari and V� Sassone� editors�

Proc� of the �th Int� Conf� on Concurrency Theory �CONCUR 	
�� number ���	 in LNCS� pages

��	��	�� Springer�Verlag� �		
�

���� V� T� Vasconcelos� The call�by�value lambda�calculus� the SECD machine� and the pi�calculus� Technical

Report DI�FCUL TR������ Department of Computer Science� University of Lisbon� May �����

Avaliable at� http���www�di�fc�ul�pt�biblioteca�tech�reports������pdf

���� J� Riely and M� Hennessy� Trust and partial typing in open systems of mobile agents� In Conference

Record of the �
th ACM SIGPLAN�SIGACT Symposium on Principles of Programming Languages�

ACM Press� �			�

���� C� Fournet and G� Gonthier� The re�exive CHAM and the join�calculus� In Proc� ��rd Annual ACM

Symposium on Princples of Programming Languges�POPL�	
�� pp� ������� �		
�

���� G� Berry and G� Boudol� The chemical abstract machine� Theoretical Computer Science� 	
���� pp�

������� �		��

��
� C� Fournet� The Join�calculus� a calculus for distributed mobile programming� PhD thesis� Ecole Poly�

technique� November �		� published by INRIA�

Avaliable at� http���www�research�microsoft�com�	fournet�papers�dissertation�ps�gz

���� L� Cardelli and A� D� Gordon� Types for mobile ambients� In Proc� POPL�		� pp� �	�	�� ACM Press�

�			�

��� L� Cardelli� G� Ghelli� and A� D� Gordon� Mobility types for mobile ambients� In Proc� ICALP�		�

volume �
�� of Lecture Notes in Computer Science� pp� ������	� Spinger�Verlag� �			�

��	� P� Zimmer� Subtyping and typing algorithms for mobile ambients� In Proc� FoSSaCS������ LNCS

���������	�� Springer�Verlag� �����

���� L� Cardelli� G� Ghelli� A� D� Gordon� Ambient groups and mobility types� In Proc� TCS����� LNCS

������������ Springer�Verlag� �����

���� M� Bugliesi� G� Castagna� Secure safe ambients� In Conf� Rec� POPL���� �th ACM Symp� Pronc� of

Prog� Langs�� pp��������� �����

���� M� Dezani�Ciancaglini and I� Salvo� Security types for mobile safe ambients� In Proc� ASIAN���� volume

�	
� of LNCS� pages ������
� Springer�Verlag� �����

���� T� Amtoft� Casual type system for ambient movements� Draft�

Avaliable from� http���www�cs�bu�edu�associates�tamtoft�papers�html

���� L� Cardelli� G� Ghelli� and A� D� Gordon� Secrecy and group creation� In Proceedings of International

Conference on Concurrency Theory �CONCUR�� volume ��� of LNCS� pages �
����	� Springer� �����

���� L� Cardelli� G� Ghelli� and A� D� Gordon� Types for the Ambient Calculus� To Appear in Information

and Computation special issue on TCS������

��
� L� Cardelli� Ambit� http���www�luca�demon�co�uk�Ambit�Ambit�html� �		��

���� L� Cardelli� Mobile ambient synchronization� SRC Technical Note �		������ DEC System Research

Center� July �		��



���

Avaliable at� http���research�microsoft�com�Users�luca�Notes�SRCNote�
����A��ps

��� F� Le Fessant� The Jocaml system prototype� http���join�inria�fr�jocaml� �		�

��	� C� Fournet� J� L ` vy� and A� Schmitt� An asynchronous� distributed implementation of mobile ambi�

ents� In Proc� IFIP TCS������ pages ����
�� Japan� �����

���� L� Cardelli and A� D� Gordon� Anytime� anywhere� modal logics for mobile ambients� In Proc� ��th

Annual ACM SIGPLAN�SIGACT Symposium on Principles of Programming Languages �POPL�����

pp �
������ Boston� Massachusetts� Jan� �	���� �����

���� D� Sangiorgi� Extensionality and intensionality of the ambient logic� In Proc� POPL���� pp������ ACM

Press� �����

���� W� Charatonik� S� Dal�Zilio� A� D� Gordon� S� Mukhopadhyay and J� Talbot� The complexity of model

checking ambients� In Proc� FOSSACS���� volumn ���� of Lecture Notes in Computer Science� pp�

�����
�� Springer�Verlag� �����

���� W� Charatonik and J� Talbot� The decidability of model checking mobile ambients� To appear in Proc�

CSL���� the ��th Annual Conference of the European Association for Computer Science Logic�

���� R� R� Hansen� J� G� Jensen� F� Nielson� H� R� Nielson� Abstract interpretation of mobile ambients� In

Proc� SAS�		� volume �
	� of Lecture Notes in Computer Science� pp� ������� Springer�Verlag� �			�

���� H� R� Nielson� F� Nielson� Shape analysis for mobile ambients� To appear in Proc� ��th Annual ACM

SIGPLAN�SIGACT Symposium on Principles of Programming Languages �POPL����� Boston� Mas�

sachusetts� Jan� �	���� �����

��
� F� Nielson� H� R� Nielson� R� R� Hansen� J� G� Jensen� Validating �rewalls in mobile ambients� In J�

Baeten and S� Mauw�eds��� Proc� CONCUR�		� volumn �

� of Lecture Notes in Computer Science�

pp� �
������ Springer�Verlag� �			�

���� F� Levi and C� Bodei� Security analysis for mobile ambients� In Proceedings of the Workshop on Issues in

the Theory of Security� �co�located with ICALP������� pages ����� University of Geneva� Switzerland�

�����

��� J� Feret� Abstract Interpretation�Based Static Analysis of Mobile Ambients� In Proc� SAS���� volumn

���
 of Lecture Notes in Computer Science� pp� �������� Springer�Verlag� �����

��	� F� Levi� S� Ma�eis� An Abstract Interpretation Framework for Analysing Mobile Ambients� In Proc�

SAS���� volumn ���
 of Lecture Notes in Computer Science� pp� �	������ Springer�Verlag� �����

���� L� Cardelli and G� Ghelli� A query language for semistructed data based on the ambient logic� In Proc�

ESOP���� volume ��� of Lecture Notes in Computer Science� pages ����� Springer�Verlag� �����

���� P� Stanski and A� Zaslavsky� Expressing dynamics of mobile agent systems using ambient calculus� In

Proc� MDDS Workshop at DEXA�	� pages ������	� Vienna� �		�

���� D� Sangiorgi� A� Valente� A distributed abstract machine for safe ambients� In Proc� ICALP���� LNCS

���
�������� Springer�Verlag� �����

���� P� Degano� F� Levi and C� Bodei� Safe ambients� control �ow analysis and security� In Proc� ASIAN����

volume �	
� of LNCS� pages �		����� Springer�Verlag� �����

���� T� Amtoft� A� J� Kfoury� and S� M� Pericas�Geertsen� What are polymorphically�typed ambients� In

D� Sands� ed�� ESOP ����� Genova� vol� ��� of LNCS� pp���
����� Springer�Verlag� Apr� ����� An

extended version appears as Technical Report BUCS�TR���������� Comp� Sci� Dept�� Boston U�� �����

���� M� Bugliesi� G� Castagna� and S� Crafa� Boxed Ambients� In TACS ����� LNCS �������
�� Springer�

Verlag� �����



��� \]MQ

��
� M� Merro and M� Hennessy� Bisimulation congruences in safe ambients� To appear in POPL���� ACM

Press� �����

���� B� C� Pierce� Type�Theoretic Fundations for Programming Languages� The MIT Press� ����� forth

coming�

��� X� Guan� Y� Yang� J� You� Making ambients more robust� In Proc� Intl� Conf� on Software� Theory and

Practice� pages ������� Beijing� China� �����

��	� X� Guan� Y�Yang� J� You� Typing evolving ambients� Information Processing Letters� ����� pp �
������

Nov� �����

�
�� Ambient Calculi Online� http���www�wikipedia�com�wiki�AmbientCalculiOnline� �����



{� � |s ��� �9s ��� w}p

BKBdjotL�� ETS�MT��Z�c��T��� subject congruence ����T��
� subject reduction ��������Zc*&�4r����en� ����� �� cdj��
��k�h�*B<j�E(#� �ET Sub��B��T�����B���z.'��T)�

�r ��	 �Subject congruence� �w � � P � T 	 P � Q ��� � � Q � T �

	� � P � Q � Q � P c-Y����U-�<dj����#�'*�

���� k� � � P � T $ P � Q �zW � � Q � T "
���� k� � � Q � T $ P � Q �zW � � P � T �

�Struct Re� �� P � Q �Or��0i#� ��� � ��� '*�
�Struct Symm� ����#� ��� � Q � P ���<#� ��� ni#� ��� '*�#� ��� n�

L��<#� ��� &$�
�Struct Trans� ����#� ��� � P � R $ R � Q �#� � � P � T �"��<#� ��� �)

nr.&$ � � R � T � � � Q � T �#� ��� '*�#� ��� cdj���#� ��� ����
.J�

�Struct Res� ����#� ��� � P � ��n � Tn�P� � Q � ��n � Tn�Q� $ P� � Q� �#�
� � ��n � Tn�P� � T �Uz��� �ET Sub� � �ET Res� &$�$� �� n � Tn � P� � T

� $

T � � T �� P� � Q� "��<#� ��� ni �� n � Tn � Q� � T � �-"� �ET Res� � �ET

Sub� n& � � ��n � Tn�Q� � T �#� ��� '*�#� ��� cdj���#� ��� ����.
J�

�Struct Par� ����#� ��� � P � P� j R � Q � Q� j R $ P� � Q� �#� � � P� j R � T �
Uz��� �ET Sub��k �ET Par�&$�$� � � P� � T� � � � R � T� $ T� jt T� � T �
� P� � Q� "��<#� ��� ni � � Q� � T� �-"� �ET Par� � �ET Sub� n&
� � Q� j R � T �#� ��� '*�#� ��� cdj���#� ��� ����.J�

�Struct Repl� ����#� ��� � P � �P� � Q � �Q� $ P� � Q� �#� � � �P� � T �Uz�
�� �ET Sub�� �ET Repl�&$�$� � � P� � T� $ T� jt T� � T �� P� � Q� "��<
#� ��� ni � � Q� � T� �-"� �ET Repl�� �ET Sub�n& � � �Q� � T �l�#� ���

'*�#� ��� cdj���#� ��� ����.J�
�Struct Amb� ����#� ���� P � n�P���Q � n�Q��$ P� � Q� �#� � � n�P�� � T �Uz

��� �ET Sub�� �ET Amb�&$�$� � � n � T� �� � P� � T� $ � 
 � T �� P� � Q�

"��<#� ��� ni � � Q� � T� �-"� �ET Amb� � �ET Sub� n& � � n�Q�� � T �
l�#� ��� '*�#� ��� cdj���#� ��� ����.J�

�Struct Act� ����#� ��� � P � M �P� � Q � M �Q� $ P� � Q� �#� � �M �P� � T �
Uz��� �ET Sub� � �ET Act� &$�$� � � M � W � � � P� � T� $ W �T�� � T �
� P� � Q� "��<#� ��� ni � � Q� � T� �-"� �ET Act� � �ET Sub� n&
� �M �Q� � T �#� ��� '*�#� ��� cdj���#� ��� ����.J�

�Struct Par Zero� ��� P � Q j 
���#� ��� �#� � � Q j 
 � T �Uz��� �ET Sub�

� �ET Par� &$�$� � � Q � T� � � � 
 � � 
 $ T� jt � 
 � T �-��7 �� �c �Par

��



��� _� � `q ��	 
�q ��
 �i!

Zero T � n& T� � T �"� �ET Sub�n& � � Q � T �#� ��� '*���#� ��� �#�
� � Q � T ��n� �� n& � � � �"� �ET Inact� � � � 
 � � 
 �-"� �ET Par� n
& � � Q j 
 � T jt � 
 �n � � Q j 
 � T �#� ��� '*�

�Struct Par Comm� ��� P � P� j Q� $ Q � Q� j P� ���#� ��� �#� � � P� j Q� � T �
Uz��� �ET Sub�� �ET Par� &$�$� � � P� � T� � � � Q� � T� $ T� jt T� � T �
�� �ET Par� ni � � Q� j P� � T� jt T� �%��7 �� �c �Par Symm T � ni
T� jt T� � T� jt T� �l�"� �ET Sub�n& � � Q� j P� � T �#� ��� '*�#� ��� cd
j���#� ��� ����.J�

�Struct Par Assoc� ��� P � �P� j Q�� j R $ Q � P� j �Q� j R� ���#� ��� �#�
� � �P� j Q�� j R � T �Uz��� �ET Sub� � �ET Par� &$�$� � � P� j Q� � T� �
� � R � T�$ T� jt T� � T �%�TQz��� �ET Sub�� �ET Par�&$�$� � � P� � T��
� � Q� � T� $ T� jt T� � T� �"��) �ET Par�n& � � P� j �Q� j R� � T� jt �T� jt T�� ��
�7 �� �c �Par Assoc T � i T� jt �T� jt T�� � �T� jt T�� jt T� �l�"� �ET Sub�n&
� � P� j �Q� j R� � T �#� ��� '*�#� ��� cdj���#� ��� ����.J�

�Struct Res Zero� ��� P � ��n � Tn�
 $ Q � 
���#� ��� �#� � � ��n � Tn�
 � T �U
z��� �ET Sub�� �ET Res� &$�$� �� n � Tn � 
 � T� $ T� � T �� n 
� fn�
� e

Xn� ��ni � � 
 � T� �-"� �ET Sub�n& � � 
 � T �#� ��� '*���#� ��� �
#� � � 
 � T ����OmOmn2d n 
� dom��� �"�n� �� ni �� n � Tn � 
 � T �
-"� �ET Res� n& � � ��n � Tn�
 � T �#� ��� '*�

�Struct Res Res� ��� P � ��n � Tn���m � Tm�R $ Q � ��m � Tm���n � Tn�R ���#�
��� �#� � � ��n � Tn���m � Tm�R � T �Uz��� �ET Sub� � �ET Res� &$�$�
�� n � Tn � ��m � Tm�R � T� $ T� � T ��LUz��� �ET Sub�� �ET Res� &$�$�
�� n � Tn� m � Tm � R � T� $ T� � T� ����JK�Th�ni���c�!G��l�"
��) �ET Res� � �ET Sub� n& � � ��m � Tm���n � Tn�R � T �#� ��� '*�#� ���

cdj���#� ��� ����.J�
�Struct Res Par� ��� P � ��n � Tn��P� j Q�� � Q � P� j ��n � Tn�Q� $ n 
� fn�P�� ���

#� ��� �#� � � ��n � Tn��P� j Q�� � T �Uz��� �ET Sub� � �ET Res� &$�$
� �� n � Tn � P� j Q� � T� $ T� � T ��LUz��� �ET Sub�� �ET Par� &$�$�
�� n � Tn � P� � T� � �� n � Tn � Q� � T� $ T� jt T� � T� �� n 
� fn�P � eXn� �� ni
� � P� � T� �2� �ET Res� i � � ��n � Tn�Q� � T� �"� �ET Par� � �ET Sub� n&
� � P� j ��n � Tn�Q� � T �#� ��� '*�#� ��� cdj���#� ��� ��r&�a'��
n� �� ��.J�

�Struct Res Amb� ��� P � ��n � Tn�m�R��Q � m���n � Tn�R�$ n 
� m ���#� ��� �#
� � � ��n � Tn�m�R� � T �Uz��� �ET Sub�� �ET Res�&$�$� �� n � Tn � m�R� � T�

$ T� � T ��LUz��� �ET Sub� � �ET Amb� &$�$� �� n � Tn � m � Tm �
�� n � Tn � R � Tm $ � 
 � T� �� n 
� m eXn� �� ni � � m � Tm �2� �ET Res� i

� � ��n � Tn�R � Tm �"� �ET Amb� � �ET Sub� n& � � m���n � Tn�R� � T �l�#�
��� '*�#� ��� cdj���#� ��� ��r&�a'��n� �� ��.J�



���

�Struct Repl Par� ��� P � �R $ Q � R j �R ���#� ��� �#� � � �R � T �U
z��� �ET Sub� � �ET Repl� &$�$� � � R � T� $ T� j T� � T �"� �ET

Par� ni � � R j �R � T� jt �T� jt T�� �� jt c�dni T� � ZY �-� jt c�dn&
ZY jt ZY � ZY jt �ZY jt ZY � �"� �ET Sub� n& � � R j �R � T �#� ��� '*���
#� ��� �#� � � R j �R � T �Uz��� �ET Sub� � �ET Par� �$� � � R � T� �
� � �R � T� $ T� jt T� � T �-� �ET Repl�ni T� � ZY � l�n"��7 �� �c �Par

Zero T � � �Par Strict T � &$ T� � T ���"� �ET Sub� n& � � �R � T �#� ���

'*�
�Struct Repl Zero� ��� P � �
$ Q � 
���#� ��� �#� � � �
 � T �Uz��� �ET

Sub�� �ET Repl�&$�$� � � 
 � T� $ T� jt T� � T �� jt c�di T� � ZY �l�n
"��7 �� �c �Par Zero T � � �Par Strict T � &$ T� � T� jt T� �"� �ET Sub�n
& � � 
 � T �#� ��� '*���#� ��� �#� � � 
 � T �Uz��� �ET Sub�� �ET

Inact� &$�$� � � 
 � � 
 $ � 
 � T �"� �ET Repl�� �ET Sub�n& � � 
 � T �
#� ��� '*�

�Struct Empty� ��� P � 	 �Q ���#� ��� �#� � � 	 �Q � T �Uz��� �ET Sub�

� �ET Act� &$�$� � � 	 � W � � � Q � T � $ W �T �� � T �%� �ET Empty� i

W � � �l�� W �T �� � T � �"� �ET Sub� n& � � Q � T �#� ��� '*���#�
��� �#� � � Q � T �"�n� �� i � � � �-� �ET Empty�n& � � 	 � � �l�"�
�ET Act� n& � � 	 �Q � � �T � �n � � 	 �Q � T �#� ��� '*�

�Struct Path� ��� P � �M� �M�� � R$Q � M� � �M� � R����#� ����#� � � �M� �M�� � R �

T �Uz��� �ET Sub� � �ET Act� &$�$� � � M� �M� � W� � � � R � T � $

W��T �� � T �%��Tz��� �ET Path� &$�$� � � M� � W� � � � M� � W� $

W� � W��W�� �"��) �ET Act� ni � �M� � �M� � R� �W��W��T ��� �% W��W��T ��� �

�W��W����T
�� � W��T

�� �l�"� �ET Sub�� � �M� � �M� � R� � T �#� ��� '*�#�
��� cdj���#� ��� cB�,��.J�

�����q�n�'!c�Pni��L'*_

�e��,T�n�cc���E(dj�����BcaS��

�r A�� �� � � A � ZY �t � ��Q)p*+Q��

���� �w � � A �P � T ��� � � P � T � 	 T � � T "
���� �w � � A �P j Q � T ��� � � P j Q � T � 	 T � � T �

	� (ddj ��� �-"� ��� c�Ldj ��� �

���� 5i�� � � A �P � T LV�� �ET Sub� � �ET Act� &$�$� � � A � W �
� � P � T � $ W �T �� � T �%�5i � � A � ZY �t � �l�� ZY �t T � � T �"��7
�� ni T � � ZY �t T � �n T � � T �

���� �� � � A �P j Q � T LV�� �ET Sub� � �ET Par� &$�$� � � A �P � T� �
� � Q � T� $ T� jt T� � T ���L ��� i � � P � T �

� $ T �
� � T� �2 T � � T� j T�
 "�

�ET Par�n& � � P j Q � T � $ T � � T �



��� _� � `q ��	 
�q ��
 �i!

r ��� �Subject reduction� �w � � P � T 	 P �� Q ��� � � Q � T � 	 T � � T �

	� � P �� Q c-Y�������

�Red In� n�5i � � m� in n � P� j P�� j n� inm�Q� j Q�� � T �Nd � � n�m�P� j P�� j Q� j Q�� � T �

$ T � � T �dj��k��
��� � � m� in n � P� j P�� j n� in m�Q� j Q�� � T 5i��

����� � � m� in n � P� j P�� � T� ���
!�'��ET Sub�

����� � � n� inm�Q� j Q�� � T� ��ET Par�

���� T� jt T� � T

���� � � m � Tm �����
!�'��ET Sub�

���� � � in n � P� j P� � Tm ��ET Amb�

��� � 
 � T�

����� � � n � Tn �����
!�'��ET Sub�

����� � � in m�Q� j Q� � Tn ��ET Amb�

���� � 
 � T�

��� � � in n �y� �t� �������ET Cap Mbl�

��� � � P� j P� � Tm ��������n�A��������ET Sub�

��� � � m�P� j P�� � � 
 ���������ET Amb�

��� � � in m � � � �t � ������ET Cap Imm�

��� � � Q� j Q� � Tn ���������n�A��������ET Sub�

���� � � m�P� j P�� j Q� j Q� � � 
 jt Tn ��������ET Par�

���� � � m�P� j P�� j Q� j Q� � Tn ������7��

���� � � n�m�P� j P�� j Q� j Q�� � � 
 �����������ET Amb�

��� � 
 � T �������������7��

���� ��L'*� �������
 J T � � � 


�Red Out� n�5i � � n�m� out n � P� j P�� j out m�Q� j Q�� � T �Nd � � m�P� j P�� j n�Q� j

Q�� � T
� $ T � � T �dj��k��
��� � � n�m� out n � P� j P�� j out m�Q� j Q�� � T 5i��

����� � � n � Tn ���
!�'��ET Sub�

����� � � m� out n � P� j P�� j out m�Q� j Q� � Tn ��ET Amb�

���� � 
 � T

���� � � m� out n � P� j P�� � T� �����
!�'��ET Sub�

���� � � out m�Q� j Q� � T� ��ET Par�

��� T� jt T� � Tn

����� � � m � Tm ����
!�'��ET Sub�



���

����� � � out n � P� j P� � Tm ��ET Amb�

���� � 
 � T�

��� T� � Tn ���������7��

��� � � out m�Q� j Q� � Tn ���������ET Sub�

��� � � out m � � � �t � �������ET Cap Imm�

��� � � Q� j Q� � Tn �������n�A��������ET Sub�

��� � � n�Q� j Q�� � � 
 ����������ET Amb�

���� � � out n �y� �t� �������ET Cap Mbl�

���� � � P� j P� � Tm ����������n�A��������ET Sub�

���� � � m�P� j P�� � � 
 �����������ET Amb�

��� � � m�P� j P�� j n�Q� j Q�� � � 
 ���������ET Par�

���� ��L'*� �������
J T � � � 


�Red Open� n�5i � � open n � P j n� open � Q� j Q�� � T �Nd � � P j Q� j Q� � T
� $ T � � T �

dj��k��
��� � � open n � P j n� open � Q� j Q�� � T 5i��

����� � � open n � P � T� ���
!�'��ET Sub�

����� � � n� open � Q� j Q�� � T� ��ET Par�

���� T� jt T� � T

���� � � n � Tn �����
!�'��ET Sub�

���� � � open � Q� j Q� � Tn ��ET Amb�

��� � 
 � T�

��� T� � T ���������7��

����� � � open � Q� � Tn� ����
!�'��ET Sub�

����� � � Q� � Tq� ��ET Par�

���� Tn� jt Tq� � Tn

����� � � open �W �����
!�'��ET Sub�

����� � � Q� � Tq� ��ET Act�

���� W �Tq�� � Tn�

��� W � � ��� � �����
!�'��ET Co�open�

��� � ��Tq�� jt Tq� � Tn �������������7��

��� � � jt Tq��Tq� jt Tq�� � Tn ����jtc�d

������ Tn � ZY �T �
n� �����c�d

������ Tq� jt Tq� � T �
n

���� � � Q� j Q� � Tq� jt Tq� ������������ET Par�

���� � � Q� j Q� � T �
n ������������ET Sub�



��� _� � `q ��	 
�q ��
 �i!

��� � � open n � � � �t �T �
n jt � � ��������ET Open�

������ � � P � Tp �����
!�'��ET Sub�

������ � � �t �T �
n jt Tp� � T� ��ET Act�

���� � � P j Q� j Q� � Tp j T �
n ������������ET Par�

���� Tp j T �
n � T �����������7��
 ��

���� ��L'*� ��������
J T � � Tp j T �
n

�Red Par� n�5i � � P j Q � T $ P �� P � �Nd � � P � j Q � T � $ T � � T �dj��k��
��� � � P j Q � T 5i��

����� � � P � Tp ���
!�'��ET Sub�

����� � � Q � Tq ��ET Par�

���� Tp jt Tq � T

�� P �� P � 5i��

����� � � P � � T �
p ���������<#�

����� T �
p � Tp

��� � � P � j Q � Tp jt Tq ������������ET Sub��ET Par�

��� ��L'*� �������
J T � � Tp jt Tq

�Red Res� n�5i � � ��n � Tn�P � T $ P �� P � �Nd � � ��n � Tn�P
� � T � $ T � � T �dj

��k��
��� � � ��n � Tn�P � T 5i��

����� �� n � Tn � P � T� ���
!�'��ET Sub�

����� T� � T ��ET Res�

�� P �� P � 5i��

����� �� n � Tn � P � T� ���������<#�
����� T� � T�

��� � � ��n � Tn�P � T� ������������ET Res��ET Sub�

��� ��L'*� ��������
 J T � � T�

�Red Amb� n�5i � � n�P � � T $ P �� P � �Nd � � n�P �� � T � $ T � � T �dj��k��
��� � � n�P � � T 5i��

����� � � n � Tn ���
!�'��ET Sub�

����� � � P � Tn ��ET Amb�

���� � 
 � T

�� P �� P � 5i��

����� � � P � � T �
n ���������<#�

����� T �
n � Tn



���

��� � � n�P �� � � 
 ������������ET Sub��ET Amb�

��� ��L'*� �������
 J T � � � 


�Red Struct� n�5i � � P � T � P � P � � P � �� P �� $ P �� � P ��� �Nd � � P ��� � T � $

T � � T �dj��k��
��� � � P � T 5i��

��� P � P � 5i��

�� � � P � � T �������n���

��� P � �� P �� 5i��

����� � � P �� � T� �������<#�
����� T� � T

��� P �� � P ��� 5i��

��� � � P ��� � T� �������n���

��� ��L'*� ��������
 J T � � T�

�����q�n�'!c�Pni��L'*_



��� _� � `q ��	 
�q ��
 �i!



{� � |s ���� w}p

n� ���� v����������x�n�,���cwD���BKBb��Y�cdj
�����R���(dnm��T K�c�d��L�

� B�� �E�*tHjuP, b� -�aL�

���� n�P � b� n�Q� ��w P � Q "
���� A�P b� A�Q ��w P � Q �u� A � Action "

�r B�� d%&�E P � Q y R h�

���� P b� P "
���� P b� Q �	 Q b� P "
���� P b� Q� Q b� R �	 P b� R "
���� P b� Q �	 P � Q �

	� �� b� c�d0d��.J�

� B�� d0*w� C ��*tHjuP, � -�aL�

C � D
�
� C � ��r� hP �iP ��� D � ��r� hQ�iQ��� P � b� Q�� P �� � Q��

���K C ��s���Zc�d�n� ���� cdjn�D�dj�������r*��
cwD���BKB���djUTh��L�n� B�� ��

�r B�� �w C � D �s ��n�C � ��n�D �

	� � C � D c�di C � ��r� hP �iP �� � D � ��r� hQ�iQ�� � P � b� Q� $ P �� � Q�� ��
'!ALk��

���� q n 
� fn�P ����n� B�������n� ��i�n 
� fn�Q���l�� ��n�C � ��r� hP �i ��n�P �� �

��r� hQ�i ��n�Q�� � ��n�D ��L'*�
���� q n � fn�P �� �B�����'!�

�a� q P � � m�P �
�� � m 
� n $ n 
� fn�P ��� �B ��n�C � ��r� hm���n�P �

��iP
�� �%� P � b� Q�

c�di� Q� � m�Q�
�� $ P �

� � Q�
� �-"� P �� � Q�� eXn� �� n& n 
� fn�Q��� �

l�� ��n�D � ��r� hm���n�Q�
��iQ

�� �0i ��n�C � ��n�D ��L'*�
�b� )B�0i ��n�C � ��n� r� hP �iP �� $ ��n�D � ��n� r� hQ�iQ�� ��L'*�

�����q�n�'!c�Pni��L'*�

�r B�� ��n���m�C � ��m���n�C �

	� ���,n� B�� c�P0d��.J�

���� C ��s���Zc�d��ecn� B�� b���n� ���� �Or�c�L�

���



��� _� � `q ���� �i!

�r B�� �w P � Q 	 Q � D �sVq C  * P � C 	 C � D �

	� ��� P � Q c-Y�����<dj����#�'*�k� P � Q �zW

���� q P � C �B�� D R) Q � D $ C � D "
���� q Q � D �B�� C R) P � C $ C � D �

�Struct Re� �� P � Q �0i#�'*�
�Struct Symm� �� Q � P �#� ��� n��<#� ��� &$�#� ��� n��<#� ��� &

$�
�Struct Trans� ��� P � R $ R � Q ���#� ��� �#� P � ��p� hP �iP �� ���<#� ���

i�� R � ��r� hR�iR�� �P � b� R� $ P �� � R�� �-��<#� ��� i�� Q � ��q� hQ�iQ�� �
R� b� Q� $ R�� � Q�� �� b� � � c4r�n& P � b� Q� $ P �� � Q�� �#� ��� '*�#�
��� cdj���#� ��� ����.J�

�Struct Res� ��� P � ��n�P � � Q � ��n�Q� $ P � � Q� ���#� ��� �#� ��n�P � C �
Uz����B �Harden Res� &$�n� P � � C� $ C � ��n�C� ���<#� ��� i��
� D� R) Q� � D� $ C� � D� �"� �Harden Res� n& Q � ��n�Q� � ��n�D� ��n�
B�� i ��n�C� � ��n�D� �#� ��� '*�#� ��� cdj���#� ��� ����.J�

�Struct Par� ��� P � P� j R � Q � Q� j R $ P� � Q� ���#� ��� �#� P� j R �

��r� hP �iP �� �L��L��*�����BjT�
�Harden Par �� ��� P� � ��r� hP �iP ��� � P �� � P ��� j R $ frg � fn�R� � � ���<#

� ��� i�� Q� � ��r� hQ�iQ��� � P � b� Q� $ P ��� � Q��� �"� �Harden Par �� &
Q� j R � ��r� hQ�i �Q��� j R� �� P ��� j R � Q��� j R i�#� ��� '*�

�Harden Par �� ��� R � ��r� hP �iP ��� � P �� � P� j P ��� $ frg � fn�P�� � � ��n
� �� i� fn�P�� � fn�Q�� �l� frg � fn�Q�� � � �"� �Harden Par �� &
Q� j R � ��r� hP �i �Q� j P ���� �� P� j P ��� � Q� j P ��� i�#� ��� '*�

#� ��� cdj���#� ��� ����.J�
�Struct Repl� ��� P ��P� � Q ��Q� $ P� � Q� ���#� ��� �#� �P� � ��r� hP �iP �� �

Uz��� �Harden Repl� &$�n� P� � ��r� hP �iP ��� $ P �� � P ��� j�P� ���<#
� ��� i�� Q� � ��r� hQ�iQ��� � P � b� Q� $ P ��� � Q��� �"� �Harden Repl� &�
�Q� � ��r� hQ�i �Q��� j�Q�� �� P ��� j�P� � Q��� j�Q� i�#� ��� '*�#� ��� cdj���
#� ��� ����.J�

�Struct Amb� ��� P � n�P�� � Q � n�Q�� $ P� � Q� ���#� ��� �#� n�P�� �

��r� hP �iP �� �Uz��� �Harden Amb�&$�n� P � � n�P�� � frg � � $ P �� � 
 �%
"� �Harden Amb��� n�Q�� � ��� hn�Q��i
 ��5i P� � Q� i� n�P�� b� n�Q�� �l�
#� ��� '*�#� ��� cdj���#� ��� ����.J�

�Struct Action� ��� P �M�P� � Q �M�Q� $ P� � Q� ���#� ��� �#� M�P� � C �
�n� ���� �z�������'!�
���� M � A�N �C � ��� hA�P �i
$ P � � N�P� �����n� ���� i�M�Q� � ��� hA�Q�i


$ Q� � N�Q� �� P� � Q� n& P � � N�P� � N�Q� � Q� �l� A�P � b� A�Q� �#� ���

'*�



��

���� M � 	 $ P� � C ���eX�<#� ��� ��� D R) Q� � D $ C � D ��n� ���

i M�Q� � D �#� ��� '*�
#� ��� cdj���#� ��� ����.J�

�Struct Par Zero� ��� P � Q j 
 ���#� ��� �#� P � C �Uz�����jT&$�
�Harden Par �� ��� Q � ��q� hQ�iQ�� $ C � ��q� hQ�i �Q�� j 
� �� Q�� j 
 � Q�� i�#

� ��� '*�
�Harden Par �� ��L1��B'& 
� C '*�TUfV�hn��a+wD�B&$

c�l�L'!hX�h�
��#� ����#� Q � ��q� hQ�iQ���B"� �Harden Par ��&�Q j 
 � ��q� hQ�i �Q�� j 
��
� Q�� j 
 � Q�� i#� ��� '*�

�Struct Par Comm� ��� P � R� j R�$ Q � R� j R����#� ����#� P � R� j R� � C�
Uz�����jT&$�
�Harden Par �� ��� R� � ��r� hR�

�iR
��
� � C � ��r� hR�

�i �R
��
� j R�� $ frg � fn�R�� � ��

"� �Harden Par �� n&� Q � R� j R� � ��r� hR�
�i �R� j R��

�� �� R��
� j R� � R� j R��

�

i�#� ��� '*�
�Harden Par �� dj��� �Harden Par �� ����.J�
#� ��� cdj���#� ��� ����.J�

�Struct Par Assoc� ��� P � �R� j R�� j R� $ Q � R� j �R� j R�� ���#� ��� �#�
P � �R� j R�� j R� � C �Uz�����jT&$�
�Harden Par �� ��� �R� j R�� � ��r� hR�iR�� �C � ��r� hR�i �R�� j R��$ frg�fn�R�� �

� �% �R� j R�� � ��r� hR�iR�� �Lz�����jT&$�
�Harden Par �� ��� R� � ��r� hR�iR��

� � R�� � �R��
� j R�� $ frg � fn�R�� � � �

�� frg � fn�R�� � � ni frg � fn�R� j R�� � � �"� �Harden Par �� �
� R� � ��r� hR�iR��

� n&� Q � R� j �R� j R�� � ��r� hR�i �R��
� j �R� j R��� �%

R�� j R� � �R��
� j R�� j R� � R��

� j �R� j R�� �l�#� ��� '*�
�Harden Par �� ��� R� � ��r� hR�iR��

� � R�� � �R� j R��
�� $ frg � fn�R�� � � �

"� �Harden Par �� �� frg � fn�R�� � � � R� � ��r� hR�iR��
� n& R� j R� �

��r� hR�i �R��
� j R�� �-eX�� frg � fn�R�� � � "� �Harden Par �� n&

Q � R� j �R� j R�� � ��r� hR�i �R� j �R��
� j R��� �% R�� j R� � �R� j R��

�� j R� � R� j

�R��
� j R�� �l�#� ��� '*�

�Harden Par �� dj��� �Harden Par �� ����.J�
#� ��� cdj���#� ��� ����.J�

�Struct Res Zero� �� P � ��n�
 $ Q � 
 ���h�� P � C � Q � D �l�#� ��� �
��� n�'*�

�Struct Res Res� ��� P � ��n���m�R$ Q � ��m���n�R�U�#� n 
� m �)B#�fV
'*���#� ��� �#� P � C �Uz���'��) �Harden Res� &$�$� R � C�

$ C � ��n���m�C� �'��) �Harden Res� n&� Q � ��m���n�C� �eXn� B�� i

��n���m�C� � ��m���n�C� �l�#� ��� '*�#� ��� cdj���#� ��� ����.
J�



��� _� � `q ���� �i!

�Struct Res Par� ��� P � ��n��R� j R�� �Q � R� j ��n�R� $ n 
� fn�R�� ���#� ��� �
#� P � C �Uz��� �Harden Res� &$�$� C � ��n�C� $ R� j R� � C� �U�
C� � ��r� hR�iR�� ��� r ��Om-+�l�n� n 
� frg ��e�'!AL ��n�C� cY�
�d�
� q n � fn�R�� �B R� j R� � ��r� hR�iR�� L�����jT&$�
�Harden Par �� ��� R� � ��r� hR�iR��

� �R�� � R��
� j R� $ frg�fn�R�� � ���n�

���ni R� � ��r��R� j R��
���l� fn�R�� � �fn�R��� fn�R��

����frg�� n � fn�R��

� n 
� frg n& n � fn�R�� �U�5i��TA�l�L'!hn����
�Harden Par �� ��� R� � ��r� hR�iR��

� � R�� � R� j R��
� $ frg � fn�R�� � � ��

��� �a� � �b� ��'!AL� �a� �k� R� � m�Rm� �m 
� n $ n 
� fn�R��� �
n� n 
� fn�R��� fn�R

��
� � $ C � ��r� hm���n�Rm�i �R� j R

��
� � �B� �Harden Res�

ni ��n�R� � ��r� hm���n�Rm�iR��
� �-� �Harden Par �� n& R� j ��n�R� �

��r� hm���n�Rm�i �R� j R��
�� �l�#� ��� '*� �b� �)B C � ��n� r� hR�iR�� �

� �Harden Res� ni ��n�R� � ��n� r� hR�iR��
� �-� n 
� fn�R�� "� �Harden

Par �� n& R� j ��n�R� � ��n� r� hR�i �R� j R��
�� �l�#� ��� '*�

� q n 
� fn�R�� �B C � ��r� hR�i ��n�R�� $ R� j R� � ��r� hR�iR�� L�����jT&
$�
�Harden Par �� ��� R� � ��r� hR�iR��

� � R�� � R��
� j R� $ frg � fn�R�� � � �

� frg � fn�R�� � � i� frg � fn���n�R�� � � �l�"� �Harden Par �� n
& R� j ��n�R� � ��r� hR�i �R��

� j ��n�R�� ��n� ��� ni R� � ��r��R� j R��
�� �

l� fn�R�� � �fn�R�� � fn�R��
� �� � frg �eX5i n � fn�R�� � n 
� frg n&

n � fn�R��
� � �l�� ��n�R�� � ��n��R��

� j R�� � R��
� j ��n�R� �#� ��� '*�

�Harden Par �� ��� R� � ��r� hR�iR��
� � R�� � R� j R��

� $ frg � fn�R�� � � ��
�� n 
� frg � fn�R�� "� �Harden Res� ni ��n�R� � ��r� hR�i ��n�R��

� �-�
frg�fn�R�� � �"� �Harden Par ��n& R� j ��n�R� � ��r� hR�i �R� j ��n�R��

���
%5i n 
� fn�R�� 2d� ��n�R�� � ��n��R� j R��

�� � R� j ��n�R��
� �l�#� ��� '

*�
#� ��� cdj���#� ��� �,��.J�

�Struct Res Amb� ��� P � ��n�m�R� � Q � m���n�R� $ n 
� m ���#� ��� �#�
P � C �Uz��� �Harden Res�&$�$� m�R� � C� $ C � ��n�C� �%�Tz���
�Harden Amb� &$�$� C� � ��� hm�R�i
 �UL C � ��n���� hm�R�i
 �eX n �)H
� fn�R� �����'!AL�
� q n � fn�R��B C � ��� hm���n�R�i
�� �Harden Amb�ni Q � ��� hm���n�R�i
�
#� ��� '*�

� q n 
� fn�R��B C � ��� hm�R�i ��n�
�� �Harden Amb�ni Q � ��� hm���n�R�i
�
V%� n 
� fn�R� 0i R � ��n�R �l� m�R� b� m���n�R� �2� �Struct Res Zero�

i ��n�
 � 
 �l�#� ��� '*�
#� ��� cdj���#� ��� �,��.J�



���

�Struct Empty� �� P � 	�Q���#� ����#� P � 	�Q � C �Uz��� �Harden Empty�

&$�$ Q � C �l�#� ��� '*���#� ��� �#� Q � C �"� �Harden Empty�

n& P � 	�Q � C �#� ��� '*�
�Struct Path� ��� P � �M�M ���R $ Q � M��M ��R� �

��#� ��� �#� P � �M�M ���R � C �Uz��� �Harden Path� &$�$�
M��M ��R� � C �n Q � C �l�#� ��� '*�

��#� ����#� Q � M��M ��R� � D�n�"� �Harden Path�n& P � �M�M ���R �

D �#� ��� '*�
�Struct Repl Par� ��� P ��R $ Q � R j�R �

��#� ��� �#� P ��R � ��r� hR�iR�� �Uz��� �Harden Repl� &$�$�
R � ��r� hR�iR��� $ R�� � R��� j�R ��n� ��� ni �R � ��r��R� j R��� �-"�n� �� n
& fn��R� � �fn�R�� � fn�R���� � frg �l� frg � fn��R� � � �"� �Harden Par �� n&
Q � R j�R � ��r� hR�i �R��� j�R� � ��r� hR�iR�� �l�#� ��� '*�

��#� ��� �#� Q � R j�R � ��r� hR�iR�� �Uz�����jT&$�
�Harden Par �� ��� R � ��r� hR�iR��� �R�� � R��� j�R$ frg� fn��R� � � �� �Harden

Repl�n& �R � ��r� hR�iR��� j�R � ��r� hR�iR�� �#� ��� '*�
�Harden Par �� ��� �R � ��r� hR�iR��� � R�� � R j R��� $ frg � fn�R� � � �% �R �

��r� hR�iR��� z�� �Harden Repl�&$�$� R � ��r� hR�iR� $ R��� � R� j�R�l�
R��� � R� j�R � R� j�R j R � R j R��� � R�� �#� ��� '*�

�Struct Repl Zero� �� P ��
 $ Q � 
 ���h�� P � C � Q � D �l�#� ��� � ���

n�'*�

�����q�n�'!c�Pni��L'*�



��� _� � `q ���� �i!



{� � |s ���� w}p

BKBdj�Q���h�������F.s�cn��

�r C�� �w �P � ��p� hQiR �sVq P �  * P � ��p� hQiP � � R � P � j �P 	

fpg � fn�P � � � �

	� �L �P � ��p� hQiR �$!��� �Harden Repl� �B&$�$�� P �

��p� hQiP �$ R � P � j �P ��n� ���n� ���ni fn�P � � fn��p��Q j P ���l� fpg�fn�P � �

� �

�r C�� �w �P
A
�� Q �sVq R  * P

A
�� R 	 Q � R j �P �

	� �L �P
A
�� Q�$!��� �Trans Cap��B&$�$�� �P � ��p� hA �P �iP ���

fn�A� � fpg � � $ Q � ��p��P � j P ��� ��n� C�� ni��� P ��� '& P � ��p� hA �P �iP ��� �
P �� � P ��� j �P $ fpg � fn�P � � � �2 R � ��p��P � j P ���� �B� �Trans Cap� i P

A
�� R $

Q � ��p��P � j P ��� � ��p��P � j P ��� j �P � � R j �P �

�r C�� �w �P
�
�� Q �sVq R  * P j P

�
�� R 	 Q � R j �P �

	� � �P
�
�� Q c-Y�����<�

�Trans Amb� ��� �P � ��p� hn�P��iP� � P�
�
�� P �

� $ Q � ��p��n�P �
�� j P�� �� �P �

��p� hn�P��iP� "�n� C�� ni�� R� R) P � ��p� hn�P��iR� � P� � R� j �P $ fn�P � �

fpg � ��-"� �Harden Par �� n& P j P � ��p� hn�P��i �R� j P ��-� �Trans Amb�n
i P j P

�
�� R �U� R � ��p��n�P �

�� j R
� j P � �2� Q � ��p��n�P �

�� j P�� � ��p��n�P �
�� j R

� j

�P � � ��p��n�P �
�� j R

� j P � j �P � R j �P �l���L'*�
�Trans In� ��� �P � ��p� hn�P��iP� � P�

in m
�� P �

� � P� � ��r� hm�P��iP� � P�
in n
�� P �

� �
frg�fn�n�P�� � � ��frg�fpg � �$ Q � ��p� r��n�m�P �

�� j P
�
�� j P���� �P � ��p� hn�P��iP�

"�n� C�� ni�� R� '& P � ��p� hn�P��iR� � P� � R� j �P $ fpg � fn�P � � � �
� P� � ��r� hm�P��iP� � P� � R� j �P "�n� ���� ni�� R� j �P � ��r� hm�P��iP� $

P� � P� � P� � P� �V%�z�����'!n�-Y� R� j �P � ��r� hm�P��iP� �
�Harden Par �� ��� R� � ��r� hm�P��iP � P� � P j �P $ frg � fn� �P � � � � ��� �

P � ��p� hn�P��iR�� fpg�fn�P � � �"� �Harden Par ��ni P j P � ��p� hn�P��i �R� j

P � � ��� -� R� � ��r� hm�P��iP � frg � fn�P � � frg � fn� �P � � � "� �Harden

Par �� n& R� j P � ��r� hm�P��i �P j P � � �� -� P� � P� � P�
in n
�� P �

� "�n�
���� ni�� P �

� '& P�
in n
�� P �

� $ P �
� � P �

� �0� ���
���
�� �5i�� P�
in m
�� P �

� �
frg � fn�n�P�� � � � � frg � fpg � � "� �Trans In� n& P j P

�
�� ��p� r��n�m�P �

�� j

P �
�� j P j P � � R �%� fn�P � � fp� rg � � 0i Q � ��p� r��n�m�P �

�� j P
�
�� j P�� �

��p� r��n�m�P �
�� j P

�
�� j P�� � ��p� r��n�m�P �

�� j P
�
�� j P j �P � � R j �P �l��L'*�

�Harden Par �� ��� �P � ��r� hm�P��iP � P� � R� j P $ frg � fn�R�� � � ��
�P � ��r� hm�P��iP "�n� C�� ni�� R�� '& P � ��r� hm�P��iR�� �P � R�� j �P

���



��� _� � `q ���� �i!

$ fpg � fn�P � � � � ��� � P � ��p� hn�P��iR� � fpg � fn�P � � � "� �Harden Par

�� ni P j P � ��p� hn�P��i �R� j P � � ��� -� P � ��r� hm�P��iR�� � frg � fn�R�� � �

"� �Harden Par �� n& R� j P � ��r� hm�P��i �R� j R��� � �� -� P� � P� �
P�

in n
�� P �

� "�n� ���� ni�� P �
� '& P�

in n
�� P �

� $ P �
� � P �

� �0� ���
���
��

�5i�� P�
in m
�� P �

� � frg � fn�n�P�� � � � � frg � fpg � � "� �Trans In� n
& P j P

�
�� ��p� r��n�m�P �

�� j P
�
�� j R

� j R��� � R �%� fn�P � � fp� rg � � 0i
Q � ��p� r��n�m�P �

�� j P
�
�� j P�� � ��p� r��n�m�P �

�� j P
�
�� j P�� � ��p� r��n�m�P �

�� j P
�
�� j R

� j

P� � ��p� r��n�m�P �
�� j P

�
�� j R

� j R�� j �P � � R j �P �l��L'*�
�Trans Out��Trans Open� r��, �Trans In� c��0i#�'*��.J�

�����q�n�'!c�Pni��L'*�

�r C�� �w H� �P � �� R �sVq H �  * R � H �� �P � 	d%&jnv1 k bh
H�P k	�� �� H ��P k� �

	� ��� ���� ni� H� �P � �� R a��L���'!jT'*�

�Act Proc� ��� �P �� P � $ R � H�P �� �� �P �� P � "�n� C� ��� ���� ni��
Q '& P j P �� Q $ P � � Q j �P �2 H� � H�Q j � � �� R � H�Q j �P � � H�� �P � �
�,��aa$I7Q k � P j P j P k �� Q j P k �l�� H�P k	�� �� H�Q j P k� �n
H�P k	�� �� H��P k� ��L'*�

�Act Har� ��� H �� H�� $ R � H��� �P � �2 H� � H ���P j P j � � �B R � H���P j P j

�P � � H �� �P � �$�aa$I7Q k � H�P k	�� �� H ���P k	�� � H��P k� ��L'*�
�Act Inter� ����� H
 � r R) frg � fn�P � � � $��jT'*�

�Inter In� ��� H � ��r�H
�m�� j R�� j n�R�� � � �P
in n
�� P � � R�

in m
�� R�

� $ R �

��r�H
�n�m�P � j R�� j R�
�� � ��n� C�� ni�� Q R) P

in n
�� Q $ P � � Q j �P �

2 H� � ��r�H
�n�m�� j P j Q j R�� j R�
�� � �B R � ��r�H
�n�m�Q j �P j R�� j R�

�� � �

��r�H
�n�m� �P j P j Q j R�� j R�
�� � � H�� �P � $�aa$I7Q k � H�P k	�� �

��r�H
�m�P k j P j P j R�� j n�R�� � �� ��r�H
�n�m�P k j P j Q j R�� j R�
�� � � H��P k� ��

L'*�
�Inter Out� ��� H � ��r�H
�n�m�� j R�� j R�� � � �P

out n
�� P � � R�

out m
�� R�

� $

R � ��r�H
�m�P � j R�� j n�R
�
�� ���n� C��ni�� Q R) P

out n
�� Q$ P � � Q j �P �

2 H� � ��r�H
�m�� j P j Q j R�� j n�R�
�� � �B R � ��r�H
�m�Q j �P j R�� j n�R�

�� � �

��r�H
�m� �P j P j Q j R�� j n�R�
�� � � H�� �P � $�aa$I7Q k � H�P k	�� �

��r�H
�n�m�P k j P j P j R�� j R�� � �� ��r�H
�m�P k j P j Q j R�� j n�R�
�� � � H��P k� ��

L'*�
�Inter Open� ��� H � ��r�H
�� j n�R�� �� �P

open n
�� P ��R�

open
�� R�

� $ R � ��r�H
�P
� j

R�
����n� C��ni�� QR) P

open n
�� Q$ P � � Q j �P �2 H� � ��r�H
�� j P j Q j

R�
�� �B R � ��r�H
�Q j �P j R�

�� � ��r�H
� �P j P j Q j R�
�� � H�� �P � $�aa$I7

Q k � H�P k	�� � ��r�H
�P
k j P j P j n�R�� � �� ��r�H
�P

k j P j Q j R�
�� � H ��P k� ��

L'*�



���

�Inter Co�in� ��� H � ��r�H
�m�R�� j n�� j R�� � � �P
in m
�� P � � R�

in n
�� R�

� $

R � ��r�H
�n�m�R�
�� j P

� j R�� ���n� C�� ni�� Q R) P
in m
�� Q$ P � � Q j �P �

2 H� � ��r�H
�n�m�R�
�� j � j P j Q j R�� � �B R � ��r�H
�n�m�R�

�� j Q j �P j R�� � �

��r�H
�n�m�R�
�� j �P j P j Q j R�� � � H�� �P � $�aa$I7Q k � H�P k	�� �

��r�H
�m�R�� j n�P k j P j P j R�� � �� ��r�H
�n�m�R�
�� j P

k j P j Q j R�� � � H ��P k� ��
L'*�

�Inter Co�out� ��� H � ��r�H
�n�m�R�� j � j R�� � � �P
out m
�� P � � R�

out n
�� R�

� $

R � ��r�H
�m�R�
�� j n�P

� j R�� ���n� C��ni�� QR) P
out m
�� Q$ P � � Q j �P �

2 H� � ��r�H
�m�R�
�� j n�� j P j Q j R�� � �B R � ��r�H
�m�R�

�� j n�Q j �P j R�� � �

��r�H
�m�R�
�� j n� �P j P j Q j R�� � � H�� �P � $�aa$I7Q k � H�P k	�� �

��r�H
�n�m�R�� j P
k j P j P j R�� � �� ��r�H
�m�R�

�� j n�P
k j P j Q j R�� � � H ��P k� ��

L'*�
�Inter Co�open� ��� H � ��r�H
�n�� j R�� j R�� � �P

open
�� P � � R�

open n
�� R�

� $

R � ��r�H
�P � j R� j R�
�� ��n� C�� ni�� Q R) P

open
�� Q $ P � � Q j �P �2

H � � ��r�H
�� j P j Q j R� j R�
�� �B R � ��r�H
�Q j �P j R� j R�

�� � ��r�H
� �P j P j

Q j R� j R�
�� � H�� �P � $�aa$I7Q k � H�P k	�� � ��r�H
�n�P k j P j P j R�� j

R�� �� ��r�H
�P k j P j Q j R� j R�
�� � H��P k� ��L'*�

�Inter Amb In� ��� �P � ��p� hn�Q�iP ��Q
in m
�� Q� �H � ��r�H
�� j m�R�� ��R�

in n
��

R�
� �fpg�fn�m�R�� � � �$ R � ��r�H
���p��m�n�Q�� j R�

�� j P
����� �P � ��p� hn�Q�iP �

"�n� C�� ni�� P �� R) P � ��p� hn�Q�iP ���P � � P �� j �P $ fpg�fn�P � � ��
2 H� � ��r�H
�� j P j ��p��m�n�Q�� j R�

�� j P
���� �B R � ��r�H
���p��m�n�Q�� j R�

�� j

P �� j �P �� � ��r�H
� �P j P j ��p��m�n�Q�� j R�
�� j P

���� � H�� �P � $�aa$I7Q k �

H�PK	�� � ��r�H
�P
k j P j P j m�R�� � �� ��r�H
�P

k j P j ��p��m�n�Q�� j R�
�� j P

���� �

H ��P k� ��L'*�
�Inter Amb Co�in� ��� �P � ��p� hn�Q�iP � � Q

in m
�� Q� � H � ��r�H
�� j m�R�� � �

R�
in n
�� R�

� � fpg � fn�m�R�� � � � $ R � ��r�H
���p��n�m�R�
�� j Q

�� j P ��� �� �P �

��p� hn�Q�iP � "�n� C�� ni�� P �� R) P � ��p� hn�Q�iP �� � P � � P �� j �P

$ fpg � fn�P � � � �2 H� � ��r�H
�� j P j ��p��n�m�R�
�� j Q

�� j P ���� �B R �

��r�H
���p��n�m�R�
�� j Q

�� j P �� j �P �� � ��r�H
� �P j P j ��p��n�m�R�
�� j Q

�� j P ���� �

H �� �P � $�aa$I7Q k � H�PK	�� � ��r�H
�P
k j P j P j m�R�� � �� ��r�H
�P

k j

P j ��p��n�m�R�
�� j Q

�� j P ���� � H ��P k� ��L'*�
�Inter Amb Out �� ��� �P � ��p� hn�Q�iP � � Q

out m
�� Q� � H � ��r�H
�m�� j R�� � �

R�
out n
�� R�

� � fpg � fn�m�R�� � � � $ R � ��r�H
���p��n�Q�� j m�P � j R�
�� �� �� �P �

��p� hn�Q�iP �"�n� C��ni�� P ��R) P � ��p� hn�Q�iP ���P � � P �� j �P $ fpg�

fn�P � � ��2 H� � ��r�H
���p��n�Q�� j m�� j P j P �� j R�
�� ���B R � ��r�H
���p��n�Q�� j

m�P �� j �P j R�
�� �� � ��r�H
���p��n�Q

�� j m� �P j P j P �� j R�
�� �� � H�� �P � $�aa$I7

Q k � H�PK	�� � ��r�H
�m�P k j P j P j R�� � �� ��r�H
���p��n�Q
�� j m�P k j P j P �� j

R�
�� �� � H ��P k� ��L'*�



��� _� � `q ���� �i!

�Inter Amb Out �� ��� �P � ��p� hn�Q�iP ��Q out m
�� Q��P � out n�� P ���H � ��r�H
�m�� j

R�� � � fpg � fn�m�R�� � � � $ R � ��r�H
���p��n�Q�� j m�P �� j R�� �� �� �P �

��p� hn�Q�iP � "�n� C�� ni�� P� R) P � ��p� hn�Q�iP� � P � � P� j �P $

fpg � fn�P � � � �� P � � P� j �P
out n
�� P �� "�n� ���� niL���'!jT'*�

� P�
out n
�� P �

� $ P �� � P �
� j �P ���2 H� � ��r�H
���p��n�Q

�� j m�� j P j P �
� j R�� ���

B R � ��r�H
���p��n�Q�� j m�P �
� j �P j R�� �� � ��r�H
���p��n�Q�� j m� �P j P j P �

� j

R�� �� � H�� �P �$�aa$I7Q k � H�PK	�� � ��r�H
�m�P k j P j P j R�� � ��

��r�H
���p��n�Q�� j m�P k j P j P �
� j R�� �� � H��P k� ��L'*�

� �P
out n
�� P� $ P �� � P� j P� ����eXn� C�� ni�� P �

� R) P
out n
��

P �
� $ P� � P �

� j �P �2 H� � ��r�H
���p��n�Q�� j m�� j P� j P �
� j R�� �� �B

R � ��r�H
���p��n�Q�� j m�P� j P �
� j �P j R�� �� � H�� �P � $�aa$I7Q k �

H�PK	�� � ��r�H
�m�P k j P j P j R�� � �� ��r�H
���p��n�Q�� j m�P k j P� j P �
� j

R�� �� � H��P k� ��L'*�
�Inter Amb Co�open� ��� �P � ��p� hn�Q�iP � � Q

open
�� Q� � H � ��r�H
�� j R�� �

R�
open n
�� R�

� � fpg � fn�m�R�� � � � $ R � ��r�H
���p��Q
� j P � j R�

��� �� �P �

��p� hn�Q�iP � "�n� C�� ni�� P �� R) P � ��p� hn�Q�iP �� � P � � P �� j �P $

fpg � fn�P � � � �2 H� � ��r�H
�� j P j ��p��Q� j P �� j R�
��� �B R � ��r�H
���p��Q� j

P �� j �P j R�
��� � ��r�H
� �P j P j ��p��Q� j P �� j R�

��� � H�� �P � $�aa$I7Q k �

H�PK	�� � ��r�H
�P k j P j P j R�� �� ��r�H
�P k j P j ��p��Q� j P �� j R�
��� � H ��P k� �

�L'*�

�����q�n�'!c�Pni��L'*�

�r ���� �w H� �P � �n ���Vqv1 k 27 H�P k� �n �

	� � H� �P � �n c-Y�����<�

�Conv Exb� ��� H� �P � �n ��n� ���� ni��jT'*"
���� �aa Q � H�Q� �n ���J k � � n� H�P � �n �
���� �P �n $�aa Q �n � H�Q� �n ����n� ���� ni�� p � P � � P �� '&

�P � ��n�P ��� hP i �� $ n 
� fpg ��n� C�� n&�� P ��� R) P � ��p� hn�P ��iP ��� �
P �� � P ��� j �P $ fpg � fn�P � � � �-�n� ���� n& P �n �J k � � n� H�P � �n �

��� �P
A
�� P � � A � BarbedAction $�aa Q

A�

�� Q� � A� � BarbedAction �

H�Q� �n ��n� C�� ni�� R R) P
A
�� R �l�J k � � n� H�P � �n �

�Conv Red� ��� H� �P � �� Q$ Q �n ��n� C��ni�� H� R) Q � H�� �P �$�aa
$I7Q j � H�P j	�� �� H��P j� �� Q �n $ Q � H�� �P � "�n� ��� ni H �� � � �n �
$L��n��� Q �n �Lc-Y��&$���<#�i���7Q k '& H��P k� �n �
-�5i H�P k	�� �� H��P k� "� �Conv Red� ni H�P k	�� �n �

�����q�n�'!c�Pni��L'*�



� f

�L��'j/�E(dN*0U_EcY��B�[e�t���E�`�'��[e�
Yc���ktfsJ�"cT]��������[eTn��X�m�����b9E(�
In�cH����J���[e4+\�WX��/NFcvY�Y�x\E(ISzo�{�
���g�E(-6�,�Wo0c�JeJ�Xg�`Y�ah�bE( oI+c7R��
l������[eEn�c�-�Iwcm�� �l�JK��E(��, ���cv]
�@gcl�G��'E(�v^G^zm#.�J�c^��zo�������[e��B
_BY��_)d�Iw#N4mT1Wt�����vX��[e��EcY���EJ�c
`A�k�Y��[ecvY�H����'+k+n���nc�������c�J�y�
8F�Ic�-�a8*rc'+T'h��

�)ENU_m8%[e��m[ec5Q����t�Au�8EJ��|[ctfe�
��L������m[e�E#.�P�L�)�c���Qb�EG}cH��m[e�E
cd\�O5�E�Tlc�PzoJ��%Ic���

ELNU_G^O[e�G[e�t�`c�Jnl�I+W7+c�JL���+vAc
gwT!'E�tfem��L�K�{��f$��cS(�ZeE�6�Qn��6/tf
e�J�P�JXTWjm��G[ec��i�Tl'E�G[ece��W>�/_cm�
�|8�M\�

ELNU_�ktfsJ�"ce`A[e�{^}[e�YqD[e�{r_��E�J
��l��cH��

�,�ELNU_ Pascal Zimmer e��E��� � Ef�h���L�F)�cH���
k�t!!�� Email �|�c6�,�T�*0� Roland Backhouse [e� Assaf J� Kfoury [
e6�q�hcz�/_`��}@m�X�cG|�Ecx\�

U_{^�}�J_�|�{|�}�S|,�}�E��X�m��cH���Iwci
A��iCd�|U��cW��}E�NFNh�}q�E,�ecH��

���ENU_Ecj��U_Ec{��Ech�x\�GEc~���T)�S�XE
f$�Ac~j���T)'n�XEb|*rci��*��Tn�Er��@c�T)'n
cY��a}�P�) �c�}�U_EcwjTn���Ec����H��vT�~AU_
�*cyj�$8Eb�I���v84��x�Ett~Aa~EO�XEY����Y�v
(c~�Ehn���W�

���



��� _� � `q ���� �i!



}~pL~L��wp��N��

���� ����JC}��B�_RtEf�%SZB�c�Tlx._o���_B�_
���� Xudong Guan
 Yiling Yang
 Jinyuan You� Typing evolving ambients� Info� Proc� Letters�

���������	���
 ����
 Elsevier�

��� Xudong Guan
 Yiling Yang
 Jinyuan You� Making ambients more robust� In Proc� Int�l� Conf�

on Software� Theory and Practice
 pp���	��
 Beijing
 China
 Aug� �����

���� Xudong Guan
 Yiling Yang
 Jinyuan You� POM 	 Amobile agent security model against malicious

hosts� In Proc� HPC	Asia�����
 pp�����	����
 Beijing
 China
 May �����

���� Yiling Yang
 Xudong Guan
 Jinyuan You� Improving the interestingness of web usage mining�

J� Shanghai Jiao Tong Univ��English�
 ����� To appear�

���� JC}������B�_c�Se�h�Ks�scSeW���f�_o���_B�_
���� JC}�����C^���B�_ Web d6��1.��c Frame Se�If��tfe

l�� ������ ��	��
 �����

���� JC}������B�_T��QcWeb d6��Z�_����I�����������	��


�����

���� Yiling Yang
 Xudong Guan
 Jinyuan You� Frame �ltering in the data preprocessing for web usage

mining� In Proc� Int�l� Conf� on Intelligent Info� Processing
 pp� ���	���
 Beijing
 China
 Aug�

�����

����� Yiling Yang
 Xudong Guan
 Jinyuan You� Enhanced algorithm for mining frequently visited page

groups� In Proc� ICDCS����� Workshops
 pp� F��	F��
 Taipei
 Taiwan
 April
 �����

��




