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Abstract—Vehicular networks create a new communication
paradigm that enables to exploit the movement of cars to
disseminate content. If network coding is used, vehicles have
much more flexibility in content sharing and the system stability
and scalability are promoted also in presence of mobility. Along
this line, we propose an efficient mechanism to provide secrecy
of the information. Traditional approaches based on encryption
decrease the cooperation willingness of intermediate nodes, which
have no expectation of recovering the file. Our scheme is based
on obfuscation by processing and polluting the original file so
that only the intended recipients, informed of corrupted blocks,
can recover the information timely.

We present several alternatives to efficiently provide weak
secrecy and to foster cooperation. We simulate the file distribution
in a vehicular network and show that the proposed scheme
enhances content distribution in term of downloading speed and
it is much more efficient than the ones that use encryption.

I. INTRODUCTION

The deployment of vehicular communication networks of-
fers new opportunities for content and information sharing
among cars. Vehicles can record and exchange information
relevant to safety applications, e.g., notification of accidents or
the presence of an immediate danger on the road, or exchange
entertainment content, e.g., video sharing. Recent work in
mobile peer-to-peer networks focuses on the possibility to
exploit locality and the available bandwidth between vehicles
without using a centralized server, or the infrastructure.

Within this peer-to-peer framework, a new opportunistic
communication paradigm is derived by defining applications
and network protocols in such a way that the peers joining the
system can obtain data which is locally available. Nodes par-
ticipate actively to the data dissemination process by relaying
packets and generating new information so that the download
time is reduced. The main idea is to apply network coding
as transmission technique to increase the performance of the
system and to reduce the coordination of the vehicles partici-
pating in this ad-hoc formed communication network [8].

Network coding is a technique to achieve the broadcast
capacity [2] and its application to content distribution networks
is proposed in [5]. In network coding a file F' is divided in
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n blocks F; of size [ bits stored at the source. Each block
consists of m = [l/q] symbols defined as a vector over
a finite field Fyq, ie., F; = [fi1,...,fim]. Before each
transmission, an intermediate node generates a new packet,
which is the result of the linear combination of the blocks
locally available. This node randomly draws out of the finite
field F5¢ n coefficients which form the coefficient vector
C; = [c1,...,cn, with ¢; € Faq. Thus, a linear combination
of blocks is y = >, ¢;F;, which is the new encoded data
transmitted by the intermediate node along with the coefficient
vector. The potential number of the unique blocks that can be
generated is only limited by the size of the finite field from
which linear coefficients are picked, but larger is the field
slower will be the encoding and decoding operations. When
the destination node receives n linearly independent encoded
blocks, the original file can be reconstructed.

In a system, that uses network coding to encode packets
at the intermediate nodes, encryption at the source is the
traditional solution to protect data from unwanted disclosure
of sensitive information. Traditional approaches range from
the adoption of public key cryptography or, more efficiently,
symmetric key algorithms to encrypt the data, with the latter
requiring the establishment of a shared secret between the
source and the destination.

However, the benefits of using network coding to ensure
timely dissemination of information, which is a strict require-
ment of real-time data, could be undermined if the relaying
nodes do not store or process packets locally before the actual
forwarding operations. If we can assume that the intermediate
nodes are altruistic, then, the protocol functions properly. But
this is not the case in many peer-to-peer applications, such
as file sharing, as nodes participate actively only if they can
benefit or they are interested in the shared content. This results
in a paradox as the source wants to hide the information to
unauthorized users but, at the same time, should give them
incentives to cooperate.

In this paper we present a weak data secrecy scheme
designed to work in a mobile environment, such as vehicular
communication networks. We define weak secrecy as the ca-
pability of the source to secure the information for a bounded
time as the content can then be revealed to other nodes after



it is not considered sensitive anymore.

We target real-time data since the utility of this type of
information is conditional to the transmission delay. Hence,
in our approach we do not make extensive use of encryption
because it increases the processing time at both the source
and the destination, as well as, the complexity of the content
dissemination process. Moreover several keys or group keys
should be established to protect data addressed to different
group of users. The approach we present in this paper is novel
and has two features: 1) provides weak data secrecy and 2)
limits selfish behaviour by fostering cooperation since different
content is disseminated to different groups of nodes at once.

The rest of the paper is organized as follows. Section II dis-
cusses related works. Section III presents the system objective
and Section IV details our approach to provide weak secrecy
in a vehicular network that uses network coding as technique
for content distribution. Section V evaluates the approach and
Section VI concludes the paper.

II. RELATED WORKS

Traditional approaches that provide data confidentiality con-
sist of creating an end-to-end secure channel between the
source and the destination which is used to forward informa-
tion. The advantage of this solution is that it is independent
from the technique for encoding and transmitting data.

A mechanism that does not require encryption is the chaffing
and winnowing technique proposed by Rivest [12]. The idea
consists of processing the information at the source to compute
message authentication codes (MACs), which will be used by
the destination to extract data, and of distributing more infor-
mation than required in cleartext. The destination computes the
MACs on the received data to verify which packets must be
discarded. The security of the scheme is based on the difficulty
of the attacker to identify the informative packets.

Further extensions to intentional data pollution consist of
inserting a pre-processing step that implements an all-or-
nothing encryption, which requires the decryption of the
entire ciphertext before getting any information on a message
block [11]. Jakobsson et al. define a new protocol, based on an
all-or-nothing property, which scrambles the original message
in such a way that it is sufficient for the source to encrypt only
a small part to guarantee confidentiality to the whole data [7].

Stinson formalizes the concept of an all-or-nothing transfor-
mation and proves that this transformation is unconditionally
secure if the output (all blocks except one) of this pre-
processing stage do not give any information to reconstruct
part of the input unless all blocks are used: the entropy of
one block of the input does not change if more output blocks
are available, while the conditional entropy of the input given
the output is 0. In addition, Stinson proves that an invertible
matrix defined in the finite field Fy, is sufficient to implement
a linear all-or-nothing transformation [13].

These properties have been exploited to define security
mechanisms for content distribution networks which use for-
ward correcting codes to ensure content reliability. In this case
the pre-processing step and the generation of new encoded data
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Fig. 1. Content distribution network in VANET

are tight together so that only a small fraction of the generated
codewords need to be encrypted to provide confidentiality [3].

In the case of network coding, confidentiality without
encryption can be achieved if multiple disjoint paths, at
least two, are available between source and destination. The
source disseminates partial information on each path and the
intermediate nodes must have access to all these flows to
recover the original file [9].

In vehicular applications, multiple disjoint paths are not
always available as the links between vehicles are unstable and
the paths can change dynamically. Moreover, full knowledge
of the available links cannot be assumed as each vehicle has
a limited view of the network learnt by its neighbours.

In this paper we define a new approach to guarantee weak
secrecy based on an all-or-nothing transformation to pre-
process the original content and we define a new incentive
scheme based on the capability of intermediate nodes to
contribute to the system objective if they are interested in the
content itself.

III. CONTENT DISTRIBUTION SCENARIO AND SYSTEM
OBJECTIVE

Our approach aims at securing for a bounded time the
content distributed to a large set of vehicles authorized to
access the data, as shown in Fig 1. The primary goal is to
avoid other cars to reconstruct parts of the original file from
few blocks while encouraging them to participate actively
in the system objective so that the real-time content can be
timely disseminated. Network coding is used to encode data
at the source and at intermediate nodes, as it proves to be an
effective technique to deploy vehicular applications also when
cars move fast and the transmission channel is noisy [10].

Fig. 1 shows a source that splits the file in blocks and dis-
tributes linear combinations of the blocks to the neighbouring
vehicles. The gray cars represent the intermediate nodes that
have the role to encode the received packets before forwarding
them to their respective neighbours, represented by the white
cars in Fig. 1. Intermediate vehicles are also important to
maintain the topology connected and to spread the information
between vehicles that are not in the range of communication.
The communication is limited to a single hop and neighbours
learn of new available information by checking the encoding
vector before actually downloading the block.

The complexity of our approach consists of ensuring that
these intermediate nodes do not access the original file. In our
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Fig. 2. The source transmits encrypted content that is decrypted once the
destination recovers all the blocks.

setting, the source uses a secret group key to encrypt data so
that multiple destinations, that have the same privileges, can
decrypt the content. This shared key can be distributed to the
members by using an out-of-band channel or at the registration
phase if nodes subscribe to a service.

In traditional approaches, based on encryption to secure
data, the source secures the file and then uses random network
coding to distribute the encrypted blocks to the nodes, as
shown in Fig. 2. Finally, the destination can decrypt the
information when it successfully receives n linear independent
combination of blocks, where n is the number of blocks.

In this setting, encryption preserves data secrecy but in-
termediate nodes will not like to collaborate as they have
no control and access to the transmitted information. Thus,
the benefit of network coding is reduced as vehicles have a
smaller probability to receive useful information. To this extent
we apply the “winnowing and chaffing” approach, defined
in [12], to reduce the amount of information encrypted and
to encourage groups of nodes to contribute resources. The
incentive consists of their expectation to recover the data.

The basic idea is to pollute the content intentionally in
such a way that intermediate nodes cannot recover timely the
original file, which contains corrupted symbols. These symbols
can be identified and discarded by authorized recipients as the
source uses the secure channel to notify which portions of the
file have been added to hide the original information.

Herein, we stress that this approach is valid to protect data
that are considered sensitive for a limited amount of time as
the intermediate nodes can operate on the whole file to guess
those parts that have been corrupted. In fact, they can try to
discard blocks and check whether the recovered information
is meaningful. The time is a function of the size of the file
and the number of polluted blocks, which is unknown to
intermediate nodes. Starting from this assumption, we define
different approaches to efficiently provide weak data secrecy
in vehicular networks.

IV. WEAK DATA SECRECY

The techniques that will be used as building blocks in
our weak data secrecy scheme are network coding to encode
the information and Secure Random Checksums (SRCs) to
identify polluted blocks. In this section we present first the
role of SRCs and then our approach in detail.

A. Background: Secure Random Checksum

Gkantsidis et al. [6] define the Secure Random Checksum
(SRC) as a lightweight alternative to prevent pollution attacks

in content distribution systems implementing network coding.
The construction of the SRC works as follows, the source
generates m elements, as many as the symbols in a block,
by using a secure pseudo random generator. These elements
are defined in the same finite field F5s of the symbols of
network coding. The SRC is computed as the sum of the
result of the pairwise multiplication of the vector of ran-
dom elements, i.e., [t1,...,ts], with the one of the block
elements, i.e., [fi1,-.., fim]. Then, the SRC of block F; is
SRC; = Z;":l t;fi ;. The same process is repeated for all
the blocks Fy, F5, ..., F,,. The mask based checksum for the
original file F' is (SRCy,...,SRC,). This vector SRC is
distributed with # over a secure channel to a destination node
which can check if a block has been modified. Please note that
different random elements ¢; must be generated for every node
to ensure that a malicious node could not generate a corrupted
block that passes the checksum verification.

The verification of SRCs can be performed each time a
node receives an encoded block y = Z:':l ¢; F; by computing
the SRC(y) = Y jey teyr = > 1y ciSRC;. The SRCs are
linear operations and can be computed very efficiently. In our
implementation on a Intel Pentium 1.73GHz machine, the SRC
generation rate is as fast as 96MB/s.

B. Weak secrecy scheme

The weak secrecy scheme uses SRCs to identify both the
blocks corrupted by malicious nodes and the ones intentionally
polluted by the source, as defined in [6]. The source distributes
to authorized destinations valid SRCs for those blocks that
contain the original content and modified values of the SRCs to
identify the polluted content. When a block is received, a node
computes the SRC and in case the verification fails, it uses
a homomorphic hash function [6] to distinguish between en-
coded blocks polluted by the source or by intermediate nodes.
In the second case, also the homomorphic hash verification
fails and the block is discarded.

Intermediate nodes can still recover those blocks that have
not been polluted. To strengthen the mechanisms by maintain-
ing the same amount of overhead, the source pre-processes
the data before obfuscation by applying an “all-or-nothing”
transformation ¢(x) = xM !, where z is the data and
M is an invertible matrix with non O entries in the finite
field Fbq, as proposed by Stinson in [13] and discussed in
Section II. An important property of applying an all-or-nothing
transformation consists of increasing the complexity for an
intermediate node to recover the original file since all the
corrupted blocks must be correctly identified before computing
the inverse of the transformation.

In our scheme, the result of the transformation is distributed
in cleartext using a network coding scheme, whereas the SRCs
are encrypted to avoid that unauthorized users learn which
blocks are corrupted. After the legitimate nodes receive enough
encoded packets to recover the whole file, they can verify the
SRCs and drop those blocks that do not match with their SRC
values, as shown in Fig. 3. Then, the nodes invert the all-or-
nothing transformation.
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Fig. 3. File reconstruction: a legitimate destination discards the o corrupted
blocks for the reconstruction of the file.

We define two approaches to efficiently provide weak se-
crecy by limiting the amount of corrupted data.

1) The same group as destination: In this first case, we
assume that the source transmits multiple files to the same
group of authorized nodes. Instead of obfuscating each file
as defined above, the source computes the bitwise exclusive
or of the files and pollutes the result. Thus, the source does
not have to pollute each single file to guarantee weak secrecy
but one file is sufficient to achieve the goal. Let’s assume that
the source has three files F'1, F'2 and F'3 of the same length
(padding is added otherwise) and the result of the operation
is C = F1& F2® F3. Then, the source pollutes C' to obtain
CT and transmits this file along with C! @& F2 @ F3 and
C! @ F1® F3. The destinations can recover the three files by
using SRCs computed on C/ to reconstruct the file C.

In its general form, we can compute the efficiency of this
scheme by considering that each file is divided into n blocks.
The source actually should transmit (1+a)n blocks to provide
weak privacy via obfuscation, where « € [0, 1] indicates the
fraction of additional blocks required to pollute the original
file. If we suppose that the source has m files to transmit,
then the average number of polluted blocks for each file is
Hﬁ(’n. This solution has one drawback as the source must
have all the files available before starting the transmission.

2) Different groups as destination: This approach consists
of a source and multiple destinations that belong to different
groups. The source has m files, one for each group, that are
“mixed” together, as shown in Fig. 4. This file is processed and
then network coding is used to disseminate the same content
to all groups. Nodes of each group winnow out useless blocks
by using the SRCs, which are different for every single file,
as the “garbage” part for one group is meaningful for another.

This approach further promotes the cooperation among
different groups of nodes because they are not able to get
their own content as efficiently as expected otherwise. In fact,
if the source delivers the files for each group one by one,
the intermediate nodes, which are not the intended recipients,
may not cooperate. In this scheme cooperation among different
group of nodes and the weak secrecy property are guaranteed
if at least three disjoint sets of nodes form the groups. In fact
nodes can filter out useless parts by the virtue of SRCs without
being able to recover the content of any other group.

V. EVALUATION

In this section we evaluate the efficiency of weak secrecy
in a vehicular communication network through simulations
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Fig. 4. Three different files are “mixed” to generate the data that the source
transmits.

using NS-2. We have implemented an application layer agent
to simulate the content distribution scenario described in
Section III and we use the VanetMobiSim simulator [1], [4]
to generate a realistic trace of mobile nodes (vehicles). We
place 60 vehicles in an area of 2,400m x 2,400m by using
the Manhattan Grid consisting of 60 road segments of 300m.
We simulate nodes coming from different directions that
travel toward the center of the grid where they retrieve the
content, and, then, move in other directions. The movement
of vehicles is simulated to follow the Intelligent Driver
Model [14] with the Intersection Management model working
as follows: vehicles slow down and stop at each intersection.
In our simulations, we consider 3 distinct groups of mobile
nodes, each of size of 20 vehicles, and a server that stores
3 different files, one per group. Each file is divided into 100
blocks of 1 KB and we implement network coding, defined
in a Fys field, to distribute the file. Finally, we assume that
cooperative nodes contribute a packet every 0.1 second.

A. Comparison of weak secrecy schemes

We evaluate the second approach described in Section IV
and analyze the benefit of network coding in VANETs.

1) Files distributed separately.: The source disseminates
the three files to each group, one after another, without
using network coding. We assume that the vehicles of the
groups, that have no interest in the file currently shared,
do not participate actively. In our simulation, we let those
uncooperative nodes contribute a packet every p (p > 0.1)
second, where 0.1 second is set to be the cooperative packet
rate. In this approach, we do not use our weak secrecy scheme
and confidentiality can be guaranteed only by encryption.

2) Weak secrecy to each file.: The three files are still
distributed separately to each group but in this case we use
network coding, to disseminate the data, and the weak secrecy
scheme, to protect the information and to foster cooperation.
We set the packet rate of the vehicles, that are not the intended
recipients, to a value smaller than the cooperative rate. We
let those uncooperative nodes contribute a packet every gq
(p > q > 0.1) second, which is simulated to be grater than p
as the weak privacy scheme retains nodes’ cooperation.

3) Weak secrecy via mixing: The third approach consists
of “mixing” the three files together before transmission. As
discussed in Section IV, the polluted content for one group is
meaningful for the others, so all the nodes will cooperate to
distribute the files. Thus, we let all nodes in the simulation
remain at full cooperation level, i.e., a packet is transmitted
every 0.1 seconds.

In Fig. 5 we plot the three cases to show the efficiency of
the weak secrecy scheme via mixing compared to the basic
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Fig. 5. File download rate versus time elapsed

implementation without mixing and without network coding.
In our simulation, the node average mobility is set to 10m/s,
and we set p = 0.5 and ¢ = 0.3 without loss of generality.

Fig. 5 clearly shows that our scheme efficiently increases
the average download rate of vehicles, and in the meantime it
guarantees weak secrecy protection of the data addressed to
different groups. Moreover, network coding reduces drastically
the download time in vehicular networks.

B. The impact of mobility

Next, we investigate the impact of mobility on the download
rate by simulating the third scenario presented above. We
increase the node mobility from 10m /s to 20m /s and 30m/s
and we plot the results in Fig. 6. Fig. 6 shows that mobility
helps cars to find more informative packets in the system, thus,
the downloading rate is higher. In fact, the dissemination is
performed only to single hop neighboring cars, thus, if greater
the node speed is, then more vehicles are contacted on average.

Compared to a static scenario, mobility gives a higher
probability to overhear from different cars new information,
which might be more valuable. This is because the data are
more likely to be encoded blocks that are independent of the
current codewords stored on the node.

VI. CONCLUSION

This paper presents a novel and efficient weak secrecy
scheme for network coding. It exploits network coding prop-
erties to disseminate content in vehicular communication net-
works and an all-or-nothing implementation of the “winnow
and chaffing” approach to filter out corrupted blocks. We
discuss two possible approaches to improve the efficiency of
the scheme and show that even if intermediate nodes have
the necessary information to compute the whole file, they are
not able to immediately reconstruct the original information.
Indeed, an all-or-nothing transformation is used to increase the
complexity for intermediate nodes to recover the file.

We evaluate our scheme in a vehicular communication
network. Simulation results show that our scheme based on
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Fig. 6. File download rate versus simulation time with different node speed

mixing and obfuscation can help distribute the file more
efficiently than using encryption. The scheme provides data
secrecy and retains the cooperation level of intermediate nodes
even if they are not the intended content consumers. This
demonstrates that our scheme is a suitable solution for network
coding based content distribution in vehicular networks.
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