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In this talk
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Why am I being 
shown this ad? What data the ad 

platform knows 
about me?

[NDSS’18]

Explanations for social media targeted advertising
Ad explanations

Data explanations



Facebook provides 
explanations

Explications are voluntary or to satisfy law
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But explanations are not 
trivial

• The systems they have to explain are complex

• Many design choices
• Format, length, amount of details …

• What is a good explanation?
• Improve control
• Satisfies curiosity
• Detect malicious or deceiving advertising
• Verify compliance



Why did I received 
this ad? 
Ad explanations



… it’s complicated

Targeted advertising is a complex system
• Facebook inferred some attributes
• Advertiser used attributes to select audience 
• Facebook matched the ad to me through auctions 
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Desired properties of 
explanations

• Do explanations show all the attributes? (completeness)

• Were the attributes showed actually used by the 
advertisers? (correctness)

• Are explanations specific to each user? (personalization) 

• Are explanations consistent across time? (consistency) 
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We need standards for 
explanations

To protect against adversarial explanations :

• Insufficient / unsatisfactory
• That offer no insightful/actionable information to 

consumers

• Misleading / fake
• Designed to gain consumer acceptance for a service
• Misled consumers about the process
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Measurement methodology

• Chrome extension to collect ads from Facebook timeline
• 35 users for 5 months
• 26K unique ads and explanations 

• Controlled experiments targeting users with ads:
• We targeted users
• We collected explanations
• 96 successful campaigns

} Ground truth
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Are Facebook explanations 
complete?

• For ads targeting customer PIIs 
• “One reason you're seeing this ad is that Booking.com added you to a list 

of people they want to reach on Facebook. They were able to reach you 
because you’re on their customer list or you’ve provided them with your 
contact information off of Facebook. This is based on customer
information provided by Booking.com..”

• Does not show what PII booking.com used! 
• Email ? Telephone ? Name+address? etc.
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Are Facebook explanations 
complete?

• For ads targeting data broker attributes
• “One reason you're seeing this ad is that Peugeot wants to reach people 

who are part of an audience created based on data provided by Acxiom. 
Facebook works with data providers to help businesses find the right 
audiences for their ads. Learn more about data providers.”

• Does not say what Acxiom provided attributes were used! 
• Financial data ? Purchasing habits ? etc.
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Are Facebook explanations 
complete?

• For ads targeting Facebook attributes:
• “One reason you're seeing this ad is that Peek & Cloppenburg wants to 

reach people interested in Shopping and fashion, based on activity such 
as liking Pages or clicking on ads.”

• “There may be other reasons why you're seeing this advert, including that 
Acer wants to reach people aged 18 to 45 who live or have recently been 
in Germany. This is information based on your Facebook profile and 
where you've connected to the Internet.”

• Picks exactly one attribute (besides gender, location, age)  
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Validation of 
incompleteness

• Ran several controlled ads targeting ourselves using a 
custom list and selecting millennial & expats

• “One of the reasons why you're seeing this advert is because 
we think that you may be in the Millennials audience. This is 
based on what you do on Facebook..”

• Only one features, millennial (not expats), shown!
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Do explanations need to be 
complete?

• Should they specify all attributes in ad targeting?

• Arguments for:
• Avoid misleading and insufficient explanations:
• Designed to gain consumer acceptance for a service

• Builds trust and incentivizes cooperation

• Arguments against:
• Targeting formula may be a business secret
• Overloads users with information (need succinct 

explanations)
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Selecting attributes for 
explanations

“One  reason  you're  seeing  this  ad  is  that  Peek  &  Cloppenburg
wants  to  reach  people  interested  in  Shopping  and  fashion,  based  on  
activity  such  as  liking  Pages  or  clicking  on  ads.”

• Are the explained attributes the most important?
• Is Shopping and fashion the most important of all the 

user’ attributes that Facebook and the advertised used 
to target the user?
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How Facebook selects 
attributes

• Ran controlled ads to reverse-engineer Facebook’s 
feature selection strategy

• Facebook appears to prioritize attributes based on
• Their type:  Demographic  >  Interest  >  PII  >  Behavioral
• Their prevalence:  Most  prevalent  first

• Unclear, if this is the right prioritization for users
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Are Facebook explanations 
(at least) correct? 

• Experiment : Ran a controlled ad targeting ourselves 
using a custom list and selecting millennials & expats
• “There may be other reasons why you're seeing this advert, including that 

Vacations in Saarbücken wants to reach people aged 18 and above who 
live or have recently been in Germany. This is information based on your 
Facebook profile and where you've connected to the Internet.”

• Never used attributes shown in explanations!
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Need for rigorous 
explanations

Incomplete explanations: 
• Malicious advertiser can conceal 

sensitive/discriminatory attributes by adding a common 
popular attribute to the targeting audience 

Misleading explanations: 
• Fail to capture accurately the reasons why a user is 

targeted —> induce false sense of trust
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What data the ad platform 
knows about me?

Data explanations



How is the data inferred? 

Ad 
platform

Motherhood

New mover

Likely to engage in 
Politics (Liberal)

Web browsing
(online but outside 
Facebook)

Offline data

Facebook actions (e.g., 
likes, clicks, posts)
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Explanations of the data 
inference process

Ad Preferences Page



Desired properties of a data 
explanation

• Specificity

• Completeness

• Correctness
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Measurement methodology

• Build tool that collects the Ad Preference Page daily
Collection of real-world data
Controlled ad campaigns
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Evaluation of properties

• Most explanations are vague

• Explanations are incomplete
• No data broker attributes appear
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Need for rigorous 
explanations

Incomplete explanations: 
• Does not show the full picture to the user
• Provides a false sense of trust 

Vague explanations: 
• Does not allow users to control the outputs in the future
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Takeaways

• Just mandating explanations is not enough!

• Badly designed explanations can be dangerous
• Easily exploitable by malicious advertisers

• Designing good explanations is complicated
• Different purposes ask for different properties
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Open challenges

• How to pick a few (K) features for explanations? 

• How to determine the importance of a user attribute?
• Does it reveal privacy sensitive information?
• Is it a rare (or low prevalence) attribute in population?
• Does it exert the most influence?

• What properties explanations need to protect against 
malicious advertisers?
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A step towards more 
transparency



AdAnalyst

Make sense of the ads you receive on Facebook
• Enhance transparency by aggregated statistics 
• Enhance transparency in a collaborative way 

http://adanalyst.mpi-sws.org/

Disable/pause AdBlockPlus on Facebook!
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Ads view
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Data view
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Advertisers view
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