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Today’s class

* How to configure your browser to protect
yourself from Web tracking?

* Private mode and Safari intelligent tracking
protection

 Protection via browser extensions: ad blockers
and tracking blockers

* Protection from browser fingerprinting
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User protection from Web Tracking:
Web browser configuration
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First-party cookie setting

& | ) rirefox about:preferencestiprivacy ¢ 4 A 9B O 4 & ¥ =

Q

Search

Browser Privacy

Privacy & Security Forms & Passwords

Remember logins and passwords for websites Exceptions

Use a master password Change Master Password

History

Firefox will Use custom settings for history v

Always use private browsing mode
v Remember my browsing and download history

Remember search and form history

v | Accept cookies from websites Exceptions...

Accept third-party cookies:| Never v
Keep until:| they expire v Show Cookies...

Clear history when Firefox closes Settings




Do browser settings protect from
within-site tracking?
* Browser setting: block first-party cookies

" blocks setting cookies upon HTTP responses
" blocks setting cookies via JavaScript

" blocks reading cookies via JavaScript

" doesn’t block sending cookies via HTTP request if
cookies are already in the browser (in Internet
Explorer)




Third-party cookies blocking

& Firefox - about:preferences#privacy

Browser Privacy

Search

Privacy & Security Forms & Passwords

Remember logins and passwords for websites

4

Use a master password

History

Firefox will Use custom settings for history v

Always use private browsing mode
v/ Remember my browsing and download history
Remember search and form history

v/ | Accept cookies from websites

Accept third-party cookies:| Never v

Keep until:| they expire v

Clear history when Firefox closes

Exceptions...

Show Cookies...




Protection from stateful tracking

* Browser setting: block third-party cookies
" Protects from tracking (purely) via cookies
" Does not protect from cookie respawning
" Does not protect from tracking via HTTP headers

* |n some browsers, as Internet Exporer




History browser settings

History __ Remember history

Never remember history
i@V Use custom settings for history }

* Pros: protects from history stealing attacks

* Cons: doesn’t protect from tracking




Delete cookies upon exiting

v Accept cookies from websites

Accept third-party cookies Never v

Keep until | close Firefox ~

* Pros: protects from basic cookie tracking

e Cons: cookies can be restored via other
storages, when logging in, via fingerprinting




Safari’s Intelligent Tracking Protection

e affects whether a company can access
first-party cookies in a third-party context

Cookies can be Cookies can't be

usedina usedina Cookies

3rd-party context.  3rd-party context. purged.
———————— >

0 days 1 day 30 days

Days after the most recent interaction with the website.




Apple No tracking, no revenue: Apple's privacy
feature costs ad companies millions

Ad-tech firm Criteo likely to cut its 2018 revenue by more than a fifth
after Apple blocked ‘pervasive’ tracking on web browser Safari

Alex Hern

¥ @alexhern
018 11.56 GMT
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© This article is over 3
months old
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What about Private browsing mode?

You've gone incognito

Sigle

Pages you view in incognito tabs won't stick around in your
browser’s history, cookie store, or search history after you've closed
all of your incognito tabs. Any files you download or bookmarks you
create will be kept. visited pz e cookies

: e temporary files

in a Private Window, Firefox does not save:

However, you aren't invisible. Going incognito doesn’t hide your
browsing from your employer, your internet service provider, or
websites you visit.
wnloads

ous on the Inter ur employer or Internet serv
LEARN MORE

use trackers that can monitor your acti C > Internet. With Tracking

will block many trackers that can collect information about your b ing behavior.




How Private mode works?

* browsing history
e cookies g
e searches

are stored only in the current separate “session”




Private mode is not so private...

* Doesn’t protect from Web tracking across
websites
* Doesn’t block third-party cookies
" neitherin Firefox with Tracking protection ON
" norin Chrome
* Browsing history can be merged with other
sessions

" if the user logs in
" via browser fingerprinting




Protection from Web tracking via
browser extensions

(SEE SLIDES “EXTENSIONS”)




Protection from browser
fingerprinting

(SEE SLIDES “FINGERPRINTING”)




GDPR and ePrivacy Regulations
Tools for Web developers
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EU Data Protection Regulations

Applies to all people physically
located in the EU

Applies to any information,
not only personal data

(appliesto personal RegU|ati0n

data) (informationstored
on/retrieved from
devices)

Regulation = applies directly
to all member states




Business model of the Web

-

include third-party
content

GDPR in force since May 25, 2018
ePrivacy Regulation under discussion
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Why should web developers care
about user protection?

e Current law:

= ePrivacy directive 2009 (known as “cookie law”)




Why should web developers care
about user protection?

thanks to ePrivacy directive 2009

G @ @ & https://www.accuweather.com/en/fr/lyon/171210/weather 20037 ¥von g.n + OT O « »

l '~ World™> Europe > France > Rhone > Lyon ENGLISH (US), °C & J

@ AccuWeather Lyon, France 2 0000

France Weather v  Lyon, France -()- 18°C «~ % Allergies: Moderate
Now 3:20 pm CEST Weekend Extended Month Radar MinuteCast® Watch News &
e & & & &W
CURRENT WEATHER TODAY TONIGHT TOMORROW

S QM

182 192 9% 22

A thunderstorm Turning out Partly sunny
Sunny in spots clear and pleasant

Achetez votre belle montre en ligne. Experts
réputés. Inscription gratuite.

Consulter

See Hourly e More More More
aap———




Why should web developers care
about user protection?

* EU privacy regulations updated

= GDPR (General Data Protection Regulation) 05/2018
= ePrivacy Regulation ??/2020

* Companies will have to implement a proper user
consent for information stored or accessed on
user’s browser

* Fines: up to 20M euro or 4% global annual
turnover (whatever is bigger) per violation




Want to include social buttons but
not to track users?

Social Share Privacy

O™ HELike 1 0
slz 1st click: activate Permanenty enable
share buttons:
button
@ Elike 0 -~ Facebook
v Google+
J 2nd click: like
I Twitter
a© 1
! Reddit
Before activation this button
. . . /' Flattr
doesn't send mformatlon toa
third party. ' Pinterest

http://panzi.github.io/SocialSharePrivacy/




Third party content on websites

Today

* up to 34 distinct third parties on a single website [Lerner-
etal-USENIX’16]

* 90% of contentis tracking users [Roesner-etal-NSDI'12]

e Common protection: client-side browser extensions
*= Ghostery, Disconnect, AdBlockPlus, etc.

Tomorrow

e ePrivacy Regulation: website owners are responsible if
third parties track their users

 Website owners want to control third-party content they
include




How to provide automatic tools
for web applications developers
to include third party content
without third party tracking?

D. F. Some, N. Bielova and T. Rezk. Control What You Include! Server-Side Protection against Third

Party Web Tracking. EssoS 2017



Control What You Incl---*

1. Redirect third parties to

* First prototype that helps Y

) . middle.com
- (
third-party content with 2. Intercept dynamically -

created content m

(T 3. Add CSP (to avoid

@ http://sitel.com bypassing)

i <iframe E

: src=hiddkexrcomi/ : -

i Cookie Database ad-tml=

: E . . \)

rewrlte.coT !

' </iframe> |

i i sitel.com

_________________________________________________

http://tracker.com/smiley.gif -
http://middle.com/?url=http://tracker.com/smiley.gif

D. F. Some, N. Bielova and T. Rezk. Control What You Include! Server-Side Protection against Third

Party Web Tracking. EssoS 2017



Control What You Include!

* First prototype that helps Web developersto include
third-party content without Web tracking

o€ tracker.com

<iframe

' src=middle.com/ '
: ) ad.html> !
+ Cookie Database -
! ! ] )

1. Removes cookies,
Etag, Referer

2. Rewritesan iframe as
a new iframe from
middle.com

com

D. F. Some, N.Bielova and T. Rezk. Control What You Include! Server-Side Protection against Third

Party Web Tracking. EssoS 2017



Case Study

e Demo website:

= Youtube videos

[ https://sstp-rewrite; x

< C | & Secure

225 |
E (a1 ] )
= A6 ]
Angers N (471 {477
ik o
Nazaire \y i ) fhes | Parc Nat
S gnies Parc naturel régional Régional
Cholet - Loire-AnjousTouraine Bourges du Morvan
S °
€62 |
demoms” B [10]
La Roche-sur-Yon
s Poitiers
o

LaRochelle
o

Google rochefort
Name

https://sstp-rewriteproxy.inria.fr/maps

Status  Type Initiator Time | Waterfall

Py

. r?type=src&ru=aHROcH... 200
png

r2type=srcé&r...

" Google Map

- r?type=src&ru=aHROcH... 200

script

. r?type=src&ru=aHROcH... 204 if
gi

388 requests | 2.5MB transferred | Finish: 28.2min |

" Images, stylesheets
= Videos, audios...

The Middle Party Server successfully removes tracking

D. F. Some, N. Bielova and T. Rezk. Control What You Include! Server-Side Protection against Third
Party Web Tracking. EssoS 2017



