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RIGHTS OF DATA SUBJECTS



Rights of the Data Subject

" |ndividuals have rights to keep control of their
personal data.

= Data Controller (DC) should be able to explain
how to exercise their rights.

" Once an individual exercises her right, DC has
to respond within 1 months



Chapter 3

Rights of the data subject

To implement these rights, a data controller must authenticate data subjects first!

Section1 - Transparency and modalities

Article 12 - Transparent information, copdmunigation and modalities for the exercise of the

rights of the data subject
Section2 - Information and acgéss to pergonalldata

Article 13 - Information to bgprovided where persbnal data are collected from the data
subject

Article 14 - Informati

to be provided
subject

ere pers+al data have not been obtained from
Article 15 - Right of access by the datf subject
Section3 - Rectification and erasu

Article 16 -  Right to rectification

g

Article 17 - Right to erasure (‘right to be forgotten’)



* GDPR *
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The General Data Protection Regulabon

YOU HAVE THE RIGHT....
not to remain silent. ;)

Cristiana Santos, Utrecht University



Theright to
be informed

Companies will now need
to include some form of
privacy notice, emphasising
the need for transparency
over how they use your
personal data.

X

Theright to
restrict processing

You will have the right to
‘block’ processing of
personal data. When

restricted, companies are

permitted to store data,
but not process it.

The right of
access

You will be able to obtain
confirmation that your data
is being processed, access
to your personal data and
other supplementary
information.

Theright to
data portability

This allows you to obtain
and reuse your personal
data across different
services. You can move,
copy or transfer data
without hindrance.

K4

Theright to
rectification

You are entitled to have
incorrect data rectified.
If it has been disclosed
to third parties.
companies must inform
them as well as you.

Theright to
object

You will be able to object
to processing based on
legitimate interests, direct
marketing, and processing
for the purpose of
research and statistics.

Cristiana Santos, Utrecht University

The right to
erasure

This allows you to
request the removal of
personal data where
there is no compelling
reason for its
continued processing

Automated decision
making & profiling right:

Safeguards are
provided against the
risk that a potentially
damaging decision is
taken without human
intervention,



ARTICLE 29 DATA PROTECTION WORKING PARTY

17/EN

WP251rev.01

o *

X gk
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Guidelines on Automated individual decision-making and Profiling
for the purposes of Regulation 2016/679

Adopted on 3 October 2017

As lastRevised and Adopted on 6 February 2018

dp

European Data Protection Board

: Guidelines 5/2019 on the criteria of the Right to be Forgotten in
earch engines cases under the GDPR

* X 4k

ARTICLE 29 DATA PROTECTION WORKING PARTY

* %
* %

* gk

16/EN
WP 242 rev.01

Cristiana S

Guidelines on the right to data portability

Adopted on 13 December 2016
As last Revised and adopted on 5 April 2017



The right to
be informed

Companies will now need
to include some form of

the need for transparency
over how they use your
personal data.

X

Theright to
restrict processing

You will have the right to
‘block’ processing of
personal data. When

restricted, companies are

permitted to store data,
but not process it.

privacy notice, emphasising

The right of
access

You will be able to obtain
confirmation that your data
is being processed, access
to your personal data and
other supplementary
information.

Theright to
data portability

This allows you to obtain
and reuse your personal
data across different
services. You can move,
copy or transfer data
without hindrance.

K4

Theright to
rectification

You are entitled to have
incorrect data rectified.
If it has been disclosed
to third parties.
companies must inform
them as well as you.

Theright to
object

You will be able to object
to processing based on
legitimate interests, direct
marketing, and processing
for the purpose of
research and statistics.

Cristiana Santos, Utrecht University

The right to
erasure

This allows you to
request the removal of
personal data where
there is no compelling
reason for its
continued processing

Automated decision
making & profiling right:

Safeguards are
provided against the
risk that a potentially
damaging decision is
taken without human
intervention.



Right to be informed, a1, 14

DS need to know who, what, how
to exercise control on her data

concise, transparent, intelligible
and easily accessible form,
using clear and plain language

Free of charge

Cristiana Santos, Utrecht University



Right to be informed

* |f datais collected directly from the DS, e.g. filled a form
* When the data is collected from him

* |f data is not collected directly from the DS, e.g. transferred from other controller
* Within a reasonable time (max. 1 month) of the collection

 |f the data are collected to communicate with a DS or to transmit the data to
another controller, during the first communication with the data subject / to
the new controller

(b
=
O
y—
(D)
i=
|_

— Exceptions (direct) — Exceptions (indirect)

* The DS already has the information * The DS already has the information
* Impossible or disproportionate effort
* Collection or disclosure foreseen by law
* Professional secrecy

Cristiana Santos, Utrecht University 12



Informed of a bunch of
information

The identity and contact details of the controller (& representative, if applicable) M M
The contact details of the DPO (if applicable) M M
The purposes of the processing, the legal basis for the processing and theI legitimate o ol
Interests (It processing is founded on legitimate interest)

The categories of personal data concerned M
The recipients or categories of recipients of thlz personal data M M
The transfers of personal data to third countries (including safeguards) M M
The storage duration (or, if impossible, the criteria used to determine that period) M M
| The rights of the DS I M |
The rights to withdraw consent (if applicable) M M
The right to lodge a complaint with a supervisory authority M M
The source of the personal data (incl. if from publicly accessible sources) M
If there is a statutqry or.contractual re_quirement to provide the data, if the provision of o

the personal data is obligatory & possible consequences of a refusal

If automated 'cleci'sio.n.-making, incI.. profiling, is used (if so, meaningful information ¥ v
about the logic, significance & envisaged consequences for the DS)

Further processing of the personal data M M

Cristiana Santos, Utrecht University
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Legal Design Privacy Policies

R T
0 &

Privacy Policies are
Mandatory by Law

¥ |

58?&

Cristiana Santos, Utrecht University



Machine Learning Powered Analysis of
Consumer Contracts and Privacy Policies

&« C @ Nonsécurisé | claudette.eui.eu

Home About Our Publications Use our tools!

Our Publications
You can now watch our demonstration video for the CLAUDETTE system! Use our tools!

CLAUDETTE

An Automated Detector of Potentially Unfair Clauses

Cristiana Santos, Utrecht University 15



The right to
be informed

Companies will now need
to include some form of
privacy notice, emphasising
the need for transparency
over how they use your
personal data.

X

Theright to
restrict processing

You will have the right to
‘block’ processing of
personal data. When

restricted, companies are

permitted to store data,
but not process it.

K4

Theright to
rectification

The right of
access

You will be able to obtain
confirmation that your data
is being processed, access
to your personal data and
other supplementary
information.

You are entitled to have
incorrect data rectified.
If it has been disclosed
to third parties.
companies must inform
them as well as you.

Theright to
data portability

Theright to
object

This allows you to obtain
and reuse your personal
data across different
services. You can move,

copy or transfer data for the purpose of

without hindrance. research and statistics.
Cristiana Santos, Utrecht University

You will be able to object
to processing based on
legitimate interests, direct
marketing, and processing

The right to
erasure

This allows you to
request the removal of
personal data where
there is no compelling
reason for its
continued processing

Automated decision
making & profiling right:

Safeguards are
provided against the
risk that a potentially
damaging decision is
taken without human
intervention.
16



Right of access: >

“You know way too much about me... What do you have on me? art.15#59,63, 64

ol
)

1) Check if data is being processed about her: awareness
2) Check ii. lawfulness of processing; ii. quality/accuracy of her own data
3) Informed about:
* Purposes
e categories of personal data concerned
* 3° Parties recipients
e Storage duration
* DSrights, incl. the right to lodge a complaint with a DPA
* Source of the personal data (if collected indirectly)
* If automated decision-making, incl. profiling, is used (if so, meaningful
information about the logic behind, the significance & consequences)

I 4) right to receive a (free) copy of the personal data

e -

* Without undue delay, * The right shall not adversely affect the ’
* within 1 month of the request (possible rights of others )
extension of 2 months) ® #63 protection of intellectual property rights and trade secrets

(eg. if release of logic of automated decision taking would
involve release of such information)

17



Right to Data Request Form

We found a Quantcast measurement cookie on your browser. You can make a data request for this browser by clicking
an option below.

Request a copy of your data Request your data be deleted

| confirm that | live in the European Economic Area.

| confirm that | am the sole user of this browser, and | am legally entitled to make this request regarding the
personal data associated with this browser.

F

I'm not a robot

SUBMIT REQUEST

Cristiana Santos, Utrecht University 18



Case C-434/16, Nowak v DPC

Trainee accountant failed one accountancy exam 4 x

Questioned the 4" result, then requested access to all PD held by the
accountancy body, the CAI

Received 17 items, but not the exam script, not “PD” %
Asked Irl DPA for help, which concluded that not PD
hm‘;er

Challenged DPA decision before cts, Supreme Court asked CJEU w
exam script is PD and what factors are relevant in concluding whether it is PD

Q also raised before CJEU whether examiner’s corrections to a script also
constitute personal data

Cf Joined Cases C-141/12 and C-372/12, YS and Others, 17 July 2014

* As regards the latter condition [i.e. relates to], it is satisfied where the
information, by reason of its content, purpose or effect, is linked to a
particular person.

* Exam scripts/Examiner’s comments
* Content — reflects extent of the candidate’s knowledge
* Purpose — evaluate candidate’s knowledge and professional suitability
* Result — may determine whether he can enter the profession

Cristiana Santos, Utrecht University



PERSONAL
DATA

ACCESS

Simplified definition

Right of access

The data subject has the right to access the data (original, processed
and derived data) that a controller has on him/her and to obtain a copy
of that data (original, processed and derived data). E.g. the right to
know all the information that your bank has on you and obtain a copy of
them, even of the derived data.

Original data

The personal data provided by the data subject. E.g. the data you give
by filling a form when you enter into a contract, but even simply the e-
mail address you give when you sign up for a service

Processed data

The personal data after they have been processed by the controller,
thus after they have been stored, organised, structured, modified,
combined, etc.

Derived data

The inferred and derived data generated by the controller from the
analysis of the original data e.g. when the controller profiles or
classifies a person according to his purchase pattern, assigns him a
(credit) score

Cristiana Santos, Utrecht University
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Data subject rights vs
Data controller fears

N f

A ‘ )

Data Subject Data Controller

WA\

How do | exercise my access right? Is this request legitimate?

How do | prove my identity to the e What is necessary to identify this
controller?

Can other person impersonate me? _ L
(use my credentials to get my data)  ° What if the data subject is illegitimate?

Will they do abusive identity check? What if | release the data from Réka to

(ask me for more than necessary, or Leon?
irrelevant docs)

person’s data?

21
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And if there are doubts about
the identity of the DS?

TNE 182107
UNITED aTaTEb

If the PD the DC has is not sufficient to identify a person, the
DC should not be obliged to acquire additional information in
order to identify the DS, for the sole purpose of compliance

— | But... if the user gives his PD to support his access right, the
==| controller should not refuse to take it

mmm !dentification=through the same credentials used by DS
B {0 |ogin to the online service offered by the controller

Cristiana Santos, Utrecht University 22



Security Analysis of Subject Access Request
Procedures How to authenticate data subjects safely
when they request for their data

Coline Boniface 1, Imane Fouad 2, Nataliia Bielova 2 , Cédric Lauradoux !, Cristiana Santos 3 Details

n PRIVATICS - Privacy Models, Architectures and Tools for the Information Society
Inria Grenoble - Rhéne-Alpes, CITI - CITI Centre of Innovation in Telecommunications and Integration of
services

E INDES - Secure Diffuse Programming
CRISAM - Inria Sophia Antipolis - Méditerranée

ﬂ UT1 - Université Toulouse 1 Capitole

Abstract : With the GDPR in force in the EU since May 2018, companies and administrations need to be vigilant
about the personal data they process. The new regulation denes rights for data subjects and obligations for data
controllers but it is unclear how subjects and controllers interact concretely. This paper tries to answer two
critical questions: is it safe for a data subject to exercise the right of access of her own data? When does a data
controller have enough information to authenticate a data subject? To answer these questions, we have
analyzed recommendations of Data Protection Authorities and authentication practices implemented in popular
websites and third-party tracking services. We observed that some data controllers use unsafe or doubtful
procedures to authenticate data subjects. The most common flaw is the use of authentication based on a copy
of the subject's national identity card transmitted over an insecure channel. We define how a data controller
should react to a subject's request to determine the appropriate procedures to identify the subject and her data.
We provide compliance guidelines on data access response procedures.

https://hal.inria.fr/hal-02072302
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Exercising SAR on 30 popular third-party trackers

Bl Analytics&Cross domains tracking
I Cross domains tracking

Analytics
I Nothing

@
o
L

o
o
L

% of first party domains
8

N
o
L

EYEEGEEEEEEEEESE
$issfiingzzigs
s58%8 ©¢f23EREE:
53 ECEE>E B¢

No response or not possible to contact 4

Not able to get information on how to exercise SAR 2

before we give the data

Deny access to third-party data 4

Use third-party cookies as online identifier 12

Require copy of an ID card 4

Direct access without any additional info 2

We identified 25 companies that own top 30 third-party tracking domains



Exercise your own right now!



Exercise 1: Your location

Google stores your location (if you have it turned on) every time you turn
on your phone, and you can see a timeline from the first day you started
using Google on your phone

Open your Google location history:
https://www.google.com/maps/timeline?pb

26
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Exercise 2: Your activity

Google stores search history across all your devices on a separate
database

Open your Google activity:
— https://myactivity.google.com/myactivity

28


https://myactivity.google.com/myactivity

More exercises for Google

— Google advertisement profile:
* http://www.google.com/settings/ads/

— App and extensions permissions:
* https://myaccount.google.com/permissions/?pli=1

— Youtube history:
* https://www.youtube.com/feed/history/search history

All the data Google stores about you:
— https://takeout.google.com/settings/takeout

29


http://www.google.com/settings/ads/
https://myaccount.google.com/permissions/?pli=1
https://www.youtube.com/feed/history/search_history
https://takeout.google.com/settings/takeout

Facebook

https://www.facebook.com/help/1701730696756992

(&) = 4 @© @ & https://www.facebook.com/help/1 701730696751 90% - U % ¥ o O 0 9 »

To download a copy of your Facebook data:

1. Go to the top right of Facebook and click .

2. Click Settings.

3. Click Your Facebook Information.

4. Go to Download Your Information and click View.

5. To add or remove categories of data from your request, click the boxes on the right
side of Facebook.

6. Select other options, including:

= The format of your download request.
= The quality of photos, videos and other media.

» A specific date range of information. If you don't select a date range, you!'ll
request all the information for the categories you've selected.

7. Click Create File to confirm the download request.

After you've made a download request, it will appear as Pending in the Available Files section of
the Download Your Information Tool. It may take several days for us to finish preparing your
download request

Once we've finished preparing your download request, we'll send a notification letting you know
it's ready.

30
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https://www.quantcast.com/privacy/data-subject-rights/

Right to Data Request Form

We found a Quantcast measurement cookie on your browser. You can make a data request for this browser by clicking
an option below.

Request a copy of your data

Request your data be deleted

| confirm that | live in the European Economic Area.

| confirm that | am the sole user of this browser, and | am legally entitled to make this request regarding the
personal data associated with this browser.

™

I'm not a robot

SUBMIT REQUEST

Cristiana Santos, Utrecht University
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https://platform.xandr.com/privacy-
center/captcha?next page=/privacy-center/access

axandr

Verify To Continue

Before continuing, please choose which identifier you'd like to use and verify that you are a human.

© Show segments associated with the cookie for the browser | am currently using to view this page
Show segments associated with my mobile advertising ID for ads in mobile applications (Identifier for
Advertising (IDFA) for iOS devices, Google Advertising ID (AAID) for Android devices

™

reCAPTCHA

Privacy - Tems

I'm not a robot

By continuing, | solemnly affirm and certify under penalty of perjury that | am the owner and the sole controller
of the device(s) about which | am requesting information or submitting privacy elections.

To Find Your MAID on iOS Devices including iPhone and iPad
Apple does not provide users the ability to view their Identifier for Advertisers “IDFA” (Apple’s Advertising ID). In
order to find your IDFA, a third-party app is required. There are several options available on the App Store.

For Android
To find your Android Advertising ID, open the Google Settings app and click on “Ads.” Your Advertising ID will
be located at the bottom of the screen.

If you are experiencing technical difficulties in accessing data, deleting data, or opting out, please try another
browser and let us know.


https://platform.xandr.com/privacy-center/captcha?next_page=/privacy-center/access

The right to
be informed

Companies will now need
to include some form of
privacy notice, emphasising
the need for transparency
over how they use your
personal data.

X

Theright to
restrict processing

You will have the right to
‘block’ processing of
personal data. When

restricted, companies are

permitted to store data,
but not process it.

The right of
access

You will be able to obtain
confirmation that your data
is being processed, access
to your personal data and
other supplementary
information.

Theright to
data portability

This allows you to obtain
and reuse your personal
data across different
services. You can move,
copy or transfer data
without hindrance.

Theright to
rectification

If it has been disclosed
to third parties.
companies must inform
them as well as you.

Theright to
object

You will be able to object
to processing based on
legitimate interests, direct
marketing, and processing
for the purpose of
research and statistics.

Cristiana Santos, Utrecht University

You are entitled to have
incorrect data rectified.

The right to
erasure

This allows you to
request the removal of
personal data where
there is no compelling
reason for its
continued processing

Automated decision
making & profiling right:

Safeguards are
provided against the
risk that a potentially
damaging decision is
taken without human
intervention.
33



=
,-!
a

Right to rectification? aesss

I- Right to obtain the correction or completion of personal data

e Inaccurate data => rectification of data
* Incomplete data => completion

— Notification

« Without undue delay and in any event * Obligation to notify the rectification to
within 1 month of the request (possible each recipient to whom the data have
extension of 2 months) been disclosed (unless impossible or

disproportionate effort)

* Obligation to inform the DS of these
recipients, at the request of the latter

Cristiana Santos, Utrecht University 34



A customer
requests a
company to delete
their data from any
marketing mailing
lists

A reformed
criminal requests
Google to delete
any references to
his criminal past

from search results

An employee
requests to delete
a bad performance
report

Cristiana Santos, Utrecht University 35



The right to
be informed

Companies will now need
to include some form of
privacy notice, emphasising
the need for transparency
over how they use your
personal data.

X

Theright to
restrict processing

You will have the right to
‘block’ processing of
personal data. When

restricted, companies are

permitted to store data,
but not process it.

The right of
access

You will be able to obtain
confirmation that your data
is being processed, access
to your personal data and
other supplementary
information.

Theright to
data portability

This allows you to obtain
and reuse your personal
data across different
services. You can move,
copy or transfer data
without hindrance.

K4

Theright to
rectification

You are entitled to have

incorrect data rectified.
If it has been disclosed
to third parties.
companies must inform
them as well as you.

Theright to
object

You will be able to object
to processing based on
legitimate interests, direct
marketing, and processing
for the purpose of
research and statistics.

Cristiana Santos, Utrecht University

The right to
erasure

This allows you to
request the removal of
personal data where
there is no compelling
reason for its
continued processing

Automated decision
making & profiling right:

Safeguards are
provided against the
risk that a potentially
damaging decision is
taken without human
intervention.
36



Right to

“right to be forgotten” Art 17466

erasure

— Which Cases — mefram

1. Data no longer necessary for the initial
purposes

Withdrawal of consent

DS exercises right to object

Unlawful processing

Legal obligation requiring deletion

Data added to social media when the

oOU AW

Without undue delay and in any
event within 1 month of the request
(possible extension of 2 months)
Notify any one to whom it has
disclosed such data

erson was a child
_m Refused

Freedom of expression and information
Compliance with a legal obligation
Public interest in public health
Archiving purposes

Legal claims

* Ex. newspaper reports public affair. Keeps records
under commercial law. In case of offence, DC needs
the data to start a legal claim;

* dating app still shows the profile

Cristiana Santos,

* None of the above conditions are
fulfilled

* DS does not prove its identity

* The request is “manifestly unfounded
or excessive”

* One of the exceptions of article 17(3)

apply

37
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Case “Google Spain”

In the case C-131/120, Mario Costeja Gonzalez
started legal proceedings against the editor of a
Spanish newspaper (La Vanguardia SL) and
against Google Spain & Google Inc. because by
searching his name in Google, he discovered
articles published in that newspaper 16 years
ago about his social security debts. Mr. Gonzalez
said that the proceedings about him were fully
resolved for several years and that reference to
them was now entirely irrelevant

: N

E’aﬁ(@ﬁ Right to have Google ® Right to economic interest of a [4)
delete links to irrelevant search engine, and the interests of
and outdated data other internet users/general public

Cristiana Santos, Utrecht University 38



B

The right to
be informed

Companies will now need
to include some form of
privacy notice, emphasising
the need for transparency
over how they use your
personal data.

Theright to
restrict processing

You will have the right to
‘block’ processing of
personal data. When

restricted, companies are

permitted to store data,
but not process it.

The right of
access

You will be able to obtain
confirmation that your data
is being processed, access
to your personal data and
other supplementary
information.

Theright to
data portability

This allows you to obtain
and reuse your personal
data across different
services. You can move,
copy or transfer data
without hindrance.

K4

Theright to
rectification

You are entitled to have
incorrect data rectified.
If it has been disclosed
to third parties.
companies must inform
them as well as you.

Theright to
object

You will be able to object
to processing based on
legitimate interests, direct
marketing, and processing
for the purpose of
research and statistics.
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The right to
erasure

This allows you to
request the removal of
personal data where
there is no compelling
reason for its
continued processing

Automated decision
making & profiling right:

Safeguards are
provided against the
risk that a potentially
damaging decision is
taken without human

intervention,
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Right to restrict processing

Art 18#68

Right to restriction of processing data until an accuracy dispute is
verified = “stop for now, while the situation is being analysed”

When?

* Retention of unlawfully processed data, no longer necessary
* Retention of data for legal claims

* Accuracy & rectification is being contested by data subject

* Person objected to processing (based on legitimate interests),
then requires data restriction while DC checks the legal basis

Consequences:
* Storage ok for a period
* Prohibited further processing

Cristiana Santos, Utrecht University
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The right to
be informed

Companies will now need
to include some form of
privacy notice, emphasising
the need for transparency
over how they use your
personal data.

X

Theright to
restrict processing

You will have the right to
‘block’ processing of
personal data. When

restricted, companies are
permitted to store data,
but not process it.

This allows you to obtain
and reuse your personal

services. You can move,

The right of
access

You will be able to obtain
confirmation that your data
is being processed, access
to your personal data and
other supplementary
information.

Theright to
data portability

data across different

copy or transfer data
wlout hindrangg

K4

Theright to
rectification

You are entitled to have
incorrect data rectified.
If it has been disclosed
to third parties.
companies must inform

them as well as you.

Theright to
object

You will be able to object
to processing based on
legitimate interests, direct
marketing, and processing

for the purpose of

research and statistics.

Cristiana Santos, Utrecht University

The right to
erasure

This allows you to
request the removal of
personal data where
there is no compelling
reason for its

continued processing

Automated decision
making & profiling right:

Safeguards are
provided against the
risk that a potentially
damaging decision is
taken without human
intervention.
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Right to data portability:
“receive & reuse” . aomss; wea

Right to receive the PD concerning her from the DC
Right to transmit that data to another DC

* where technically feasible (across different services), without hindrances

Form: structured, commonly used, machine-readable
and interoperable form

When: on consent/contract; by automated means

e

ATng s o BANT,
\"' - - [ ]

gt

| money transferred to
Account Information
Service Provider (AISP) Bank A a n Oth e r ba n k;

Controller 2 Controller 1

* retrieving current playlist
from a music streaming

Lda service;
Data Subject / Consumer ¢ retrieve contact list from
webmail application 43
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Data which the individual “has provided”

data from online forms filled in by a user

/f ~. 8athered by the controller in the course of its dealings with

< the user

generated from observation of her activity

NBBBEESIBIEl > inferred or derived data

(eg. results of an algorithmic analysis of an person’s behavior)

*data held by a music streaming service
stitles of books held by an online bookstore
*data from a smart meter or other connected

objects

eactivity logs

*history of website usage
*search activities

*emails sent to the user

Cristiana Santos, Utrecht University 44



B

The right to
be informed

Companies will now need
to include some form of
privacy notice, emphasising
the need for transparency
over how they use your
personal data.

X

Theright to
restrict processing

You will have the right to
‘block’ processing of
personal data. When

restricted, companies are

permitted to store data,
but not process it.

The right of
access

You will be able to obtain
confirmation that your data
is being processed, access
to your personal data and
other supplementary
information.

Theright to
data portability

This allows you to obtain
and reuse your personal
data across different
services. You can move,
copy or transfer data
without hindrance.

K4

Theright to
rectification

You are entitled to have
incorrect data rectified.
If it has been disclosed
to third parties.
companies must inform
them as well as you.

Theright to
object

You will be able to object
to processing based on
legitimate interests, direct
arketing, and processing
for the purpose of

arch and statistig
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The right to
erasure

This allows you to
request the removal of
personal data where
there is no compelling
reason for its
continued processing

Automated decision

making & profiling right:

Safeguards are
provided against the
risk that a potentially
damaging decision is
taken without human

intervention,
47



Right to object s

Right to object

Right to object to processing of personal data
at any time of the processing

Conditions for P rIlC ol Bt

service upgrade

exe rC|Se purposes -Public interest task,

official authority

Legitimate Legal claims

Exceptions grounds of DC,

overriding the

Without undue

Consequences e veriomion of dieyend ey
. the legitimat event within
and timeframe grounds month
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Processing for scientific,
historical, research,
statistical purposes

DC cannot use
the data for
marketing

purposes
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Right to Object v. Right to Erasure

| specific__ ( all personal w
RS S data of the DS
operations \ )
particular purpose
grou Nds ' situation data consent
subject lawful (-)...

\. J \ J/
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