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TERRITORIAL SCOPE

Non-EU Established Organizations
Offer goods or services or engaging in 
monitoring within the EU.

PERSONAL DATA SENSITIVE DATA

ENFORCEMENT

LAWFUL PROCESSING 

CONSENT

RESPONSIBILITIES OF DATA CONTROLLERS AND PROCESSORS

RIGHTS OF DATA SUBJECTS

Transparency

Purpose 
Specification and 

Minimization

Access and 
Rectification

Automated 
Decision-Making

Right to Data 
Portability

Right to 
Erasure

DATA BREACH NOTIFICATION

Data Protection 
Officer (DPO)

Data 
Protection by 

Design

INTERNATIONAL DATA TRANSFER

Data Impact 
Assessment

Record of Data 
Processing Activities

THE PLAYERS
Data 

Subjects

Data Controllers

Data 
Processors

Supervisory 
Authorities

Identified Identifiable
Racial or 

Ethnic Origin

Religious or 
Philosophical 

Beliefs

Health

Trade Union 
Membership Sex 

Life
Political 
Opinions

Biometric 
Data

Genetic 
Data

“Right not to be subject to a 
decision based solely on 
automated processing, 
including profiling.”

A personal data breach is “a breach of 
security leading to the accidental or 

unlawful destruction, loss, alteration, 
unauthorized disclosure of, or access 
to, personal data transmitted, stored or 

otherwise processed.”

Collection and processing of personal data must 
be for “specified, explicit and legitimate purposes” 
– with consent of data subject or necessary for 

Consent must be freely 
given, specific, 
informed, and 
unambiguous.  

Model 
Contractual 

Clauses

Privacy 
Shield

Binding 
Corporate 

Rules 
(BCRs)

Adequate Level of 
Data Protection

If likely to result in a high privacy risk Æ notify data subjects

Notify supervisory authorities no later 
than 72 hours after discovery.

Up to 20 million euros or 4% of total annual worldwide 
turnover.   Less serious violations: Up to 10 million 
euros or 2% of total annual worldwide turnover.

EU Establishments

Maintain a documented 
register of all activities 

involving processing of EU 
personal data.

built in starting at 
the beginning of the 

design process

Designate DPO if core 
activity involves regular 

monitoring or processing 
large quantities of 

personal data.. 
For high risk 

situations

w w w . t e a c h p r i v a c y . c o m

GDPR

Workforce awareness training by Prof. Daniel J. Solove

• performance of a contract 
• compliance with a legal 

obligation
• to protect a person’s 

vital interests
• task in the public 

interest
• legitimate interests

Effective Judicial Remedies: 
compensation for material and 
non-material harm.
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Legal bases for processing personal data 

1. Consent
2. Contract necessity for the performance of a contract between the 

controller and subject

3. Compliance with a Legal Obligation
4. Task in the Public Interest, official functions or a task in the public 

interest

5. Protecting Vital Interests of the data subject, e.g., to protect someone´s 
life during medical emergency (life and death)

6. Legitimate Interest of the data controller balanced against the rights 
and freedoms of the individual
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Slides of Cristiana Santos

https://gdpr-info.eu/art-6-gdpr/ https://gdpr-info.eu/recitals/no-40/

https://gdpr-info.eu/art-6-gdpr/
https://gdpr-info.eu/recitals/no-40/


Which legal basis?
• Does the government

has access to all the 
mobile phone numbers
of people in France?

• Does GDPR apply and 
how is it possible?

7
SMS I received on Monday, 16 March 2020



CNIL responded…

• No telephone number transmitted to the 
government!

• « the government only sent a message to the 
operators, who were responsible, with their
own databases, for routing it to individuals.»

8



https://www.cnil.fr/fr/le-gouvernement-sadresse-
aux-francais-par-sms-le-cadre-legal-applicable
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https://www.cnil.fr/fr/le-gouvernement-sadresse-aux-francais-par-sms-le-cadre-legal-applicable


Which legal basis?
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Consent
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Consent
• What? Mechanism to give data subjects control/choice

over whether or not personal data concerning them will be
processed
• When? Given before processing starts
• How? No limits on form
• Elements of valid consent (Article 4(11) of GDPR)

1. Free
2. Specific
3. Informed
4. Unambiguous 

12
Slides of Cristiana Santos https://gdpr-info.eu/art-4-gdpr/

https://gdpr-info.eu/art-4-gdpr/


Freely given Consent

• Not valid when there is no real choice:
i. Imbalance of power: data subject is compelled,

pressured, influenced, fear to consent
ii. Conditionality: consent asked in the scope of a

contract or service
iii. Detriment: has to endure negative

consequences by not consenting

13
Slides of Cristiana Santos



Free vs Imbalance of Power 

• Presumption of imbalance of power if controller is public
authority, employer, medical service (dominant position).

• Data subject fearing adverse consequences, has no realistic
alternative to accept the processing terms (invalid consent)
(GDPR Recital §43)

• Cases: 
§ Fear or real risk of detrimental effects as a result of a refusal
§ Risk of deception, intimidation, coercion or significant negative 

consequences, e.g. substantial extra costs for non consenting 
§ Compulsion, pressure or inability to exercise free will

• Other lawful bases more appropriate to the activity of public
authorities (legal obligation, public interest)

14

Slides of Cristiana Santos



Example of a free balanced consent
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A local municipality is planning road maintenance works. The municipality
offers its citizens the opportunity to subscribe to an email list to receive
updates on the progress of the works and on expected delays.

The municipality makes clear that there is no obligation to participate and
asks for consent to use email addresses for this (exclusive) purpose. Citizens
that do not consent will not miss out on any core service of the
municipality or the exercise of any right, so they are able to give or refuse
their consent to this use of data freely. All information on the road works
will also be available on the municipality’s website.

Slides of Cristiana Santos



Free vs Conditionality 
• Tying, bundling, disguising the consent request as a

condition for the performance of contract.
• Consent and contract cannot be merged

• Assessment:
§ Scope/core of contract; data necessary for that contract
§ “Necessity” to fulfill the contract with each individual data

subject, e.g., address for goods to be delivered, credit card
details for payment

§ Direct/objective link between the processing of the data and
the purpose of the execution of the contract

16
Slides of Cristiana Santos GDPR Article 7(4), Recital §43



Example of Conditionality 
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Bank asks customers for consent to allow third parties to use
their payment details for direct marketing purposes. The
customer’s refusal to consent implies denial of banking services,
closure of the bank account, or an increase of fees.

Slides of Cristiana Santos



Example of Conditionality
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Free vs Detriment
• Withdraw consent without detriment 

• Detrimental effects can be: leading to any costs or 
clear disadvantage: 
§ Deception
§ Intimidation
§ Coercion
§ Downgrading of the service
§ Other significant negative consequence 

19
Slides of Cristiana Santos GDPR Recital §42



Example of non-detrimental effects
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Celine subscribes to a fashion retailer’s newsletter with general
discounts. The retailer asks for consent to collect more data on
shopping preferences to tailor the offers based on shopping
history, or a questionnaire that is voluntary to fill out. When
she revokes consent, she will receive non-personalized fashion
discounts again.

Slides of Cristiana Santos



Example of detrimental effect



2. Specific Consent
• Consent must be specific for each purpose

• Criteria:
§ Purpose specification: as a safeguard to avoid “function creep” or

widening or blurring of purposes; explain what and why
§ Granularity in consent requests: separate opt-in for each purpose
§ Clear separation of information on obtaining consent for data

processing activities, from information about other matters

• Examples of non-specific, general purposes:
§ “improving users' experience”, “marketing purposes”, “IT-security

purposes”, “future research”

22
Slides of Cristiana Santos GDPR Article 6(1)(a), Recitals § 43 and  § 32, 29WP 03/2013
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A cable TV network collects subscribers’ personal data, based
on their consent, to present them with personal suggestions
for new movies they might be interested in based on their
viewing habits. After a while, the TV network decides to
enable third parties to send (or display) targeted advertising
on the basis of the subscriber’s viewing habits.

Slides of Cristiana Santos

Example of Non-Specificity



Example of Non-specific to purpose
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3. Informed Consent

• What information must be presented?
§ Identity of the (joint) controllers (Recital § 42)
§ Purposes of the processing (Recital § 42)
§ Type of data to be collected and shared
§ Existence of  the right to withdraw consent (Article 7(3))
§ Info on the use of data  for automated decision-making 

(Article 22 (2)(c))
§ Info on the risks of data transfers (Article 46)

25
Based on slides of Cristiana Santos 29WP 259 Guidelines on Consent



3. Informed Consent

• How to provide information? 
§ Should be accessible before using the service (e.g., in 

the first layer of the cookie banner)
§ Intelligible and easy accessible form – not hidden in 

T&Cs
§ Distinguishable (separate and distinct) from other 

matters

26
Slides of Cristiana Santos 29WP 259 Guidelines on Consent, GDPR Articla 7(2), Recitals § 32, § 42



Example of accessible information



3. Informed Consent

• Requirements on form/language of 
information:
§ Free form/shape, e.g. written or oral statements, or 

audio or video messages 
§ Clear and plain language for lay people –

understandable
§ Should not contain unfair terms, Directive 93/13/EC 

– if in doubt, consumer law defines more 
requirements

28
Slides of Cristiana Santos 29WP 259 Guidelines on Consent, GDPR Articla 7(2), Recitals § 32, § 42



4. Unambiguous Consent
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GDPR 4(11) §3 29WP 259 on Consent

Valid • any oral/written statement, or 
clear affirmative action
•ticking a box when visiting a 
website
•choosing technical settings for 
information society services 

“if you – click a button or link, tick 
a box, swipe a bar on a screen, 
waive in front of a smart camera, 
turn a smartphone around 
clockwise, – you agree to the use 
of information X for purpose Y”

Non 
Valid

•Inaction, silence, inferred
•pre-ticked boxes
•condition to other actions

•scrolling down a website
• swiping through a website
(difficult to distinguish)

Slides of Cristiana Santos



Example of Ambiguous consent
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The only possible 
action is to close the 

cookie banner. 



4. Unambiguous Consent

• Ambiguous cookie banner designs:
§ Allowing only to close a cookie banner 
§ Pre-ticked boxes
§ Disappearance of a banner while browsing the 

website
§ Allowing only to accept cookies without allowing

to reject
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Obligation to Proof Consent?
• Controller has to demonstrate consent

• How to demonstrate? 
§ Record of consent statement received: who, what, when, how

Eg. name, session Id, username, dated doc, documentation of
the consent workflow at the time of the session, online
timestamp, copy of the info presented, form

• Expiration date?
§ No “evolving consent” vs specific
§ Depends on context, scope of original consent, expectations of 

the data subject, evolution of processing. 
§ Refreshed consent at appropriate intervals

32
Slides of Cristiana Santos GDPR Article 7(1), Recital §42



Withdrawal of Consent
• When? Be informed before, at any time
• How? As easy as to give, without undue

effort
§ mouse-click, swipe, keystroke,
§ log-on account,
§ interface of an IoT device,
§ e-mail

• Without detriment – free or without 
lowering service levels 

33
Slides of Cristiana Santos GDPR Articles 7(3), 17(1)b, Recital §39



Exercise
• Open history of your browser
• Choose 3 websites from your browsing history
• Open these 3 websites in a private/incognito window
• Is there a consent banner? Does it comply with 

elements of valid consent?
1. Free
2. Specific
3. Informed
4. Unambiguous 

• Check the slides to validate your analysis
• Write 2 page report with your analysis
• Deadline: 11 December 2020
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