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|. Internet and web browsers

<!DOCTYPE html>
<html> LN
<!-- created 2010-01-01 -->
<head>
<title>sample</title>
</head>
<body>
<p>Voluptatem accusantium
totam rem aperiam.</p>
</body>
</html>
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l. Internet in 1995
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HTTP User agent Header

<!DOCTYPE html>
<html>
<!L-- created 2010-01-01 5>

NCSA_Mosaic/2.
(Windows-3..)

totam rem aperiam.</p>
</body>
</html>
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Browsers send device-specific
information to servers to improve user
experience on the web.

<!DOCTYPE html>

Mozilta/l.2

<head>
(compatible; MSI

« <p>\pluptatem accusang]
2.0; Wingdows95
</html>
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<!DOCTYPE html> F
<html>
<!-- created 2010-01-01 --> O Ote r
<head>
<title>sample</title>
</head>
<body>
<p>Voluptatem accusantium
totam rem aperiam.</p>
</body>
</html>
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l. Internet in 1995

* Every website announces with what browser it is
recommended to visit the website

Netscape - [A]
File Edit View Go Bookmarks Options Directory Window Help

This page 1s enhanced for Netscape Nawvigator. Y ou can view this page using
other browsers, but it will appear best with Nawgator.

Download Netscape Nawigator now! ‘ umé

Slides courtesy of Pierre Laperdrix (Stony Brook University)

Nataliia Bielova

Best Viewed With

Click here to download
Internet Explorer now



. Internet in 2017/ Heilie Helove IEI

A bigger and richer web
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1995 2017
Browser: Netscape Browser: Chrome v53 _
Language: Fr OS: Linux A,Ud'o
* Video

Screen: 1920x1080
Language: Fr

Timezone: GMT+1
Graphic card: GTX 1080Ti

* 3D rendering

* Real-time communications
* Web payments

e Virtual reality

What happens when we start collecting all the

information available in a web browser?

ML U CU M LLUy VI Tel e UGS VI WLV LY WUV WVl Jivy g




Nataliia Bielova

Example of a browser fingerprint

User agent Mozilla/5.0 (X11; Fedora; Linux x86_64; rv:55.0) Gecko/20100101
Firefox/55.0

HTTP headers text/html, application/xhtml+xml, application/xml;q=0.9,*/*;9=0.8 gzip,
deflate, br en-US,en;q=0.5

Plugins  Plugin 0: QuickTime Plug-in 7.6.6; libtotem-narrowspace-plugin.so; Plugin
1: Shockwave Flash; Shockwave Flash 26.0 r0; libflashplayer.so.

Fonts Century Schoolbook, Source Sans Pro Light, DejaVu Sans Mono, Bitstream
Vera Serif, URW Palladio L, Bitstream Vera Sans Mono, Bitstream Vera Sans,

Platform  Linux x86_64
Screen resolution  1920x1080x24

Timezone -480 (UTC+8)
OS Linux 3.14.3-200.fc20.x86 32-bit
WebGL vendor NVIDIA Corporation
WebGL renderer GeForce GTX 650 Ti/PCle/SSE2

Cwm fjo-lyphs vext quiz,
Cwm fjordbank glyphs vext quiz, ,_ —

—_—

Canvas
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. Definition of browser fingerprinting S

Definitions

* A browser fingerprint is a set of information related to a user’s device
from the hardware to the operating system to the browser and its
configuration.

* Browser fingerprinting refers to the process of collecting information
through a web browser to build a fingerprint of a device.
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How can we be identified by a browser fingerprint?




Browser fingerprinting used for tracking

Browser and operating system properties are used to track repeated

visits to a site.

@
N

http://sitel.com

<script
src=fingerprinter.com

fingerprinter.com

= = e e e e e e e e e e e e e e e e e e e e e

/script.js>

</src>

R — -

E 2:52pm: user_fp i
! 9jhldpe7tvivisited site1.com :

fingerprinter.com/track? 'E\>

fp_id=9jhldpe7fv&
site=site1.com
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Comparison of the emoji on different devices and OSs

v & =

(a) Windows 7 (b) Windows 10 (c¢) Linux (d) i0S

- -
(e) Firefox OS (f) Android 4.3 and before (g) Android 4.4 (h) Android 5.0

«.

(i) Android on an (j) Android on a (k) Android on an (1) Emoji not sup-
LG device Samsung device HTC device ported

https://hal.inria.fr/hal-01285470/document
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What makes fingerprinting a threat to online privacy?

Two studies have investigated the diversity of browser fingerprints.

Panepticlick

and Trackable — Is You

470,161 fingerprints
94.2% were unique

Tracking is possible

118,934 fingerprints
89.4% were unique

Am | Unique?

Slides courtesy of Pierre Laperdrix (Stony Brook University)




|. See your own fingerprint -

https://amiunigue.org (Am | Unique)

Am | Unique? * Website launched in
& Home Learn how identifiable you are on the Internet Novem ber 2014

R Help us investigate the diversity of web
browsers

€ Global statistics

* Collected 660,000+
View my browser fingerprint flngerprlnts SO far

? FAQ

U Privacy policy
By clicking on this button, only anonymous data will be collected and a cookie will be
stored in your browser for four months. You can find more details in the Privacy

% Links

B Spread the word! Share AmlUnique! * Browser extension
N Try it on all your devices! avai|ab|e to see the
SOYSOSH evolution of your own

browser fingerprint

What is browser fingerprinting?

Any questions? Send us an email at contact@amiunique.org
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|. Example of values collected on AmlUnique

Cwm fjo-lyphs vext quiz,
Cwm fjordbank glyphs vext quiz,
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