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• A brief history of Web browsers
• What is browser fingerprinting?
• From basic to advanced fingerprinting
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I. Internet and web browsers 3
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I. Internet in 1995 4
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I. Internet in 1995 5

• Every website announces with what browser it is
recommended to visit the website



Nataliia Bielova

Slides courtesy of Pierre Laperdrix (Stony Brook University)

I. Internet in 2017 6

A bigger and richer web

• Audio
• Video
• 3D rendering
• Real-time communications
• Web payments
• Virtual reality
…

1995 2017
Browser: Netscape
Language: Fr

Browser: Chrome v53
OS: Linux
Screen: 1920x1080
Language: Fr
Timezone: GMT+1
Graphic card: GTX 1080Ti
…

Browser

What happens when we start collecting all the 
information available in a web browser?
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Example of a browser fingerprint 7

Attribute Value

User agent Mozilla/5.0 (X11; Fedora; Linux x86_64; rv:55.0) Gecko/20100101 
Firefox/55.0

HTTP headers text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 gzip, 
deflate, br en-US,en;q=0.5

Plugins Plugin 0: QuickTime Plug-in 7.6.6; libtotem-narrowspace-plugin.so; Plugin 
1: Shockwave Flash; Shockwave Flash 26.0 r0; libflashplayer.so.

Fonts Century Schoolbook, Source Sans Pro Light, DejaVu Sans Mono, Bitstream
Vera Serif, URW Palladio L, Bitstream Vera Sans Mono, Bitstream Vera Sans, 
...

Platform Linux x86_64

Screen resolution 1920x1080x24

Timezone -480 (UTC+8)

OS Linux 3.14.3-200.fc20.x86 32-bit

WebGL vendor NVIDIA Corporation

WebGL renderer GeForce GTX 650 Ti/PCIe/SSE2

Canvas
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I. Definition of browser fingerprinting

Definitions

• A browser fingerprint is a set of information related to a user’s device 
from the hardware to the operating system to the browser and its 
configuration. 

• Browser fingerprinting refers to the process of collecting information 
through a web browser to build a fingerprint of a device.
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How can we be identified by a browser fingerprint?

v. 67

v. 67

v. 68

v. 68

?



Browser fingerprinting used for tracking

logs

http://site1.com

processing engine

2:52pm: user_fp
9jhldpe7fv visited site1.com

<script 
src=fingerprinter.com
/script.js>

</src>

script

fingerprinter.com

fingerprinter.com/track?
fp_id=9jhldpe7fv&
site=site1.com
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Browser and operating system properties are used to track repeated 
visits to a site.
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Comparison of the emoji on different devices and OSs

https://hal.inria.fr/hal-01285470/document

https://hal.inria.fr/hal-01285470/document
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What makes fingerprinting a threat to online privacy?

Two studies have investigated the diversity of browser fingerprints.
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470,161 fingerprints
94.2% were unique

Tracking is possible

118,934 fingerprints
89.4% were unique
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I. See your own fingerprint

• Website launched in 
November 2014

• Collected 660,000+ 
fingerprints so far

• Browser extension 
available to see the 
evolution of your own 
browser fingerprint
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https://amiunique.org (Am I Unique)

https://amiunique.org/
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I. Example of values collected on AmIUnique

Canvas fingerprinting
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