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Outline

• A	
  brief	
  history	
  of	
  Web	
  browsers
• What	
  is	
  browser	
  fingerprinting?
• From	
  basic	
  to	
  advanced	
  fingerprinting
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Browsers	
  send	
  device-­‐specific	
  
information	
   to	
  servers	
  to	
  improve	
  user	
  

experience	
  on	
  the	
  web.

HTTP	
  User	
  agent

NCSA_Mosaic/2.0	
  
(Windows	
  3.1)

Mozilla/1.22	
  
(compatible;	
  MSIE	
  
2.0;	
  Windows	
  95)
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• Every website announces with what browser	
  it is
recommended to	
  visit the	
  website
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I.	
  Internet	
  in	
  2017 6

A	
  bigger	
  and	
  richer	
  web

• Audio
• Video
• 3D	
  rendering
• Real-­‐time	
  communications
• Web	
  payments
• Virtual	
  reality
…

1995 2017

Browser: Netscape
Language:	
  Fr

Browser:	
  Chrome	
  v53
OS:	
  Linux
Screen: 1920x1080
Language:	
  Fr
Timezone:	
  GMT+1
Graphic	
  card:	
  GTX	
  1080Ti
…

Browser

What	
  happens	
  when	
  we	
  start	
  collecting	
  all	
  the	
  
information	
  available	
  in	
  a	
  web	
  browser?
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  of	
  a	
  browser	
  fingerprint 7

Attribute Value

User	
  agent Mozilla/5.0	
  (X11;	
  Fedora;	
  Linux	
  x86_64;	
   rv:55.0)	
  Gecko/20100101	
  
Firefox/55.0

HTTP	
  headers text/html,	
  application/xhtml+xml,	
  application/xml;q=0.9,*/*;q=0.8	
  gzip,	
  
deflate,	
  br en-­‐US,en;q=0.5

Plugins Plugin	
  0:	
  QuickTime	
  Plug-­‐in	
  7.6.6;	
  libtotem-­‐narrowspace-­‐plugin.so;	
  Plugin	
  
1:	
  Shockwave	
  Flash;	
  Shockwave	
  Flash	
  26.0	
  r0;	
  libflashplayer.so.

Fonts Century	
  Schoolbook,	
   Source	
  Sans	
  Pro	
  Light,	
  DejaVu Sans	
  Mono,	
  Bitstream
Vera	
  Serif,	
  URW	
  Palladio	
  L,	
  Bitstream Vera	
  Sans	
  Mono,	
  Bitstream Vera	
  Sans,	
  
...

Platform Linux	
  x86_64

Screen	
  resolution 1920x1080x24

Timezone -­‐480	
  (UTC+8)

OS Linux	
  3.14.3-­‐200.fc20.x86	
  32-­‐bit

WebGL	
  vendor NVIDIA	
  Corporation

WebGL	
  renderer GeForce	
  GTX	
  650	
  Ti/PCIe/SSE2

Canvas
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I.	
  Definition	
  of	
  browser	
  fingerprinting

Definitions

• A	
  browser	
  fingerprint	
  is	
  a	
  set	
  of	
  information	
  related	
  to	
  a	
  user’s	
  device	
  
from	
  the	
  hardware	
  to	
  the	
  operating	
  system	
  to	
  the	
  browser	
  and	
  its	
  
configuration.	
  

• Browser	
  fingerprinting refers	
  to	
  the	
  process	
  of	
  collecting	
  information	
  
through	
  a	
  web	
  browser	
  to	
  build	
  a	
  fingerprint	
  of	
  a	
  device.
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How	
  can we be identified by	
  a	
  browser	
  fingerprint?

v.	
  67

v.	
  67

v.	
  68

v.	
  68

?



Browser	
  fingerprinting	
  used	
  for	
  tracking

logs

http://site1.com

processing	
  engine

2:52pm: user_fp
9jhldpe7fv visited site1.com

<script 
src=fingerprinter.com
/script.js>

</src>

script

fingerprinter.com

fingerprinter.com/track?
fp_id=9jhldpe7fv&
site=site1.com
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Browser	
  and	
  operating	
  system	
  properties	
  are	
  used	
  to	
  track	
  repeated	
  
visits	
  to	
  a	
  site.
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Comparison	
  of	
  the	
  emoji	
  on	
  different	
  devices	
  and	
  OSs

https://hal.inria.fr/hal-­‐01285470/document
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What	
  makes	
  fingerprinting	
  a	
  threat	
  to	
  online	
  privacy?

Two	
  studies	
  have	
  investigated	
  the	
  diversity	
  of	
  browser	
  fingerprints.

12

470,161	
  fingerprints
94.2%	
  were	
  unique

Tracking	
  is	
  possible

118,934	
  fingerprints
89.4%	
  were	
  unique
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I.	
  See	
  your	
  own	
  fingerprint

• Website	
  launched	
  in	
  
November	
  2014

• Collected	
  660,000+	
  
fingerprints	
  so	
  far

• Browser	
  extension	
  
available	
  to	
  see	
  the	
  
evolution	
  of	
  your	
  own	
  
browser	
  fingerprint
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https://amiunique.org (Am	
  I	
  Unique)



14

Fingerprinting
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• Panopticlick [Eckersley,	
  PET’2010]

• Information	
  needed	
  to	
  uniquely	
  identify	
  a	
  browser
§ n – number	
  of	
  connected	
  devices:	
  5	
  000	
  000	
  000
§ log2n	
  – number	
  of	
  bits	
  for	
  a	
  unique	
  id:	
  33	
  bits

• Idea:	
  distinguish	
  user’s	
  browsers	
  by	
  accessing	
  browser	
  
features	
  and	
  using	
  their	
  probability	
  distributions
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I.	
  Example	
  of	
  values	
  collected	
  on	
  AmIUnique

Canvas	
  fingerprinting
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1

2
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How	
  to	
  compare	
  datasets:	
  Anonymity	
  sets

• User-­‐agent	
  on	
  Desktop	
  vs	
  Mobile	
  devices
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I.	
  Example	
  of	
  values	
  collected	
  on	
  AmIUnique

Some	
  user-­‐agents
• Mozilla/5.0	
  (Windows	
  NT	
  6.1;	
  WOW64;	
  rv:34.0)	
  Gecko/20100101	
  
Firefox/34.0
• Mozilla/5.0	
  (iPhone;	
  CPU	
  iPhone	
  OS	
  8_1_2	
  like	
  Mac	
  OS	
  X)	
  
AppleWebKit/600.1.4	
  (KHTML,	
  like	
  Gecko)	
  Version/8.0	
  Mobile/12B440	
  
Safari/600.1.4
• Mozilla/5.0	
  (Android;	
  Mobile;	
  rv:27.0)	
  Gecko/27.0	
  Firefox/27.0
• Mozilla/5.0	
  (Macintosh;	
  Intel	
  Mac	
  OS	
  X	
  10_10_2)	
  AppleWebKit/537.36	
  
(KHTML,	
  like	
  Gecko)	
  Chrome/39.0.2171.95	
  Safari/537.36
• Mozilla/5.0	
  (X11;	
  Ubuntu;	
  Linux	
  i686;	
  rv:34.0)	
  Gecko/20100101	
  
Firefox/34.0
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I.	
  Example	
  of	
  values	
  collected	
  on	
  AmIUnique

Other	
  custom	
  user-­‐agents
• godzilla/5.0	
  (X122;	
  BSD;	
  rv:500.0)	
  Gecko/20100101
• pouet
• “54.	
  When	
  a	
  warlike	
  prince	
  attacks	
  a	
  powerful	
  state,	
  his	
  generalship	
  shows	
  
itself	
  in	
  preventing	
  the	
  concentration	
  of	
  the	
  enemy's	
  forces.	
  He	
  overawes	
  
his	
  opponents,	
  and	
  their	
  allies	
  are	
  prevented	
  from	
  joining	
  against	
  him.”
• Deepnet Explorer	
  1.5.3;	
  Smart	
  2x2;	
  Avant	
  Browser;	
  .NET	
  CLR	
  2.0.50727;	
  
InfoPath.1)
• NSA	
  	
  	
  	
  	
  	
  
• Game	
  Boy	
  Advance	
  	
  	
  
• eat	
  it
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Anonymity	
  sets	
  for	
  mobile	
  devices

• User-­‐agent	
  on	
  Android	
  vs	
  iOS	
  devices
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What	
  if	
  I	
  disable	
  JavaScript?
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I.	
  Summary

• Servers	
  can	
  easily collect	
  information	
  about	
  a	
  device	
  to	
  form	
  what	
  is	
  
called	
  a	
  browser	
  fingerprint.

• There	
  is	
  so	
  much	
  diversity	
  that	
  users	
  can	
  be	
  tracked online	
  if	
  their	
  
fingerprint	
  is	
  unique.

• Test	
  your	
  device	
  on	
  	
  
https://amiunique.org
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https://arxiv.org/abs/1905.01051


