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Nataliia Bielova,* Cristiana Santos** & Colin M. Gray*** Towards a Neuro-ethical Law:

The EU ePrivacy Directive requires consent before using cookies
or other tracking technologies, while the EU General Data Protection
Regulation (“GDPR”) sets high-level and principle-based requirements Sous la direction scientifique de
for such consent to be valid. However, the translation of such require-
ments into concrete design interfaces for consent banners is far from
straightforward. This situation has given rise to the use of manipulative
tactics in user experience (“UX”), commonly known as dark patterns,
which influence users’ decision-making and may violate the GDPR re-
quirements for valid consent. To address this problem, EU regulators Cycle de recherche scientifique
aim to interpret GDPR requirements and to limit the design space of mené de septembre 2023 a juin 2024
consent banners within their guidelines. Academic researchers from
various disciplines address the same problem by performing user stud-
ies to evaluate the impact of design and dark patterns on users’ decision
making.

Regrettably, the guidelines and user studies rarely impact each
other. In this Essay, we collected and analyzed seventeen official guide-
lines issued by EU regulators and the EU Data Protection Board
(“EDPB”), as well as eleven consent-focused empirical user studies
which we thoroughly studied from a User Interface (“UI”’) design per-
spective. We identified numerous gaps between consent banner designs
recommended by regulators and those evaluated in user studies. By do-
ing so, we contribute to both the regulatory discourse and future user
studies. We pinpoint EU regulatory inconsistencies and provide action-
able recommendations for regulators. For academic scholars, we syn-
thesize insights on design elements discussed by regulators requiring
further user study evaluations. Finally, we recommend that EDPB and
EU regulators, alongside usability, Human-Computer Interaction
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CONSENT BANNERS

Vos préférences sur les cookies

Notre site utilise des traceurs nécessaires au fonctionnement optimal, a I'analyse des performances de notre
site, et pour sécuriser vos transactions. En refusant les traceurs via le lien "continuer sans accepter” ces
derniers seront quand méme déposés. Les autres traceurs non essentiels ou publicitaires déposés par

ou par des Partenaires sont soumis a votre consentement.

Notre organisation et ses 252 partenaires publicitaires (IAB) stockent et/ou accédent a des informations, telles
que les identifiants uniques de cookies pour traiter les données personnelles, sur un appareil. Vous pouvez
accepter ou gérer vos préférences en cliquant ci-dessous ou a tout moment dans la Politique Cookies

Nos partenaires publicitaires (IAB) traitent des données selon les finalités suivantes :

Utiliser des données de géolocalisation précises. Analyser activement les caractéristiques de I'appareil pour
I'identification. Stocker et/ou accéder a des informations sur un appareil. Publicités et contenu personnalisés,
mesure de performance des publicités et du contenu, études d’audience et développement de services.

Liste de nos partenaires |IAB

GERER MES PREFERENCES J'ACCEPTE

Continuer sans accepter
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Utiliser des données de géolocalisation precises. Analyser activement les caracteristiques de I'appareil pour
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er browsing experience.

Important updates | . :
i . thout accepting cookies.

. . nd change your setting.
we need you to review your privacy settings to be compliant with European laws. — “

Techmag and other third parties use cookies and similar techniques which may
collect information about you and your behavior within (and possibly also outside)

our website. Choose "Agree" or "Do Not Agree" to accept or refuse tracking cookies.

E 0 analyze website
(O Do Not Agree

wll lnnv

Continue
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ana
(211 || e ————
to personalize the ads

you consent to this use

This website uses cookies

Cookie Settir

We use cookies to make the website work properly, enhance performance,

create personalized functionality, and deliver targeted ads, Some cookies

more information N ou] we use cookies to optimiz are optional—click "Allow all cookies’ to accept all cookies, or select only the
PO“CY website. Such cookies can CoOkies you want and click ‘Allow se —;t*‘.] cookies” loupdate your
' that are necessary for usin preferences at any time, click on the 'Cookie Preferences’ button onthe
limitations, as well es thos: bottom right corner of this website. For more information, please see our
personalized offers. You c: Privacy Policy.

of cookies will be used. Pl¢

chosen setings. -  Allow selected cookics Jll _ Allow all cookies
chosen settings. Allow selected cookies Allow all cookies

Statistics v | Strictly necessary | Performance | Functional | argeting Sshow detalls
Comfort
Personalization

Show detailss

{ Select all and confirm

Confirm selection

Accept cookies Customise cookies
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CONSENT BANNER Ul SECTIONS

Cookie preferences Cookie preferences

Main banner text Main banner text

Bulk controls Specific controls

Decline All Accept All

An Ontology of Dark Patterns: Foundations, Definitions, and a Structure for Transdisciplinary Action. Colin M. Gray, Nataliia
Bielova, Cristiana Santos and Thomas Mildner. ACM CHI conference on Human Factors in Computing Systems (CHI), 2024.

12






WHICH CONSENT BANNER IS COMPLIANT?

Cookie preferences

Decline All Accept All

Cookie preferences

Accept All

X

Cookie preferences

You may reject or set up your preferred
configuration by clicking HERE.

Accept All

14



GAP AMONG

REGULATORS WHICH CONSENT BANNER IS COMPLIANT?

Cookie preferences

Decline All Accept All

Cookie preferences

Accept All

X

Accept and decline
on the first layer

French, Spanish, Luxembourg,
Irish, Dutch, UK, Denmark,
Greek, Latvian, Czech, Austrian
and Finnish DPAs

Closing the banner
means no consent Is

given

Italian, Latvian DPAs

Cookie preferences

You may reject or set up your preferred
configuration by clicking HERE.

Accept All

“at least provide
Information that allows
the user to reject non-

hecessary cookies”™

Irish DPASs

15



Cookie preferences

You may reject or set up your preferred
configuration by clicking HERE.

“at least provide
Information that allows
the user to reject non-

nhecessary cookies”™

Irish DPASs 16



GAP BETWEEN DPA

GUIDELINES AND GAP: REMOVING THE DECLINE BUTTON MAKES A
USER STUDIES SIGNIFICANT EFFECT ON USERS CONSENT DECISIONS

Cookie preferences

The refusal rate drops by 50%
when the decline button is
removed from the first layer.

You may reject or set up your preferred
configuration by clicking HERE.

“at least provide
Information that allows
the user to reject non-

Nouwens et al. 2020

The refusal rate drops from
17% to 4% when the decline
button is moved from the first

layer to the second layer.

Bielova et al. 2025

nhecessary cookies”™

Irish DPASs



Cookie preferences

Accept All

X

18



Cookie preferences IZI

Accept All

Closing the banner means
no consent is given

Italian, Latvian DPAs
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GAP BETWEEN DPA

GUIDELINES AND GAP: “CROSS-SIGN” IS CONFUSING FOR THE USERS

USER STUDIES

Cookie preferences IZI

Accept All

Closing the banner means
no consent is given

Italian, Latvian DPAs

This website uses cookies

Why we use cookies We use cookies to enhance site performance, personalize your experience, and
deliver interest based ads

Your choices: Some cookies are optional. Click "Allow all cookies’ to accept all cookies, or edit your

Users were confused about what would occur:

24°% expected to receive no cookies,
17% expected the website to set some or all
cookies by default

Bouma-Sims et al. 2023
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WHICH BANNER TEXT INFLUENCES USER’S DECISION?

European

Commission
|

This site cookies to offer you a better browsing e T This site uses cookies to offer you a better browsing experience.

. : ; Most users know what cookies are. Do you?
Find out more on how we use cookies and change your setting. e e A ———

I accept cookies I refuse cookies Iaccept cookies I refuse cookies

This site uses cookies to offer you a better browsing experience.
You should know that cookies may collect, track and share information such as
your IP address, location, and other personal data with third parties
Find out more on how we use cookies and change your setting.

This site uses cookies to offer you a better browsing experience.
You can easily choose with who you want to share your personal data by setting your own preferences.
Find out more on how we use cookies and change your setting,.

I accept cookies I refuse cookies
I accept cookies I refuse cookies

This site uses cookies to offer you a better browsing experience. This site uses cookies to offer you a better browsing experience.

You should know that cookies may collect, track and share information such as However, you can continue browsing without accepting cookies.
your IP address, location, and other personal data with third parties.

Find out more on how we use cookies and change your setting.
You can easily choose with who you want to share your personal data by setting your own preferences.

Find out more on how we use cookies and change your setting.

I accept cookies I refuse cookies

I accept cookies I refuse cookies
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First layer of the banner must contain

the minimum information:

a) identification of data controller(s)*
personal data purposes*

c) legal basis
right to withdrawal and how to exercise it
whether there are “site-specific” cookies
“third-party” cookies or both

the way users can accept, set or reject
cookies, and the consequences of refusing
(if relevant)

link to the privacy or cookie policy.

* All consulted guidelines, other requirements found
in only some DPA guidelines.
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GAP BETWEEN DPA
GUIDELINES AND USER GAP: NO SIGNIFICANT IMPACT OF BANNER TEXT ON

STUDIES USERS’ CONSENT DECISIONS

First layer of the banner must contain No impact on consent decisions among

the mlnlmum |nf0rmat|0n: a" SiX tested banners_
a) identification of data controller(s)*

personal data purposes” van Bavel et al. 2016
c) legal basis

right to withdrawal and how to exercise it

whether there are “site-specific” cookies

“third-party” cookies or both

the way users can accept, set or reject

cookies, and the consequences of refusing 29% read the banner text occasionally.

(if relevant) o Only 7% users said they always read it
link to the privacy or cookie policy.

Giese & Stabauer 2022

* All consulted guidelines, other requirements found
in only some DPA guidelines.




CONSENT BANNER Ul SECTIONS

Cookie preferences

Specific controls

25



Prasentation succinte
des lypes de cookies el

Les Cookies chez FIRME

Le site de FIRME utilise pour son compte et celui de ses partenaires des cookies strictement nécessaires au
fonctionnement de sont site et des cookies nécessitant votre consentement pour les finalités suivantes.

Merci de nous indiquer votre choix pour chaque finalité. Refus coche par défaut

Choix par finalté non oul

- Publicité comportementale

- Géolocalisation

- Interactions avec les réseaux sociaux

Pour plus d'informations sur les cookies utilisées, veulllez consulter notre poliique de confidentialité.

Vous avez la possibilité de relirer votre consentement & tout moment en chiquant
sur le len “cookies” en bas de page.

Pour information, le refus de certains cookies pourrait affecter les fonctionnalités X/Y du site,

Informations détallées disponibles dans un document

separe
- Information sur le retrait de consentement
- Information sur les conséquences d'un refus

Compliant banner example
Luxembourg DPA
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Présentation succinte
des types de cookies el

Les Cookies chez FIRME

Le site de FIRME utilise pour son compte et celui de ses partenaires des cookies strictement nécessaires au
fonctionnement de sont site et des cookies nécessitant votre consentement pour les finalités suivantes.

Merci de nous indiquer votre choix pour chaque finalité. Refus coche par defaut

This website uses cookies

- Publicité comportementale « Why we use cookies: To make the website work properly, enhance
performance, create personalized functionality, and deliver targeted ads

Choix par finaté non oul

- Géolocalisation

« Your choices: Some cookies are optional—click ‘Allow all cookies' to accept
- interaclions avec los résesux sotiecnt all cookies, or select only the cookies you want and click ‘Allow selected

« Updating preferences: Click on the ‘Cookie Policy' link in the footer of this

Pour plus d'informations sur les cookies utilisées, veuillez consulter notre politique de confidentialité. website

« More information: Please see our Privacy Policy

Vous avez la possibilité de retirer votre consentement & tout moment en chquant

sur le hen "cookies” en bas de page.
Allow selected cookies Allow all cookies

Pour information, le refus de certains cookies pourrait affecter les fonctionnalités X/Y du site.

Strictly necessary Performance Functional Targeting Show details

Informations détalieées disponibies dans un document
separe
- Information suy le retrait de consentament
- Information sur les conséquences dun refus

Compliant banner example
Luxembourg DPA

Control group banner

Habib et al. 2022




INSIGHT FOR

EMPIRICAL INSIGHT: SOME USER STUDIES INCLUDE “ACCEPT ALL” NEXT
RESEARCH TO “SAVE”, NUDGING USERS TOWARDS ACCEPTANCE!

Cookie preferences Cookie preferences

Allow selected m

Control group banner
Habib et al. 2022 8

Compliant banner example
Luxembourg DPA




INSIGHT FOR

EMPIRICAL INSIGHT: SOME USER STUDIES INCLUDE “ACCEPT ALL” NEXT
RESEARCH TO “SAVE”, NUDGING USERS TOWARDS ACCEPTANCE!

Cookie preferences Cookie preferences

Accept all

Compliant banner example Control group banner
Luxembourg DPA Giese & Stabauer 2022
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16 EU REGULATORY

GUIDELINES 11 USER STUDIES
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