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CONSENT BANNER UI SECTIONS
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An Ontology of Dark Patterns: Foundations, Definitions, and a Structure for Transdisciplinary Action. Colin M. Gray, Nataliia 
Bielova, Cristiana Santos and Thomas Mildner. ACM CHI conference on Human Factors in Computing Systems (CHI), 2024.
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WHICH CONSENT BANNER IS COMPLIANT?
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WHICH CONSENT BANNER IS COMPLIANT?

Accept and decline 
on the first layer

French, Spanish, Luxembourg, 
Irish, Dutch, UK, Denmark, 

Greek, Latvian, Czech, Austrian 
and Finnish DPAs 

Closing the banner 
means no consent is 

given

Italian, Latvian DPAs

“at least provide 
information that allows 
the user to reject non-
necessary cookies’’

Irish DPAs

GAP AMONG 
REGULATORS 
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GAP: REMOVING THE DECLINE BUTTON MAKES A 
SIGNIFICANT EFFECT ON USERS CONSENT DECISIONS

The refusal rate drops by 50% 
when the decline button is 

removed from the first layer. 

Nouwens et al. 2020

The refusal rate drops from 
17% to 4% when the decline 
button is moved from the first 

layer to the second layer. 

Bielova et al. 2025

GAP BETWEEN DPA 
GUIDELINES AND 

USER STUDIES

“at least provide 
information that allows 
the user to reject non-
necessary cookies’’

Irish DPAs 17
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Closing the banner means 
no consent is given

Italian, Latvian DPAs
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GAP: “CROSS-SIGN” IS CONFUSING FOR THE USERS

Closing the banner means 
no consent is given

Italian, Latvian DPAs

Users were confused about what would occur: 
24% expected to receive no cookies, 

17% expected the website to set some or all 
cookies by default 

Bouma-Sims et al. 2023

GAP BETWEEN DPA 
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WHICH BANNER TEXT INFLUENCES USER’S DECISION? 
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First layer of the banner must contain 
the minimum information:
a) identification of data controller(s)*
b) personal data purposes* 
c) legal basis
d) right to withdrawal and how to exercise it
e) whether there are “site-specific” cookies 

“third-party” cookies or both
f) the way users can accept, set or reject 

cookies, and the consequences of refusing 
(if relevant)

g) link to the privacy or cookie policy.

* All consulted guidelines, other requirements found 
in only some DPA guidelines.
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GAP BETWEEN DPA 
GUIDELINES AND USER 

STUDIES

First layer of the banner must contain 
the minimum information:
a) identification of data controller(s)*
b) personal data purposes* 
c) legal basis
d) right to withdrawal and how to exercise it
e) whether there are “site-specific” cookies 

“third-party” cookies or both
f) the way users can accept, set or reject 

cookies, and the consequences of refusing 
(if relevant)

g) link to the privacy or cookie policy.

* All consulted guidelines, other requirements found 
in only some DPA guidelines.

GAP: NO SIGNIFICANT IMPACT OF BANNER TEXT ON 
USERS’ CONSENT DECISIONS

No impact on consent decisions among 
all six tested banners. 

van Bavel et al. 2016

29% read the banner text occasionally. 
Only 7% users said they always read it 

Giese & Stabauer 2022
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CONSENT BANNER UI SECTIONS
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Compliant banner example
Luxembourg DPA 26



Compliant banner example
Luxembourg DPA

Control group banner
Habib et al. 2022 27



INSIGHT: SOME USER STUDIES INCLUDE “ACCEPT ALL” NEXT 
TO “SAVE”, NUDGING USERS TOWARDS ACCEPTANCE!

INSIGHT FOR 
EMPIRICAL 
RESEARCH

Compliant banner example
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Habib et al. 2022



Control group banner
Giese & Stabauer 2022
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INSIGHT: SOME USER STUDIES INCLUDE “ACCEPT ALL” NEXT 
TO “SAVE”, NUDGING USERS TOWARDS ACCEPTANCE!
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Empirical studies 
could provide 

evidence to help 
harmonizing 
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Development of common 
interfaces is needed 

Regulators 
should 
consider 
empirical user 
study results 

Robust methodology 
shared across regulators is 
needed
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