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Who	
  am	
  I?
• Nataliia	
  Bielova,	
  PhD	
  2011	
  

• Research	
  scientist	
  (CR)	
  at	
  INDES team	
  
French	
  National	
  Institute	
  in	
  
computer	
  science and	
  automation

• Interests:
– Privacy	
  protection
– Web	
  Tracking	
  technologies
– Discrimination	
  on	
  the	
  Web
– ePrivacy Regulation	
  (EU	
  privacy	
  law)
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Pixel	
  tracking	
  measurement

Browser	
  extensions	
  and	
  Web	
  logins	
  
experiment

Server-­‐side	
  protection	
  for	
  Web	
  developers

Joint	
  work	
  with	
  my	
  colleagues
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Back	
  in	
  1993…
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Today…



A	
  screenshot	
  from	
  FB	
  showing	
  me	
  the	
  same	
  bed
ул.	
  Большая	
  Якиманка,	
  43
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pixel.adsafeprotected.com

sync.mathtag.com

googlesyndication.com

yahoo.com

googletagservices.com

doubleclick.net

effectivemeasure.net

rubiconproject.com

mobiliernitro.com
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Web	
  Tracking	
  

likes	
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doubleclick.net

mobiliernitro.com



Web	
  Tracking

likes	
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doubleclick.net

paris.lachainmeteo.com



How	
  many	
  trackers	
  per	
  website?
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How	
  many	
  trackers	
  per	
  website?

18	
  companies	
  will	
  know	
  that	
  
I	
  visited	
  this	
  website!
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How	
  many	
  trackers	
  per	
  website?

Englehardt &	
  Narayanan.	
  Online	
  Tracking:	
  A	
  1-­‐million-­‐site	
  Measurement	
  and	
  Analysis.
CCS	
  2016
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Pourquoi	
  sommes-­‐nous	
  suivis	
  sur	
  les	
  
sites	
  d'actualités?

“L'activité principale du	
  plaignant consiste à diffuser	
  
des	
  annonces à ses visiteurs.	
  Le	
  contenu

journalistique est juste un	
  moyen d'amener
les	
  lecteurs à voir les	
  publicités.”

Axel	
  Springer’s	
  lawyer,	
  2015

Axel	
  Springer	
  SE	
  est le	
  plus	
  important	
  groupe de	
  presse en	
  Europe
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Collecting	
  data
• websites	
  visited
• buttons	
  pressed
• ads	
  viewed

Displaying	
  ads
• take	
  data	
  from	
  trackers
• find	
  relevant	
  ads
• display	
  ads	
  to	
  the	
  users

Trackers Advertisers



Blocking	
  ads	
  does	
  block	
  tracking

likes	
  

doubleclick.net

paris.lachainmeteo.com



TRACKING	
  VIA	
  COOKIES
Web	
  Tracking	
  Technologies



What’s	
  the	
  original	
  use	
  of	
  cookies?

• Keep	
  the	
  session	
  through	
  
different	
  windows/tabs

• Shopping	
  basket
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Within-­‐Site	
  Tracking
First-­‐party	
  cookies	
  are	
  used	
  to	
  track	
  repeat	
  visits	
  to	
  
the	
  same	
  site.

20

mobiliernitro.com

2:52pm: user        visited 
my website



Within-­‐Site	
  Tracking
First-­‐party	
  cookies	
  are	
  used	
  to	
  track	
  repeat	
  visits	
  to	
  
the	
  same	
  site.
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mobiliernitro.com

2:52pm: user        visited 
my website
3:00pm: user       visited 
my website



First-­‐party	
  cookies	
  have	
  more	
  benefits

• Website	
  owners	
  can	
  evaluate
– website	
  statistics
– popularity	
  of	
  certain	
  pages
– popularity	
  of	
  links
– selected	
  and	
  copied	
  phrases
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First-­‐party	
  cookie	
  setting



24

Cross-­‐site	
  Tracking
Third-­‐party	
  cookies are	
  used	
  to	
  track	
  users	
  across	
  sites	
  
and	
  collect	
  their	
  browsing	
  history.

likes	
  

doubleclick.net

paris.lachainmeteo.com

9:30am: user        visited 
paris.lachainmeteo.com
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Cross-­‐site	
  Tracking
Third-­‐party	
  cookies are	
  used	
  to	
  track	
  users	
  across	
  sites	
  
and	
  collect	
  their	
  browsing	
  history.

likes	
  

doubleclick.net

amazon.fr

9:30am: user        visited 
paris.lachainmeteo.com

9:31am: user       visited 
amazon.fr



Third-­‐party	
  cookies	
  blocking



Facebook	
  lawsuit
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This	
  works	
  because	
  of	
  
third-­‐party	
  cookies!



Want	
  to	
  include	
  “like”	
  buttons	
  but	
  
not	
  to	
  track	
  users?

http://panzi.github.io/SocialSharePrivacy/
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Why	
  should	
  I	
  care	
  
not	
  to	
  track	
  my	
  users?

• Current	
  law:
– ePrivacy directive	
  2009	
  (known	
  as	
  “cookie	
  law”)
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30

thanks	
  to	
  ePrivacy directive	
  2009

Nataliia	
  Bielova



Why	
  should	
  I	
  care	
  
not	
  to	
  track	
  my	
  users?

• EU	
  privacy	
  regulations	
  updated	
  by	
  May	
  2018
– GDPR	
  (General	
  Data	
  Protection	
  Regulation)
– ePrivacy Regulation	
  (known	
  as	
  “cookie	
  law”)

• Companies	
  will	
  become	
  liable	
  for	
  inclusion	
  of	
  
third	
  parties	
  that	
  track	
  their	
  users

• Fines:	
  20M	
  euro	
  or	
  4%	
  global	
  annual	
  turnover
(whatever	
  is	
  bigger)	
  per	
  violation!	
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Alternative	
  tracking

• What	
  if	
  you	
  could	
  track	
  users	
  without	
  the	
  
need	
  of	
  cookies?

• Web-­‐based	
  device	
  fingerprinting
– Some	
  properties	
  of	
  your	
  browser	
  can	
  be	
  used	
  to	
  
track	
  you

– These	
  attributes,	
  when	
  combined,	
  create	
  a	
  quite	
  
unique	
  fingerprint	
  of	
  your	
  system

Courtesy	
  of	
  Nick	
  Nikiforakis



Browser	
  fingerprinting

• A	
  project	
  of	
  the	
  Electronic	
  Frontier	
  Foundation
• Analyzed	
  470,161	
  fingerprints	
  collected	
  in	
  early	
  2010
• Each	
  fingerprint	
  is	
  composed	
  of	
  7	
  attributes	
  (HTTP	
  headers	
  +	
  JS)

94.2%	
  of	
  unique	
  
fingerprints

Tracking	
  is	
  
possible

Courtesy	
  of	
  Pierre	
  Laperdrix



Example	
  of	
  a	
  browser	
  fingerprint
Attribute Value

User	
  agent Mozilla/5.0	
  (X11;	
  Fedora;	
  Linux	
  x86_64;	
   rv:55.0)	
  Gecko/20100101	
  
Firefox/55.0

HTTP	
  headers text/html,	
  application/xhtml+xml,	
  application/xml;q=0.9,*/*;q=0.8	
  gzip,	
  
deflate,	
  br en-­‐US,en;q=0.5

Plugins Plugin	
  0:	
  QuickTime	
  Plug-­‐in	
  7.6.6;	
  libtotem-­‐narrowspace-­‐plugin.so;	
  Plugin	
  1:	
  
Shockwave	
  Flash;	
  Shockwave	
  Flash	
  26.0	
  r0;	
  libflashplayer.so.

Fonts Century	
  Schoolbook,	
   Source	
  Sans	
  Pro	
  Light,	
  DejaVu Sans	
  Mono,	
  Bitstream
Vera	
  Serif,	
  URW	
  Palladio	
  L,	
  Bitstream Vera	
  Sans	
  Mono,	
  Bitstream Vera	
  Sans,	
  
...

Platform Linux	
  x86_64

Screen	
  
resolution

1920x1080x24

Timezone -­‐480	
  (UTC+8)

OS Linux	
  3.14.3-­‐200.fc20.x86	
  32-­‐bit

WebGL	
  
vendor

NVIDIA	
  Corporation

WebGL	
  
renderer

GeForce	
  GTX	
  650	
  Ti/PCIe/SSE2

Canvas

Courtesy	
  of	
  Pierre	
  Laperdrix



Very	
  hard	
  to	
  opt-­‐out

• Even	
  if
– you	
  delete	
  all	
  the	
  cookies
– you	
  clean	
  all	
  the	
  storages	
  (HTML5,	
  Flash)
– you	
  use	
  browser	
  private	
  mode

…your	
  fingerprint	
  remains	
  the	
  same!	
  

Courtesy	
  of	
  Nick	
  Nikiforakis



How	
  unique	
  is	
  your	
  
browser?https://extensions.inrialpes.fr

• Browser	
  extension	
  
detection

• ~13	
  000	
  extensions	
  

• Websites	
  a	
  user	
  is	
  
logged	
  in

• 58	
  websites	
  

based	
  on	
  slides	
  of	
  	
  Gábor	
  György	
  Gulyás 36



20	
  000	
  users	
  
have	
  already	
  tested!
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How	
  unique	
  is	
  your	
  browser?
https://extensions.inrialpes.fr
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How	
  unique	
  is	
  your	
  browser?
https://extensions.inrialpes.fr


