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Who am I?

 Nataliia Bielova, PhD 2011

* Research scientist (CR) at INDES team
7 e French National Institute in
computer science and automation

* |Interests:
— Privacy protection
— Web Tracking technologies
— Discrimination on the Web
— ePrivacy Regulation (EU privacy law)



Joint work with my colleagues
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Pixel tracking measurement

Browser extensions and Web logins
experiment
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Server-side protection for Web developers

\_




Back in 1993...
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»

“On the Internet, nobody knows youre a dog.



Today...

It's the Internet! Of course they know you're a dog. They also know
your favorite brand of pet food and the name of the cute poodle at
the park that you have a crush on!

©The New Yorker Collection 1993 Peter Steiner
From cartoonbank.com. All rights reserved
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LIT MEZZANINE SACHA

Lit mezzanine, voici un meuble qui regroupera tout ce dont votre
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Web Tracking
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How many trackers per website?
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How many trackers per website?

ece / @ Lit mezzanine Sacha pour les = % \+ A
(- (D mobiliernitro.com/lit-mezzanine-sacha-bois-couchage-bureau-etageres-design-3663284211844-177 E1 ¢ ‘ f® ﬁ E 9 4 @ 9(
= N

# Accueil > ENFANT > MEUBLE

s | DISCONNECT

@ mobiliernitro.com

When you visit this site, the following @ <1>
sites are informed: @

« fonts.qgooaleapis.com
* bootstrapcdn.com

* avis-verifies.com

* nxtck.com

* criteo.net

* jadvize.com

dtre
Jose

mobiliernitro.com

@
* bing.com
* twitter.com @ \‘@
o WWW. le.com
® accounts. le.com
* apis. le.com @
* google-analytics.com
e gstatic.com ®
* facebook.com \
e googleadservices.com (=] \

* facebook.net
* doubleclick.net
* criteo.com

ITE

32017,
ulable.

18 companies will know that
|| visited this website!

Block tracking sites

] AVIS DE NOS CLIENTS

Pe - ’

Verifiés 4/1

VR 8- 0 Calculez vos frais de livraison d

* * * *‘ Frais de livraison = Commentaires Paiement 5 Avis

Sr— SV i




How many trackers per website?
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Pourquoi sommes-nous suivis sur les
sites d'actualités?

“L'activité principale du plaignant consiste a diffuser
des annonces a ses visiteurs. Le contenu
journalistique est juste un moyen d'amener
les lecteurs a voir les publicités.”

Axel Springer’s lawyer, 2015

Axel Springer SE est le plus important groupe de presse en Europe
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Trackers [ “1 Advertisers

Collecting data Displaying ads
* websites visited * take data from trackers
* buttons pressed * find relevant ads

* ads viewed e display ads to the users



Blocking ads does block tracking

doubleclick.net
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Web Tracking Technologies

TRACKING VIA COOKIES




What's the original use of cookies?

* Keep the session through
different windows/tabs e

* Shopping basket
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. . )
( sMail Search Mail ~ Search the Web
Mail Engadget - Viewsonic ViewBook 730 T-inch Android tablet hits the FCC. gets the full teardown t
Contacts
Tasks Tv  Archive Reportspam Delete  Movelov Labelsv  Moreactionsv  Refresh
™ Gmail Team Import your contacts and old email
Compose mail
I Gmail Team Customize Gmail with colors and themes
Inbox (3) . ~ ;
™ Gmail Team Get Gmail on your mobile phone

Personal
Travel

6 morev
v  Archive Repotspam Delete  Movetow

See whether the messages you receie were sent to a mailing list or sent only to you

Labelsy  Moreactionsv  Refresh

pediy.com@gmail.com ~ &

1-30f3
2:29 am
2:29 am
2:29 am

1-30f3

Leam more

© Temy Lin You are currently using 0 MB (0 %) of your 7568 MB.

. Gmad view: $tandar | um off caat | tum o oider contact manager| basic KWL Leam more
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javascript:void(0)

Soyez prévenus
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Ventes Flash

Catégorie ~
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Within-Site Tracking

First-party cookies are used to track repeat visits to
the same site.

2:52pm: user@ visited
my website

$ * O & 0 & |@unronen

.. mobiliernitro.com

s
e
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Within-Site Tracking

First-party cookies are used to track repeat visits to
the same site.

Q) [#)(@]

3

:52pm: user@ visited

my website

$ % O & O R @ o
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First-party cookies have more benefits

* Website owners can evaluate
— website statistics
— popularity of certain pages
— popularity of links
— selected and copied phrases

22



First-party cookie setting

&

&) Firefox

Search

Privacy & Security

Fire

about:preferences#privacy

Browser Privacy

Forms & Passwords

Remember logins and passwords for websites

Use a master password

History

Firefox will Use custom settings for history v

Always use private browsing mode
v Remember my browsing and download history

Remember search and form history

v | Accept cookies from websites

Keep until:| they expire v

Clear history when Firefox closes

Accept third-party cookies:| Never v

2 Find in Preferences

Exceptions...

Show Cookies...




Cross-site Tracking

Third-party cookies are used to track users across sites
and collect their browsing history.

___________________________________

..................

9:30am: user@ visited
paris.lachainmeteo.com

§ 4 0 b0 6 5.
nnnnnnnnnnnnnnnnnnnnnnnnnn

paris.lachainmeteo.com




Cross-site Tracking

Third-party cookies are used to track users across sites
and collect their browsing history.

___________________________________

..................

5 J(- Google Q) (#] (@) [#

:30am: user ¥ visited
paris.lachainmeteo.com

9:31am: user@ visited
mazon.fr

¥ &k O & O & @rorimsm

nnnnnnnnnnnnnnnnnnnnnnnnnn fons S Semings

amazon.fr
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Third-party cookies blocking

&

L) Firefox  about:preferences#privacy

Search

Privacy & Security

Fire

Browser Privacy

Forms & Passwords

Remember logins and passwords for websites

Use a master password

History

Firefox will Use custom settings for history v

Always use private browsing mode
v/ Remember my browsing and download history
Remember search and form history

v/ | Accept cookies from websites

Accept third-party cookies:| Never v

Keep until:| they expire v

Clear history when Firefox closes

Exceptions...

Show Cookies...




Facebook

000

© This article is 1 year old

Agence France-Presse in

S
Tuesday 10 November 2015 00.38 GMT

Belgian court orders Facebook to stop
tracking non-members

Judge threatens social network with fines of €250,000 a day over ‘datr’ cookie,
which records visits to many websites whether or not user has Facebook account

- - _—

Facebook has been ordered to stop tracking

third-party cookies!

A Belgian court on Monday gave Facebook 48 hours to stop tracking internet

users who do not have accounts with the social network or risk fines of up to
€250,000 a day.

Facebook said it would appeal against the order, which followed a case lodged by
Belgium’s privacy watchdog in June saying the US company indiscriminately
tracks internet users whenjthey visit pages on the site or click “like” or “share”,
even if they are not members.
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Want to include “like” buttons but
not to track users?

Social Share Privacy

O™ HELike 1 0
slz 1st click: activate Permanenty enable
share buttons:
button
@ Elike 0 -~ Facebook
v Google+
J 2nd click: like
I Twitter
a© 1
! Reddit
Before activation this button
. . . /' Flattr
doesn't send mformatlon toa
third party. ' Pinterest

http://panzi.github.io/SocialSharePrivacy/
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Why should | care
not to track my users?

e Current law:

— ePrivacy directive 2009 (known as “cookie law”)
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thanks to ePrivacy directive 2009

www.bbc.com/news

Cookies on the h ts co po co 0 + Continue
BBC website

¥ Change settings

© Find out more

BE QSign in News Sport = Weather Shop Earth Travel More Search

NEWS

Home @ Video @ World UK | Business @ Tech | Science | Magazine Entertainment & Arts = Health =~ World News TV | More +

UK and EU at
odds over '100bn
exit bill'

The Brexit minister says the UK will
pay what is "correct in law, not just
what the EU wants".

Eﬁ e < & ‘4 &
'No charges' for US police

(@ 1 hourago UK Politics (=18 over killing

Two officers will not be charged over
the Alton Sterling shooting that
sparked days of protests.

@®© 11h  US & Canada

@ LIVE General election latest p Barnier on Brexit 'illusion’ p Davis: We won't pay 100bn euro

Nataliia Bielova
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Why should | care

not to track my users?
* EU privacy regulations updated by May 2018

— GDPR (General Data Protection Regulation)
— ePrivacy Regulation (known as “cookie law”)

 Companies will become liable for inclusion of
third parties that track their users

* Fines: 20M euro or 4% global annual turnover
(whatever is bigger) per violation!
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need of cookies?

* Web-based device fingerprinting

— Some properties of your browser can be used to
track you

— These attributes, when combined, create a quite
unique fingerprint of your system

Courtesy of Nick Nikiforakis



Browser fingerprinting

Panepticlick
How Une Pand Trackable — Is Your Browser?
* A projectof the Electronic Frontier Foundation m
 Analyzed 470,161 fingerprints collected in early 2010
* Eachfingerprintis composed of 7 attributes (HTTP headers + JS)

94.2% of unique Tracking is

fingerprints possible

Courtesy of Pierre Laperdrix



Example of a browser fingerprint
" Attribute | Value

Useragent Mozilla/5.0(X11; Fedora; Linux x86_64; rv:55.0) Gecko/20100101
Firefox/55.0

HTTP headers text/html, application/xhtml+xml, application/xml;q=0.9,*/*;9=0.8 gzip,
deflate, br en-US,en;g=0.5

Plugins  Plugin O: QuickTime Plug-in 7.6.6; libtotem-narrowspace-plugin.so; Plugin 1:
Shockwave Flash; Shockwave Flash 26.0 rO; libflashplayer.so.

Fonts Century Schoolbook, Source Sans Pro Light, DejaVu Sans Mono, Bitstream
Vera Serif, URW Palladio L, Bitstream Vera Sans Mono, Bitstream Vera Sans,

Platform  Linux x86_64

Screen 1920x1080x24
resolution

Timezone -480 (UTC+8)

OS Linux 3.14.3-200.fc20.x86 32-bit

WebGL NVIDIA Corporation
vendor

WebGL GeForce GTX 650 Ti/PCle/SSE2
renderer

Canvas  Cwm fjoflBEIIG lyphs vext quiz,

.|

NnVIDIA

Courtesy of Pierre Laperdrix



Very hard to opt-out

* Even if
— you delete all the cookies
— you clean all the storages (HTML5, Flash)
— you use browser private mode

..your fingerprint remains the same!

Courtesy of Nick Nikiforakis



‘) How unique is your

@l Ja'®
browse r?https:/lextensions.inrialpes.fr
* Browser extension e Websites a user is
detection logged in
e ~13 000 extensions e 58 websites

O AdBlock LastPasse--| D, YOII ﬂ O

>

- G m B ,.2. M0

n’ Dropbox for Gmail = GHOSTERY ‘ @mtere&

Q Hangouts - & ClptEien flickr QEVERNOTE QSpotlfy
hopifyinspector

@ EVERNOTE | — ' P payPal . amazon
“l EasyPDFCombine” -

Notebook % GitHub 9 Bitbucket :}Dropbox

Jetpuzzle| &y, PhotoTracker & Aosdomicess Log BIE

based on slides of Gabor Gyorgy Gulyas 36




How unique is your browser?
https://extensions.inrialpes.fr

Browser Extension and Login-Leak Experiment

When you browse the web, small beacons (trackers) are spying on your online activities. Even though such trackers are
invisible, they collect information about you such as which pages you visit, which buttons clicked, and what text you
typed. This information is often used to show you targeted advertisements and may require you to pay a higher price
during online shopping depending on the collected information.

Did you know websites can track you by your browser extensions and web logins?

Recent studies show that you can be tracked based on your web browser properties. In this experiment, we
demonstrate that you can also be tracked by
e your browser extensions (such as AdBlock, Pinterest, or Ghostery), and

¢ the websites you have logged in (such as Facebook, Gmail, or Twitter).
You can learn more here about how these detection techniques work.

In the experiment, we will collect your browser fingerprint, together with the browser extensions installed and a list of
websites you have logged in. We only collect anonymous data during the experiment (see our Privacy Policy), we will
securely store the data on an Inria server, use it only for research purpose and not share it with anyone outside of Inria.
You can also read the frequently asked questions here.

browser will silently visit these sites.
20 000 users

(we would like to see whether our dataset is biased)

have a I ready testEd ! eqular computer user.

© |don't want to declare.

™ | agree, test my browser!



How unique is your browser?
https://extensions.inrialpes.fr

& C @ https://extensions.inrialpes.fr * @ gt

Main page News & Updates How...¥ F.A.Q. Privacy policy A English

Are you identifiable?

Yes, you are identifiable, as there are no other users who
looks like you among the 20089 users we tested so far:

Q= S
- S More _ ' .’
Easily trackable... it P
vy anonymity... > More

— } ’/'} } f \l ll 4similar
None 1 2 3 4 5 6 7 8 9+ %

You are here

Are you identifiable...

...by your extensions? yes
...by your website logins? no
...by your browser fingerprint? no

...by your extensions, web logins and browser fingerprint yes
together?

38



