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Exis.ng	
  measures	
  of	
  info	
  leakage	
  

•  Shannon	
  Entropy	
  
•  Min	
  Entropy	
  	
  
•  Guessing	
  Entropy	
  
•  g-­‐leakage	
  
•  Channel	
  capacity	
  

•  Belief	
  Tracking	
  	
  

7	
  

Average	
  measures	
  

	
  
	
  
	
  
	
  
	
  

	
  
	
  
	
  
	
  
	
  

Belief	
  tracking	
  

	
  
	
  
	
  
	
  
	
  

	
  
	
  
	
  
	
  
	
  



A	
  need	
  for	
  a	
  new	
  measure	
  
Average	
  measures	
  

	
  
	
  
	
  
	
  
	
  

	
  
	
  
	
  
	
  
	
  

Belief	
  tracking	
  

	
  
	
  
	
  
	
  
	
  

	
  
	
  
	
  
	
  
	
  

Dynamic	
  Leakage?	
  

	
  
	
  
	
  
	
  
	
  

	
  
	
  
	
  
	
  
	
  

8	
  



a	
  priori	
   a	
  posteriori	
  aXer	
  a	
   a	
  posteriori	
  aXer	
  b	
  

if S = s1 then O = a else O = b

π


s1	
   0.875	
  

s2	
   0.0625	
  

s3	
   0.0625	
  

pS|a


s1	
   1	
  

s2	
   0	
  

s3	
   0	
  

pS|b


s1	
   0	
  

s2	
   0.5	
  

s3	
   0.5	
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Average	
  measure:	
  Shannon	
  Entropy	
  

π


s1	
   0.875	
  

s2	
   0.0625	
  

s3	
   0.0625	
  

Uncertainty	
  about	
  the	
  secret	
  

ℒ  =  ℋ(π)  -­‐  ℋ(pS|O)

average	
  for	
  all	
  
possible	
  outputs	
  

ℋ(π)  =  -­‐  ∑  π(s)⋅log  π(s)

s∈𝒮 

ℋ(pS|O)  =  -­‐  ∑  p(o)⋅log  ℋ(pS|o)

o∈O 

entropy	
  for	
  one	
  output	
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Leakage:	
  



π


s1	
   0.875	
  

s2	
   0.0625	
  

s3	
   0.0625	
  

pS|a


s1	
   1	
  

s2	
   0	
  

s3	
   0	
  

pS|b


s1	
   0	
  

s2	
   0.5	
  

s3	
   0.5	
  

ℋ(π)  =  0.67
 ℋ(pS|a)  =  0
 ℋ(pS|b)  =  1


ℋ(pS|O)  =  0.13


Average	
  measure:	
  Shannon	
  Entropy	
  

ℒ  =  0.67  –  0.13  =  0.54
 average	
  informa.on	
  leakage	
  
for	
  all	
  possible	
  outputs	
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Dynamic	
  Leakage	
  for	
  Shannon	
  Entropy	
  

ℒdynamic  =  ℋ(π)  -­‐  ℋ(pS|b)


a	
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  for	
  concrete	
  output	
  b	
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π


s1	
   0.875	
  

s2	
   0.0625	
  

s3	
   0.0625	
  

pS|b


s1	
   0	
  

s2	
   0.5	
  

s3	
   0.5	
  

ℋ(π)  =  0.67
 ℋ(pS|b)  =  1


Dynamic	
  Leakage	
  for	
  Shannon	
  Entropy	
  

ℒdynamic  =  0.67  –  1  =  -­‐  0.33
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Belief	
  tracking	
  
π


s1	
   0.875	
  

s2	
   0.0625	
  

s3	
   0.0625	
  

p’


s1	
   0	
  

s2	
   1	
  

s3	
   0	
  

concrete	
  secret	
  

pS|b


s1	
   0	
  

s2	
   0.5	
  

s3	
   0.5	
  

𝒟(π  ⇾  p’)
 𝒟(pS|b  ⇾  p’)
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ℒbelief  =  𝒟(π  ⇾  p’)  -­‐  𝒟(pS|b  ⇾  p’)


a	
  posteriori	
  for	
  one	
  output	
  concrete	
  secret	
  input	
  



Belief	
  tracking	
  
π


s1	
   0.875	
  

s2	
   0.0625	
  

s3	
   0.0625	
  

p’


s1	
   0	
  

s2	
   1	
  

s3	
   0	
  

concrete	
  secret	
  

pS|b


s1	
   0	
  

s2	
   0.5	
  

s3	
   0.5	
  

𝒟(π  ⇾  p’)  =  4
 𝒟(pS|b  ⇾  p’)  =  1
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ℒbelief    =  4  –  1  =  3




Belief	
  tracking	
  is	
  suitable	
  for	
  
determinis.c	
  programs	
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=  ℒbelief    	
  

Theorem	
  1.	
  	
  	
  	
  ℒbelief  =  -­‐  log  p(o)	
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ℒbelief  =  -­‐  log  p(b)


 
=  -­‐  log  (π(s2)  +  π(s3))	
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  tracking	
  is	
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Belief	
  tracking	
  for	
  probabilis.c	
  programs?	
  

π


s1	
   0.25	
  

s2	
   0.75	
  

p’


s1	
   1	
  

s2	
   0	
  

concrete	
  secret	
  s1	
  

pS|b


s1	
   0.75	
  

s2	
   0.25	
  

ℒbelief    =  1.58


p’


s1	
   0	
  

s2	
   1	
  

concrete	
  secret	
  s2	
  

ℒbelief    =  -­‐  1.58
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Conclusions	
  

✖Average	
  measures	
  become	
  nega.ve	
  

✔Belief	
  tracking	
  is	
  suitable	
  for	
  determinis.c	
  programs	
  

?	
  Which	
  measure	
  is	
  suitable	
  for	
  probabilis.c	
  programs?	
  
–  Opera.onal	
  scenario?	
  
–  Reasonable	
  evalua.on	
  criteria?	
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