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Abstract

This report approaches the problem of verifying program compliance with in-
formation flow policies by proposing a framework that enables dealing with com-
plex and dynamic policies in an efficient and flexible manner. We introduce a cal-
culus for extracting the fundamental dependencies that are encoded into a program
which is proved to be both sound and optimal. From the output of this analysis, the
strictest security policy under which a program may be executed is then statically
inferred. This policy can be used to dynamically decide whether a program is al-
lowed to run, or as a comprehensive and succinct digest of the reasons for which a
program is not deemed secure.
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1 Introduction

Information flow security regards the compliance of a program to a policy that restricts
what information can be inferred from the execution of the program by a given ob-
server of the system. In the classical setting [18], the program is analysed against a
certain lattice of security levels, and typically suffers from imprecision and inflexibil-
ity problems, if the analysis is done statically, or soundness and efficiency problems,
if it is done dynamically. This report proposes a different strategy to information flow
analysis, aiming to profit from the efficiency of statical approaches, and the flexibility
of the dynamic ones.

The main observation that motivates the proposal is that information flows that are
encoded in a programs are not intrinsically secure or insecure, but are so with respect
to a given context. Context, which includes the relevant security policy and security
labellings, is dynamic by nature. For this reason, classical approaches to information
flow analysis that rely on a predefined security labelling of levels that are related by a
single flow policy are often inadequate for real world applications.

Declassification mechanisms offer different degrees and forms of flexibility to an
information flow analysis [19]. They enable dynamic security labellings [22], dynamic
policies [3, 6] and also deal with differences in policies that arise in distributed contexts
[2]. However, even when incorporating such mechanisms, a framework that statically
accepts or rejects programs is inherently constrained.

In a scenario in which access permissions (or security labellings) that are attached
to resources are allowed to change, compliance of a given program with a given infor-
mation flow policy depends on the runtime labelings of the resources that the program
handles. Complementarily, the security policies that establish which information flows
are allowed in a system may also vary over time or according to the computational
domain in which the program is executed. It is therefore desirable to postpone the
decision of whether a program is allowed to run to as close to runtime as possible.
Clearly, this poses an additional overhead on program execution (which can be quite
considerable depending on the size of the program to execute).

This report proposes a mechanism for coping with dynamic and distributed security
labelings, as well as with dynamic and distributed security policies, that relies on a
static dependency analysis between the computational objects of a program. The aim
is to infer the information flows entailed by the program in order to perform sound and
dynamic decisions concerning the execution of the program in an efficient manner.

More precisely, the main technical contributions of this report are:

* A calculus of dependencies that is precise with respect to a classical type system,
in the sense that verifying typability of a program is equivalent to verifying that
variables only depend (syntactically) on variables that are lower with respect to
a given typing security labelling.

* A method for determining, for a given program and type system, the weakest
security labelling that renders the program typable.

* A mechanism for calculating the strictest flow policy with which a program com-
plies, when fixing the security labelling.



* A discussion of several different ways to express security policies over sets of
principals.

The above technical results can be applied to build a platform for making dynamic
decisions regarding program security, that is adequate in the sense of correctness, effi-
ciency and practicality. Furthermore, we point out its usefulness in building tools for
assisting the development of secure programs. More concretely, the following direct
applications of the technical contributions in this report may be highlighted:

* The strictest flow policy entailed by a program can be used for efficiently veri-
fying compliance with a given security policy (be it a confidentiality or integrity
policy). This can be applied in a variety of contexts, ranging from access control
runtime monitors to proof carrying code.

* The strictest flow policy provides a succinct and comprehensive explanation of
the reasons why the program is not considered secure. Thus, it can be used as an
error-reporting mechanism.

* At the programming level, the specification of security labellings can be left in-
complete, leading to the computation of the weakest labelling higher than the
specified one which types the program. This inference mechanism is different
from traditional type inference for information flow because the inference proce-
dure is allowed to raise the security level of any variable. Nevertheless, it always
yields a correct labelling.

1.1 Synopsis

We consider a setting in which (integrity and confidentiality) security levels are sets
of principals [3, 16], similar to access control lists. In such a scenario security lattices
correspond to closure operators over the powerset of the set of principals. Section 2
covers this topic in detail and presents several illustrative examples. Section 3 states
the security property that is considered in this report and instantiates the Volpano et al.
type system to enforce both confidentiality and integrity policies expressed as closure
operators. Section 4 presents an analysis for computing the strictest integrity policy
with which a program complies. This analysis is specially important because, when
taking the program variables as the principals of the system, it yields a dependency
calculus (Section 5) which is the cornerstone of all remaining analysis. This depen-
dency calculus is then use in two ways: in Section 7 it is used to infer the lowest
security labelling with which a program complies (when fixing the security lattice),
whereas in Section 8 it is used to infer the lowest confidentiality policy with which a
program complies (when fixing the labelling).

2 Specifying Confidentiality Policies

Originally [9] the problem of certifying that a given program observes a given confi-
dentiality policy was formulated in the following way: one has to specify a security
lattice over a set of confidentiality levels and a security labelling which assigns to



each variable a confidentiality level and the goal is to guarantee that information per-
taining to high confidentiality levels does not leak to low confidentiality levels. The
non-interference property [10] provides a formal meaning for information leakage.

In information flow research the term security lattice is pervasive, whereas its
meaning may actually differ according to the author in question. In this report, we
shall abide by the notion that a security lattice is always generated by a closure opera-
tor over a given set of security principals [3, 25], as it is carefully explained below.

Given a set P of principals, a confidentiality level is any subset [ of P. From this
point of view, the confidentiality level P is the most public one (also denoted 1): a
variable labeled P may be read by every principal. Conversely, @ is the most secret
security level (also denoted T): a variable labelled & is so secret that no one can read
it. In this setting, we can interpret reverse inclusion of security levels as indicating
allowed flows of information: if a variable x is labelled / and [ 2 ', then the value of x
may be transferred to a variable y labelled I’

2.1 Security lattices generated via flow relations

A flow relation is a binary relation over P. A pair (p,q) € F is to be understood as
“information may flow from principal p to principal ¢”. That is: “everything that
principal p is allowed to read may also be read by principal ¢”. Naturally, every flow
relation over P induces a closure operator over P (P):

Ltp={l'|3eL-IF*I"} (1)

where F* is to be understood as the reflexive-transitive closure of F.

Since 1F is a closure operator, its range is a Moore family and thus a lattice when
equipped with set inclusion as its partial order. This means that when establishing a
flow relation over a given set of principals, we are implicitly reducing the size of the
original security lattice, as illustrated in the following example.

Example 1. Consider the following security lattice:

{2}

{3 {m}

{f:s} >®< {m,s}

{fim,s}

Here, the set of pricipals is {f,m,s} where f, m and s stand for father, mother and
son respectively. Now suppose that the members of this family wish to implement a
security policy such that everything that the son can read may also be read by his
parents. This policy can be stated as: F = {(s,f),(s,m)}. Having established this
flow relation, when assigning the security level s to a given variable x, one is in fact
assigning security level {s} tp={f,m,s}. As such, the new security lattice will be:



{2}

{f} {m}

{f,m}

{fsm,s}

The previous example shows that when establishing a flow relation, one is indeed
collapsing confidentiality levels in PP (P), thus obtaining a new lattice that shall be
considered the de facto security lattice.

As it is, we are now considering security lattices generated by closure operators
which are in turn generated by arbitrary binary relations (flow relations) over a finite
set. However, when generating a closure operator through a flow relation, one ensures
that it is actually a additive closure operator which is proved in the following lemma.

Lemma 1. Given a flow relation F over a finite set of principals P, the closure operator
tF is an additive closure operator, that is:

(hub)tr=l tr Ul 1F

Proof. From monotonocity of the closure operator it follows that:
Litpub trc (hub) 1F

For the converse inclusion, observe that if p € (I Uly) 1, this means that there must
exist g € I Ul, such that gF *p. However, ¢ must belong to either to /; or to I, so
pEllTFOI'pelzTF. |

So each security lattice obtained by establishing a flow relation F over a given
finite set of principals P corresponds to an additive closure operator 1 r. Naturally,
each additive closure operator over P (P) is completely defined once defined for each
element of P since:

1te=U{p} tr @)

pel
Therefore, we establish the notion of flow function, that is, a function which assigns to
each principal p the set of principals that can read all the information labeled with p.
For instance, if g € 7t(p), then principal ¢ may read all the information that principal p
can read. Every flow function it : P — P(P) must verify the following two properties:

VpeP-pen(p)

Vp.geP-qen(p) = n(g) < n(p) ®)

Given a flow relation F, its corresponding flow function can be obtained in the
following way:

wr(p)={p}tr “)



Given a flow function it : P — P (P), define the operator t* : P — P(P) as:

7 (1) = Un(p) s)
pel
Lemmas 2 and 3 establish the relation between flow functions as defined in equation 3
and closure operators.

Lemma 2. If & is a flow function then n* (defined as above) is an additive closure

operator.

Proof.

* Monotonocity: I} €l = a*(I;) S ¥ (1)
Assuming that [; € /5.

m*(I1) = Uper,(p)
Uper, T(p) € Upe,m(p) since [} € I
J'l:*(ll) Eﬂ:*(lz)

* Extensivity: /; Cx*(/;); since m is a flow function, for every principal: p € t(p).

* Idempontence: zt* (n* (1)) =x*(I;). We only have to prove that £* (st*(11)) €
7*(11), the converse inclusion comes from extensivity. So let’s assume that p €
a*(x*(11)). This implies that there is a g € t* (/1) such that p € t(g). On the
other hand, the fact that ¢ € t* ({; ), implies that there is a s € [} such that g € 7t(s).
So, assuming that p € t* (st*(11)), we must conclude that there are ¢,s € P such
that: sel), gemn(s) and p e t(g). But, since x is a flow function, we must

conclude that p et (I}).
O

Lemma 3. If I1 : P(P)— P(P) is a closure operator then the functionw : P— P(P)
such that o(p) =11({p}) is a flow function.

Proof.

e n(p) =TI({p}). Applying extensivity: p e x(p).
* Suppose gemn(p). Then: {g} cII({p}). By monotonocity: IT({g}) cTI(TI({p})).
Then, applying idempotence: I1({g}) cTI({p}).
u

Clearly, given a finite set of principles P there is a one-to-one correspondence be-
tween the set of flow functions over P and the set of security lattices generated by the
flow relations over P. Given a flow functiont : P — P(P), the confidentiality lattice

corresponding to 7 shall be denoted:

Ly= (JT*('P(P)),Q) (©)



The order on flow functions (and thus on security lattices generated by flow func-
tions) is defined as follows:

T ET < Vpep. 1 (p) S2(p) (7)

The set of flow functions over a given set of principals P equipped with the order
introduced above is a lattice as the following lemma proves.

Lemma 4. When equipped with the ordering introduced in 7, the set of flow functions
over a finite set of principals P is a lattice.

Proof. It is clear that it is a poset. It remains to show that it is also a lattice. To
accomplish this we propose the following greatest lower bound:

(mynm)p =m0 (p) Nz (p)

having to prove that the lower bound proposed is itself a flow function.

* Assuming that ;t; and m, are flow functions, it follows that for every principal p,
pemn;(p) and p emy(p) and thus p € (t; Ny ) (p).

* Suppose p e (m;Nmy)(g), by definition it must be the case that p € 7w (g) and
p emy(q). Since, ; and 7y are assumed to be flow functions, it follows that

(01 M) (p) € (11 Nm2)(g).
O

The order on flow functions introduced above may be understood in the following
way: if ;) € mp, then my is more strict than 7, in the sense that not all the information
flows allowed by m, are allowed by ;. However, all the information flows allowed
by m; must also be allowed by m,. Otherwise, they would not be comparable. The
following lemma clarifies this interpretation concerning the order relation established
on flow functions.

Lemma 5. For any two flow functions nt and 7ty over a given set of principals P, if w| €
0y then for any security levels 11,1, e P(P), if nj (I1) € nty (), then 75 (I1) c 7t} (I2).

Proof.

By extensivity: {; Catf (I;).

Applying the hypothesis: [} € xtf ()

By monotonocity: w5 (1) € 7t} (7] (L))

By hypothesis: ] (i) c 5 (1)

By monotonocity and extensivity: 7t3 (] (1)) €75 (2) O

2.2 Security lattices generated by arbitrary closure operators

Section 2.1 states that the security lattices that arise from establishing flow relations
over a given set of principals P correspond to those lattices generated by the additive
closure operators over P(P). However, there are confidentiality policies which may
not be captured by the security lattices generated in that way as is illustrated in the
following example.



Example 2. Suppose that the family considered in example 1 wishes to change its
confidentiality policy so that all of the son’s information that is shown to one parent
is also shown to the other. It is not possible to enforce this particular confidentiality
policy through a flow relation. To specify this confidentiality policy one has to specify
the closure operator itself. Furthermore, this closure operator is not additive.

{2}

{f} {s}
{fim}

{fsm,s}

Example 2 stresses the fact that in some situations flow relations are not expressive
enough to model the confidentiality policy which one wishes to enforce. In such situ-
ations the closure operator must be fully specified. Therefore, flow functions cease to
be useful, in this context the term flow operator shall be used.

As done for flow functions, one can establish an order on closure operators over
P(P) in a similar way:

IIy 11 < Yiep(p) L (1) 1R (1) ®)
thus obtaining a lattice as proved in lemma 6.

Lemma 6. The set of closure operators over P(P) equipped with the order defined in
8 is a lattice.

Lemma 7. Given two closure operators over P(P), I1| and Iy, and two security levels
I, e P(P), such that I11 =11, and I1; (11) cIl, (12), then Hz(l]) c Hz(lz).

The proofs of lemmas 6 and 7 shall be omitted since they are similar to the proofs
of the corresponding lemmas in the preceeding section: 5 and 4.

Given a set of principals P and a closure operator IT : P(P) — P(P) over P(P),
the confidentiality lattice generated by IT is:

Ln = (T(P(P)),2) ©)

2.3 Specifying Integrity Policies

Confidentiality policies constrain who can read the secret data and therefore where
the secret data can flow to, hence the notion of flow function which assigns to each
principal the set of principals who can read his/her information. Complementarily,
one can assign to each principal the set of principals who ‘trust him to be a reliable
source’. This kind of policy is deemed an integrity policy [5]. That is, an integrity
policy constrain who can write the data and thus where the data may have come from.

Again, integrity policies shall be expressed as closure operators over a given set of
security principals. Given a set P of principals, an integrity level is any subset / of P.



Thus, the integrity level P corresponds to those variables who can be written by every
principal, whereas @& corresponds to those variables that no one can change.

Clearly, flow functions can be used to specify integrity policies. However, they
must be interpreted in a complementary way: if g € 7t(p), then principal ¢ is allowed to
change information belonging to principal p and therefore, in this sense, information
belonging to principal p does also belong to principal q. Analogously, if instead of
considering flow functions, one considers flow operators the same interpretation holds.

For instance, when interpreted as an integrity policy, the flow policy stated in ex-
ample 1 settles that the parents can change all information belonging to their son (all
the information that belongs to the son also belongs to his parents). Similarly, taken as
an integrity policy, the flow operator stated in example 2 establishes that all the infor-
mation belonging to the son which is mother can change may also be changed by his
father and vice-versa.

As observed in [14], “this style of integrity policy can be defined formally using
the same definition of noninterference used for confidentiality”. However, using the
same defininition of noninterference for confidentiality and integrity, requires ordering
integrity levels under subset inclusion (and not under reverse subset inclusion as hap-
pened with confidentiality levels). Therefore, given an integrity policy generated by
a closure operator IT: P(P) — P(P), the lattice of integrity levels generated by IT is
defined to be:

Ln= (TI(P(P)).<) (10)

3 Trace Noninterference

Vopano et al introduced in [23] a type system for enforcing non-interference. However,
as observed in [23], this type system enforces a much stronger property than plain
noninterference [10]. This particular version of noninterference shall be henceforth
referred to as trace noninterference.

This section presents a formal definition of trace noninterference (in definition 5),
as well as the usual type system for enforcing trace noninterference (in definition 6).
Both are specified for arbitrary security lattices. As such, both can be instantiated
for confidentiality and integrity lattices generated by closure operators as discussed in
previous sections.

This report uses a simple WHILE language (presented in definition 1). Its semantics
(presented in definition 2), though fairly standard, is borrowed from [25].

Definition 1 (Model Language).

¢ ==skip | whilebdoc|v:=e]|

| if bthen c; else ¢ | 1562

Definition 2 (Operational Semantics).



<vize,M> > <skip,M[vM(e)]>
<if bthencyelse co,M> - <ci,M> if M(b) =true
<if bthency else cp,M> > <c3,M> if M(b) = false
<whilebdoc,M> > <cywhilebdoc,M>  if M(b)=true
<whilebdoc,M> > <skip,M> if M(b) = false
< skip;co,M > s <cp M >
<crienM> S <clie,M' > if<c1,M>g><c§,M’>

The operational semantics defined in 2 is a structural operational semantics. Each
configuration < ¢,M > consists of a program ¢ and a memory M. Each transition

<e,M>5<c M > from configuration < ¢, M > to configuration < ¢/, M’ > is annotated
with an event o, which is either a -, indicating that no assignment occurred during the
corresponding transition step, or a given variable v, indicating that v has been updated.
Terminal configurations have the form < skip, M >.

The relation — is obtained from — by erasing the annotated event. A configuration
<c¢,M > is said to converge, if there is a memory M’ such that < ¢, M >—*< skip,M' >,
written < ¢, M >} M’, where —* denotes the reflexive transitive closure of —, otherwise
it is said to diverge. When M’ is unimportant it can be omitted, thus writing < ¢,M >|.

The trace of the execution of configuration < ¢,M >, denoted Trace(< ¢,M >), is
the sequence of configurations:

(0] ap %
<CQ,M0 >—><Cl,M1 >—>~"<Ci,M,' S>> .- (11)

Definition 3 (1-projection of a trace). For any trace t, given an arbitrary security lat-
tice L= (L,5,1I,[1,T,1), a security labelling T : Var - L and a security level | € L, the
l-projection of the trace t, written t|{’£, where:

o al %
t =<co,My>—< ,M] > < C,’7Ml‘ > e
is the sequence of (I-restrictions), of memories:

L L L
m:M0|}‘ 7Mi1|}‘ 5 i2|}‘ PR

o
such that 0 < iy <ip <--- and for every transition < cj,M; >3< cis1,Mj1>int ifa;
corresponds t a variable and T'(o.;) €1, then j+ 1 = iy for some k, and for every iy inm
there is a j such that j+1 = i.

In definition 3, the restriction M |{£ of memory M to security level [ with respect
to security labelling I" is defined by restricting the mapping (correspondign to memory
M) to variables whose security level is at or below /.

If two memories (or traces) are equal at a certain security level / € L, they are said
to be indistinguishable at level I. Accordingly, definition 4 lifts indistinguishability
at given level / from memories (and thus traces) to configurations. Notice that weak
indistinguishability is termination insensitive because it deems a diverging configura-
tion weakly indistinguishable from any other. Trace noninterference is introduced in
defintion 5. Informally, a program is said to verify trace noninterference if, given two



memories indistinguishable at level /, the execution traces corresponding to execution
of the program on each memory are also weakly indistinguishable up to /.

Definition 4 (Weak Indistinguishability). Given a security lattice L and a security la-
belling T : Var — L, two confiturations < c|,M| > and < co, My > are said to be weakly
indistinguishable up to the security level | (written < c1,M, >w{’£< c2,My >) if when-
ever their corresponding traces (t1 = Trace(< c1,My >) and t; = Trace(< ¢3,M; >))

terminate:

T,C T.C
nl,”" =10l

Definition 5 (Trace non-interence). Given a security lattice, L = (L,c, | |,[1,T,L), a
security labelling T : Var — L and a program c, we say that c verifies non-interference
with respect to T and L, which is denoted by T E 1 ¢, if:

VI, My, My.My =) My =< ¢, My >~ "5 < ¢c,My >

3.1 A type system for trace noninterference

Definition 6 presents the classical type system for enforcing noninterference [23]. Each
typing judgement has the form I' -, ¢ : [ where [ corresponds to the writing effect of
¢, that is: the greatest lower bound on the security level of the variables updated in c.

Definition 6 (Volpano-Smith-Irvine Type System).

SKIP  ———
', ski p:T
assioy <=L () le =Mhevars(e) ()
I+, x:=€ : T'(x)
Frmcrt
Tyl
SEQ Im L2 2
Fpocpsca s hink
lb:rlyevars(b) F(y) ', cCcy: g
IF Lb)elink | A
', if b then c; else ¢, :ink
T',cC:1 éb;lﬂyévarS(h) r'(y)
WHILE b=

't while b doc:1/

Lemma 8 (Soundness of the Type System). Given a security lattice, L= (L,c, 1,1, T, 1),
a security labelling I" : Var — L and a program c, if there is a security level | € L such
thatU'v+, ¢ : [ thenT =, c.

Lemma 8 states that the Volpano et al type system is sound with respect to trace
noninterference. We shall omit the proof of 8, the interested reader is referred to [25].

10



3.2 Typing programs by comparing policies

The type system stated in definition 6 can be instantiated in order to certify a given
program with respect to a given integrity policy (specified by a closure operator I ;) and
a given confidentiality policy (specified by a closure operator I1¢), which is illustrated
in definition 7. In this case, the security lattice corresponds to the cartesian product of
the integrity lattice and the confidentiality lattice:

L= Ln x Lne = (I (P(P)) xHc(P(P)),(<,2)) (12)

Definition 7 (Volpano-Smith-Irvine type system for certifying confidentiality and in-
tegrity).

SKIP -
T, xcn, skip: (P.o)
Hl(Uvevars(e) F(V)) S Hl(r(x))
TIc(T'(x)) € Nyevars(e) He (T(v
ASSIGN C( ( )) cvars(e) C( ( ))
Ly o (I(T(x)), e (T(x)))
FP_EHIXEHC Cy: (lll,lé)
SEQ Trtnyxen, C2 ¢ (7.1)
T yxen, €13€2 ¢ (I nlf Tc(IEUIZ))
Hl(Uvevarsh(b) I_‘(V))glllhllz r}_ﬁnlxﬁnc Cp: (lllvlé‘)
IF Hc(lé‘Ulé‘)gﬂvevars(b)HC(F(v)) r}_[’HIX[’ﬂC Co: (llzalg‘)
Thrgxcn. 1T b then ¢y else ¢y (I nlf Tc(lpuiz))
e Moty
WHILE C—mvevars(b) C( (V))

Uk rp,xcn, while b do c : (I,lc)

It is worth noting that when considering a scenario in which the security policies
under which a program is executed are determined by the site where the program is ex-
ecuted rather than by the programmer (a typical Web scenario) and in which a program
may be executed several times, it is much more useful to compute the strictest security
policies to which the program complies (or to verify them, if they are provided with
the program) rather than just checking if the program is compliant with the policy that
one wishes to enforce. The first approach allows the site to change its allowed policies
without having to reanalyse all the programs that were already so. Thus, it only has to
verify for each program if its corresponding policies are stricter than the new ones the
domain wishes to enforce.

Lemmas 9 and 10 prove that once found the closure operators corresponding to the
strictest integrity and confidentiality lattices to which a program complies, the problem
of verifying if this program is compliant with a given security policy (be it an integrity
or a confidentiality policy) amounts to a comparison between closure operators.

11



Lemma 9. For every program c, security labelling T : Var — P(P), and two con-
fidentiality policies generated by the closure operators HIC,H% respectively, such that
Hé c H%, if there is a security level || € P such that:

iol -, L el
e

Then, there is a security level Iy € P such that:

vveVar . ll c Hé‘(r(v)) = l2 S H%(F(V)) A H%Or anz ¢: lz
C

Proof. Without loss of generality, the security levels corresponding to the writing effect
of the typing judgements are closed with respect to the closure operator associated with
the security lattice under which the command is being typed. We proceed by induction
on the derivation of IT; oI" FLg € L.

C

e assign: x:=e.

Hé(r(x)) c r]vevars(e) H(lj(r(v))
vvevars(e)'IIé‘(F(x)) c Hé(r(v))
vvevars(e) H%(r(x)) € H%(F(V)) (Applylng lemma 7)
H%‘(r(x)) S mvevars(e) H%(F(V))

Suppose that for a given variable v € Var, [; T1L(T'(v)), then:
(T (x)) €T (0(v))

IZ(T(x)) cOZ(T(v))  (Applying lemma 7)
LI (T())

e if: if b then c; else c;. The hypothesis ensures that there are security lev-
els /{ and and /{’ such that:

HéOF!—L'HIC cr:ly
Héol"l—ﬁné el
ll = Hé‘(l; Ul{,) ll c mvevarx(h) Hé(v)

The induction hypothesis guarantees the existence two security levels /5 and 75/
such that:

Vyevar - 1] STIL(T(v)) = 15 cTIZ(T(v)) A ZoT ey €1 4
Vyevar - I cTIL(D(v)) = 1 cTIZ(T(v)) A [ZoT beo 20l
C
Naturally, /] ul}’ cTIL(T(v)) = I, uly cTIZ(T'(v)). Furthermore:
He (G ul) < IE(T(v))
Iuly <TL(T(v)) (Applying extensivity)

Lull cTIZ(T(v))
NZ(uly) cTZ(T(v))  (Applying monotonocity and extensivity)
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Thus proving the first claim. The proof of Hé o'+ L € [, follows:
C

Hé‘(li U lil) S mvevam(b) Hé(r(v))
Drerars(py) e (1 U1") ST (D(v))
vvevars(b)ng‘(lé u lé') c H%‘(F(V))
H%(lﬁ U lﬁ') S ﬂvevars(h) Hé(r(v))

seq: cj;cy. The hypothesis ensures that there are security levels /{ and and I{’

such that: . ,
HCOFFLHI C1 :ll
C

1 L

HCOF'_ﬁn(I: 62.11
_ 7~
L=Unl

The induction hypothesis guarantees the existence two security levels [} and 15/
such that:

Voevar - 1] STIL(T(v)) = I, cTZ(T(v)) A H%ol"l—ﬁnz TR A
C
Pevar - 1 STIE(D(v) = 1 STIZ(T(v)) A TZoT kg, c2:ly
C
The first claim follows exactly in the same way as in the [if] case. The second
claim is immediate.

while: while b do c. The hypothesis ensures that there is a security level /;
such that: . .
HC ol '_Cnl c:ly hLc mvevarx(b) HC(F(V))
C

The induction hypothesis guarantees the existence of a security level /, such that:

VVEVar . ll c Hé‘(r(v)) = 12 c H%‘(r(v))
HéOFI—LHZ c:lp
C

The result follows immediately from the induction hypothesis.

O

Lemma 10. For every program c, security labelling T : Var — P(P), and two integrity
policies generated by the closure operators H},H? respectively, such that T1 } c H%, if
there is a security level I} € P such that:

H}orr—gnl c:ly
1

Then, there is a security level I C P such that:

Lhch A H%Or}—/;nz c:l
1

13



Proof. The proof proceeds by induction on the derivation IT 1' o'+ Ly € l1. Without

1
loss of generality, the security levels corresponding to the writing effects of the typing
judgements are considered to be closed set under the corresponding closure operator.

assign: x := e. By hypothesis we know that IT} ('(e)) € IT} (T'(x) ). So, lemma 7
guarantees that: T17(T'(e)) € II7(T(x)). By hypothesis: IT} (T'(x)) € 13 (T'(x)),
thus: [} € bp.

seq: cj;cy. The hypothesis ensures that there are security levels /{ and and I{’

such that: )
77
I1; orqn} el

1 L
HI Orl—cn] Cz.ll
1
_ g~
ll—llﬂll

The induction hypothesis guarantees the existence two security levels [/ and 1}/

such that: 5
A ! 7!
el nljolkr el

1
2 .
I'ely a H,orl—[;n% el
It follows that: I{ ni]’ <, niY.

if: if b then c; else c,. The hypothesis ensures that there are security lev-
els /{ and and /{’ such that:

H}OF'_LHI ol
1
Iolrg i1y

1
H} (Uvevars(b) F(V)) c l; ﬂli/

The induction hypothesis guarantees the existence two security levels [} and 1}/
such that:
]lglé A H%OFI—EH% Cy lé
(= H%OFI—EHIZ el
It follows:

Nl ety

n}(r(b)) clinl =11} (l{nl}") (hypothesis)

I} (T(b)) T} (5 n15)  (monotonocity and transitivity)
(T (b)) T2 (nly) =15nly  (lemma 7)

while: while b do c. The hypothesis ensures that there is a security level /;

such that: ]
IT; o FLo c:l

T (r(b)) < I

14



The induction hypothesis guarantees the existence of a security level [, such that:

2
= :
Hl ol LH% Cc l2

Lhch
Thus applying lemma 7, it follows that:

I (L) <10 ()
(T (b)) €M} (L)
3(C(b)) c T2 (L) =1

4 Computing the strictest integrity policy

This section addresses the problem of computing the strictest integrity policy to which
a program complies. It presents a static analysis that, given a program ¢ and an initial
security labelling ' : Var — P(P) computes the least (and thus the strictest) closure
operator I1; such that:

Hlorl—gnlc:h (13)

for some security level /; € P. As discussed in section 2, establishing a closure operator
over the original lattice requires reinterpreting the security labelling.

In this section, security lattices generated by additive closure operators are consid-
ered separately, since they can be represented by flow functions. As such, this section
is divided in two subsections. The first presents an analysis which considers all secu-
rity lattices generated by arbitrary closure operators. The second argues that it is not
possible to infer the strictest additive closure operator to which a program complies
since it may not exist.

4.1 Inferring the strictest integrity policy generated by a closure
operator

We shall now introduce a static analysis that given a program c, a security labelling T,
the security level of the context under which the program is being typed / and a given
closure operator IT, returns a new closure operator H} such that c is typable under the
security lattice generated by H,1 and the security labelling H,1 oI in a security context
of level IT} (1).

15



Definition 8 (Strictest integrity policy generated by an arbitrary closure operator).

SKI P

ASSI GN

SEQ

VH LE

Frl[ski p]}(1,117) =117

Frllx=e]](1,17) =11;

mw)- | M) FI(0(x) ¢ 1))
12 m(reyorod) Fmi(re)) cm)

Frilenc]](10)) = Fr[[e2]1(L Frl[e 11(2,109))
Fr([if b then c; else ¢ ]](/,19) = Fr[[c2]](MO(T(b) Ul), Fr[c: ]](M(T(b) ul),11T))

Fr([while b do c])(1,117) = ifp(H)
Where:
H(I) = Fr(T(T(b) ul),IT) LTIY

Since this analysis (definition 8) aims to infer the smallest closure operator that
generates an integrity policy which the program being analysed is compliant with, the
output of the analysis must be a closure operator. Therefore, Lemma 11 provides the
necessary motivation for the [assign] rule.

Lemma 11. Given a closure operator I1 over P(P) and two sets of principals X,Y € P,
the smallest closure operator TU' such that TI T and TI(X uY) cT1'(X) is given by:

) i if I(X) £T1(J
H(J):{ HEJ)UY) #ngggngjg

Proof. The proof must be done in two steps: in the first step we shall prove that IT' is
a closure operator, in the second steps we prove that it is indeed the samllest.

* Extensivity. For every set of principals J, J € T1'(J). This follows from the fact
that IT is a closure operator.

* Monotonocity. Consider two sets of principals Py,P, € P, such that P, € P». If
(X)) ¢ TI(Py ), then:

I (Py) =TI(Py)
TI(Py) cTT'(Py)
IT'(Py) cTI(P,) cIT'(P,) (applying transitivity and the monotonocity of IT)

If TI(X) < TI(Py), then it follows by transitivity that: TI(X) € TI(P,). So:

H,(Pl) = H(P1 UY)
HI(PQ) = H(PZUY)

Applying the monotonocity of IT: II(P;uY) cII(P,uY).

16



* Idempotence. For any given set of principals J ¢ P: T1'(IT'(J)) =TI'(J). Suppose
T(X) ¢11(J):
() =11(J)
T(X) ¢11'(J)
(I (J)) =1’ (J) =11(J)

Suppose I1(X) c TI(J):

'(J) =1(Juy)

I(J) c1'(J)

I(x) cIT'(J)

n'(11'(J)) =1r' (Juy)

I(X) cTI(JuY)

(I (J)) =TI (JuY) =TI(JuYuY) =TI(JuY) = IT'(J)

Before proceeding to second part of the proof, we will argue that if ¥ ¢ II(X), then
IT' =T1. That is, for every set of principals J: II'(J) = TI(J). If I(X) c T1(J), then:

IT'(J) =TI(JuY)

Y cII(X) cII(J)

JcIi(J)

JuyY cTI(J)

M(JuY) cI(I1(J)) =TI(J) (by monotonocity and idempotence of IT)

It only remains to prove that IT’ is the smallest closure operator which verifies: I1c I’
and TI(X UY) € TT'(X). So, we shall assume that there is a closure operator I1” and a
set of principals J such that:

nmc1r”
(X uy)cI”(X)
I (J) e IT'(J)

Clearly, it must be the case that ¥ ¢ I1(X), otherwise IT" = IT which contradicts the
assumption. Also, IT1(X) c II(J), otherwise I1'(J) = I1(J) which contradicts the hy-
pothesis. So:

(X)) =0"(x)c’”(J) (Applying lemma 7)

"(J) I (J) < 11 (J) c TI(J UY)

(X UY)UIl” (X) = Y cI1(X) = ¥ < I1(J)

Jen’(J)

Juycll”(N)=1"{Juy)cll”(J)=M(JuY)cll”(J) (Contradiction)

O

Lemma 12 guarantees that the analysis presented in Definition 8 is well-defined
(in the sense that each input yiels a unique output), whereas Lemma 13 states that the
output of the analysis is always a closure operator.
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Lemma 12 (Existence and Monotonocity of the Analysis). For any program C, secu-
rity labelling T : Var — P(P) the following holds:

s For every security level | € P and closure operator T19, Fr[[c]](1,11?) is well
defined.

* Fr([c]] is monotone.
Proof. We proceed by induction on the structure of c.

* skip: skip.
Fr[[skip]](Z,1?) = 1%, so both claims hold automatically.

e assign: x:=e.

Fr[[x:=e]](1,119) is clearly uniquely defined.

Suppose that /; € I, and HI1 c H%, we must show that for every security level
JCP:

Frllx:=e]](1, 1)) (V) € Fr[[x:=e]](,TI})(J).

If IT} (T'(x)) ¢ T} (J), then the result follows immediately.
If IT} (T'(x)) € T} (J), then lemma 7 guarantees that TT7(T'(x)) € T17(J) and the
result also follows.

* seq: cp;Ca.
The uniqueness of Fr[[c2]](7, Fr[[c1]](1,119)) follows directly from the induc-
tion hypothesis.

Suppose that /; € [, and l'I} = H?, then applying the induction hypothesis:
Frlle)(0,107) € Fr([ei]](l,117)
Applying the induction hypothesis yet again:

Frlleall(t, Frllei11(h,10))) € Frl[ea]1(l, Frile1]](h,107))

e if: if b then c; else cj.
Applying the induction hypothesis one can easily check that Fr[[if b then c¢; else c;]](/,11?)
is uniquely defined.

Suppose that /1 € [, and H} = H?, then:

T(b)ul; cT(b)ul, since:ljch
0}(C(b)uly) cO3(T(b)uly) since: T} c 17
2(T(b)uly) c AT (b)uly)

) (C(b)uly) cH(T(b)uly) by transitivity

18



Establishing: ) 1
b =M, (D(b)ul)
L =1;(T(b)ul)
1€h

Applying the induction hypothesis:

Frlle ). 107) € Frl[ed]](5.107)
Frlle20)(t, Frlle)1(,10})) & Frlle2]) (5, Frllen]](.117))

* while: while b do c.
The induction hypothesis guarantees that Fr[[c]] exists and is monotone. As
such, the existence of the least fixed point follows from Kleen’s theorem.

It remains to prove the monotonocity claim. Thus, consider two security levels
l1,l € P and two flow functions H} and H? such that: /[ €, and H} c H%, which
give rise to two distinct operators on flow operators.

Hy(11) = Fr[[e]](I(T(p) uly), IT) U
Hy(11) = Fr[[e]J(II(T(p) ulz), M) uTT;

We shall now prove the following statement:
VkeN.H{((L) c lfp(Hz)
by induction on k.

- k=0. Lelfp(Hy).

— Applying the induction hypothesis: H¥(1) c Ifp(Ha).
Hi*'(1) = Hi (H{ (1)) = Frl[e]](Hf (L)(T(b) UL, Hf (1)) LTI}
The outer induction hypothesis guarantees that Fr[[c]] is monotone. So:

Frlle]I(H{(L)(T(b)uly),Hf (1)) uTl) = Fr[[e]](fp(H2) (T (b) uk), fp(Ha) ) LTT]

Thus:
H{*' (1) € Hy(Ifp(H2)) = Ifp(H>)

The result now follows from the fact that the lattice of closure operators over a
given finite set of principals is also finite.

O

Lemma 13. For any program c, security labelling T : Var — P(P), security level
| € P and closure operator H(,], such that:

1 = Fr[[e]](.117)

Then: H} is a closure operator.
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Proof. The proof proceeds by induction on the structure of c.

* skip: skip.
Fr([skip]](/,1%) = Y. Thus the claim follows immediately.

e assign: x:=e.
10; = Fr[[x:=e]](1.11})
Assuming that H{) is a closure operator:

— Extensiveness: It suffices to remark that:

JcI(J)
JeI(T(e)ulul).

Thus J cTT} (J).

— Monotonocity: Consider two security levels Jy,J> € P, such that J; € J,. If
9(I'(x)) ¢ 19(J,), the result immediately follows. If IT9(T'(x)) c 19(Jy),
then TIY(T'(x)) 119 (J,) (since IT9 (J;) €T19(J2)), which implies that TT} (J;)
10} (J2).

— Idempotence: One must prove that for any J ¢ P, TI1}(IT}(J)) c T} (J).
The converse side follows from monotonocity and extensivity.

Suppose ITY(I'(x)) ¢ 119(J). Then:

10 (J) =17 (J)
I (T (x)) ¢ 11 (/) = I (T (/)
10 (1 (/) = (I (J)) = I (I (7)) = I} ()

Suppose ITY(T'(x)) c T (J):

0} (J) =T(T(e)uluJ)
JcJuluI(e)
=T10(J) c ) (JuluT(e))

= 110(J) c (T (JuluT(e)))
I (11} (J)) = I (I (T (e) uluJ))
I (11 (/) = 1) (T (e) vl L)

* seq: C1;Ca.
Let us assume that H? is a closure operator. Applying the induction hypothesis
we get that:

10, = Fr([ed])(,117)

is a closure operator. So one may apply the induction hypothesis yet again and
thus conclude that:
107 = Fr[[e2]](1,117)

is also a closure operator.

e if: if b then ¢ else c,.
Assume that T1? is a closure operator and that [, = IT)(T'(b) ul). Thus, applying
the induction hypothesis:
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- Fr([c1]](lp,119) is a closure operator.
— Fr[ei 11U, Fr([c2]1(1,119)) is a closure operator.

* while: while b do c.
The induction hypothesis guarantees that for any given security level / € P and
closure opertor I1;: Fr[[c]](/,IT;) is a closure operator.

Since:
Fr[[while b do c]J(LT1) = Liren{H (1)}
H(MT) = Fr[[c]J(I(1UT (b)), M) LTL;

We now proceed by induction on k.

— k=0. 1 is a closure operator since it assigns to every security level the
empty set.

— The induction hypothesis guarantees that: H*(1) is a closure operator. Ap-
plying the exterior induction hypothesis, one gets that H**!(1) is also a
closure operator.

The result now follows from the fact that the lattice of closure operators over a
given finite set of principals is also finite.

O

Lemmas 11 and 14 clarify how the analysis works: it systematically raises the
closure operator given as input in order to find the smallest closure operator that types
the instruction being analysed.

Lemma 14 (Extensivity of the analysis). Given a program C, a security labelling T :
Var - P(P), a security level | € P, a closure operator 11 on P(P) and an arbitrary
set of principals J, then:

117 (J) € 11} (J)

where T1} (J) = Fr[[c]](1,T1)).
Proof. The proof proceeds by induction on the structure of c.

* skip: skip.
I (J) 1 (J) =1} (V).

e assign: x:=e.
Observing that:
(J) <1 (J)
nY(J) c9(Jur(e)ul)

one can conclude: I19(J) T} (J).

® seq: Cy;Ca.
Applying the induction hypothesis: T19(J) ¢ Fr[[c1]](1,T19) (V).
Applying the induction hypothesis again: Fr[[c;]](/,T19)(J) € Fr[[c2]1(, Fr[[c2]1(2,T19)) ()
The result now follows from transitivity.
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e if: if b then c;| else cj.
The result follows in the same way as in the case of [seq].

 while: while b do c.
0} = en {H*(1)} uT19. We will now show by induction on k that for any set
of principals J' ¢ P, TI9(J") ¢ H*(1)(J").
- k=0.H(1)=11%.
— The induction hypothesis ensures that: T19(J") ¢ H*(1)(J").
HE1(10) () = Frl[e])(1LHA (D)) (7).
The exterior induction hypothesis implies that:
H*(1))(J") < H**'(1)(J"). The result now follows by transitivity.

O

Lemma 15 guarantees that the output of the analysis allows typing the program
being analysed, whereas Theorem 1 guarantees that it is in fact the lowest closure
operator that allows typing the program.

Lemma 15 (Soundness). Given a program C, a security labelling T : Var - P(P),
security level | € P and closure operator T19 : P(P) — P(P) such that:

Frlle])(o, 1)) =11;
Then there is a security level I € P such that H?(lo) cly and l“OI'I,l by C l.
1

Proof. Without loss of generality, the writing effects of the typing judgements are al-
ways considered to be closed sets under the closure operator of the corresponding se-
curity lattice. The proof proceeds by induction on the structure of c.

* skip: skip.
Frl[skip])(b. ) = 1.
Ioll} )—EH? skip : IT)(P).
lpcP=T110(lp) cTI)(P) = P

* assign: x:=e.
Fr(lx:=e]](l,19) =11;.
I} (I(e)) < IY(T(e) u1) € T(N(x) ULUT(e)) =TT} (T (x))
As such: ToIl} boo Xi=e: I} (T(x)).
Naturally: T19(7) c ﬁ?(l ul(e)uT(x)) =11} (T'(x)).

* seq: C1;Ca.
fr[[cl;cz]](lo,n?) = }'r[[cz]](lo,fr[[cl]](lo,l'l?)). Applying the induction
hypothesis:
10; = Fr[[e1]](l, 1))
IoIl) bey crih

1
9 (lp) < 1y
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Applyng the induction hypothesis again:

117 = Fr[[c2]](l, 1)
[oll? NG 4

1
Y (l) <14

Lemma 14 guarantees that IT} = IT;. As such, applying lemma 10, one may
conclude that:

[oll? Ly cr:lff
L c lé’
It follows that:
[oll? - Lpperiea: 5l
() ch ey
() €15
) (lp) cyniY
if: if b then c; else cj.
Fr[[if b then c; else c2]](lo,11%) = Fr[[c2]1(lp, Fr([ci]](Ip, TIV)).
I =TT (T(b) Ulo)
Applying the induction hypothesis:

10; = Fr{[e (I (U (b) ulp), IT7)
Toll} beycrih
1
no(r(b)uly) iy
Applying the induction hypothesis yet again:
107 = Fr([e2]](I (T (b) i), 1)
FOH% |—£H2 cy: lé
1
(I (T (b) ul)) € 1

Lemma 14 guarantees that H} = H%. As such, applying lemma 10, one may

conclude that: 5 "
Follj ke, il

A Elé’
It follows that:
2 . .
ToIl; Fr., if b then c; else cy:lyniy

1
I (M (T'(b) ulo)) € 1y = T (I (b)) € 13
(r(b)ulp) <l cly = N3(T(b)) clf
7 (T(b)) clyniy
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e while: while b do c.
1; = Fr[[c]](11} (lo uT (b)), 1} ) LTT].
The induction hypothesis may be applied:
H}ol’»—gn} c:l
1 (T (b uT(b))) € by = T} (b T (b)) €1y
Thus: H}OFI—EHI while b do c:/j.
1
|

Theorem 1 (Optimality of the analysis). Given a program C, a security labelling T, a
security level I; € P and closure operator T13 on P(P) such that:

Frlle])(h,107) =10;
If there is a closure operator H% and a security level I, € P such that:
n%orqn% c:l
cll; Lch
Then: 11} c T13.
Proof. The proof proceeds by induction on the structure of c.

¢ skip: skip.
Fr([skip]](h,119) =110 € 117

* assign: x:=e.
Frlx:=e]](1,19) =11}
Lemma 11 guarantees that T1} is the smallest closure operator such that:

e, 1((x)ul(e)ul;)cIl(I(x))

Since 7o T bop Xime: 2 (T'(x)), it follows that:
1

I7(T(e)) M7 (T'(x)) L €T (T(x))
As such: TI2(T(x) uT'(e) uly) € TI2(T'(x) ), which implies that:
(r(x)uT(e)uly) I (I(x))
* seq: c;;Co.
Frller;e2]1(4,09) = Fr[[e2]1(l, Frlle1]](1,119)). Suppose that there is a

closure operator H% such that:

H%OF FLo ci;crih H?EH? Lch
1
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Then, there must exist two sets of principals 15,15’ € P such that:
H%ol“n—cni ci:ly T7ol L C2 B L=4nl
As such observing that:

;' = Fel[e](0, 1)) T} MjeTre,ci:ly Lch
1

It is possible to apply the induction hypothesis and conclude that: IT }1 c H%.
Again, observing that:

;%= Fel[e2]](0, 1) ' M} MfoTrp cr:ly Ll
1

It is possible to apply the induction hypothesis and conclude that: TT}? c T17.

if: if b then c; else cs.
Suppose that there is a closure operator H% such that:

H%oI‘»—Enz if b then c; else ¢ : [ H?EH% Lhch
1

Then, there must exist two sets of principals /3,7’ ¢ P such that:

MjoTrg,ci:ly Molrg, il T(T(b))ch b=hnly
1 1

It is clear that: TI?(T'(b) Ul;) € I5 1. Thus, observing that:

;' = Fr[[e]J(M (4 uT (b)), 1]) T Mfelrc ey TH(LUT(b)) <l
1

Applying the induction hypothesis, it follows that: H}l = H%. Again, observing
that:

;% = Fr[e]](M (4uT(9)), ;") M€} TjoTr , ezl T (LuT(b)) <l
1

Applying the induction hypothesis, it follows that: l'I,12 = H%.

while: while b do c.
Suppose that there is a closure operator H% such that:

H%OFI—LHZ while bdo c:h INEIl Ich
1
Then, it must be the case that:

NjoTrg,c: b THT(b)<h
1

So it follows that: TI?(T(b)Ul;) C L. As such, one can apply the induction
hypothesis (as in the previous cases) and conclude that: IT } = H%.
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Lemma 16. Given a program C, a security labelling T : Var — P (P), a security level
1 € P and a closure operator T19 on P(P) such that:

H(,)OFI—LHO Cilo ll El()
1

Then: Fr[[c]])(l,117) =119

Proof. Observing that:
10; = Fr[[c]](h,117)
H(IJ ol }—gno C: l()

I
Licly MocT?

It is possible to apply theorem 1 and conclude that: H} = H?. Applying lemma 14, it
follows that: T} = T19. a

Lemma 17 (Idempotence of the analysis). Given a program C, a security labelling
[':Var —P(P), a security level | < P and a closure operator T1 on P(P), the following
holds:

Felle]( Fr[e](,107)) = Fr([e])(,107)
Proof. This lemma is an immediate consequence of lemmas 16 and 15. O

Lemma 18. Given a program ¢, a security labelling T : Var — P(P) and a security
level | € P, the operator on closure operators defined by:

W (P(P)>P(P)) - (P(P)>P(P))
W(IT) = Fr([c]](Z,11)

is a closure operator.

Proof. This lemma is an immediate consequence of lemmas 17, 14 and 12. (I

4.2 Inferring the strictest integrity policy generated by a flow fun-
tion

This section aims to clarify that in many situations there may not exist a strictest flow

function (corresponding to an integrity policy) to which a program complies.

Section 4 clarifies how to compute the strictest closure operator (corresponding to
an integrity policy) to which a given program complies. Having inferred it (IT), the
problem of computing the strictest flow function corresponding to the same program
consists in finding the smallest additive closure operator (I17) such that:

I, 11, (14)

However, H; may not exist, as shown in example 3.
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Example 3. Consider a family composed by three elements: father (f), mother (m) and
son (s). The members of this family wish to implement an integrity policy such that the
father is allowed to change all information that both mother and son can change. This
integrity policy is expressed by the following lattice:

{2}
{s} {m}
{fss} {fsm}

{fim,s}

However there are two additive closure operators which are greater than the one which
the family members wish to enforce but are not related to each other.

{2} {2}

{s} {3 {f} {m}

{fos} {f,m} {f.s} {fim}
{f7m?s} {f7m7s}
f=f mo>fm sos f=>f m->m s—fs
(1) (2)

Both the flow functions specified above generate closure operators which are less strict
than the original one. However, they are not comparable. As such, this example illus-
trates a situation in which it is not possible to compute the strictest flow function which
generates a closure operator that is less strict than the specified one.

Nevertheless, it is possible to compute an upper bound on the two flow functions spec-
ified above:

{2}

{f>s} {f,m}

{fsm,s}
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f=f momf s—sf

Example 3 suggests computing an upper bound on the set flow functions which
are generated by closure operators which are less strict than the specified one but not
comparable with each other. This upper bound can be directly computed from the
original closure operator as stated by lemma 19.

Lemma 19. Given a closure operator 11, define the following flow function:
m(p) =M(IU{I(X)nX |peX}up)

If there is a flow function vy such that I1 € ] and m| € m, then there is also a flow
Sfunction 7wy such that 1€ 13, 1y E 7, 70 U = 70 and 7ty % 7).

Proof. Suppose there is a flow function 7ty such that: IT = x] and 7ty € . Then define
7ty in the following way:

m(p) = I(U{II(X) nX N (p)lp e X} up)

5 Dependency analysis

Amtoft et al [4] introduce a Hoare Logic to reason about input output independences
for simple WHILE programs. Ulteriorly, Hunt et al [13], study a family of flow-sensitive
type systems for tracking information flow in WHILE programs. “This family is indexed
by the choice of a flow lattice”. They further notice that if the flow lattice is chosen to
be the lattice P(Var), the corresponding flow-sensitive type system would match the
De Morgan dual of Amtoft et al Hoare style independence logic.

This section instantiates the analysis presented in section 4 for the lattice P (Var).
In a certain sense, this corresponds to inferring the strictest integrity policy to which a
program complies, taking Var as the set of principals.

5.1 Semantic Characterization

This section clarifies the notion of dependency used in this report. Informally, a pro-
gram is said to entail an independence between x and y (x does not depend on y), if
for any memories that only differ on y, the sequence of values assigned to x is the
same. Additionally, the definition of independence which we propose is termination
insensitive since it only considers converging configurations.

Definition 9. The X-projection of the trace t, written t|x, where X ¢ Var and:

oy (e} o
t=(co,Mo) = {c1,My) = -+ (ci,M;) = -+
is the sequence of memories:

m=Mo|x,Mj |x,Mi,|x,
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. .. a; . .
Such that: 0 < iy <iy <---; for every transition (cj7Mj> - (cj+17Mj+1> int ifoj=x
for some x € X, then j =iy for some k; and for every iy in m there is a transition

o
(cj,Mj) = (c_,-+1,Mj+1> in t such that j =i and o = x for some x € X.

The restriction of memory M to the variable set X ¢ Var is defined as the restriction
of the original mapping corresponding to M to the variables in X. In order to simplify
the notation, this report uses the abbreviation M | =x M, to denote that:

Viex M1 (v) = My (v) (15)

Definition 10. A program c is said to entail an independence between the sets of vari-
ables X,Y ¢ Var (X does not depend on Y ), which is denoted by ¢+ [X < Y], if:

M =var-y M3
VM, M, - A = Trace(< c¢,M; >)|x = Trace(< ¢,M, >)|x
<e,My>|n<e,My>|

Closure operators and flow functions, which were introduced for confidentiality and
integrity analysis may also be used for dependency analysis. In this case, flow functions
are particularly useful, since they can be understood as dependency functions, that is,
functions which map each variable to the set of variables on which it depends. Given a
program c¢ and a dependency function A, definition 11 specifies in which conditions ¢
is said to entail A.

Definition 11. A program c is said to entail a dependency function A (written c I+ A)
VxeVar VY cVar - Y cVar-A(x) = clIF [x < Y]

Clearly, in dependency analysis the security labelling which maps each variable x

to the corresponding sigleton set {x} plays a central role. Thus for all x € Var, T (x) def
{x}.

Lemma 20. A program c satisfies trace noninterference with respect to the integrity
lattice generated by a given flow function A : Var — P (Var) and the security labelling
Lo (To Ik, ¢) if and only, when taken as a dependency function, ¢ entails A (c |- A).

Proof. For the direct side of the equivalence, suppose that: ¥ ¢ Var — A(x) for an arbi-
trary variable x and an arbitrary set of variables Y. Considering two memories, M {,M>
such that M| =y,—y M5:

My =var-y M>

M\ =p(xy M2 (since Y C Var - A(x))
Trace(< ¢,M, >)‘£(E:§M
Trace(< ¢,My >)|x = Trace(< ¢,My >)yx

=Trace(< c,M; >)|£‘2;§“ (applying the hypothesis)

Both configurations are assumed to converge, otherwise they may not be considered.
For the converse side of the equivalence, suppose that program c entails a given de-
pendency function A, one has to prove that ¢ verifies trace non-interference under the
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integrity lattice generated by the closure operator A * and the security labelling I'y. For
a given set of variables X ¢ Var and two memories M1, M, such that M, =A*(X) M5,
<c,M; >| and < ¢, M >|:

vxeA*(X)-A(X) c A*(X)

Vea (x)-Var - A*(X) ¢ Var - A(x)

Y rea* (x)-C I [x o< Var = A* (X) ]

Vea (x)-Trace < c,My > |, = Trace < ¢,M > |,
Trace < c,My > |y+(x) = Trace < c,Ma > s+ (x)

O

It is important to emphasize that lemma 11 requires A to be a flow function instead
of a general closure operator over P (Var) for the equivalence to hold. However, if,
instead of A, a general closure operator is considered, the direct side of the implication
still holds. As such, the integrity calculus introduced in definition 8 can be used to
infer the smallest set of trace dependencies entailed by a given program.

5.2 Integrity analysis as a calculus of dependencies

In spite of being possible to instantiate the integrity analysis presented in definition 8
directly as a calculus of dependencies, when the input of a dependency analysis is an
additive closure operator over P(P), Lemma 21 establishes that the output is also an
additive closure operator. Since the smallest closure operator that can be considered
corresponds to the identity closure operator (which is additive), one can conclude that
dependency analysis can be formulated directly on flow functions instead of arbirary
closure operators. Therefore, the general integrity analysis presented in definition 8
can be simplified when instantiated for dependency analysis. Definition 12 presents
the corresponding calculus of trace dependencies.

Lemma 21. Given a program c, an additive closure opterator Ay : P(Var) — P (Var)
and a set X € Var such that:

Frolle]](X,A0) = A
Then, A is also an additive closure operator.

Proof. Lemma 13 guarantees that A is a closure operator, as such for all Y ¢ Var:

UA(y}) cAY)

yeYy

It remains to show the converse inclusion:

A() e UA{Y})

yeY

The proof proceeds by induction on the structure of c.
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* skip: skip.
Fro[[e]1(X,A0) = Ao
Since Ay is an additive closure operator, the result follows.

* assign: x:=e.
Frol[x=e]](X,A0) = A.

- Ao(Y) if Ag({x}) € Ao(Y)
A(Y) ‘{ Ao(Y UX Uvars(e)) if Ag({x}) € Ao(Y)

There are two cases two consider:

— Ao({x}) € Ao(Y). Tt follows that:

A(Y)=A7p(Y) = UYAO()’)

Clearly, forall ye Y, Ag({x}) € Ao ({y}), thus:

AY) =Uo(y) =JAG)
yeYy yey

— Ao({x}) € Ap(Y). There is a variable y; € Y such that Ag({x}) € A({y})-
Thus:

A({y}) = Ao({yi} uX uvars(e))
A(Y) =Ag(YuXuvars(e)) =Ag(Y = {yr}) UAo({yx} uX uvars(e))

AY) =8 (Y = {n}) UA(ye)
Observing that for all v e Var Ty({v}) cT({v}). It follows that:
A(Y) =8 (Y = {n})uA(y) = ( L% }Ao(y)) UA(yi) € UYA()’)
ye¥ —{yk ye

* seq: cj;Ca.
Fro[[er;e2]](X,80) = Fro[[c2] (X, Fry [[e1]1(X, Ao)).
The result follows immediately from the induction hypothesis.

e if: if b then ¢ else c,.
Tro[[if b then c; else c2]](X,Ao) = Fry[[c2]](X5), Frlle1]](Ao(Xp), A0)).
Xp =Ao(X uvars(b))
The result follows immediately from the induction hypothesis.

e while: while b do c.

fr()[[While b do C]](X,Ao) :UkeN{Hk(l)}
H(A) = Fr, [[e])(ACX Uvars(b)), A) U Ag

The proof proceeds by induction on k.

- k=0. H%(1) = L.
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- k+1. H*(1) = H(H*(1)) = Fr,[[c]](A(X uvars(b)), H (1)) uA,.
The inner induction hypothesis ensures that H*(1) is additive. The outer
induction hypothesis ensures that Fr,[[c]](A(X uvars(b)),H*(1)) is ad-
ditive. Thus, the result follows by noting that A is also assumed to be
additive.

O

Definition 12 (A calculus for trace dependencies).

SKIP  D[[skip]](l,A0) = Ao

D[[x:=e]](X,A0) = A
ASSIGN ( ):{ Ao(y) ifx ¢ Ao(y)
1 Ao(y)UAG (X uvars(e)) ifxeAo(y)

SEQ D[[c1;¢2]](X,A0) = D[[e2]1(X, D[[e1]1(X,A0))

D[[If b then Ci el se Cz]](X,A()):D[[CQ]](Xb,D[[Cl]](Xb,A()))

'F Xp = A; (vars(b)uX

D[[while b do c]](X,Ao)=Ifp(H)
VHI LE Where:
H(A) =D(A* (vars(b)uX,A) Ul

5.3 Dependencies as Types

Section 5.2 argues that when instantiating integrity analysis for the lattice P(Var), if
the closure operator corresponding to the dependencies given as input is additive then
so is the closure operator corresponding to the output. As such, a simplified depen-
dency calculus that deals with flow functions instead of closure operators is introduced
in definition 12. This calculus of dependencies evinces the fact that a dependency
function can be also interpreted as a security labelling rather than a security lattice.
Lemma 22 formalizes this dual interpretation.

Lemma 22. Given a program c, a flow function A:Var —P(Var) and a set of variables
X, then the following holds:

I FLan C:X@Al—p(var)c:X

Proof. We prove the direct implication, the converse one is obtained in the exact same
way. The proof proceeds by induction on the struture of c.
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skip: skip.
FO '_LA* Skip :Var
Arpyary c:Var.

assign: x:=e.
The hypothesis ensures that:

A* (l—lvaars(e) FO(V)) cA* (Fo(x))
I—'vevarx(e) A(V) € A()C)

It follows that: A =py,,) ¢ A(x).

seq: C1;Ca.
The hypothesis ensures that there are two sets of variables X |,X> € Var such that:

Torgz,. c1:X

Fotr,. c2: X5
Applying the induction hypothesis:

A '_P(Var) Ci 2X1

Arpary €21 X2
It follows that: A Fp(var) C15C2 X1 nXo.

if: if b then c; else cj.
The hypothesis ensures that there are two sets of variables X|,X> € Var such that:

A* (Uyevarsp) To(v)) € X101 X2
Torg,. c1:X
Fobr,.c2: X
As such, one may conclude that: Uyeyqarg(p) A(V) € X1 N X2. Applying the induc-
tion hypothesis:
A '_P(Var) Ci ZXI
Arpary €2: X2
It follows that: A Fp(Var) if b then c; else cy: X;nXs.

while: while b do c.
The hypothesis ensures that there is a set of variables X ¢ Var such that:

A*(Uvevars(b) FO(V)) €X
To I—gm c:X

Applying the induction hypothesis: A Fp (v, ¢ : X and noticing that:

A U To))exs U AG)ex

vevars(b) vevars(b)

the result follows.
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6 Connecting the Analysis

Given a security lattice £ = (L,5,u,Mn,T,1) and a security labelling T, define the fol-
lowing functions:

or:P(Var) > L or(X)=L{T(x) |x eX}

yriL—P(Var) yr(l)={x|T(x)El) (16)

Adopting a confidentiality point of view, given a set of variables X € Var and a confi-
dentiality level [ € L, or(X) denotes the security level at which all variables in X are
visible, whereas yr(/) denotes the set that comprises all variables that are visible at
level [.

Definition 13 (Galois Connection). Given two lattices £ = (L,Ez) and M = (M,Ep1)
and two functions o.: L - M andy: M — L, the tuple (L, o, ,M) is said to be a Galois
Connection between L and M if the following holds:

* o and y are monotonic.
* Vier - lEcyoa(l)
* Vinem - 0oy(m) Epqm

Lemma 23 states that ar and yr form a Galois Connection [7] and Lemmas 24
and 25 state some useful properties of this particular Galois connection that will be
used in later sections.

Lemma 23. Given an arbitrary security lattice £ = (L,5,u,n,T,1) and a security
labelling T : Var - L, (P(Var),ar,yr, L) where or and yr are defined as above is a
Galois connection.

Proof.

* Monotonocity of or and yr. Consider two arbitrary sets X,X, € Var and sup-
pose that X € Xp, then it is clear that ar(X;) € ar(X;). Consider two arbitrary
security levels /1,1, € L and suppose [ E I, then it follows that yr(I1) Syr (k).

* Consider an arbitrary set of variables X € Var. yroar(X) can be rewritten in the
followin way:

yroar(X) = {x|T(x) e {T(y)[yeX}}
Thus, X Syroar(X).
* Consider an arbitrary security level / € L. aroyr(l) can be rewritten in the fol-

lowing way:
aroyr(l) = {T'(x) [xe{y[T(y)ci}}
Thus, aroyr(l) cl.
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Lemma 24. Given a security lattice £ = (L,c,u,M,T,1) and a labelling T : Var — L,
aroyr : L — L is a reduction operator and yr o ar : P(Var) - P(Var) is a closure
operator, where ar and yr are defined as in equation 16.

Proof.

* yroor is a closure operator. Lemma 23 guarantees that (P (Var),or,yr,£L) is a
Galois connection, so yr o ar is clearly extensive. Moreover it is also monotonic
because it is the composition of monotonic functions. With respect to idempo-
tence, it suffices to notice that:

yroar(yroor(l)) =vyr(ar(yr(ar(l))))
yroar(yroor(l)) =yroar(l)

* aroqyr is a reduction operator. A reduction operator is a map from a set to
itself that is: monotonic, idempotent and reductive. Lemma 23 guarantees that
(P(Vvar),ar,yr, L) is a Galois connection, so ar oyr is clearly reductive. More-
over, it also monotonic because it is the composition of monotonic functions.
With respect to the third claim it suffices to note that for any Galois connection
aroyroor = ar, thus:

aroyr(oroyr(l)) = ar(yr(ar(yr())))
aroyr(aroyr(l)) =aroyr(l)
O

Lemma 25. Given a security lattice £ = (L,=,u,M,T,1) and a labelling T : Var — L,
ar is an additive functions ang yr is a multiplicative function, , where ar and yr are
defined as in equation 16.

Proof.

e qr is additive.

ar(X;uXa) =L{I(y) |yeX;uXa}
ar(X;uXa) =L{T(y) [yeXi }ul{T(y) | ye Xa}
or(X1uXz) = ar(X;)uor(Xz)

* yr is multiplicative.
YF(ZI ﬂl2) = {)C | F(X) =5 ﬂlz}

Yr(l]l_llz) :{X|F(X)Ell}ﬁ{x|r(x)512}
yr(hnk) =yr(l) nyr(l2)
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6.1 Dependency Based Confidentiality Certification

Having explained that establishing a security labelling I" : Var — L induces a Galois
connection between P (Var) and L, this section investigates how to make use of this
connection in order to obtain a necessary and sufficient condition for a program to be
deemed secure according to the Volpano er al type system.

Given a lattice £ = (L,c,u,n,T,1) and a security labelling T', define the closure op-
erator I : P(Var) - P(Var), where I = yr o ar. Lemma 24 guarantees that Iy is
indeed a closure operator. Additionally, define the flow function A : Var — P (Var),
Ar(x) =yroar({x}), for all x € Var. That is, for every variable x € Var:

Ar(x) =yr(ar({x})) = {yeVar | T(y) eT'(x)} an

Naturally, since It is not necessarily additive, it follows that Af € ITr. Ar plays a
central role in certifying that a given program abides by a given confidentiality policy
as demonstrated in lemma 28, which states that a given a security labelling I types a
program with respect to an arbitrary security lattice £ if and only if the corresponding
dependency function Ay types the program with respect to the lattice P (Var).

Lemma 26. Given an arbitrary security lattice £ = (L,5,u,M,T,1), a program ¢, a
security labelling T : Var — L and a security level | € L suchthat U+, c: 1, then:

Ar Fp(vary ¢ :yr(1)
Proof. The proof proceeds by induction on the derivation of '+ , c: 1.

* skip: skip.
', skip:T.
Ar '_’P(Var) Skip :Var.
(7)) ={y|T(y) €T} =Var.

* assign: x:=e.
Since I' . x:=e : ['(x), it follows that:

I—lvevars(e) F(V) = r(x)

Vvevars(e) . OLI‘(V) = (XF(X)
Vvevars(e) . Yr((lr(V)) < Yr((lr(x))
Vvevars(e) . Ar(V) S AF(X))
Uvévars(e) Ar(v) c AI‘()C)

As such: Ar =py,r) X =€ Ar(x).
Additionally, the part of the claim which concerns the writing effect follows
since [ =T'(x), yr({) = Ar(x).

* seq: cj;Ca.
The hypothesis ensures that there must be two security levels /1, /; € L such that:

FI—LC]:ll FI—LCQZZQ
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Applying the induction hypothesis:

Ar=pvary €1 :y0(l) - Ar =pvary €2:vr(l)
Since yr is multiplicative (lemma 25), it follows that yr (/1) nyr(L) =yr (/1 nk).
Thus:
Ar Fp(vary €362 :vr(l Nly)

e if: if b then c; else cj.
The hypothesis ensures that there must be two security levels /1, /; € L such that:

I—Ivevars(b) F(V) Elinh
FI—L Ci :ll
rl—L Cy: lz

Applying the induction hypothesis, it follows that:

Ar=pary €1 :yr(l) - Ar =pvary €2:vr(l)

Noting that:

I—lvevars(b) F(V) chinb

vvevars(b) . F(V) chink

vvsvars(h) . OLr(V) chinb

vaVaFS(b) . YF(aF(V)) EYF(II |_|l2)

Voevars(p) - Ar(v) Syr(linlz) =yr(l1) nyr(l)
Uvevars(b) AF(V) S YF(ZI m 12)

One may conclude: Ar =p(var) C15C2 syr(hnly)

* while: while b do c.
The hypothesis guarantees that there is a security level / € L such that:

I—lvevars(b)r(v) El
Trpc:l

Applying the induction hypothesis, it follows that: Ar Fp(ya) € yr (7). Observ-
ing that:

Uvevars(h) r(v) el

Vvevars(b) . F(V) el

vvevars(b) . OLF(V) El

vvevurs(b) . AF(V) = YF(O‘F(V)) ng(l)

Uv&varx(b) AF(V) € YF(Z)

It follows that: Ar -p(yey while b do c:yr(l).
O

Lemma 27. Given an arbitrary security lattice £ = (L,5,u,M,T,1), a program ¢, a
security labelling I': Var — L and a set of variables X < Var such that: At =p(yar) C:X.
Then, there is a security level | € L such that: T+ ¢: 1, where ar(X) c .
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Proof. The proof proceeds by induction on the derivation of At -p (v, €: X.

* skip: skip.
Ar Fpvar) skip: Var.
T+, skip:T.
It is always the case that ar(Var) € T.

e assign: x:=e.
The hypothesis ensures that A =p v, X := € : Ap(x). Thus, it follows that:

vvevars(e) . AF(V) < AF(X)
Vyevars(ey - T(v) ET(x)
I—Ivevars(e) : r(v) £ r(x)

With respect to the writing effect it suffices to note that:

ar(Ar(x))

ar(yr(ar(x)))
ar (x)
I'(x)

* seq: C1;Ca.
The hypothesis ensures that there are two sets of variables X|,X> € Var such that:

Ar '_’P(Var) C1 :X] Ar '_P(Var) Co :X2

Applying the induction hypothesis, one may conclude that there are two security
levels I1,1; € L such that:

O.F(Xl)Ell rl—ﬁclill
OLr(Xz) clh T'tperibh

It follows that: '+, ¢y : [y M.
Since ar is monotonic (lemma 23), ar(X; nX;) € ar(X;) nor(Xz) and thus
OLI-(X] ﬂXz) clinlp.

e if: if b then c; else cj.
The hypothesis ensures that there are two sets of variables X|,X> € Var such that:

Uvevars(p) Ar(v) € X1 0 Xo
Ar '_P(Var) Cq :Xl
Ar Fp(var) €2: X2

Apllying the induction hypothesis, one may conclude that there are two security
levels /1,/; € L such that:

(XF(XI)EZI ety
OL]“(XQ) clh T'rperibh
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Thus:

Uvevars(b) AF(V) cXinX;

Vvevars(b) . AF(V) = YF(GF({V})) cXinX;

Vvévars(b) . F(V) = (11“<{V}) E O(]"(X] ﬂXz)

Vvsvars(h) : r(V) = O‘I‘(Xl) nor (XZ)

Vvevars(b) : F(V) cEhnh

I—lvevars(b) F(V) Ehink
One may therefore conclude that: '+, if b then c¢; else cp:/1nl. With
respect to the claim regrading the writing effect, it suffices to apply the same
reasoning as in [seq].

* while: while b do c.
The hypothesis ensures that there are a set of variables X ¢ Var such that:

Uvevars(b) AF(V) €X
Ar '_'P(Var) c: X

The induction hypothesis guarantees that there is a security level [ € L such that:
OLI‘(X)EI I',c:l

Thus:
Uvevars(b) AF(V) €X
vvevars(b) : AF(V) €X
Vvevars(h) : F(V) = (XF(X)
I—lvevarx(b)r(v) el

As such it follows that: I'+~, while b do c:/.

O

Lemma 28. Given an arbitrary security lattice £ = (L,5,u,n, T, 1), a program ¢, a
security labelling T : Var — L, then the following equivalence holds:

ElleL . F»—L c:le E'XgVar . Ar '_P(Var) c: X
Proof. This lemma is an immediate consequence of lemmas 26 and 27. O

Theorem 2 establishes a sufficient and necessary condition for a program to be
deemed secure. Informally, this condition states that a program is typable if and only
high variables do not depend on low variables.

Theorem 2. Given an arbitrary security lattice £ = (L,5,u,Mn, T, 1), a program ¢, a
security labelling T : Var — L then the following equivalence holds:

e - Tre el o Vaevar - T(x) =|_{TQ) | ye A (x)}

Where A°"" =D[[c]](2,To).
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Proof. First, note that for any given flow function A the following equivalence holds:
Ixevar - A '_'P(Var) c:X = A = D[[C]](@,F()) EA

For the direct side of this implication, suppose that there is a set of variables X ¢ Var
such that A -p(y,,) ¢: X, then lemma 22 guarantees that I'g -, ¢: X. Thus, applying
theorem 1, it follows that A°”’ £ A. Conversely, lemma 15 guarantees that there is a
set of variables X' € Var such that Ty ~ Lyom €3 X ’. Applying lemma 10, it follows that
there is a set of principals X"’ ¢ P such that X' ¢ X" and T -2, ¢:X". Thus, applying
lemma 22 it follows that A +ppy c: X"

Lemma 28 states that:

Jier, . T el < Ixcvar - Ar P (Var) c: X
which, considering the equivalence established above entails the following:
Jer - Tge:l= AP =D[[c]](2,T0) £ Ar

Clearly:
A°P' © Ap < Vyex . A°P'(x) € Ar(x)
AP C Ap < Vyiex . AP (x) < {y | T(y) cT(x)}
AP' S Ap < Viex - T(x) =L{T(y) | y e AP (x)}

7 Inferring security labellings

This section considers the problem of, given a security lattice £ = (L,=,u,M,T,1), a
security labelling I'; : Var — L and a program ¢, computing the lowest security labelling
T such that:
el Vi - l",-(v) c r(V)
el T'+pc:l

Note that for any I'; and program c, the security labelling which assigns every
variable to the highest security level verifies the two conditions stated above. Naturally,
the goal is to find the smallest one. Observe that when equipped with pointwise subset
inclusion as its partial order, the set of security labellings that map a given finite set of
variables to a given security lattice is a complete lattice.

This problem was already approached by Hunt et al in [13] using flow sensitive
type systems, where a fixed labelling is computed, but the program is modified in such
a way that each variable is assigned only once.

7.1 A calculus of fixed types

Given any two security labellings I'1,I'; : Var — L, definition 14 establishes a condition
that, when verified, guarantees that all programs typed under I'; are also typed under
Is.
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Definition 14 (Type Subsumption). Given two security labellings T |,I'; : Var - L, T';
is said to subsume Ty if the following holds:

vu,vEVar . I-‘l("‘) E FI(V) = FZ(M) E FZ(V)

Lemma 29. Given a security lattice £ = (L,5,u,M,T,1), a program c, two security
labellings T'\,I'; : Var - L and a security level 1| € L such that Ty v+, c: 1y and T
subsumes Ty, then there is a security level Iy € L such that 1y S 1y, Ty, c: 1y and
Vyevar - T1(v) el = Th(v) E .

Proof. The proof proceeds by induction on the structure of c.

e skip: skip.
I +-skip:T.
TET.
Vyevar - T(W) ET = Vyeyar - T(V) ET.

e assign: x:=e.
The hypothesis guarantees that I'; + x:=e: [, so:

uvevars(e) I (V) el ()C)
vvevars(e)l—‘l (V) el (x)
Vvevars(e) FZ(V) =) (x)
|—|v6vars(e) r2(v) S ()C)

Thus: T, - x:=e:T(x). Clearly /| €, since 'y (x) € T2(x). Additionally,
suppose that for a variable v € Var, I'(v) 14, the hypothesis ensures that ' (v) £,
(since I'; subsumes I';).

* seq: c;Co.
The hypothesis ensures that there are two security levels /1,/; € L such that I'y ~
x:=e:l; andI'; - x:=e:[p. Thus applying the induction hypothesis, we conclude
that there must be two security levels /1,15 € L such that:

I8 Eli Ih e Ili Yyevar - I‘](v) =N =>F2(V) = li
Lt lé Ihrkep: lé Yyevar - Il (V) clh= Fz(V) = lé

It thus follows that:

lll_llel{I_llé rzl—Cl;Czil;I_llé Yyevar .rl(V)Ellrllz@rz(V)Elil_llé

e if: if b then c; else cj.
The hypothesis ensures that there are two security levels [,/ € L such that
Tircy:ly, T ~cy:lp and uvevam(h)l"l(v) c /ynl,. Applying the induction
hypothesis:

A Eli I e Ili Yyevar - F](v) = :>F2(v) [ l{
Lt lé Ihkep: lé Vievar - T1(v)EL =Th(v)E lé
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Observing that:

Uvaars(b) I (V) Ehnb
Vvevars(b) . rl(V) cl /\Fl(v) ch
Vv&vars(b) . F2(V) E li /\FZ(V) = lé I—Ivevars(b) FQ(V) E l{ I—]lé

Assuch: I’y —if b then c; else ¢ :lf I‘Ilé. The remaining two claims follow
in the same way as in [seq].

while: while b do c.

The hypothesis guarantees that there is a security level /| € L such that: 'y +c:
and |eyars(p) ['(v) £1,. Applying the induction hypothesis, one may conclude
that there is a security level /, € L such that:

Lhelh Iprc:l Vvevar.rl(V)Ellﬁrz(V)Elg

Noting that:

|—|Vevars(b) I (V) =3

Vvevars(b) I (V) =y

vvevars(b) : r2(v) Sh

|—|Vevars(b) FZ(V) Eh
It follows that I'; - while b do c: /. The other two claims are immediately
implied by the induction hypothesis.

O

When presented the problem specified in the begining of this section, lemma 29
can be easily used to conceive an analysis in order to find a security labelling which
is both greater than the one given as input and also types the targeted program. This
analysis is presented in definition 15.
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Definition 15 (A calculus of fixed types).

SKIP  T[[skip]](I,T)=T

T{[x=e]J(1.0) =T’
ASSIGN 1y _ { () ifT(x) £0(y)
r(y) ulu (lesvars(e) F(V)) lfr(x) = r(y)

SEQ Tllec2]1(1,0) = D[[e2]]1( T [er]1(4T))

T[[if b then c; else c2]](t,T) =T[[c2]1(ly, T[[c1]](1,T))
Ip= uvevars(b) F(V) ul

T[[while b do c]](I,T) ={H*(1) |0<k}
VHI LE Where:
H(F”) = D(Uvevars(b) F(HV) I—’Z7I_‘II) ull

It is important to note that the calculus of fixed types presented in Definition 15
does not use the usual least fixed point operator for the [WHILE] rule. Instead, it
declares explicitly how to construct the intended fixed point. The reason for doing this
is that this calculus of fixed types is not monotone (which is illustrated in example
4). As such, constructing a fixed point a Kleene may not yield the least fixed point.
Nevertheless, it surely yields a fixed point (since the analysis is extensive Lemma 30).

Example 4 (The analysis is not monotone). This example considers a program x =z, a
security lattice over the set L={ly,l,13,14} (which is depicted below) and two security
labellings:

Ti=[x=l,y=li,zeb] To=[xebh,y=h,20 D]

Clearly ') e T'>. Applying the proposed calculus of fixed types to these security la-
bellings yields the following results:

[ =xeby-hzohb] Th=[xwb,yr~hzmb]

However, T'| ¢ T.
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r()
L), T () L:0)

I (x),Ti(y)

Despite not being monotone this analysis is well-defined because it is extensive
and the lattice of security labellings considered is finite. The existence of the analysis
proved in Lemma 30.

Lemma 30 (Existence and Extensiveness). Given a program c and an arbitrary secu-
rity lattice L = (L,E,u,N, T, 1), the corresponding calculus of fixed typed T [[c]] then:

Tlc]] is extensive in its second argument. That is, for any security level | € L
and security labelling T : Var -~ L, T = T[[c]](I,T).

For any security labelling T : Var — L and security level | € L, T[[c]] is well-
defined.

Proof. The proof proceeds by induction on the structure of c.

skip: skip.
T[[skip]]({,T) =T. The three claims hold.

assign: x:=e.
T[[x:=e]](I,T) =T". Itis clear that I is uniquely defined and that for every
variable x € Var, T'(x) =T’ (x).

seq: cp;Ca.

Tlle1;e2]]1(L,T) = T[c2]](L, T[c1]](1,T)). Applying the induction hypothe-
sis, it follows that 7[[c;]](/,T') is uniquely defined and that T = 7 [[c;]](/,T).
Applying the induction hypothesis again yiels:

TlleJ(,0) & Tlle2]](4 T ler]1(E,T))

Moreover, the induction hypothesis guarantees the uniqueness of I'’. Thus, by
transitivity it follows that =T,

if: if b then c; else cj.
Consider a given security level [ and a given security labelling I, applying the
induction hypothesis yields:

rer’=7[[e]](lu( || T(®)),I)

vevars(b)
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Addtionally it guarantees that T’ is well defined. Applying the induction hypoth-
esis yet again:
rer’=Tlleall(u( || T().r)

vevars(b)

And I'” is well defined.

* while: while b do c.
Consider an arbitrary security labelling I" and a security level / € L, one must
prove that for all k > 1, T' = H*(1), where H(T) = F[[c]]({u Uvevars(p) T(0),T).
The proof proceeds by induction on &:

— k=1. Applying the outer induction hypothesis the result follows immedi-
ately.

— k+1. H*'(1) = H(H*(L)). Applying the inner induction hypothesis it
follows that H* (1) is extensive. Thus, applying the outer induction hy-
pothesis, the result follows.

As such, {H*(1) | k> 0} is an ascending chain, since the lattice of security
labellings is finite, one may also conclude that this chain is finite.

O

Lemma 31. For every security labelling T, every security level | and program c if
T[lc]1(,T) =T, then T subsumes T".

Proof. The proof proceeds by induction on the struture of c.

* skip: skip.
T[[skip]]({,T) =T. Naturally, I" subsumes itself.

* assign: x:=e.
T[[x:=e]](l,T) =T". Consider two variables u,v € Var such that T'(x) € T(v).
There are two cases two consider:

— I'(x) ¢ T'(u). It follows that T’ (u) = T'(«). Lemma 30 ensures that T'(v) ©
' (v),so: T'(u) =T/ (v).

— T'(x) € T'(u). The hypothesis ensures that I'(x) € I'(v). Thus:

F'(u):F(u)l_Jll_l( L] F(v))EI‘(v)ull_J( L I‘(v)):I"(v)

vevars(e) vevars(e)

* seq: c1;Co.
T{[e1]](1,T) =T" and T{[c2]](1,T") =T". Applying the induction hypothesis, it
follows that T" subsumes I'" and T’ subsumes I, which implies that ' subsumes
|
I(u)cT(v)=T'(u)=T’(v) (Since I subsumes I')
IM(u)csT'(v) =T"(u)=T"(v) (Since I subsumes I'”')
T(u)cT(v) =T"(u)cT"(v) (By transitivity)
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e if: if b then c;| else cj.

I'= T[[Cl ]](l‘—l (I—lvevars(b) F(V)),F) and T’ = T[[CZ]] (lu (l—lvevars(b) F(V))>F,)-
Applying the induction hypothesis, it follows that T" subsumes I'' and T’ sub-
sumes I'”/, which implies that I" subsumes I'”’.

* while:while b do c.
One has to prove that for all k>0, T subsumes H* (1), where: H(T') = F[[c]](Iu
Lvevars(p) T'(b),T). The proof proceeds by induction on k:

— k=0. Clearly, I" subsumes itself.

— k+1. The interior induction hypothesis guarantees that I’ subsumes H *(1).
The outer induction hypothesis guarantess that H*(1) subsumes H**!(1),
which implies that I' subsumes H**1(1).

Since {H*(1) | k>0} is an ascending chain, it follows that I" subsumes its upper
bound.

O

Lemma 32 (Soundness). Given a program c, a security lattice £ = (L,S,u,Mn,T,1), a
security labelling T : Var — L, and a security level L € L, if T[[c]](I,T) =T, then there
is a security level I € L such that: 121!, T' +c:1" and Vyeyer . T(v)El=>T'(v)E!

Proof.
skip: skip.

T[[skip]](l,T) =T. It is always the case that '+ skip: T and / c T. With respect to
the third claim it is easy to see that it holds, since Vyeyyr - T(v) ET.

assign: x:=e.
T[[x:=e]](/,T) =T". Since T'(x) c T'(x) it follows that: T'(x) =T'(x)ul/uT(e). Ad-
ditionally, for every variable v € vars(e), T'(v) e T(e) ul. Thus:

L] T'(v)er'(x)

vevars(e)

So, T ¢ : T'(x). Moreover, [ = T'’(x). Suppose that for an arbitrary variable v € Var
I'(v) 1. There are two cases two consider:

e I'(x) £ ['(v). In this case, I''(v) = T(v). Additionally, since / = T'’(x), it follows
that:
I'(v)cicr'(x)
e T'(x) =T (v). It follows that: T'(x) ul/=T(v)ul=1. As such:

I'x)=r'(v=iu ] T)

yevars(e)
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seq: C;Co.
Tlle1]](1,T) =T" and T[[c2]](1,T") =T". Applying the induction hypothesis, there
must exist two security levels /1,/; € L such that:

lch 1—‘,’_Cl h Vvevars(b) . F(V) El:>r,(v) =y
lch T'key:ily Vveva”(b) . FI(V) cl= F"(V) ch

Applying lemma 31, one may conclude that T subsumes I, So, lemma 29 guarantees
that there is a security level /{ € L such that:

hell Tveep:ll Yyever . T’ el =T"(V)cl
which means that:
lelinh Tvcpepilinl Yoy - T cl=T"(V)elink

if: if b then c; else cj.

I'= T[ [cl]](l u (I—lvevarS(b) F(V))ar) and I = T[ [CZ]](I u (I—lvevars(b) F(V))vrl)' Ap-
plying the induction hypothesis it follows that there are two security levels [,/ € L
such that:

[ (l—lvevars(b) F(V)) =3 I cr:h Vvevars(b) . F(V) Elu (I—Ivevars(b) F(V)) = FI(V) €l
Iu (l—lvevurs(b) F(V)) Eh I caih vvevars(b) . F(V) clu (I—]vevars(b) F(V)) = r”(v) Eh

Applying lemma 31, one may conclude that I'" subsumes I'’. So, lemma 29 guarantees
that there is a security level /{ € L such that:

hell T'eeril] Yyevar T’V el =T"(v)cl
As such:

lu(l_lvsmm(,,)l"(v)) Elil_llz r"l—cl Z{
vvaars(b) . F(V) clu (I—Ivevars(b) F(V)) = FH(V) E li ub e Cr: lé

Observing that Ve qrs(p) - T(V) £ 10U (Wyeyars(p) T(v)), it follows that:

L] TO)elnk

vevars(b)

which entails the result.

while: while b do c.
T =T[[c]](! ulyevarsp) T(v),T). So, applying the induction hypothesis yields:

lu uvevars(b) r(v) cl’ T'v Cr+ I Vvevars(b) . F(V) clu (l—lvevars(b) r(v)) = r,(v) el

Observing that ¥, 4rg(p) - T(v) €10 (Lyevars(p) L(v)), it follows that: T'(b) €', which
implies the result. O
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The preceding lemmas (31 and 32) precisely illustrate the way this analysis work: it
systematically raises the security labelling " so that the new security labelling, T'’, is
consistent with the current command being analysed and it ensures that '’ is consistent
with all the commands previously analysed by choosing I'’ in such a way that I" sub-
sumes I, This fact suggests a new ordering on the security labellings and a possible
candidate for an optimality result:

e T <, iff T €Ty and Vx,y € Var.T  (x) T (y) = Ta(x) T2 (y)
o If T[[c]](I,T) =T and there is a security labelling, T/, such that:
- AT kel
-r<r”
Then: I'" < T

However, this optimality result does not generally hold, since the set of security la-
bellings equipped with the ordering relation defined above is not generally a lattice,
which is shown in example 5.

Example 5. This example illustrates four security labellings over the set of variables
{x,y}. The corresponding Hasse diagram (which orders the security labellings accord-
ing to the partial order introduced above) is depicted below.

&

In the picture each variable is depicted next to the lattice element to which it is mapped.
In this example there is no least upper bound, as such it clearly illustrates that the set
of security labellings ordered in this way is not generally a lattice.

7.2 A dependency based approach to fixed types computation

Section 7.1 presents a calculus of fixed types and argues that such calculus does not
generally finds an optimum solution (with respect to the order of security labellings
established). Therefore, before trying to compute the optimal fixed labelling (that is,
the lowest one that types the program), one has to discuss its existence, since it is not
clear that among all labellings that type a program there is one that is lower than all the

48



others. This subsection focuses on this problem and establishes a constructive result
that proves its existence.

Given an arbitrary security lattice £ = (L,5,u,M,T, 1), a labelling T': Var - L and
a program c, theorem 2 states that c is typable with respect to £ and I" if and only if:

Vaevar - T(x) = {T(y) [y € A(x)}

where A =D[[c]](@,Ao) and A¢ : Var - P(Var) is the map which maps each variable
to the singular set that contains it. Therefore, given an arbitrary security labelling
T, the goal is to find the smallest security labelling greater than I'; that satisfies the
condition expressed above. Consider the operator on security labellings H : (Var —
L) — (Var — L) defined in the following way:

H(T) = {T(y) |yeA(x)}ul;

Clearly, the goal is to find the least fixed point of this operator. Since the set of security
labellings equipped with pointwise subset inclusion as its partial order is a complete
lattice, in order to prove that the least fixed point exists, it is only necessary to prove
that H is monotonic. As such, consider two arbitrary security labellings I" |, I, : Var - L
such that I'y € T',. For every variable x € Var, H(I'|)x = H(I';)x. Therefore, given an
arbitrary security lattice £ = (L,E,u,n,T,1), a security labelling T : Var — L and a
program c, the least security labelling greater than I'; which types the program is:

o7 = | [{H*(1) | k> 0}

Theorem 3. Given an arbitrary security lattice £ = (L,5,u,N,T,1), a security la-
belling T'; : Var — L and a program c, the smallest security labelling greater than T; for
which there is a security level | € L such that T~ c:1 is given by:

r=J{H*(1) |k>0)

Where H : (Var — L) — (Var — L) is an operator defined as follows:

H(T) = {T(y) [yeA(x)}ul;

Where A(x) =D[[c]](@,A0) and Ao : Var — P (Var) is the map which maps each vari-
able to the singular set that contains it.

8 Computing the strictest confidentiality policy

Given a program c¢ and a security labelling T": Var - L (where L is an unstructured
set of security levels), the goal of this section is to find the strictest security policy
that renders ¢ secure with respect to the Volpano et al type system (and hence to trace
non-interference). In order to do this, we shall consider that there is always an initial
lattice which is known a priori and which relates all security levels. This initial lattice
corresponds to the strictest security policy which can possibly be enforced and shall
be referred to as the original security lattice. For instance, when considering security
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policies generated by closure operators over a given set of principals, the original lattice
corresponds to P (P). However, this section shall consider arbitrary original lattices, in
order to keep the results as general as possible.

Having fixed an original lattice, it is possible to restate the goal of this section in
the following way: given an arbitrary original lattice £ = (L,=,u,M, T, 1) and a security
labelling I": Var — L, the goal is to find the lowest closure operator IT over £ such that
the Smith ef al type system types ¢ with respect to I' and II(L).

8.1 Confidentiality policies induced by security labellings

As noted in [17], “typically only a small subset of the subset lattice of a certain alphabet
is used in applications”. This happens, because establishing a given security labelling
means selecting the security levels which will be really used. This section formalizes
this argument and presents an illustrative example.

Lemma 33. Given a lattice £ = (L,c,u,M,T,1) and a reduction operator I1 over L,
TI(L) ={I1(I) | l € L} is a sublattice of the original lattice L.

Proof. 1t suffices to prove that IT(L) is closed to the upper bound in £. Consider two
arbitrary security levels [,/ € L:

TI(TI( ) uII(h)) e (L ) uIl(l,) (I is reductive)

(L) e (L) ull(h) = 0({;) s I(T1(4, ) uTI(l,))  (By monotonocity and extensivity)
(L) e TI(L ) ull(l) = I({;) c TI(T1(; ) uII(l,))  (By monotonocity and extensivity)
(1) uTI(l) e TI(TI(Z; ) uTI(LL))

Thus, it follows that: TTI(I1(Z;) uTI(/,)) =TI(/;) ull(ly). Given two arbitrary security
levels the greatest lower bound is given by: TI(I1(Z) nII(l)). One can easily check
that the proposed lower bound is both closed for IT and a lower bound. To prove
that it is indeed the greatest lower bound consider a security level /3 € L such that
I1(/3) = I3 and I3 = T1(1;) nI1(/,), applying monotonocity and idempotence it follows
that: /3 = TI(TI({;) nII(L)). O

Lemma 24 states that o o yr is a reduction operator on £ and lemma 33 recalls
that the range of a reduction operator on a lattice is a sublattice of the original lattice.
As such, when establishing a security labelling I' : Var — L, one is in fact establish-
ing a reduction operator on £ (henceforth denoted by Z ) and thereby restricting the
information flows that can take place to the lattice ap oyp(L), which is illustrated in
example 6.

Example 6. This example illustrates a security labelling T which maps the set of vari-
ables {u,v,x,w,y} to the lattice represented bellow. Each variable is depicted next to
the security level to which it is mapped.
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I I
lZ } a < 14
u,v X,y

LY

The reduction operator that corresponds to this security labelling yields the following
sublattice of the original lattice:

8.2 Computing the strictest confidentiality policy

Section 8.1 argues that when establishing a security labelling I" : Var — L, one is in fact
establishing a reduction operator over £ and thus selecting the possible information
flows that can take place within any program which is executed under this security
labelling. As such, the strictest security policy corresponds to a closure operator over
Er(L), rather than a closure operator over L.

Making use of theorem 2, the goal of this section can be restated yet again as
follows: given an original lattice £ = (L,=,u,n, T, 1), a security labelling T': Var - L
and a program c, the goal is to find the smallest closure operator IT over E (L) such
that:

Vaevar - TI(ER(T(x))) = I(LKEr(C() [ ye A(x)})

Where A =D[[c]](@,Ao) and Ag : Var - P(P) is the flow function which assings each
variable to the singular set which contains it. It is important to emphasize that the upper
bound which is present in the condition is in fact the original upper bound on £ which
coincides with the upper bound on E(L). Furhtermore, since (P (Var),or,yr, L) is a
Galois connection, it follows that for every variable x € Var, Ep(I'(x)) = ['(x). As such
the condition stated above can be restated as:

Vaevar - TI(T(x)) =T({T(y) [y e A(x)}) = T(ar(A(x)))

Lemmas 34 and 35 establish an equivalent of this condition for security levels in-
stead of variables, which allow computing the strictest closure operator that types the
program in question.
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Lemma 34. Given a security lattice £ = (L,5,uU,M,T, 1), a program c, a security la-
belling T : Var — L and a flow function A over P(Var), the least closure operator T1
over L such that:

Vaevar - T(T(x)) =TH(LHT(y) | y € A(x)}) = T (ar (A(x)))

also verifies:
vXEVar . H(OT<X)) = H(GF(A* (X)))

Proof. Recalling that lemma 24 guarantees that or is additive, it follows that:
Mar () =11{ L ar ()
xeX

As such, using monotonocity one can establish the following lower bound on IT(o r(X)):

LJTT(ar(x)) e T(ar(X))

xeX

Applying the hypothesis:
L TT(ar(A(x))) € T(ar (X))

xeX
Using monotonocity and idempotence:
1 Lar(a) ) £ nar(x)
xeX
Recalling that both ar and A* are additive (lemmas 25 and 25) it follows that:
M(ar(A*(X))) € O(ar(X))

Since the original goal is to obtain the smallest closure operator which verifies the first
condition, one can just demand that: II(ar(A*(X))) =II(ar(X)). |

Lemma 35. Given a security lattice £ = (L,c,u,M,T, 1), a program c, a security la-
belling T : Var — L, a flow function A over P(Var), and a closure operator 11 over L
such that:

Vier - TI(1) =T(Er (1)) = M(ar(yr (1))
Then, the following equivalence holds:

Vier - TI(1) =T(ar(A™ (yr(1)))) < Vxevar - Ti(ar(X)) = M(ar(A™(X)))

Proof.

* Direct Implication. Assume: V ¢y . II(!) = I(ar(A* (yr(1)))).
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— To prove: Vxcvar - I(or(X)) € H(ar(A*(X))). Consider an arbitrary
set X € Var. Since A* and IT are both closure operators, they are both
monotonic. Lemma 23 also guarantees that o.r is monotonic. Thus:

X < A*(X)
(ar(X)) € H(ar(A*(X)))

— To prove: Vxcyqr - II(ar(A*(X))) e (ar(X)). Consider an arbitrary set
X ¢ Var. Considering the assumption, it follows that:

(ar(X)) =T(ar (A" (vr(ar(X)))))

Lemma 24 ensures that yr o ar is a closure operator, which means that
X cyr(or(X)). since I, or and A* are monotonic, their composition is
also monotonic. Thus following:

(ar(A*(X))) € M(ar (A" (yr(ar(X))))) = M(ar(X))

* Converse Implication. Assume V xcygr . I(ar(X)) = (ar(A*(X))). Consider
an arbitrary [ € L:

(/) =I(or(yr(l))) (Iis a closure operator over I (L))
(/) =TI(ar(A*(yr(1)))) (Applying the assumption)

O

Theorem 4 guarantees that given a program c, an arbitrary security lattice £ and
a security labelling I, it is always possible to compute the smallest closure operator
over £, I, such that ¢ is typable with respect to II(£) and to the security mapping
T'. Furthermore, a constructive method for computing this closure operator is also
provided.

Theorem 4. Given a security lattice L = (L,5,1,N,T, 1), a program ¢, a security la-
belling T : Var — L, and a closure operator A* over P(Var) the smallest closure oper-
ator 11 over E(L) such that:

Viez(r) - TI(1) = O(ar (A" (yr(1))))

is given by | I{H*(ar o A* oyr) | k> 0}, where H: (E(L) - E(L)) - (E(L) - E(L)) is
an operator on monotonic and extensive functions over (L) defined in the following
way:

H(IT) =TloaroA* oyr

Proof. First note that the set of extensive and monotonic operators over a given lattice
is a lattice when equipped with pointwise subset inclusion. It suffices to note that it is
closed to the usual upper bound. As such, condider any two extensive and monotonic
operators I1; and IT,:
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* Suppose [, C l,. Since I1; and II, are assumed to be monotonic, it follows that
I, (1) €11 (k) and TT,(1;) € T1x(). Thus concluding that:

I1; qu(ll) cII; LIHz(lz)

* For any security level [ € L, I =TI, (l) and [ = I1,(1), which means that [ c IT; u
I, (7).

H is closed for extensive and monotonic functions over Z(L):

* Vi - HIT)(I) = H(IT)(E(/)). Given a security level [ € L:

H(T)(E(1)) = M(ar (A" (ye(E(1))))) = TM(ar (A" (vr(ar(vr(1))))))

Observing that (P(Var),or,yr, L) is a Galois connection (lemma 23, it follows
that yr oor oyr = yr and thus:

H(I)(E(1)) = H()(1)

* Vieg(ry - H(IN)(1) =E(H(TT)(/)). Assume that V;cz () - TI(/) € E(L). Applying
lemma 23:
E(aroA*oyr) =aroyroaroA®oyr
E(aroA*oyr) =aroA*oyr

Thus, applying the assumption, it follows that V jez(z) - H(IT)(1) € E(L).

* Consider a monotonic function over Z(L), IT, since I, a.r, A* and yr are mono-
tonic, their composition is also monotonic.

* Consider an extensive function over Z(L), IT and a security level [ € Z(/):

(XFO’YF(I) =l=ICcar OYF(I)

yr(I)EA*oyr(l) (Since A* is extensive)

aroyr(l) SaroA*oyr(l) (Since ar is monotone)
lcoroA*oyr(l)cIloaroA*oyr(l) (Since IT is assumed extensive)

It is important to emphasize that the extensivity claim does only refer to the
elements of Z(L).

Given any two functions over E(L), ITy,I1,, such that ITj = I, it follows immediately
that H(I1;) c H(II;). Thus concluding that H is monotonic. Clearly, any function
which satisfies the condition of the lemma must be greater that ar o A* oyr. Since it
is extensive and monotonic, it can be used as the initial function in the construction of
the fixed point. As such, invoking Kleen’s theorem, one can claim that the least fixed
point of H does exist and can be computed as specified in the lemma. O
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9 Related Work

Distributed flow policies Almeida-Matos [2] addresses the problem of dealing with
distributed flow policies in a mobile code setting. At a technical level, the flow policies
that are encoded in a program are captured as “declassification effects” in the form
of flow policies that are deduced from a program by means of a primitive (and rather
coarse) type system. The technical emphasis is on the dynamic usage of that infor-
mation in controlling migration. Here we focus on the representation of flow policies
aiming at optimality results. Flow policies can be seen as declassification policies,
in the sense of the “acts for” relation of the Decentralized Label Model [16] and of
Non-disclosure [3].

Dependencies Amtoft et al. introduce a Hoare logic to reason about input output
independencies [4]. Ulteriorly, Hunt et al. introduce a family of flow sensitive type
systems parametrizes in an arbitrary security lattice [13]. They remark that when the
chosen security lattice correspond to P(Var), the corresponding flow sensitive type
system is the De Morgan dual of Amtoft ez al. independence logic. Again, flow sensi-
tive type systems reason about input output dependencies and not trace dependencies
as discussed in this report. Abadi et al. [1] propose a more general dependency calcu-
lus which aims to provide a common approach to several different analysis that arise
in many different settings, such as: security, partial evaluation, program slicing and
call-tracking.

Inference Inthe context of information flow, the type inference problem can be stated
in the following way: when presented a partial security labeling, the problem consists
in finding the lowest total security labeling without changing the specified labels [8].
Generally, this kind of inference mechanism extracts from the program a set of con-
straints which are ulteriorly passed to a constraint solver. The inference mechanism
presented in Section 7 does not correspond to this problem, since it allows increasing
the security level of the specified labels.

Combining static and dynamic analysis of information flow Le Guernic e al. [11]
propose a combination of static and dynamic analysis, in the form of a semantics based
monitor that communicates with an automaton that analyzes abstractions of program
events at runtime. Sharing the idea of tracking dependencies encoded in a program
in order to prevent information leaks during execution, Shroff et al.[20] use a runtime
system that is augmented with a statically computed fixed point of dependencies.

10 Conclusion and Future Work

Management of complex security policies and integration with existing infrastruc-
ture have been pointed out [24] as important challenges for information flow security.
This report addresses some significant obstacles, namely by relaxing the setting where
“Language-based information-flow techniques require that the annotations in the pro-
gram faithfully describe the desired policy™:
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* Desired security policies need not be formalized by means of annotations, as
policies can be managed directly over the principals from which labels are built.

* Programs do not have to be fully annotated, as the weakest labelings can be
inferred from partial annotations.

* An error reporting mechanism can assist the development process, by pointing
out how existing annotations might conflict with the desired policy.

Furthermore, inter-operation between operating systems and information flow systems
is eased:

* By working with security lattices that are constructed from sets of principals,
which have concrete representation in usual operating systems.

* By offering a solution to the runtime problem of deciding access control permis-
sions to executing programs.

As future work, we plan to generalize our results to more expressive languages and
more sensitive information flow properties, in particular in order to handle programs in
concurrent languages. Given that most of the theory is founded on syntactic principles,
we believe that this extension should not pose a significant problem. We also envisage
to use the strictest flow policy of a program as a means to deal with runtime updates
[12] to the allowed flow policy where the program is running. A greater challenge on
which we are currently working is to generalize our results in order to handle runtime
principals [22]. Our long term aim is to study the applicability of our framework in
increasing the precision and ease of use of existing implementations of programming
languages with built-in information flow controls (namely JIF [15] and Flow Caml

[21]).

References

[1] Martin Abadi, Anindya Banerjee, Nevin Heintze, and Jon G. Riecke. A core cal-
culus of dependency. In In Proc. 26th ACM Symp. on Principles of Programming
Languages (POPL, pages 147-160. ACM Press, 1999.

[2] Ana Almeida Matos. Flow-policy awareness for distributed mobile code. In Pro-
ceedings of CONCUR 2009 - Concurrency Theory, volume to appear of Lecture
Notes in Computer Science. Springer, 2009.

[3] Ana Almeida Matos and Gérard Boudol. On declassification and the non-
disclosure policy. Journal of Computer Security, 17(5):549-597, 2009.

[4] Torben Amtoft and Anindya Banerjee. Information flow analysis in logical form.
In In SAS, 3148, volume 3148 of Lecture Notes in Computer Science, pages 100—
115. Springer-Verlag, 2004.

[5] K. J. Biba. Integrity considerations for secure computer systems. Technical re-
port, The MITRE Corporation, 04 1977.

56



(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

N. Broberg and David Sands. Flow locks: Towards a core calculus for dynamic
flow policies. In Programming Languages and Systems. 15th European Sympo-
sium on Programming, ESOP 2006, volume 3924 of Lecture Notes in Computer
Science. Springer Verlag, 2006.

Patrick Cousot and Radhia Cousot. Abstract interpretation: A unified lattice
model for static analysis of programs by construction or approximation of fix-
points. In POPL, pages 238-252, 1977.

Zhenyue Deng and Geoffrey Smith. Type inference and informative error report-
ing for secure information flow. In Proceedings of the 44th annual Southeast
regional conference, ACM-SE 44, pages 543-548, New York, NY, USA, 2006.
ACM.

Dorothy E. Denning. A lattice model of secure information flow. Communica-
tions of the ACM, 19(5):236-243, 1976.

Joseph A. Goguen and José Meseguer. Security policies and security models. In
Proceedings of the 1982 IEEE Symposium on Security and Privacy, pages 11-20.
IEEE Computer Society, 1982.

Gurvan Le Guernic. Automaton-based confidentiality monitoring of concurrent
programs. In 20th IEEE Computer Security Foundations Symposium, pages 218—
232,2007.

M. Hicks, S. Tse, B. Hicks, and S. Zdancewic. Dynamic updating of information-
flow policies. In Workshop on Foundations of Comp. Security, pages 7-18, 2005.

Sebastian Hunt and David Sands. On flow-sensitive security types. In POPL: 33rd
ACM SIGPLAN-SIGACT Symposium on Principles of Programming Languages,
pages 79-90. ACM Press, 2006.

P. Li, Y. Mao, and S. Zdancewic. Information integrity policies. In IN PRO-
CEEDINGS OF THE WORKSHOP ON FORMAL ASPECTS IN SECURITY AND
TRUST - FAST, 2003.

Andrew C. Myers. JFlow: Practical mostly-static information flow control. In
Proceedings of the 26th ACM SIGPLAN-SIGACT symposium on Principles of
programming languages, pages 228-241. ACM Press, 1999.

Andrew C. Myers and Barbara Liskov. Protecting privacy using the decentral-
ized label model. ACM Transactions on Software Engineering and Methodology,
9(4):410-442, 2000.

Sergei A. Obiedkov, Derrick G. Kourie, and Jan H. P. Eloff. On lattices in ac-
cess control models. In Henrik Schiirfe, Pascal Hitzler, and Peter @hrstrgm, edi-
tors, Proceedings of the 14th International Conference on Conceptual Structures
(ICCS 2006), volume 4068 of Lecture Notes in Computer Science, pages 374—
387. Springer, 2006.

57



[18]

[19]

[20]

(21]

[22]

(23]

[24]

[25]

Andrei Sabelfeld and Andrew C. Myers. Language-based information-flow secu-
rity. IEEE Journal on Selected Areas in Communications, 21(1):5-19, 2003.

Andrei Sabelfeld and David Sands. Declassification: Dimensions and principles.
J. Comput. Secur., 17:517-548, October 2009.

Paritosh Shroff, Scott F. Smith, and Mark Thober. Securing information flow via
dynamic capture of dependencies. Journal of Computer Security, 16:637-688,
December 2008.

V. Simonet. The Flow Caml System: documentation and user’s manual. Technical
Report 0282, Institut National de Recherche en Informatique et en Automatique
(INRIA), 2003.

Stephen Tse and Steve Zdancewic. Run-time principals in information-flow type
systems. ACM Transactions on Programming Languages and Systems, 30(1):6,
2007.

Dennis M. Volpano, Geoffrey Smith, and Cynthia E. Irvine. A sound type system
for secure flow analysis. Journal of Computer Security, 4(2-3):167-188, 1996.

S. Zdancewic. Challenges for information-flow security. In Ist Interna-
tional Workshop on the Programming Language Interference and Dependence
(PLID’04),2004.

Steve Zdancewic and Andrew Myers. Robust declassification. In Computer Secu-
rity Foundations Workshop, IEEE, volume 0, page 15, Los Alamitos, CA, USA,
2001. IEEE Computer Society.

58



