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Abstract

We model the TCP /IP network with non persistent sessions on three levels: Packet level, Session level
and System level. On the packet level we characterize the packet arrival process at the bottleneck queue
and we calculate the packet loss probability using the fixed point approach. In particular, we study
by simulation under which conditions the multiplexed traffic is close to Poisson. On the session level,
using the fluid model approach and conditioning on the number of loss instants, we calculate the average
transfer time of the TCP flows as a function of the packet loss probability and the parameters of the
TCP protocol. We show that the expected latency conditioned on the fact that a packet has been lost
is not monotone with respect to the file size. Finally, on the system level we apply the M /G /oo model
to obtain the distribution of the number of active sessions. All analytical results are confirmed by NS
simulations.

1. Introduction

Up to the present, most significant research efforts have been devoted to the analysis of
persistent TCP connections. However, the measurements on real IP networks [9] show that the
TCP traffic is mainly composed of short TCP transfers (with the average size of 10Kbytes).
The principal source of this type of traffic is Web HTTP-based applications. Still only few
papers are available on modeling short TCP traffic [10,18]. In [10,18], the expected latency of
the given document size is calculated as a function of the packet loss probability and the average
round trip time. For design and dimensioning purposes, however, we cannot assume that the
packet loss probability is known. Thus it is necessary to provide a mathematical model for its
estimation.

In our work we follow the general idea of multilevel approach outlined in [12]. Namely we
consider the TCP/IP network on three levels:

(1) On the packet level we give bounds for the packet loss probability. Furthermore, using
Fixed Point Approach (FPA), in the particular case of slow access links (in comparison to the
bottleneck link) and high multiplexing we are able to calculate the packet loss probability and
the load at the bottleneck queue with good accuracy. The main idea behind FPA for the TCP /IP
network is to combine a model for the IP network at the packet level with a model for the TCP
connection performance based on some given packet loss process [8,13,14].

(2) Once the loss probability is obtained, we calculate the expected latency of a file transfer.
This corresponds to the session level.

(3) Finally, on the system level we calculate the distribution of the number of active TCP



sessions. For that purpose we use an M/G /oo model for the TCP sessions, where the expected
service time is obtained at the previous step.

We would like to note that already [10,18] treat the session level, that determines expected file
latency as a function of loss probability. These references contain some rough approximations
which we are able to avoid in the present work. Furthermore, with our approach we were able
to model the new TCP modifications such as Increasing the Initial Window [2] and the Limited
Transmit Algorithm [1].

Another interesting performance measure that we obtain is the expected latency of a file
conditioned on the number of losses it suffers. We identify a paradoxical behavior in which this
conditional (as opposed to the unconditional) expected latency is not monotone in the file size
(Fig. 8), and we provide an explanation to this phenomenon.

2. Benchmark network model

Throughout this paper we demonstrate the application of the multilevel approach on the
benchmark example of TCP /IP network with a single bottleneck. This topology may for instance
represent an access network. The capacity of the bottleneck link is denoted by C and its
propagation delay is denoted by d. The capacities of N links leading to the bottleneck link
are supposed to be large enough (or the load on each access link is small enough) so that they
do not hinder the traffic. Each of these N links has a propagation delay d; (the difference
in propagation delays also improves multiplexing) and we assume that new TCP connections
arrive on link 7 according to a Poisson process with rate A;. Thus, the nominal load can be
calculated by py = Eldoc.size] X N1 \;/C, where E[doc.size] is the average document size to
be transfered. We use the exponential and Pareto distributions for the document size (with
El[doc.size] = 10K bytes and Pareto with infinite variance ) [9,12].

All theoretical results presented in the paper are confirmed by NS' simulations. In the NS
simulations we use the following values for the network parameters: bottleneck capacity is
100Mbps, the bottleneck buffer size 50 packets, bottleneck link propagation delay 40ms, the
number of access links 100, the access link capacity is the same for all accesses links and is
varied between 200Kbps and 2000Mbps , the propagation delays of access links are uniformly
distributed between 20 and 60ms, and the maximum segment size (MSS) is 500bytes. We use
the New Reno TCP version. As for the buffer management, we consider Drop-Tail policy. It is
still the most commonly used buffer management policy in the Internet. The buffer sizes of the
access links are chosen large enough so that losses occur only in the bottleneck queue.

3. Packet level: Calculation of the packet loss probability

From extensive simulations (see [4]), we noticed that, if the ratio NCy./C is not large (around
2 for the bottleneck network topology) the distribution of the packet interarrival times is very
close to exponential. In [4] we validate this statement for different number of access links, loads
and average file sizes and in the presence of persistent TCP connections. However we note that
even if NC,./C = 2, the packet interarrival times are correlated (see Figure 3). In particular,
we observe that the number of lags corresponding to the maximum value of the correlation is
equal to the ratio between the access link transmission time and the average packet interarrival
time at the bottleneck node. The interpretation for this is that the correlation is introduced by
packet pairs sent in the Slow-Start phase from the same access link.

In Figures 1, 2 we plot the distribution of the packet interarrival time for the cases of ex-
ponential and Pareto distributions and different access link capacities. Let us now explain in
more detail the case depicted in Figure 1. In the case of slow access links (Cy. = 2Mbps) the
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interarrival time distribution practically coincides with the exponential. With the increase of the
access link capacity the packet interarrival distribution starts to deviate from the exponential
one. In particular, one can see the appearance of steps in the distribution function. In the case
of access link capacities smaller than the one in the bottleneck (see C,. = 50M bps) there is only
one step corresponding to the transmission time of the access link. We can explain this again by
the fact that packets come in pairs during the slow-start phase. When the access link capacity
is greater than the bottleneck link capacity (see Cy. = 200Mbps and 2000M bps) there are two
steps. The first one corresponds to the transmission time of the access link and the second one
corresponds to the transmission time of the bottleneck link. This second step can be interpreted
as a typical time interval between two pairs of packets coming from the same access link. The
above observations prompt us to approximate in the case of high access link the input process
at the bottleneck queue as a batch arrival process.
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Figure 1. Bottleneck 100Mbps, 100 access Figure 2. Bottleneck 100Mbps, 100 access
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In the most extreme case all packets from the same round can be considered as a single batch.
Thus in this extreme case the distribution of the batch size is given by the distribution of the
congestion window size. We compute this distribution assuming the session does not experience
any loss and that it will remain always in Slow-Start phase. This will give us an upper bound
on the batch size. Conditioning on the number of rounds the probability of having a window of
size w; € {1,2,4,8..} is, P(W = w;) = Y52 oqwiy11) 5 (F(2 = 1) = F(27" — 1)) where F(j)
is the distribution function of the file size in terms of packets. The expression [log(W;) + 1]
corresponds to the number of rounds which are needed in order to reach the congestion window
w;. Because of the monotonicity of the congestion window evolution during the slow start the
probability of having window size w; given the session lasts j rounds is simply equal to 1/j. Next
assuming the batches arrive according to a Poisson process and the service time is exponentially
distributed we form the transition matrix of the corresponding Markov process and compute the
steady state distribution m;, 2 = 0, ..., K, where K is the bottleneck buffer size. Then we compute
the packet loss probability p as follows: p = ﬁ KT Y=k —ir1(wj — K+ ) P(W = wj).
In Figure 4 we plot the above packet loss probability for the batch model as a function of load.
In the same figure we also plot the classical M/M/1/K model

p=p"(1-p)/(1—p"t, 1)
and NS simulation results for different access link capacities. All points obtained from NS
simulations correspond to the following set of nominal loads py = {0.9, 0.925, 0.95, 0.975}.



The M/M/1/K and the Batch model provide indications for lower and upper bounds for the
packet loss probability. We note the loss probability is very sensitive to the value of the ratio
NC,./C. For instance for Co. = 2Mbps (NC,./C = 2) the points lie close to the curve of
M/M/1/K model, but a slight change in the access link capacity (see points for C,. = 5Mbps,
NC,./C =5 ) results in a significant increase of the loss probability.
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Next let us consider the particular case of small ratio NCo./C ~ 2 when the M/M/1/K
model provides a good approximation. In this case we are able not only to give bounds but also
to compute actually the packet loss probability with good accuracy. We shall use the fixed point
approach.

We recall that TCP is a protocol for the reliable data transfer. In particular, this means that
lost packets have to be retransmitted again. Taking into account retransmissions, the actual
load on the bottleneck link is given by the following formula [7]

p=po/(1—p), (2)

where pg = Eldoc.size] 2% | A\;/C. In the above formula one takes into account that only one
packet is retransmitted per packet loss. This equation models the ideal behavior of TCP but in
reality TCP senders may retransmit more packets than actually lost, e.g., in the case of timeout.

Proposition 1 [3] If py < 1, the system of equations (1) and (2) has a unique solution. This
solution can be found by fized point iterations p"tD) = po(1 — (p™)E+1) /(1 — (p™))K), which
converges for any initial value p© € [0, 00).

4. Session Level: The expected latency of TCP transfers

In this section we present the model we use to calculate the expected time of a TCP file
transfer. The expected latency L is computed conditioning on the number of losses. The input
parameters for the model are the packet loss probability p, the average round trip time RTT,
the document size to be transfered 7, the initial window size Wy, the initial slow start threshold
Wsg, the maximum receiver’s advertised window M and the number of packets the receiver
acknowledges by one ACK b (b = 2 in the DelAck option). As in all related previous works
[10,18] here we assume that packets are lost independently with probability p. The fluid model



approach is used to represent the evolution of the congestion window. In particular, this means
that instead of a discrete number of packets, a continuous volume of data (of course, with the
same size) is transfered over the network. It turns out that the fluid model approach is more
analytically tractable than the discrete one. Given that packets are lost in an independent
fashion the number of packets successfully sent between two consecutive losses has a geometric
distribution. To adapt this assumption to the fluid model, the standard approximation of the
geometric distribution by an exponential distribution is used. The parameter \ of the exponential
distribution can be determined from the following relation

1/A = E[transmitted bytes between two consecutive losses] = M.SS/p.

Since we condition on the number of losses, the expected latency for a file size of § bytes is
given by:
oo

L(5,Wo, Wss) = Y p(k[n)Ly (5, Wo, Wss), (3)
k=0

where L (7, Wy, Wgg) is the conditional expected latency given that exactly &k losses happened
during the file transfer Ly (7, Wy, Wss) = E|latency|p, RTT,§, Wy, Wgs,loss no. = k]. and n =
[7/MSS]. In the case of no losses, the file transfer time Ly can be calculated from the analysis
of the deterministic evolution of the TCP congestion window (see the derivation in [3]). For
k=1,2,..., we calculate Li(y, Wy, Wsg) using the recursive approach as outlined below. It is
worth noting that in this paper we do not take into account the three way handshake mechanism
of TCP. One can easily take this additional delay into account as in [10].

First we calculate p(k|n) which is the probability of having k retransmission when n packets
are transmitted.

Proposition 2 [3|Let the file size of n packets be transfered over a lossy link (with packet loss
probability p ) by an ideal reliable protocol. Then the probability of having k retransmissions is

given by p(k|n) = pk(l _ p)ncl';z—l—k—l'

The model is based on the TCP NewReno and SACK versions. Under this assumptions both
flavors of TCP would behave in a similar way. In the model we take into account the Limited
Transmit Algorithm (LT)[1], an important modification to the TCP protocol. With LT, the
TCP sender sends a new data segment in response to each of the first two duplicate ACKs.
Eventually it will receive a third duplicate which will trigger off fast retransmission and fast
recovery phases. Let us define as dup,; the number of duplicate ACKs the sender must receive
in order to infer a loss has occurred? and start running fast recovery and fast retransmission
algorithms. Similarly, let us define dup; as the number of duplicate ACKs the sender must
receive to avoid a timeout3. It is important to remark that neither dup; nor dup,; depend on b,
since the receiver acknowledges every packet received out of order.

In general, when a loss occurs, the congestion window of the sender will continue sliding
forward until the lost packet gets to the left most position. If the value of the congestion
window is less than 1 4+ dup,; the TCP session will timeout. Given the initial settings of a
TCP session we define the parameter y;, as the amount of bytes sent until this value is reached.
Therefore the value for y;, is simply given by the amount of bytes sent y; up to the final sending
rate Wy reaches the value (1 + dup,;)M SS/RTT. However, if the initial window size is greater
or equal to 1 + dup,; the sender will not timeout. Thus, we have

Yto = yf((l + duprt)MSS/RTT, W, Wss)l{Wo < (1 + duprt)MSS/RTT}

2duprt is commonly set to three.
3dupt is equal to 1 if the sender use LT and dup,; otherwise.
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There is yet another situation when the sender will inevitably timeout. Namely, if a loss occurs
when the remaining amount of data is less than dup,;M SS, no matter what the actual value of
the sending rate is, the sender will not receive three duplicate ACKs and will have to rely on a
timeout to detect the loss.

As a consequence, one can identify three situations where TCP sessions are prone to timeouts
and where a single packet loss induces a timeout . The first case corresponds to the beginning
of the session when the congestion window is below 4 (2 with LT) segments. The second case
corresponds to the middle part of the transfer when the congestion window is small. For example
the limit imposed by the receiver advertised window is small, the link has a small bandwidth-
delay product or after the loss recovery phase. The third case corresponds to the very end of
the transmission. Namely if any of the last three segments are lost the sender will not receive
three duplicate ACKs and it will inevitably timeout.

A timeout is very harmful from the performance point of view. The TCP retransmission time
RTO is based on measured round-trip times between sender and receiver as specified in [17] and
therefore to avoid retransmissions of packets that are only delayed and not lost the minimum
RTO is conservatively chosen to be 1 second. For computational purposes we substitute the
value of the timeout RT'O with the expression Max(1.0,4 x RTT) as suggested in [11].

Let us analyze what can happen during the transmission of a file when a packet is lost. We
consider three scenarios depending on the amount of bytes y sent before the loss occurs, see
(Figures 5, 6 and 7). In Figure 5 we observe that when y < y;, bytes are sent, the total transfer
time will be equal to the sum of the time required to send y bytes, the retransmission time RT O
and the time required to send § — y + M .SS bytes.

In the second scenario, Figure 6, the TCP sender will detect the loss event upon the reception
of three duplicate ACKs. In this case the TCP sender will halve its sending rate Wy and it will
transmit W;RTT/2 — M SS new bytes in addition to the lost M SS. In the next round upon
the reception of all the ACKs it will transmit WyRTT/2 new bytes. For the sake of simplicity,
in the fluid model we consider that the remaining data is ¥ — y and the new sending rate is set
to Ws/2—MSS/RTT. This approximation on the remaining data allows us to keep exact track
of the evolution of the sending rate. In this scenario the total transfer time is equal to the sum
of the time required to send y bytes with the initial parameters and the time required to send
7 — vy after the loss event with the new TCP settings (W, and Wgg).

The third scenario, Figure 7, corresponds to the situation when a loss occurs and the amount
of data remaining is less than dup,;M SS. In this case the transfer time is equal to the sum
of the time required to send y bytes, the retransmission time RT'O and the time required to
retransmit the lost packet (around one RTT).
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Figure 7. Sending rate evolution when a packet Figure 8. Expected conditional transfer time
is lost when y (§ — dup,t M SS < y) bytes are obtained by our fluid model approach
sent

After a timeout, the value of Wy, regardless the value of the sending rate just before the time-
out Wy, is 1 packet and the new value for the slow-start threshold is Wgg ~ max(Wy/2,2M SS/RTT).
Next, let us define f(y, k, 7) as the density function of the amount of data y that is sent before
the first loss occurs given that &k loss events happened during the transmission of ¢ data. This
density is related to the uniform distribution, namely, the distribution of the amount of bytes sent
before the first loss ¢ is the minimum of k£ independent uniformly distributed random variables.

k—1
Thus the corresponding density function is given by f(y,k,y) = f(y|Ny = k) = % (1 - %) .
Putting together all above results and using the recursive approach the expected conditional

latency of a TCP file transfer is calculated by

Li(7, Wo, Wss) =
= JyreGmine =SS [Lo(y, Wo, Wss) + RTO + Li—a(§ —y + MSS, 77, 75)| £y, k. )dy+

maz(0,5—dup,+ M SS) — w MSS W MSS —
+fmaw(O,mm(yto,tﬂ—duprtMSS)) [LO(.% Wo,Wss) + Le—1(7 — v, Tf ~ RTT Tf - W)] [y, k. §)dy
)d

+ fgaI(O,?j—duprtMSS) I:Lk—l(ya WO, WSS) + RTO + Lk—l(MSSa %a %)] f(ya ka 7;

Now knowing the expected conditional latency L (7, Wy, Wsg) and the probabilities p(k|7)
one can calculate the expected latency by formula (3).

4.1. Model validation and comparison with related works

We have already validated the derivation of the loss probability in Section 3. We proceed here
to validate the second step: determining the expected conditional latency of a transfer for given
packet loss probabilities.

Using the packet loss probabilities for different loads obtained by the fixed point approach, we
compute the expected latency for document sizes of 7000bytes (see [3] for more results) by the
formula (3) for the links with the shortest and the longest propagation delays. The average RT'T

is computed using the standard M/M/1/K model RTT; = 2(d + d;) + % [ﬁ — KTfI;—K] .

In addition we calculate the expected TCP latencies using the formulas derived in [10,18]* and
we also obtain the expected TCP latencies from the measurements of the NS simulations(see
Figures 9 10.

“Two models are in fact proposed [18]. We use the empirical one which has been shown in [18] to be a very close
approximation of the analytical model.
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All considered models provide good estimation for the average transfer time. In particular,
it is surprising how well the simple experimental formula of [18] performs. Even though our
approach looks more complicated than the models of [10,18], it has the following advantages:

e First of all, we have succeeded to avoid the introduction of several rough approximations
and assumptions that were imposed in [10] and [18]. For example, the model of [10] uses
the steady-state formula of [16] right after the first lost occurs and it neglects the possibility
of timeouts in the case of small congestion window. The effect of timeouts is of crucial
importance in the modeling of short TCP transfers, specially on the links of high load, see
the data for pp = 0.975 in Figures 9 10. The model of [18] uses empirical approximations
in order to derive a model for more than one loss (Section 3.5 there). Furthermore, the
possibility of time out that inevitably occurs when one of the last dup,: packets is lost is
not modeled in [10,18].

e Our model has several input parameters that can easily be controlled. In the models of
[10,18] the slow-start threshold is always set to the maximum receiver window size and
in the model of [18] the initial window is fixed to 2 packets. These parameters could be
changed or even could be variable in the future TCP modifications.

e Our approach provides the expected conditional TCP latency given the number of losses.
In Figure 8 we plot the expected conditional latencies as functions of the document size.
Our model captures a very interesting phenomena — the non monotonicity of the expected
conditional latencies. This behavior is due to the conservative value of the retransmission
timer, typically 1s. In fact, one can define a threshold on the file size (TO — THRESH),
such that if the file size is less than this threshold a loss will inevitably lead to a timeout.
The value of TO—-THRESH is given by the sum of 3, and dup,; M SS. This explains the
high variability in the transfer time we have observed between sessions depending whether
or not they experience a loss. The value of TO — THRESH may be reduced deploying
LT and retransmitting early packets at the end of the transmission. For more detailed
discussion on reducing the value of TO — THRESH we refer the reader to [5,6].

e Recently several modifications to TCP such as Increasing the Initial Window (IW) [2] and
Limited Transmit (LT) [1] algorithm have become standards. The flexibility of the present
model permits to analyze the IW and LT proposals [5].

e Taking into consideration small number of losses one can obtain various explicit approxi-
mating formulas. This can be an interesting issue for future research.



5. System Level: An M/G/oo model for the number of active sessions

In this section we use M/G /oo model to calculate the distribution of the number of active
TCP sessions. Let us first obtain the distribution of the number of active TCP session going
through access link ¢, ¢ =1, ..., N. The expected transfer time of a document going through link
i is given by L) = [ L(p, RT'T;,y, Wo, Wsg)dP,, where P, is the distribution of the file size and
p is the packet loss probability.

Then, according to the M/G/oo model, the number of active TCP sessions on the ac-
cess link ¢ is distributed according to the Poisson distribution Pr{k TCP sessions are on} =

%()\(i)fj(i))ke_MZ(i). For the bottleneck link, we can also apply the M /G /oo model but with the

following parameters A = ¥ \;, L = 2N, %E(i). Namely, the distribution of active TCP
sessions sharing the bottleneck link is given by Pr{k TCP sessions are on} = %(/\I_/b")ke*ubn.

As in [15,12], we suggest to use M/G/oo up to loads at which the behaviors of TCP flows
are independent. The interval of such loads can be detected from Figure 11. Namely this is the
interval of loads at which the latency stays approximately constant. For example in Figure 12
we present the M /G /oo model and the measurements from the NS simulation for the nominal
load 0.8 respectively. One can see that M/G /oo models well the behavior of the TCP sessions
on the system level even up to significant loads.
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6. Discussion

The methods proposed in this paper model TCP /IP network on several levels, from the packet
level up to the high system level. On the packet level we are able to compute the packet loss
probability and the load at the bottleneck queue by using the fixed point approach in the case
of high multiplexing and slow access links. In particular we provide condition under which the
aggregated traffic arriving at the bottleneck is close to Poisson. Then, for the session level
we obtain the mathematically rigorous model for the expected TCP file transfer latency. In
particular, using fluid model we obtain the conditional expected latency given the number of
losses. We show that the expected latency conditioned on the fact that a packet has been lost
is not monotone with respect to the file size. Finally for the system level we use M /G /co model
to compute the distribution of the number of active flows.



Several extensions of our model may be carried out in the future to analyze new TCP mod-
ifications. Although a single bottleneck has many experimental and theoretical validation, one
can propose a fixed point approach to handle a network with a general topology, in which one
may not know a-priori where the bottlenecks are located. In the case of highly bursty TCP
traffic one can use the fixed point approach in combination with the Batch model for the TP
part. Another future research direction is to consider the dependence between per-flow losses,
thus avoiding the assumption of i.i.d. packet losses. The research in this direction would be
especially useful in the case when only few flows share the bottleneck.
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