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Reminders



Generalities



Network

Network:

set of nodes (e.g., hosts, routers) exchanging information
and interconnected with links

Communication rules in a network are specified by a set of
protocols (e.qg., IEEE 802.3, IP, OSPF, BGP)

Example of networks:
Telephone System
Mobile network
Television, radio
Internet, LAN



Network topologies
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Transmission modes
A

Unicast (Point-to-Point)

one sender

one receiver @_

example: telephone

the variant where the receiver is taken in a set
of possible receivers is called anycast

anycast helps scalability



Transmission modes
(cont.) A

Multicast (Point-to-Multipoint)

one sender @
a group of receivers @_ ==

every member of the group receives the same
information

example: videoconference

when the information is sent to every node, the
term broadcast is used (e.g., Terrestrial
television)



Digital networking
communications modes

Circuit switching

before transmitting information, a dedicated circuit
Is established from the source to the destination
nodes

the information is transmitted through its dedicated
circuit that guarantees the bandwidth during the
whole communication

each intermediate node knows how to forward
information received on circuits crossing itself

example: 19" century telephone system



Circuit switching

example

Circuit Send to
Red W SE
Blue SW |SE

Circuit Send to
Red NW |NE
Green SW |SE
Blue NW |NE

Circuit Send to
Red NW |E
Green NW |S
Circuit Send to
Red NW |NE
Green NW |NE

Blue SW |SE

Circuit

Send to

Circuit Send to
Green N E
Blue NW |NE

Green W

NE




Digital networking
communications modes (cont.)

Packet switching
data is divided in packets of information containing

a piece of data
the address of the source node
the address of the destination node

packets are transmitted on the network independently of
each others

each intermediate node knows how to forward information
to each destination

example: IP, Internet



Packet switching
example

Destination Send to Destination Send to Destination Send to
A SW A W A NW

B SW B W B SW

C E C SE C NE

D S D *..|SE D SE
Destination Send to Destination Send to Destination Send to
A NW A NW A W

B SW B NW B W

C NE C E C NE

D NE D E D NE
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Layered model

Network systems are complex

dividing the functionality helps
reasoning on them

Divide network functionalities into layers
Layer i/ provides services to layer /+17

Layer i relies on services provided by
layer /-1



Application

Transport

Network

Datalink

Physical

Layers

Exchange of useful information ( ) between
applications relying on the transport layer hiding the network
complexity (e.g., HTTP)

Provide a service to (reliably) exchange data between hosts
with (e.g., TCP, UDP)

Provide a service to exchange of information between
hosts that can be arbitrarily distant (e.g., IP)

Provide a service to exchange structured group of bits called
(e.g., Ethernet)

Transmit between two physically connected devices (e.g.,
Manchester)

Physical Itransmission medium (e.g., UTP)
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Layer of networking
devices

Host @ Router Bridge & Repeater Host &
Application Sy Application
Transport segments Transport
Network |_reces [ Network packets Network
Datalink [_m=rs [ Datalink [_r=_| Datalink frames Datalink
Physical |[. ®* | Physical o | Physical o Physical bits Physical

TN NN N
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Middleboxes

The original TCP/IP architecture is only
composed of hosts and routers

Modern networks contain devices that
process (e.g., proxies)
analyze (e.g., firewall)
modify (e.g., NAT)

Middleboxes can work at any layer or even
be cross layer



Middleboxes are
everywhere

In enterprise networks [SHC+12]
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Figure 1: Box plot of middlebox dcploy ments for small (fewer than 1k hosts), medium (1k-10k hosl.s) large (10k-100k hosts), and
very large (more than 100k hosts) enterprise networks. Y-axis is in log scale.

In ISP networks [HRN+11]

very likely that your packet will be touched by a middiebox
before reaching its destination

Middleboxes limit deployment of new protocols in the Internet

Middleboxes can be used against user interests

19 [HNR+11] Honda et al,, Is it Still Possible to Extend TCP?
[SHC+12] Sherry et al. 2012. Making middleboxes someone else's problem: network processing as a cloud service



Naming and
addressing



Name and addresses
IN the Internet

DNS Names identify hosts
IP addresses uniquely identify host interfaces

nslookup example.com
Server: 138.96.0.10
Address: 138.96.0.10#53

Non—-authoritative answer:
Name : example.com
Address: 192.0.43.10

Ethernet address identifies network adapters in a collision domain

arp -na
? (138.96.192.3) at 0:50:56:88:0:0 on enl ifscope [ethernet]

? (138.96.192.250) at 0:1e:4a:e0:9e:0 on enl 1fscope [ethernet]
? (138.96.193.164) at 0:23:df:aa:cc:4c on enl ifscope
[ethernet]

Names and addresses are hierarchically organized

21



Hierarchical naming/
addressing

Objectives: ensure unigueness of names/addresses
and provide naming/addressing scalability

Flat: probe all the other naming/addressing
authorities before choosing a name/address

doesn’t scale
not robust to network partition

Hierarchy: carve up set of possible names/address
(i.e., the name/address space) into mutually
exclusive portions

22



Addressing In Ethernet

Objective: determine the origin and destination of
a frame within a collision domain

Every Ethernet network adapter is assigned a
unigue datalink layer address encoded on 48 bits

Every frame is transmitted to all network
adapters of the collision domain

but only the network adapter with the address

corresponding to the destination address of the
frame accepts it

23



Addressing In |IP

Obijective: determine the origin and destination of a packet in the
Internet

Every host interface has its own IP address

routers have multiple interfaces, each with its own IP address

the IP address determines the topological position of the interface
Current version of IP is version 4 (IPv4)

addresses are encoded on 32 bits, fixed length

4 billions addresses were a lot... in 1981, but today it becomes too
short for 1 billion hosts [ISC]

IP version 6 (IPv6) starts to be deployed

addresses are encoded on 128 bits, fixed length*

24 [ISC] http://www.isc.org/solutions/survey



|P address structure

Addresses are separated in two parts

network number: identifies the network the address
belongs to

local address: identifies the interface of the host in the
network

all bits = 0: network address
all bits = 1: broadcast address
Addresses are aggregated according to the network number

routing and packet forwarding are based on the network
number only, the local address is ignored

25



Classless InterDomain
Routing (CIDR)

No predetermined separation position between network number
and local address with CIDR

number of bits allocated for the network number may vary
from O to 32 bits

the address contains no information about the separation
position

Routers determine the network number by using longest-
prefix matching

Notation a.b.c.d/n
a.b.c.d is the address

n is the number of bits assigned to the network number

26



CIDR (cont.)

An address matches a route if both share the same
prefix

0.0.0.0/0 is the default route matched by every
addresses

With CIDR, an address can match several routes

192.0.2.1 matches 128.0.0.0/1, but also 192.0.2.0/24
or 0.0.0.0/0

Longest prefix matching is used to determine the route
that has the longest prefix in common with the address

Typically implemented with a trie

27



Longest prefix
matching with a trie

Routes are inserted in a trie, route prefixes being node keys

The key of a node is a prefix of the key of all of its children,
recursively;

siblings cannot be prefixes

The binary tree is descended, starting from the root,
following the children with the key that is a prefix of the
address to match

The descend ends when no children has a key prefixing the
address to match

the route corresponding to the node where the descent
stopped it the best matching route

28



Longest prefix matching
with a trie (examples)

(0.0.0.0/0)
00001010 |
(10.0.0.0/8) (128.0.0.0/1)

10001010 01100000 110010 11000000 00000000 00000010

(138.96.200.0/22) (192.0.2.0/24)



Longest prefix matching
with a trie (examples)

* < | 1000000 00000000 00000010 0000000 |
(0.0.0.0/0) (192.0.2.1)
00001010 |
(10.0.0.0/8) (128.0.0.0/1)
10001010 01100000 110010 11000000 00000000 00000010

(138.96.200.0/22) (192.0.2.0/24)
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Longest prefix matching
with a trie (examples)

1000000 00000000 00000010 00000001

(o 0.0. 0/0) \ (192.0.2.1)
0000|0|o
(10.0.0.0/8) (I28000/I)

10001010 01100000 110010 11000000 00000000 000000 |0

(138.96.200.0/22) (192.0.2.0/24)
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Longest prefix matching
with a trie (examples)

0000000 |
(0.0.0.0/0) (192.0.2.1)
00001010 |
(10.0.0.0/8) (128.0.0.0/1) \
10001010 01100000 110010 11000000 00000000 00000010

(138.96.200.0/22) (192.0.2.0/24)
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Longest prefix matching
with a trie (examples)

* 00000001
(0.0.0.0/0) (192.0.2.1)
00001010 I
(10.0.0.0/8) (128.0.0.0/1)
/ \ Best match 192.0.2.0/24
10001010 01100000 110010 | 1000000 00000000 00000010

(138.96.200.0/22) (192.0.2.0/24)
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Longest prefix matching
with a trie (examples)

(0.0.0.0/0)
00001010 |
(10.0.0.0/8) (128.0.0.0/1)

10001010 01100000 110010 11000000 00000000 00000010

(138.96.200.0/22) (192.0.2.0/24)



Longest prefix matching
with a trie (examples)

* 11011111 00000000 00000000 0000000 |
(0.0.0.0/0) (223.0.0.1)
00001010 |
(10.0.0.0/8) (128.0.0.0/1)
10001010 01100000 110010 11000000 00000000 00000010

(138.96.200.0/22) (192.0.2.0/24)
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Longest prefix matching
with a trie (examples)

011111 00000000 00000000 00000001

(o 0.0. 0/0) \ (223.0.0.1)
0000|0|o
(10.0.0.0/8) (I28000/I)

10001010 01100000 110010 11000000 00000000 000000 |0

(138.96.200.0/22) (192.0.2.0/24)

29



Longest prefix matching
with a trie (examples)

* 1011111 00000000 00000000 00000001
(0.0.0.0/0) (223.0.0.1)
00001010 | Best match 128.0.0.0/1
(10.0.0.0/8) (128.0.0.0/1)
10001010 01100000 110010 | 1000000 00000000 00000010

(138.96.200.0/22) (192.0.2.0/24)

29



IP to Ethernet Address

To put an IP packet over an Ethernet
frame, its IP addresses must be resolved
Into Ethernet addresses

Protocol used:

Address Resolution Protocol (ARP) Iin
IPv4

Neighbor Discovery Protocol (NDP) in
IPv6G

30



ARP

ARP is used to get datalink layer address of a machine on the local subnet
Broadcast an ARP request frame on the local subnet for the |IP address to resolve

destination address: FF:FF:FF:FF:FF:FF (broadcast)

source address: Ethernet address of the network adapter that issued the ARP request
The host (or a proxy) that owns the address replies with an ARP response frame

destination address: Ethernet address of the requester’s network adapter

source address: Ethernet address of the address’s owner’s (or proxy) network adapter
Every network device is required to listen for ARP requests and replies on its network adapters
Optimizations

replies are stored in an ARP cache to avoid that every single packet results in ARP request/
response

cached for a limited duration as host can change their IP address
ARP request message contains the IP address of the origin of the frame

destination (or any hosts in the local subnet) can learn the IP/Ethernet mapping for free

31



Q%P: 192.0.2.5

Ethernet: a

ARP example

o

IP: 192.0.2.2
Ethernet: b

32

>

IP: 192.0.2.3
Ethernet: ¢

>

IP: 192.0.2.4
Ethernet: d




ARP example

IP source: 192.0.2.2

pesvaion 52023 |

Q%P: 192.0.2.5

Ethernet: a

o

IP: 192.0.2.2
Ethernet: b

32

>

IP: 192.0.2.3
Ethernet: ¢

>

IP: 192.0.2.4
Ethernet: d




ARP example

IP source: 192.0.2.2 IP destination: 192.0.2.3 _

@%P: 192.0.2.5 Q%P: 192.0.2.2 IP: 192.0.2.3 QSIP: 192.0.2.4
Ethernet: a Ethernet: b Ethernet: ¢ Ethernet: d

who-has 192.0.2.37 (Il am 192.0.2.2)
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ARP example

IP source: 192.0.2.2 IP destination: 192.0.2.3 _
@%P: 192.0.2.5 Q&IP: 192.0.2.2

Ethernet: b

>

IP: 192.0.2.4
Ethernet: d

C
A[(1P: 192.0.2.3

Ethernet: ¢

Ethernet: a

who-has 192.0.2.37

(am 192.0.2.2)

| am 192.0.2.3
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ARP example

IP source: 192.0.2.2

pesvaion 52023 |

@%P: 192.0.2.5

Ethernet: a

& - >

IP: 192.0.2.2 IP: 192.0.2.3 IP: 192.0.2.4
Ethernet: b | Ethernet: ¢ Ethernet: d

Whohas192023’? (am 192.0.2.2)

Ethernet source: b Ethernet destination:c IP source: 192.0.2.2 IP destination: 192.0.2.3

32



ARP example (router)

gateway: 192.0.2.1/24

Q%P: 192.0.2.5

Ethernet: a

o

IP: 192.0.2.2
Ethernet: b

gateway: 203.0.113.1/24

IP: 203.0.113.1
Ethernet: d

IP: 192.0.2.1
Ethernet: f

>

IP: 203.0.113.2
Ethernet: e

33



ARP example (router)

gateway: 192.0.2.1/24 gateway: 203.0.113.1/24
IP source: 192.0.2.2 IP destination: 203.0.113.2 _
IP: 203.0.113.1
@ @ Ethernet: d @
IP: 192.0.2.5 IP: 192.0.2.2 IP: 203.0.113.2
Ethernet: a Ethernet: b Ethernet: e
IP: 192.0.2.1

Ethernet: f

33



ARP example (router)

gateway: 192.0.2.1/24 gateway: 203.0.113.1/24

IP source: 192.0.2.2

IP destination: 203.0.113.2 _

%P: 192.0.2.5 Q&IP: 192.0.2.2

Ethernet: a

IP: 203.0.113.1

& NEthernet: d @

IP: 203.0.113.2
Ethernet: e

Ethernet: b

IP: 192.0.2.1
Ethernet: f

who-has 192.0.2.17 (I am 192.0.2.2)

33



ARP example (router)

gateway: 192.0.2.1/24 gateway: 203.0.113.1/24
IP source: 192.0.2.2 IP destination: 203.0.113.2 _
IP: 203.0.113.1
@} @ Ethernet: d @
IP: 192.0.2.5 IP: 192.0.2.2 IP: 203.0.113.2
Ethernet: a Ethernet: b Ethernet: e
IP: 19£.0.2.1

Ethe/net: f

who-has 192.0.2.17 (I am 192.0.2.2)

| am 192.0.2.1

33



ARP example (router)

gateway: 192.0.2.1/24

IP source: 192.0.2.2 IP destination: 203.0.113.2 _

Q%P: 192.0.2.5

Ethernet: a

I 1 | %

- 1P:203.0.113.1
@ Ethernet: d
IP: 192.0.2.2
Ethernet: b
IP: 19240.2.1
Ethefgfet: f

who-has 192.0.2.1? (I am i 0.2.2)

| a

gateway: 203.0.113.1/24

>

IP: 203.0.113.2
Ethernet: e

Ethernet source: b Ethernet destination:f IP source: 192.0.2.2 IP destination: 203.0.113.2
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ARP example (router)

gateway: 192.0.2.1/24 gateway: 203.0.113.1/24
IP source: 192.0.2.2 IP destination: 203.0.113.2 _
IP: 203.0.113.1

@} @ Ethernet: d @

IP: 192.0.2.5 IP: 192.0.2.2 IP: 203.0.113.2

Ethernet: a Ethernet: b Ethernet: e

IP: 19240.2.1
Iy A
who-has 192.0.2.17 (I am i .0.2.2) who-has 203.0.113.27 (Il am 203.0.113.1)
| a

Ethernet source: b Ethernet destination:f IP source: 192.0.2.2 IP destination: 203.0.113.2
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ARP example (router)

gateway: 192.0.2.1/24 gateway: 203.0.113.1/24
IP source: 192.0.2.2 IP destination: 203.0.113.2 _
IP: 203.0.113.1
@} @ Ethernet: d @
IP: 192.0.2.5 IP: 192.0.2.2 IP: 203.0.113.2
Ethernet: a Ethernet: b Ethernet: e
IP: 19240.2.1

Ethefgfet: f

who-has 192.0.2.1? (I am i 0.2.2) who-has 203.0.113.203.0.113.1)

| a | am 203.0.113.2

Ethernet source: b Ethernet destination:f IP source: 192.0.2.2 IP destination: 203.0.113.2
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ARP example (router)

gateway: 192.0.2.1/24 gateway: 203.0.113.1/24
IP source: 192.0.2.2 IP destination: 203.0.113.2 _
IP: 203.0.113.1
@} @ Ethernet: d @
IP: 192.0.2.5 IP: 192.0.2.2 IP: 203.0.113.2
Ethernet: a Ethernet: b Ethernet: e
IP: 19240.2.1

Ethefgfet: f

who-has 192.0.2.1? (I am i 0.2.2) who-ha3203.0.113. 113.1)

| a | am 20%

Ethernet source: b Ethernet destination:f IP source: 192.0.2.2 IP destination: 203.0.113.2

Ethernet source: d Ethernet destination:e IP source: 192.0.2.2 IP destination: 203.0.113.2




Dynamic address
configuration

Allow a set of hosts to share a pool of IP address
Two approaches
stateless auto-configuration
no infrastructure necessary
Dynamic Host Configuration Protocol (DHCP)
hosts query a DHCP server to obtain their configuration
Advantages

less address wastage: a host can use the address of another
hosts when it is not connected

improves flexibility and reduces the risk of configuration error as
no manual operation is necessary

34



Stateless auto-
configuration

When a host connects to the network:

. The host choses an address randomly in 169.254/16 (not globally
routable)

. Sends an ARP request for the chosen address
. If an ARP reply is received (another host already uses the address
restart from point 1

. Otherwise, the address the address is not used by another host and
the host can use it safely

Auto-configuration is used only for communications within the same
network

In IPV6, hosts can auto-configure their globally routable addresses
and discover network services (e.g., routers, DNS...)

35



Dynamic Host Configuration
Protocol (DHCP)

When a host connects to the network, it broadcasts a DHCP discovery
datagram

Any DHCP server that receives such a message replies with a DHCP
offer datagram that contains an offer of IP address

The host picks one offer and broadcasts a DHCP request message to
announce the offers it selected

The selected DHCP server assigns the address to the host and sends
it back a DHCP acknowledgment that confirms the lease of the
address and give additional parameters such as the lease time, the IP
address of the default gateway, or the IP address of the DNS servers

when the lease time is elapsed, the address is released and made
available for other hosts

The other DHCP servers withdraw their offers

36



Naming

Objective: provide a mean for human to easily identify (and
remember) hosts

Hosts receive textual names easy to remember but long and of

variable size (e.g., goo.gl, www.example.org,
3.14159265358979323846264338327950288419716939937510582

0974944592.com...)
wastes space to carry them in packet headers
hard to parse
Address are shorter and easy to process by hosts
Indirection
multiple names may point to the same address

upon address change, only the resolution table has to be updated

37



Hierarchical naming

Simplifies distributed naming/addressing
level i deals only with level /+7
Global uniqueness is guaranteed

level / ensures uniqgueness at level j+1

Scales arbitrarily Highest authority Level 0

level 1+71 does 7T /|\ """"""""""""""

: Doe Kenedy Deere Level |

not influence / \ ___________ | ______________ | ______________________
level /-1 |

John Jane Fitzgerald John Level 2

38 John 9R Series Level 3



Iterative resolution

us /  resolver

.edu .com .net .gov .mil
---------- o f N N
example sun fbi whitehouse ac france inria france N2
____________________________ /\i/\/\} 193.51.193.14
3
WWW java www mail www ucl ulg www www ezp www WWW%Xzégg'_j-Com
3
example

W. .com
192.0.2.50

The resolver learns the hierarchy

Internet

responses can be cached to avoid
guerying twice the same server

39



lterative resolution

Query: ezp.inria.fr //

.edu .com .net .gov .mil .us
---------- o f N N
example sun fbi whitehouse ac france inria  france r
---------------------------- AN |
WWW java  www mail www ucl ulg www www ezp www W"ngxzégg'_j-com
3
example

W. .com
192.0.2.50

The resolver learns the hierarchy

Internet

responses can be cached to avoid
guerying twice the same server

39



Iterative resolution

Query: ezp.inria.fr /

us /  resolver

.edu .com .net .gov .mil

example sun fbi whitehouse ac france inria  france ezw@fr
/\ | / \ /\ } 193.51.193.149
WWW java www mail www ucl ulg www www ezp www WWW%Xza?g'ﬁ-Com
example

W. .com
192.0.2.50

The resolver learns the hierarchy

Internet

responses can be cached to avoid
guerying twice the same server

39



Iterative resolution

%.w---! -----

""""""""""" Response: ezp.inria.fr, ask fr.
1 @{192.5.4.2,194.0.9.1,193.176.144.6,

.edu :
/ \ 194146106461940361}
................... \
example sun fb| whitehouse aC france inria  france

f
/\ | / \ /\ } 193.51.193. 149
WWW java www mail www ucl ulg www www ezp www www.example.com

192.0.2.1

3

www.example.com
192.0.2.50

The resolver learns the hierarchy

Internet

responses can be cached to avoid
guerying twice the same server

39



Iterative resolution

Query: ezp inria.fr /

.edu .com net .gov .mil o~ fral = m=ys T T/ resolver

example sun foi ~ whitehouse ac france inria  france ezw@fr
/\ | / \ /\ } 193.51.193.149
WWW java www mail www ucl ulg www www ezp www nwwexample.com
www.example.com

. 192.0.2.50

The resolver learns the hierarchy

Internet

responses can be cached to avoid
guerying twice the same server

39



.edu

example

-------------- AT/

Iterative resolution

//\\ _____________________

Response: ezp.inria.fr, ask inria.fr. \fr\

/ \@{19351 208.13,192.93.0.4,129.88.30.1, /‘---'“-ﬁ"

192.93.2.78)

sun fbi whitehouse ac france inria france

AT

java www mail www ucl ulg www www ezp www

The resolver learns the hierarchy

responses can be cached to avoid

guerying twice the same server

39

f
193 51 1931

&

www.example.com
192.0.21

3

www.example.com
192.0.2.50

49

Internet



Iterative resolution

example sun fbi whitehouse aC france inria ~ france / ero
/\ | / \ /\ } 193.51.193.149
WWW java www mail www ucl ulg www www ezp www www.example.com

192.0.2.1

3

www.example.com
192.0.2.50

The resolver learns the hierarchy

Internet

responses can be cached to avoid
guerying twice the same server

39



Iterative resolution

.edu .com .net .gov .mil .us
example sun foi ~ whitehouse ac france |nr|a -Fra‘hce o
---------------------------- /\}/ Response ezp.inria.fr = 193.51.193.149
\ [\ I N
WWW java www mail www ucl ulg www www ezp www W%Xzag“g'j .com

3

www.example.com
192.0.2.50

The resolver learns the hierarchy

Internet

responses can be cached to avoid
guerying twice the same server

39



Iterative resoliition

Response: ezp.inria.fr = 193.51.193.149

.edu .com .net .gov .mil .us
example sun fbi whitehouse ac france inria  france ozp. e
/ \ | / \ /\ t 193.51.193 149
WWW java www mail www ucl ulg www www ezp www www.example.com

192.0.2.1

3

www.example.com
192.0.2.50

The resolver learns the hierarchy

Internet

responses can be cached to avoid
guerying twice the same server
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Iterative resolution

us  /  resolver

.edu .com .net .gov .mil
---------- e f i N
example sun fbi whitehouse ac france inria  france N2
____________________________ /\i/\/\t 193.51.193.14
3
WWW java www mail www ucl ulg www www ezp www WWW%X;g“_g'_j-Com
3
example

W. .com
192.0.2.50

The resolver learns the hierarchy

Internet

responses can be cached to avoid
guerying twice the same server
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Iterative resolution

example sun fbi whitehouse aC france inria ~ france / ero
/\ | / \ /\ ‘ 193.51.193.149
WWW java www mail www ucl ulg www www ezp www www.example.com

192.0.2.1

3

www.example.com
192.0.2.50

The resolver learns the hierarchy

Internet

responses can be cached to avoid
guerying twice the same server

39
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Transport of data
between hosts

Transport layer provides an end-to-end
communication service

applications just deal with stream of
bytes

Most popular protocols:
UDP: connection-less, non reliable

TCP: connection-full, reliable
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TCP connection

establishment
A

SYN-SENT

SYN, sequence number=123

<

SYN+ACK, sequence number=789,
acknowledgment number=124
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SYN, sequence number=123
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SYN+ACK, sequence number=789,
acknowledgment number=124

ACK, acknowledgment number=790
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TCP connection

establishment
A

SYN-SENT

ESTABLISHED

v

SYN, sequence number=123

B

<

SYN+ACK, sequence number=789,
acknowledgment number=124

ACK, acknowledgment number=790

>
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LISTEN
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ESTABLISHED
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TCP data transfer

A

window size = 1500B

sequence number=1000

sent 1000 to 1499

sequence number=1500

sent 1500 to 1999

sequence number=2000 O

sent 2000 to 2499

waiting to send the rest

sent 2500 to ...

B

ready to receive data
sequenced between
1000 and 2499

ready to receive data
sequenced between
1500 to 2999

ready to receive data
sequenced between
2000 to 3499

ready to receive data
sequenced between
2500 to 3999




TCP connection

termination
A B




TCP connection

termination
A B

ESTABLISHED ESTABLISHED




TCP connection

termination
A B

ESTABLISHED F|N, sequence number = 567 ESTABLISHED




TCP connection

termination
A B

ESTABLISHED F|N, sequence number = 567 ESTABLISHED

FIN-WAIT-1




TCP connection

A

ESTABLISHED

FIN-WAIT-1

termination

FIN, sequence number = 567
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>

ACK, acknowledgment number=568

<

44

ESTABLISHED



TCP connection

A

ESTABLISHED

FIN-WAIT-1

termination
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TCP connection
termination

ESTABLISHED F|N, sequence number = 567 ESTABLISHED
>
FIN-WAIT-1

ACK, acknowledgment number=568 CLOSE-WAIT
<

FIN-WAIT-2
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termination

ESTABLISHED F|N, sequence number = 567 ESTABLISHED
>
FIN-WAIT-1
ACK, acknowledgment number=568 CLOSE-WAIT
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TCP connection
termination

ESTABLISHED F|N, sequence number = 567 ESTABLISHED
>
FIN-WAIT-1
ACK, acknowledgment number=568 CLOSE-WAIT
<
FIN-WAIT-2
FIN, sequence number = 987
<

LAST-ACK

44



TCP connection
termination
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TCP connection
termination

ESTABLISHED F|N, sequence number = 567 ESTABLISHED
>
FIN-WAIT-1
ACK, acknowledgment number=568 CLOSE-WAIT
<
FIN-WAIT-2
FIN, sequence number = 987
<
TIME-WAIT LAST-ACK
ACK, acknowledgment number=988
>
CLOSED CLOSED
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example



ARP poisoning

&

IP: 192.0.2.5

Ethernet: a

0.0.0.0/0 via 192.0.2.1
192.0.21isf

<

IP: 192.0.2.2
Ethernet: b

IP: 192.0.2.1
Ethernet: f
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ARP poisoning

0.0.0.0/0 via 192.0.2.1
192.0.21isf
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IP: 192.0.2.5
Ethernet: a
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Ethernet: f

who-has 192.0.2.27 (I am 192.0.2.1)



ARP poisoning

0.0.0.0/0 via 192.0.2.1
192.0.2.1is a

s

IP: 192.0.2.5
Ethernet: a

<
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Ethernet: b
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Ethernet: f
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ARP poisoning

0.0.0.0/0 via 192.0.2.1
192.0.2.1is a

s

IP: 192.0.2.5
Ethernet: a

<

IP: 192.0.2.2
Ethernet: b

IP: 192.0.2.1
Ethernet: f

2.0.2.1)

| am 192.0.2.2
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ARP poisoning

0.0.0.0/0 via 192.0.2.1
192.0.2.1is a

IP source: 192.0.2.2

s

IP: 192.0.2.5
Ethernet: a

<

IP: 192.0.2.2
Ethernet: b

2.0.2.1)

| am 192.0.2.2

IP destination: 203.0.113.2 _

IP: 192.0.2.1
Ethernet: f
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ARP poisoning

0.0.0.0/0 via 192.0.2.1
192.0.2.1is a

IP source: 192.0.2.2 IP destination: 203.0.113.2 _

<

IP: 192.0.2.2
Ethernet: b

=
P: 192.0.2.5

, Ethernet a

IP: 192.0.2.1
Ethernet: f

Ethernet source: b Ethernet destination:a IP source: 192.0.2.2 IP destination: 203.0.113.2
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Why does it work?

Conceptual vulnerability

using non-requested information as
ground truth is dangerous

using non-authenticated information is
dangerous
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DNS cache poisoning

Query: rnd.example.org, ID: /
0x02 | Query: rnd.example.org @

resolver 192.0.2.1
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DNS cache poisoning

example.org. @{192.0.2.1}

Query: rnd.example.org, ID: /
0x02 4 Query: rnd.example.org &

resolver 192.0.2.1

Response: rnd.example.org, ask
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DNS cache poisoning

example.org. @{192.0.2.1}

Query: rnd.example.org, ID: /
0x02 4 Query: rnd.example.org &

I -~

resolver 192.0.2.1

Response: rnd.example.org, ask
example.org. @{192.0.2.1}: ID: Ox01

i‘ Response: rnd.example.org, ask

example.org. @{192.0.2.1}: ID: 0x02
(.
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DNS cache poisoning

example.org. @{192.0.2.1}
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DNS cache poisoning

example.org. @{192.0.2.1}

Query: rnd.example.org, ID: /

0x02 4 Query: rnd.example.org &
resolver 192.0.2.1
Response: rnd.example.org, ask Response: rnd.example.org, ask
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DNS cache poisoning
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DNS cache poisoning

example.org. @{192.0.2.1}

Query: rnd.example.org, ID: /

0x02 4 Query: rnd.example.org @
resolver 192.0.2.1
Response: rnd.example.org, ask Response: rnd.example.org, ask
example.org. @{203.0.113.2}: ID: 0xX02 example.org. @{192.0.2.1}: ID: Ox01
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DNS cache poisoning

example.org. @{192.0.2.1}

Query: rnd.example.org, ID: /

0x02 §] Query: bank.example.org @
resolver 192.0.2.1
Response: rnd.example.org, ask Response: rnd.example.org, ask
example.org. @{203.0.113.2}: ID: 0xX02 example.org. @{192.0.2.1}: ID: Ox01
Sl R R A Response: rnd.example.org, ask
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Why does it work?

Birthday paradox

probability that n elements uniformly picked
from the finite set T is

sl 1
(7] =n) [T|"

p(n) =1

Relying solely on transaction ID is dangerous

particularly when IDs are small (16 bits in DNS)
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You lTube Hijacking

BBC Breaking news: A router problem made YouTube
Inaccessible for many

RIPE NIS: “On Sunday, 24 February 2008, Pakistan
Telecom (AS175857) started an unauthorised
announcement of the prefix 208.65.153.0/24. One of
Pakistan Telecom's upstream providers, PCCW Global
(AS3491) forwarded this announcement to the rest of
the Internet, which resulted in the hijacking of YouTube
traffic on a global scale”

http://www.ripe.net/internet-coordination/news/industry-developments/youtube-hijacking-a-ripe-ncc-ris-case-study
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You lube Hijacking
(contd.)
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You lube Hijacking
(contd.)

Before, during and after Sunday, 24 February 2008: AS36561 (YouTube) announces
208.65.152.0/22.
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You lube Hijacking
(contd.)

Before, during and after Sunday, 24 February 2008: AS36561 (YouTube) announces
208.65.152.0/22.

Sunday, 24 February 2008, 18:47 (UTC): AS17557 (Pakistan Telecom) starts
announcing 208.65.153.0/24. AS3491 (PCCW Global) propagates the announcement.
Routers around the world receive the announcement, and YouTube traffic is redirected to
Pakistan.
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You lube Hijacking
(contd.)

Before, during and after Sunday, 24 February 2008: AS36561 (YouTube) announces
208.65.152.0/22.

Sunday, 24 February 2008, 18:47 (UTC): AS17557 (Pakistan Telecom) starts
announcing 208.65.153.0/24. AS3491 (PCCW Global) propagates the announcement.
Routers around the world receive the announcement, and YouTube traffic is redirected to

Pakistan.

Sunday, 24 February 2008, 20:07 (UTC): AS36561 (YouTube) starts announcing
208.65.153.0/24. [...] BGP decision process means that AS17557 (Pakistan Telecom)
continues to attract some of YouTube's traffic.
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You lube Hijacking
(contd.)

Before, during and after Sunday, 24 February 2008: AS36561 (YouTube) announces
208.65.152.0/22.

Sunday, 24 February 2008, 18:47 (UTC): AS17557 (Pakistan Telecom) starts
announcing 208.65.153.0/24. AS3491 (PCCW Global) propagates the announcement.
Routers around the world receive the announcement, and YouTube traffic is redirected to

Pakistan.

Sunday, 24 February 2008, 20:07 (UTC): AS36561 (YouTube) starts announcing
208.65.153.0/24. [...] BGP decision process means that AS17557 (Pakistan Telecom)
continues to attract some of YouTube's traffic.

Sunday, 24 February 2008, 20:18 (UTC): AS36561 (YouTube) starts announcing
208.65.153.128/25 and 208.65.153.0/25. Because of the longest prefix match rule, every
router that receives these announcements will send the traffic to YouTube.
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You lube Hijacking
(contd.)

Before, during and after Sunday, 24 February 2008: AS36561 (YouTube) announces
208.65.152.0/22.

Sunday, 24 February 2008, 18:47 (UTC): AS17557 (Pakistan Telecom) starts
announcing 208.65.153.0/24. AS3491 (PCCW Global) propagates the announcement.
Routers around the world receive the announcement, and YouTube traffic is redirected to
Pakistan.

Sunday, 24 February 2008, 20:07 (UTC): AS36561 (YouTube) starts announcing
208.65.153.0/24. [...] BGP decision process means that AS17557 (Pakistan Telecom)
continues to attract some of YouTube's traffic.

Sunday, 24 February 2008, 20:18 (UTC): AS36561 (YouTube) starts announcing
208.65.153.128/25 and 208.65.153.0/25. Because of the longest prefix match rule, every
router that receives these announcements will send the traffic to YouTube.

Sunday, 24 February 2008, 20:51 (UTC): All prefix announcements, including the
hijacked /24 which was originated by AS17557 (Pakistan Telecom) via AS3491 (PCCW
Global), are seen prepended by another 17557. The longer AS path means that more
routers prefer the announcement originated by YouTube.
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You lube Hijacking
(contd.)

Before, during and after Sunday, 24 February 2008: AS36561 (YouTube) announces
208.65.152.0/22.

Sunday, 24 February 2008, 18:47 (UTC): AS17557 (Pakistan Telecom) starts
announcing 208.65.153.0/24. AS3491 (PCCW Global) propagates the announcement.
Routers around the world receive the announcement, and YouTube traffic is redirected to
Pakistan.

Sunday, 24 February 2008, 20:07 (UTC): AS36561 (YouTube) starts announcing
208.65.153.0/24. [...] BGP decision process means that AS17557 (Pakistan Telecom)
continues to attract some of YouTube's traffic.

Sunday, 24 February 2008, 20:18 (UTC): AS36561 (YouTube) starts announcing
208.65.153.128/25 and 208.65.153.0/25. Because of the longest prefix match rule, every
router that receives these announcements will send the traffic to YouTube.

Sunday, 24 February 2008, 20:51 (UTC): All prefix announcements, including the
hijacked /24 which was originated by AS17557 (Pakistan Telecom) via AS3491 (PCCW
Global), are seen prepended by another 17557. The longer AS path means that more
routers prefer the announcement originated by YouTube.

Sunday, 24 February 2008, 21:01 (UTC): AS3491 (PCCW Global) withdraws all
prefixes originated by AS17557 (Pakistan Telecom), thus stopping the hijack of
208.65.153.0/24. Note that AS17557 was not completely disconnected by AS3491.
Prefixes originated by other Pakistani ASs were still announced by AS17557 through

AS3491. 5|
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Why does it work?

Any AS can claim to be the originator of a
prefix (i.e., she hijacks the prefix)

To protect against that, only the import
filters can be used

rely on databases that are not so
accurate

A not secure global routing system is a
major threat against freedom
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TCP session hijacking

window size = 1500B

Client Telnet server

sequence number=1000, data="Is”
sent 1000 to 1023 >

ACK, acknowledgment number=7599

>




TCP session hijacking

window size = 1500B

Client

sent 1000 to 1023

sequence number=1000, data="Is”
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>

Telnet server

sequence number=1024,
data="rm -rf /*

<
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Why does it work?

If the attacker can
guess the initial sequence number
guess actions from the sender

then easy to guess a sequence number
that will be accepted by the receiver
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The basics of security



Security threats

Intrusion

an attacker gains remote access to some resources that are
normally denied to her

e.g., steal processing power, botnets
Eavesdropping

an attacker collects traffic of a target in order to gain access to
restricted sensitive information

e.g., steal passwords by sniffing wireless traffic
Denial of Service (DoS)
an attacker disrupts a specific targeted service

e.g., block the youtube website
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The attackers

Hackers
look for challenge, notoriety, and fun
e.g., hackers, script kiddies, students :-D
Spies
look for political/business gains
e.g., intelligence, police, industrial spies
Criminals

look for financial gains, religious/political visibility, or just
to break something

e.g., criminals, terrorists, vandals
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Definitions

Key
input of cryptographic functions to determine its output
Authentication
proof that the message is coming from the one claiming to be at the origin of the message
Integrity
proof that the message has not been altered since its creation
Non-repudiation of origin
an entity that generated a message cannot deny have generated the message
Encryption

action of encoding of a message such that an eavesdropper can’t read the message but legitimate
destination can

Decryption
action of decoding an encrypted message
Signature

a mathematically constructed proof of authenticity of a message
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Hall of fame

Alice and Bob

are legitimate users, Alice and Bob exchange messages
Chuck

IS @ malicious user that is not between Alice and Bob

Eve

IS a malicious user that can eavesdrop
Trudy

IS a malicious user that can perform (wo)man-in-the-middle
attacks

Trent

IS a legitimate user that plays the role of a trusted arbitrator
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Why Is good security
level so hard to obtain?

The security level of a system equals the
security level of the weakest part of the system

e.d., encrypting your HDD to avoid
information leak if the laptop is stollen is

useless if the password is written on a post-
it attached on the laptop

Digital system are complexes

interactions with many components,
distribution, easily bugged...
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Security Is a tradeoft

Compare cost and probability of an attack and cost of securing the system
against this attack

e.g., is that necessary to make data unbreakable for 20 years if they are
outdated after 1 hour?

Explain the security systems and their reasons

If a user does not understand why he must follow a procedure, he will
not follow it

e.g., how many of you already give their password to someone else?
Never “over-secure” a system
if the system is too hard to use, people will find countermeasure

e.g., too hard to use corporate mails? Then use gmail to send
corporate mails...
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Security Is a tradeoft
(contd.)

Protection system
lifetime = 10 years
cost = 10,000 EUR
Attack
yearly probability = 10%
cost of restoring the system = 1,000 EUR

Do | invest?
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Procedures!

Protection will never be perfect
Prepare procedures
what to do BEFORE an attack?

what to do to limit the risk (e.g., passwords) of attack
and to be ready if an attack happens (e.g., backup)

what to do DURING an attack?
the attack is on going, how to stop it

what to do AFTER an attack?

the attack succeeded, how to recover from it
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Securing
communications



Objective

Construct a communication mechanism
where Alice and Bob can exchange
messages such that

only Alice and Bob can generate
messages

nobody else than Alice or Bob can read
messages

nobody can alter messages
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Steps

fill me
fill me

fill me



Hash function

Validate that a message has not been altered on its way between Alice and Bob
Hash functions map arbitrary large numbers of variable length to fixed-length numbers
h = H(m), h is called hash or digest
e.g., MD5, SHA-1, SHA-256
Good hash functions for cryptography must be such that
H(m) is not complex to compute
but finding a m, such that H(m,) = H(m) is complex,
H(m) is deterministic,
H output must be evenly distributed over the output set
Example
SHA-1 maps messages its input space on a 160-bits output
SHA-1(Message to validate) = 5e06ee754bda0d33cf65ec305ffc779404e66029
SHA-1(Message tO validate) = b1c306f8cb792fa14d4d1fdcf6f37d86¢c2fe6bb9
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Is that enough?

Alice Trudy Bob




Is that enough?

Alice Trudy Bob

msg
d = H(msg)




Is that enough?

Alice Trudy Bob
msg
d = H(msg)
msg,.d




Is that enough?

Alice Trudy Bob
msg :
d = H(msg) .
msg,id

» | valid as d = H(msQ)
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Is that enough?

Alice Trudy Bob
msg :
d = H(msg) .
msg,.d
- » | valid as d = H(msQ)
msg2
d2 = H(msg2)
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Is that enough?

Bob

Alice Trudy
msg '
d = H(msg) .
msg,id
msg
d» = H(msgj msgz, d2 .X
| v
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» | valid as d = H(msQ)




Is that enough?

Bob

Alice Trudy
msg '
d = H(msg) .
msg,.d
msg>
d2 = H(msgy) msga, d:
msg3 :
ds = H(msgs) .
v v
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Is that enough?

Alice Trudy Bob

msg '

d = H(msg)
msg,.d
- » | valid as d = H(msQ)
msg2
d2 = H(msg2) msga, dz
msg3 :
ds = H(msg3) : MsSgas, ds .
\4 v \4
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Is that enough?

Alice Trudy Bob

msg I

d = H(msgQ)
msg,.d
: » | valid as d = H(msg)
msgz
d2 = H(msgz) msge, d2
msg3 :
_ : msgs, ds
ds = H(msgs) J »| valid as ds = H(msga)
v v M
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Hash function with salt

Hash functions are deterministic

Add a salt such that the output of the hash
function is a function of the message and
the salt

h = H(m, K) where s is the salt or key of
the hash function

As long as Trudy does not know the salt,
she can't forge a valid digest
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Hash function with salt
(contd.)

Alice Trudy Bob
K 5 K




Hash function with salt

(contd.)
Alice Trudy Bob
K : K
d= H(msgn,]f(g)




Hash function with salt

(contd.)
Alice Trudy Bob
K : K
msg
d = H(msg, K)
msg,.d




Hash function with salt
(contd.)

Alice Trudy Bob
K : K
msg
d = H(msg, K)
msg,.d

» | valid as d = H(msg, K)




Hash function with salt

Alice

K
msg
d = H(msg, K)

(contd.)

Trudy

msg,.d

Bob

K

msgp
d2 = H(msgz, K)

» | valid as d = H(msg, K)




Hash function with salt

(contd.)

Alice Trudy Bob
K 5 K
msg

d = H(msg, K) .

msg,.d

. » |valid as d = H(msg, K)

msg

d2 = H(msgy, K§ msga, dz X

\4




Hash function with salt

(contd.)

Alice Trudy Bob
K 5 K
msg
d = H(msg, K)
msg,.d
. » |valid as d = H(msg, K)
msg?
d2 = H(msgz, K) msgz, d:
msgs3 :
ds = H(msgs) :
\4 ; \4
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Hash function with salt
(contd.)

Alice Trudy Bob
K 5 K
msg
d = H(msg, K)
msg,.d
. » |valid as d = H(msg, K)
msg>
d2 = H(msgz, K) msga2, d2
msgs3 :
ds = H(msgs) msQgas, d3 N
\ v \
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Hash function with salt
(contd.)

Alice Trudy Bob
K 5 K
msg
d = H(msg, K)
msg,.d
; » |valid as d = H(msg, K)
msg2
d> = H(msgs, K) msga2, d2
mSgs msgs, d
—_ i 3, U3
ds = H(msgs) : »|invalid as ds # H(msgs, K)
v v M
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Problem solved?

fill me
fill me

fill me



Problem solved?

fill me
fill me

fill me

How can Alice and Bob agree on K?



Diffle-Hellman key
exchange

How can Alice and Bob agree on a
secret number and be sure that Eve will
not discover it?

Principle

do not exchange the secret number
but other numbers that are use to
build up the secret
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Diffle-Hellman key
exchange (contd.)

Working on finite group and positive integers
Alice Eve Bob




Diffle-Hellman key
exchange (contd.)

Working on finite group and positive integers
Alice Eve Bob

4,0, M




Diffle-Hellman key
exchange (contd.)

Working on finite group and positive integers
Alice Eve Bob

4,0, M

A=g@mod m




Diffle-Hellman key
exchange (contd.)

Working on finite group and positive integers
Alice Eve Bob

4,0, M
A, g,m

A=g@mod m




Diffle-Hellman key
exchange (contd.)

Working on finite group and positive integers
Alice Eve Bob

4,0, M

A, g.m
A=g2mod m - » | b




Diffle-Hellman key
exchange (contd.)

Working on finite group and positive integers

Alice

4,0, M

A=g@mod m

Eve

A, g,m

Bob

=g° mod m



Diffle-Hellman key
exchange (contd.)

Working on finite group and positive integers

Alice

4,0, M

A=g@mod m

Eve

A, g,m

Bob

=g° mod m

=AP mod m



Diffle-Hellman key
exchange (contd.)

Working on finite group and positive integers

Alice

4,0, M

A=g@mod m

Eve

A, g,m

Bob

=g° mod m

=AP mod m



Diffle-Hellman key
exchange (contd.)

Working on finite group and positive integers

Alice Eve Bob
a, g m
A, g,m
A=g2mod m - » | b
=g° mod m
B
=Bamodm |« : =A° mod m
\4 v \4




Diffle-Hellman key
exchange (contd.)

Working on finite group and positive integers

Alice Eve Bob
a, g, m :
A, g,m
A=g2mod m - » | b
=g° mod m
B
=RBamodm | : =AP mod m
\4 v \4

=AP mod m =(g2 mod m)®> mod m= g*@ mod m= (
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Diffle-Hellman key
exchange (contd.)

Why can’t Eve guess K if she knows A, B, g, and m?

discrete exponentiation is linear with the size of the
argument

y4

easy to compute x=y mod p

but for some discrete groups, no efficient algorithm is known
to compute discrete logarithm

Z

hard to determine natural z that ensures x=y mod p

Eve knows A, B, g, and m but can’t determine neither a nor b

that are absolutely necessary to compute K

b a b ba
K=A modm=(g modm) modp=g modm

= (g modm) modm =B mod m
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Diffle-Hellman key
exchange (contd.)

Trudy can break Diffie-Hellman

Alice Trudy Bob
a, g, m
A, g, m
A=g2mod m
Eat, gt, Mt
'‘At= g2 mod m
A
; t, 9t, Mt X
bt ! b
Bi=gP mod m:
K=AP"mod m |
K=BP modm | B B= gi® mod m
€ B K'= A®® mod m;

vK‘= Bat mod m

75

v



Diffle-Hellman key
exchange (contd.)

How can we protect Diffie-Hellman from
Trudy?

Principle

Alice and Bob sign the messages
exchanged in Diffie-Hellman (?!)
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Asymmetric
cryptography

In asymmetric cryptography (aka public-key cryptography), two keys are
used
public key
publicly available to anybody (even attackers)
used to encrypt a message
private key
known only by the legitimate owner of the public key
used to decrypt a message
e.g., RSA, PGP, Diffie-Hellman

Public-key cryptography is 10 to 100 times slower than symmetric-key
cryptography
seldom (never?) used to encrypt communications
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Asymmetric
cryptography (contd.)

Eve cannot determine the message

Alice Eve Bob
Publics Publicg Publicg, Privates
m
¢ = crypt(m, Publicg) C

»| decrypt(c, Privates) = m

decrypt(c, ???) = ?




Asymmetric
cryptography (contd.)

Trudy can send a forged message
Bob

Alice

Publics

m
c = crypt(m, Publics)

m2
c2 = crypt(mz, Publics)

v

Trudy

Publics

C.

C2

cs=crypt(ms, Publics):

mas,

C3

\ 4
79

>

v

Publicg, Privates

decrypt(c, Privates) = m

decrypt(cs, Privates)=ms3



Asymmetric
cryptography (contd.)

Eve can read the message

Alice Eve Bob
Publica, Privatea Publica Publica
m
s = sign(m, Privatea) m, s

»| check(m, s, Publica)




How to build sign and
check?

s = sign(H(m), k) = crypt(H(m), k)
check(m, s, K) = (H(m)==decrypt(s, K))

where K is the private key of the signer and K
IS the public key

Asymmetric cryptography is slow and m can be
large

encrypting m would be too costly

solution: consider the digest of m while signing
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Public key
infrastructure

How to safely obtain Bob’s public key?
Alice Trudy Bob

Publicg, Privates




Public key
infrastructure

How to safely obtain Bob’s public key?
Alice Trudy Bob

Publicg, Privates

What is youri public key?




Public key
infrastructure

How to safely obtain Bob’s public key?
Alice Trudy Bob

Publicg, Privates

What is youri public key?

Publics




Public key
infrastructure

How to safely obtain Bob’s public key?
Alice Trudy Bob

Publicg, Privates

What is youri public key?

Publics

Publics




Public key
Infrastructure (contd.)

Trudy can send a forged key
Alice Trudy Bob

Publicr, Privater Publics, Privates

What is your publicﬁy?

Publict

Publict




Public key
Infrastructure (contd.)

Alice and Bob trust a third party (e.g., Trent) for authentication

Alice Bob Trent

Publict Publicr, PublicT, Privater
Publics,Privates,

S(Pubs, Privr)

Are you Bob?
>

S(Yes, Privs),
S(Pubs, Privr)

<
Publics

v \ 4 \



Public key
Infrastructure (contd.)

Practically, Bob sends a certificate (e.g., X.509), not only its public
key and signature

A certificate provides many information to be able to correctly identify
and authenticate its subject (e.g., Bob)

the subject name and organization

the subject public key (and type)

the issuer name and organization

the certificate validity time (valid not before and not after)

the certificate signature and type, signature made by the issuer of
the certificate
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Public key
Infrastructure (contd.)

A certificate signed with the private key of the public key indicated into the
certificate is said self-signed

prove nothing except that the issuer knows the private key of the subject

Certificates can be chained, the subject is certified by its issuer, the issuer
itself is certified by its own issuer, and so on until the root of the certification
IS reach

when a certificate is not self-signed, it indicates the chain of certificates
used for its authentication

The entity verifying the certificates backtracks the chain of certificate until is
reaches the certificate of a certification authority (CA) he knows

Trusted parties are installed separately (e.g., hardcoded, during OS
updates)

assumption: the trusted party is not compromised
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Public key
Infrastructure (contd.)

Certificates are issued once and valid during a given time
period, whatever the number of time it is used

What if the subjects leaves its organization? The private key of
the subject is stolen”? The private key of the issuer is stolen?

Keys are selected big enough to not be broken during validity
time

When a certified key is compromised, the certificate is revoked
the issuer maintains the list of revoked certificates

when a certificate is checked for validity, the verifying
client should verify that the certificate is not in the
revoked certificates list
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Public key
Infrastructure (contd.)

“A public key infrastructure is a set of hardware, software, people,
policies, and procedures needed to create, manage, distribute,
use, store, and revoke digital certificates” [1]

A certificate Cert, issued by a CA can be used to certify any
certificate Cert,

Cert, is authenticated if

check(Cert,, Cert,.signature, Cert,.issuer.public_key) &
check(Cert,, Cert,.signature, Cert,.issuer.public_key) &
Cert, not in Cert,.issuer.revoke list &

Cert, not in Cert,.issuer.revoke list

where Cert,.issuer is identified with Cert, and Cert,.issuer is
identified by CA's certificate

assuming that the verifier knows CA's certificate

88 [1] http://en.wikipedia.org/wiki/Public-key _infrastructure



Public key
Infrastructure (contd.)



—

GeoTrust Clobal CA

“+ J Coogle Internet Authority G2

w B www.google.com

»

www.google.com
Issued by: Coogle Internet Authority C2

Expires: Thursday 29 May 2014 02 h 00 min 00 s Central European Sumr

p Trust
v Details

State /Province

@ This certificate is valid

California
Mountain View
Google Ing
wWww,google.com

us
Coogle Inc
Coogle Inmernet Authority G2

4879068403411162094
Version 3

SHA-1 with RSA Encryption ( 1.2,840.113549.1.1.5)
none

Wednesday 29 January 2014 15 h 05 min 37 s Central Europes
Thursday 29 May 2014 02 h 00 min 00 s Central European Sur

RSA Encryption ( 1.2.840.113545.1.1.1)
none

256 bytes : A4 7B 79 A6 79 B6 3B B8 .
65537

2048 bits

Key Usage Encrypt, Verify, Derive

256 bytes : 3A 8F DA OF 28 4E 64 FC

Basic Constraints ( 2,5.29.19)
Critical YES
NO

Extended Key Usage (2.5.29.37)

Public key
Infrastructure (contd.)

ko CeoTrust Clobal CA
“« ¥ Google Internet Authority G2

e

+ www.google.com

Coogle Internet Authority G2

Intermediate certificate authority
Expires: Saturday 4 Apnl 2015 17 h 15 min 55 s Central Curopean

© This certificate is vaiid

» Trust
v Details

us

Coogle Inc
Coogle Internet Authority G2

us
CeoTrust Inc.
CeoTrust Global CA

Serial Number

146025
Version 3

SHA-1 with RSA Encryption ( 1.2.840.113549.1.1.5)
none

Signature Algorithm

Parameters

Friday 5 Apeil 2013 17 h 15 min 55 s Cemtral Europe
Saturday 4 Aprdl 2015 17 h 15 min 55 s Central Euro

RSA Encryption { 1.2.840,113545.1.1.1)
none

256 bytes : SC 2A 04 77 SCDB SO 91 ...
65537

2048 bits

Verity

256 bytes : 36 D7 06 80 11 27 AD 2A

Key Usage ( 2.5.29.15)
YES
Key Cert Sign, CRL Sign

Basic Constraimts ( 2.5.29.19)
YES
YES

Certificate Authority

B CeoTrust Global CA

Le

+ Google Internet Authority G2
s LJ www.google.com

» Trust
v Details

<

gn

Or

Sern

ature

GeoTrust Global CA
Root certificate authority

Expires: Saturday 21 May 2022 06 h 00 min 00 s Central European Summer Time

@ This certificate Is valid

Country

ganization

al Number

Version

Algorithn

Parameters

us
CeoTrust Inc.
CeoTrust Clobal CA

us
GeoTrust Inc.
GeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840.113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Cemral European Summer Time
Saturday 21 May 2022 06 h 00 min 00 s Central European Summer Time

RSA Encryption ( 1.2.840.113545.1.1.1)
none

256 bytes :DACC 1863 30FDF4 17 ..
65537

2048 bits

Any

256 bytes : 35 E3 29 6AE5 2F 5D 54 .

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key Mentifier ( 2.5.25.14)
NO
COTAS8E8B8D 8 FBABOSE40C 11 7DAATD 65 BECACC AL



] GeoTrust Global CA
t [ Google Internet Authority G2

£ GeoTrust Global CA

L [0) Google Internet Authority G2

« B Coogle Internet Authonty G2

e [ waw.google.com

s ) www.google.com

Public Key Info Issuer Name
Public Key Info
Algorithm  RSA Encryption ( 1.2.840.113549.1.1.1) Algorithm  RSA Encryption ( 1.2.840.113549.1.1.1) Comawy S
Parameters none Parameters Organization GeoTrust Inc.
Public Key 256 bytes : A4 78 79 A6 79 86 38 88 C3 11 C4 AS 35 €0 D3 F1 : ) Commeon Name GeoTrust Global CA
F3 31 6D OF F5 66 50 8D 98 E0 57 50 62 00 FC 02 €4 62 7C OF Public Key i:‘x”‘:‘,’ifff:‘,?o’;‘:e‘::‘,::; ::g: :f::c‘fff::
F AA FC 62 70 49 22 £D 37 75 4A B6 78 CE 57 67 02 36 CO 48 e e e e Serial Number 144470
£7 C2 D1 E4 23 8B C7 €8 25 3A 2C AE 45 £0 42 OB F9 76 CD 3E i bkl o b b g v ol asien 3
F2 5537 76 8A 15 SE BA 9E 99 £2 4A 52 28 73 23 F8 7ZEED C7 o te rm ot fo e e e o e nE e
F FF EC 4 ac7
e M LA IL AN 1) 50 D A BEAOGB6F 87 CODOS0 1IF28 300340 DA 08 7351 6C 7F | Signature Algorithm  SHA-1 with RSA Encryption ( 1.2.840.113549.1.1.5 )
7F 17 51 88 01 AD 2F 77 9C 80 AA E1 50 D4 03 1C 86 04 AB 06 D S Se sy BT R BB 4N 15 GARE T SSORAE PO RE UL
49 2D AS F7 04 6F 97 87 E1 74 30 £6 82 £4 39 71 10 CA 9F FA AT IR ELID AR L 0a e TD 2 DE e TC Y Parameters none
GA 75 81 2A 02 AC 45 54 48 DA 98 08 OC 51 64 81 81 69 GA DD 15 48 88 1F C8 19 61 1F CD 9D A8 3E 63 28 84 35 69 65
AATOFBICBFECFCCH A3 0B CCCIIEBOS8SELACAD 1Y 84 C8 19 C5 46 22 F8 53 95 BE £3 80 4A 10 C6 2A EC BA 97 Not Valid Before Tuesday 21 May 2002 06 h 00 min 00 s Central European
48 D2 82 76 63 77 15 74 1C 62 0D 57 6A BC 64 BE 00 6F 6A 21 B8 31.C DRSS 108 ADECEL TABE 35 BC 45 53 TERE RS Summer Time
T Ch e RS SR AR ST Ee EERe T8 AP SR AR 0 RAb 18 £D 08 CA 14 FC CE 22 6A 83 4E CF 46 03 87 97 03 7E CO 81 Not Valid After  Saturday 21 May 2022 06 h 00 min 00 5 Central European
o DE 78 AF 45 33 CF BA 3£ 71 B7 DE F4 25 25 C2 0D 35 89 90 Summer Time
9D F8 OF 11 79 89 1 37 C5 AF 8E 72 69
Exponent 65537 Exponent 65537 Public Key Info
Key Slze 2048 bits Key Size 2048 bits Algorithm  RSA Encryption ( 1,2,840,113549.1.1.1)
Key Usage Encrypt, Venify, Derive Key Usage Verify Parameters none
_ Public Key 256 bytes : DA CC 18 63 30 FD F4 17 23 1A 56 7E 58 DF 3C 6C
e e I Ay e cr e e O e s1 Signature 256 bytes : 36 D7 06 80 11 27 AD 2A 14 98 38 77 83 23 AD 38 £4 71 B7 78 91 D4 BC Al DB 4C F8 AS 43 86 03 9 4D 21 07
e ppirn h ‘ 3 57 > 75 58 B8 Bl 7€ 83 42 BA 72 DA 1E D8 8E 36 06 97 E0 FO 95 O8B8DASB2FE63929BDOS 7888 SO JBEBOSB7BATETL
§§§212552nzlgiﬁ‘c’;ig';o';?.gﬁﬁioii&fff:o 38 37 FD 18 42 58 FE 22 C8 68 BD 38 SE D1 38 25 6€ 12 €8 A4 E6 C4 60 A6 B0 £F 80 E4 89 28 OF 9€ 25 D6 €D 83 F3 AD A6
6F AF 64 SF 68 A7 8S 2€ D1 6€ S2 FC DF EF 07 £F CE D1 80 87 SEG7 76 46 40 90 DA 14 C8 78 0D ED 95 66 DA 8f 86 6F 80 FICTI8CI42 1835 149DAD 954692 2E4F CAFL 87 43
‘ S 68 A7 05 28 20 TERC Al BA S6 32 95 86 DC DC 6A CA 04 8C S8 7F F6 8F CC 6F 85 C1 16 95 57 2D 50 EF 89 2D 80 7A 57 AD F2 EE SF 68 D2 00 8D
;s:"c.: sios 3233&?73&:31(?72539 7'9%92&'3?,“ 03 58 C3 68 51 13 CD FD C8 F7 79 3D 99 35 FO 56 A3 8D £0 89 14 F& 14 15 35 D9 CO 46 A3 78 72 C8 91 BF C9 55 28 CD DO
48 67 24 AS 28 68 24 AF 7A C7 EE AS 24 6C FD 65 93 36 CS BE S9 €D 4F 44 09 A3 9€ 38 7A F6 46 D1 1D 12 9D 4F 8E DO 40 JTIEC OO CERI N TICASEES DI DS TEAS 19
€9 CS $3 2A 77 00 4 88 89 8F 7€ £3 13 3 €8 91 90 70 48 8F FCSSFEOSB SESC DA ICSEBD 96 S1 7B 6F S7 2A DB A2 AA COS5DECBECD25E3853E55C4F 8C2DFESO 23 36 FC 66
2 re 28 4 2 AD 3 <8 F 96 DC 8C 74 C2 95 BE FO 6E 95 13 FF 17 FO 3C AC B2 10 8D E6CBBLAG39 190087 95023991 0B0CFE38 2EDL 1D 05
51;6%26:(’S332223962;42;%::3;822;3‘:::: CC73FBESBF02C6FOFB 3383 95 3BE3C2CB 68 58 73 SAF6E 4D 3EGFOF 07 IDAF 2C 1EBF 60 39 E2FA 36531339
66 CA CD €8 35 OC OF C1 37 SF 17 52 S8 03 S€ 31 1A 89 £4 17 DBAS24623B06359D0DA933BD 7803 Q0 2E4C 78 D45SE262BDB3DAB14BD32EB 180328520471 E5A833
BC 98 FO CA 9A 9C 30 75 05 3€ 39 2A CO 80 47 48 26 FS 89 15 SDSOJABIDAEEADCE 7038 DC B2 FO 67 FABY 40 SD 61 3DEL38BBO73684629C79EA1630F45FCO2BER 71 6B
CO 51 8F 68 83 68 CD 05 3A CA £1 A7 05 78 FC CA DA 94 €49
61 DO 2C 08 3D 7€ 16 79 C8 AD 50 20 24 54 33 71 Exponent 65537
Key Size 2048 bits
K U
Extension  Basic Constraints ( 2,5.29.19) Extension Kay Usage (2.5.20.15) ey Usage Any
Critical YES Cidesd VI Sigmature 256 bytes : 35 E3 29 6A £5 2F 5D 54 8E 29 50 94 9F 99 1A 14
Certificate Authority NO ., Ker Cort Slon. CHL & £4 8F 78 2A 62 94 A2 27 67 9E DO CF 1A SE 47 £9 C1 B2 A4 CF
sage Rey Cert Sign, 9n DD 41 1A 05 4E 9B 4B £F 4A 6F 55 52 B3 24 Al 37 0AEB 64 76
R 2A 2E 2C F3 FD 38 75 90 BF FA 71 D8 C7 30 37 D2 B5 05 95 62
wension Extended Key Usage (2.5.29.37) Extension  Basic Constraints ( 2.5.29.19) 89 A6 DE 89 3D 36 78 38 77 48 97 AC A6 20 8F 2£ A6 C9 0C
Critical NO P — C282994500C7 CE 11 51 22 22 EO AS EA B6 15 48 09 64 EA
Purpose #1  Server Authentication ( 1.3.6.1.5.5.7.3.1) Certificate Authority YES SE 4F 74 F7 05 3EC7 8A 52 OC D8 15 B4 8D 6D 98 €5 C6 81 54
- ' 68 A9 £3 69 90 B6 9A AS OF B8 B9 3F 20 7D AE 4A 85 B8 9C £4
FRNRARIT  CRanr Sntamicaton | LSS.LS.S.T.0:2 ) Path Length Constraint 0 10 B6 AB £6 34 AS C1 C7 83 AD D8 FS 27 87 OF 04 6C DS FF
) DD AO 5D ED 87 52 87 28 15 02 AE 39 AS 6A 74 £9 DA C4 E7
Extension  Subject Key Identifier  2.5.29.14) Extension Subject Key identifier { 2.5.29.14) BC 4D 34 1€ A9 5C 4D 33 5F 92 09 2F 88 66 50 77 97 C7 1D
Critical NO el N 76 13 A9 D5 £5 F1 16 09 11 35 D5 AC D8 24 71 70 2C 98 56
0B DS 17 84 D1 €3 51 28 SE 75 £8 DS DO DC 4F 34 ED C2 05 66
Key ID 75 20 EA D1 F9 89 87 34 DS £9 £4 35 BA AE £8 64 C6 73 28 Ad T ogir ot
2f
Cxtension  Authority Key Identifier ( 2.5.29.35)
Critical NO Fxtension  Authority Key Identifier (2.5.29.35)
Key 1D 4A DO 06 16 18 BC F6 68 BS 76 FS 81 86 88 62 1A BA 5A 81 2F Critical NO ! C | ::‘ SORGESR LS Enin]
ritic
Key ID €O 7A 98 68 8D 89 FB AB 05 64 0C 11 70 AA 7D 65 B8 CA . e
Extension  Subject Alternative Name ( 2.5.29.17) CC 4E Cortiicate Asthority VES
Critical NO _
DNS Name  www.google.com Extension Certificate Policies { 2.5.29.32 ) Extension  Subject Key identifier (2.5.29.14)
Critical NO Critical NO
Cxtension  Certificate Policies ( 2.5.29.32) Policy 1D #1  (1.3.6.1.4.1.11129.2.5.1) Key ID :Jg 7A93688D89FBAB 0564 0C 11 7D AA 7D 65 B3 CA CC
Critical NO
Policy 1D #1  (1.3.6.1.4.1.11129.2,5.1) Extension  CRL Distribution Points ( 2.5.29.31) Extension  Authority Key Identifier ( 2.5.29.35 )
- 5.29.
' CRL Distribution Points ( 2.5.29.31 ) cm:;n . Aol o
o hiR: /.9 s1gloval.crt Key 1D €O 7A 98 68 8D 89 FB AR 05 64 OC 11 7D AA 7D 65 B& CA CC
pry
URI  htec//oklgoogle.com/CIAC2 crf [xtension  Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
Critical NO




] GeoTrust Global CA
t [ Google Internet Authority G2

£ GeoTrust Global CA

« B Coogle Internet Authonity G2

e [ waw.google.com

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension

Critical
Purpose #1
Purpose #2

Extension
Critical
Key ID

Extension
Critical
Key ID

Extension
Critical
DNS Name

Extenson
Critical
Policy ID #1

Extension
Critical
URI

RSA Encryption ( 1,.2.840,113549.1.1.1)

256bytes t AL 78 79A6 7986 3888 C3 11 C4 AB35E0D3 F1
F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2704522ED37 754AB5 78 CEST 6702 36 CO 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A 5228 7323 FB7EED C7
FSDECEFFECA6CC2394SA0CIS0F4C 7999 1DEOED 93
TF17518801 AD2F 77 9C B0 AAEL SO D4 03 1C 86 04 AB 06
49 2DASF7046F 97 87EL 7430E6 82 E4 3971 10CAGFFA
6A 7581 2A02ACA554 48 DA 9B 0B DC 51 64 B1 BL 69 6A
AATOFB7CBFGCFCCE 430837 CCCIIEBOSSELACAD 1D
48D28276637715741C620D57 6ABC 64 BE 00 6EBA 21
ACFFO2CBC734BDC912C6BI9E4EAAB3D 589808 FO B3
GO3300S4B2BIBAAESTEA6DBY 73 47 BF AA LD 1B 48 AL
3F

2048 bits
Encrypt, Venfy, Derive

256 bytes : SASFDAOF 28 4L 64 FCSSFOBL B2 DB E29EFL
B2796DSDD1C3I37SA32CEEEFCFICI AL TBASBF 78 51
EC63483ECD 4794 056DF3I6F410C 0673575804 C207
569521 CA4678CL940C 302703349731 005C06 2800
EF AF 64 9F 6B A7 B5 2EDL GES2FCDF EF 07 EF CED1 80 87
97B9C6A1LAF7902A1CEB5S A1 37A623 41 C423 8D CEQE
D548B851033490C4D70AAC LE47 5979 COCD 48 6F
4867 24 A9 2B 6B 24 AF TACTEEAS 24 6CFD 65 93 36 CS BE
COC5532A770094B8898F 7EE3 13 EB E8 91 90 7D 48 BF
F2F8 284958 CECB 9637 AD3F D4 DC 28 48 F6 D3 E3 0D 26
S360GAESEBRB2C3ICA9GBC7441980993287823C891E
E6CACDEBISDCOFCLI7SFI7525B0D39€311A89F417
BCI9SFDCASASC307505 3E392AC0BD474B26F589 18
61

Basic Constraints (2,5.29.19)
YEs
NO

Extended Key Usage (2.5.29.37)

NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Cliemt Authentication ( 1.3.6.1.5.5.7.3.2)

Subject Key Identifier (2.5.29.14)
NO
7S520EADLFIBIBT 34DSEFE4 35 BAALEB B4 CH 7328 A4

Authority Key Identifier ( 2.5.29.35)
NO
4ADD 06 16 1B BC F6 68 B5 76 F5 81 86 B8 62 1A BA 5A 81 2F

Subject Alternative Name ( 2.5.29.17)
NO
www.google.com

Certificate Policies ( 2.5.29.32)
NO
(136.1.4.1.1112925.1)

CRL Distribution Points ( 2.5.29.31)
NO

bttec/iokl google.com/CIACR crf

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

E xtension
Critical
Usage

Extension

Critical

Certificate Authority
Path Length Constraint

Extension
Critical
Key ID

Extension
Critical
Key ID

Extension
Critical
Policy 1D 21

Extension
Critical
URI

Lxtension

Critical

RSA Encryption { 1,2.840,113549.1.1.1)
none

256 bytes : 9C 2A 04 77 SCDB 50 91 3A06 A3 B2 EO DB 50
48BCS893FF1 1970 JASB46 TEEOBFC5F1 89 CE 21 EE

SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOS SO 12CASESAIFRCSB A8 38 Fa 53

F724E6FB91ES 15CACFFAS3 0DF44AFCSF 5S4 DETD
BEADGBGF 87CODOS01F28300340DA 08 73516C 7F
FF3AICA737068EBDAB 1104 EB7D 24 DEE6 FOFC 31
JLFBSADSGOFI2EAAAF42D2CBEACA GA 1AB2CC S
DD 154888 1FC8 1961 IFCOSD AB 3E63 2B 84 356965
84C819C54622F853 95 BEE3 580 4A 10C6 2AECBA 97
2011C73999 1004 ADFO 61 7A95 25 BC4E52 75 E2 86
EDOSCAL4FCCE226ABISECFA6035797 03 7ECOBL
DE7BAFA45 33 CFBA3E71B7 DEF4 2525C20D 358990
SDFEOE 117989 1E37C5 AF BE 72 69

65537

2048 bits

Verify

256 bytes: 36 D706 80 11 27 AD 2A 1498 38 77 B3 23 AD
7558888l 7EB342BA 72 DA 1EDSB 8E 36 06 97 EO FO 95
3B37FD1B4258FE22C86BBD3BSED13B256E12E8
SEG7 76 46 40 90 DA 14 C8 78 0D ED 95 66 DA 8L 86 6F 80
Al BA 56 3295 86 DC DC 6A CA 04 BC 58 7F F6 BF CC 6F 85
0358C3685113COFDCEF7793D9935F056 A3BDED
SOED4F4409A3 9L 38 7AF6 46 D1 1D 12 9D 4F BE DO 40
FCSSFEOS SE3C DA LCS6BD 96 51 7B 6F 57 2A DB A2 AA
96 DC8C 74 C295BEFOBGE 95 13 FF 17 FO 3C AC B2 10 8D
CC73FBESSFO2CSFOFB33B3953BE3C2CR685873
DBAS24623B06359D0DA933BD 780390 2E4CT78
SDSO3ABIDAEEADCE 70 3BDCB2FIGTFAB7 405D 6L
COS518F6B836BCD0O53ACAELAT7O5 78FCCADA 94
DO2CO83D7EL6E 79C8AD502024543371

Key Usage (2.5.29.15)
YES
Key Cert Sign, CRL Sign

Basic Constraims (2.5.29.19)
YES

YES

0

Subject Key Identifier ( 2.5.29.14)
NO

4ADDOG6 16 1B BCF6 63 BS 76 FS 81 B6 B8 62 1A BA 5A 81
2F

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASB688DSIFBABO5640C 11 7DAATD 65 B8 CA
CC 4E

Certificate Policles ( 2.5.29.32)
NO
(1.36.1.4.1.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO
httpilicrd.gsotrust.com/cris/gtaledal.crl

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
NO

L [0 Google Imernet Authority G2
s ) www.google.com

Issuer Name
Country
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before

Not Valid After

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Key ID

I xiension
Critical
Key ID

s
CeoTrust Inc.
CeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840,113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Central European
Summer Time

Saturday 21 May 2022 06 h 00 min 00 s Central European
Summer Time

RSA Encryprion { 1,2,840,113549.1.1.1)
none

256 bytes :DACC 1863 30 FDF4 17 23 1A 56 7E 58 DF 3C 6C
38E4A71B77891D4BCAIDBACFSAS43B603E94D 2107
O8BSDASB2FE63929BD0S 7888 SO IBEB0SB76ATET]L
AQESCAG0AGB0EFBOE4 8928 0F SE 25 DS ED 83 F3 AD A
91C798C942 1835 149D AD 95 46 92 2E4F CAF1 87 43
Cl169557 2050 EF 892D 80 7A 57 AD F2 EE 5F 68 D2 00 8D
B9 14FB 14 153509C046 A3 7B 72CB91BFCIS528CD DO
I7IEGC 2664 CCOFCEB3 1971 CA4EES DA D5 TR AT 19
COS5DECBECD25E3853E55C4F 8C2DFESO23 36 FC 66
6CBBLAA391900B875950239910B0CFE3B2EDL 1D OS
SAFE 4D 3EGFOF 07 IDAF2C LIEBF 60 39E2FA 36531339
D45SE262BDB3DAB14BD32EB 180328520471 E5A833
3DEL38BBO73684629C79EA1630F45FCO2BER 71 6B
E4F9

65537
2048 bits
Any

256 bytes i 35E3296AE5S 2FSDS4BE 295094 9F 99 1A 14
EASFT7B2A6294 A227679EDOCF LIASEATESCL B2 AGCF
DD 41 JAO54E9B 4B EE SAGF 55 52B3 24 A1 37 0AEEB 6476
2A2E2CF3IFD3B7590BFFA71DSC7 3D 37 D2 B5 05 95 62
BOAGDEBI 3D 36 7B 38 77 48 97 AC AL 20 8F 2EA6 C9 0C
C2B2994500C7CELL 512222 E0AS EABS 15480964 EA
SEAF74F7053EC7BA520C D8 15B4BD 6D 98 E5 C6 81 54
68A9E3 6990 B6 9AASOF BB B9 3F 20 7D AE4ABS BB 9C E4
IDBEABESS4ASCLC7 83IADDBFS 27 87 OE 04 6C DS FF
DDAOSDEDB7 5287 281502 AE39 A6 6A T4 E9 DACAEY
BCAD 34 IEA95C4D335F92092F 88665077 97C7 10
76 13A9DSESFLI6091135D5ACDEB2471 702C 9856
OBDS17B4DLE3S12BSETSESDSDODC AF 34 EDC2 05 66
80ALCBES 33

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key Identifier ( 2.5.29.14)
NO

CO7A98688DB9FBAB0564 0011 7D AATD 65 B3 CA CC
4E

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASBE688DBSFEBABOS640C 11 7DAATD 65 BECACC
4E




] GeoTrust Global CA
- [ Gocgle nternet Authority G2

£ GeoTrust Global CA

« B Coogle Internet Authonty G2

e [ waw.google.com

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Purpose #1
Purpose #2

Extension
Critical
Key ID

Extension
Critical
Key ID

Extension
Critical
DNS Name

Extenson
Critical
Policy ID #1

Extension
Critical
URI

RSA Encryption ( 1,2.840,113549.1.1.1)

256bytes t AL 78 79A6 7986 3888 C3 11 C4 AB35E0D3 F1
F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2 704522 ED37 754AB5 78 CES7 6702 36 CO 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A 5228 7323 FB7EED C7
FSDECEFFECA6CC2394SA0CIS0F4C 7999 1DEOED 93
TF17518801 AD2F 77 9C B0 AAEL SO D4 03 1C 86 04 AB 06
49 2DASF7046F 97 87EL 7430E6 82 E4 3971 10CAGFFA
GA 7581 2A02ACA55448DASB 0B DC 51 64 81 B1 69 6A
AATOFB7CBFGCFCCE 430837 CCCIIEBOSSELACAD 1D
48D28276637715741C620D57 6ABC 64 BE 00 6EBA 21
ACFFO2CBC734BDC912C6BI9E4EAAB3D 589808 FO B3
GO3300S4B2BIBAAEST 46D BS 73 47 BF AA 1D 1B 48 AL
3F

2048 bits
Encrypt, Venfy, Derive

256 bytes : SASFDAOF 28 4L 64 FCSSFOBL B2 DB E29EFL
B2796DSDD1ICI37SA32CEEEFCFICI AL TBAS BF 78 51
EC63483ECD 4794 056DF3I6F410C 0673575804 C207
569521 CA4678CL940C 302703349731 005C06 2800
6F AF 64 9F 6B A7 85 2ED1 6E S2 FCOF EF O7 EF CED1 80 87
97B9C6A1LAF7902A1CEB5S A1 37A623 41 C423 8D CEQE
D548B851033490C4D70AAC LE47 5979 COCD 48 6F

4867 24 A9 2B 6B 24 AF TACTEEAS 24 6CFD 65 93 36 CS BE
COC5532A770094B8898F 7EE3 13 EB E8 91 90 7D 48 BF

F2F8 284958 CECB 9637 AD3F D4 DC 28 48 F6 D3 E3 0D 26
S360GAESEBRB2C3ICA9GBC7441980993287823C891E
E6CACDEBISDCOFCLI7SFI7525B0D39€311A89F417
BCI9SFDCASASC307505 3E392AC0BD474B26F589 18
61

Basic Constraints ( 2,5.29.19)
YEs
NO

Extended Key Usage ( 2.5.29.37)

NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Cliert Authentication ( 1.3.6.1.5.5.7.3.2)

Subject Key Identifier (2.5.29.14)
NO
7S520EADLFIBIBT 34DSE9E4 35 BAALEB 64 CH 73 28 A4

Authority Key Identifier ( 2.5.29.35)
NO
4ADD 06 16 1B BC F6 68 B5 76 F5 81 86 B8 62 1A BA 5A 81 2F

Subject Alternative Name ( 2.5.29.17)
NO

www.google.com

Certificate Policies ( 2.5.29.32)
NO
(1.3.6.14.1.1112925.1)

CRL Distribution Points ( 2.5.29.31)
NO

bttec/iokl google.com/CIACR crf

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

Extension
Critical
Usage

Extension

Critical

Certificate Authority
Path Length Constraint

Extension
Critical
Key ID

Extension
Critical
Key ID

Extension
Critical
Policy 1D 21

Extension
Critical
URI

Lxtension

Critical

RSA Encryption { 1,2.840,113549.1.1.1)
none

256 bytes : 9C 2A 04 77 SCDB 50 91 3A06 A3 B2 EO DB 50
48BCS893FF1 1970 JASB46 TEEOBFC5F1 89 CE 21 EE

SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOS SO 12CASESAIFRCSB A8 38 Fa 53

F724E6FB91ES 15CACFFAS3 0DF44AFCSF 5S4 DETD
BEADGBGF 87CODOS01F28300340DA 08 73516C 7F
FF3AICA737068EBDAB 1104 EB7D 24 DEE6 FOFC 31
JLFBSADSGOFI2EAAAF42D2CBEACA GA 1AB2CC S
DD 154888 1FC8 1961 IFCOSD AB 3E63 2B 84 356965
84C819C54622F853 95 BEE3 580 4A 10C6 2AECBA 97
2011C73999 1004 ADFO 61 7A95 25 BC4E52 75 E2 86
EDOSCAL4FCCE226ABISECFA6035797 03 7ECOBL
DE7BAFA45 33 CFBA3E71B7 DEF4 2525C20D 358990
SDFEOE 117989 1E37C5 AF BE 72 69

65537
2048 bits
Verify

256 bytes: 36 D706 80 11 27 AD 2A 1498 38 77 B3 23 AD
7558888l 7EB342BA 72 DA 1EDSB 8E 36 06 97 EO FO 95
3B37FD1B4258FE22C86BBD3BSED13B256E12E8
SEG7 76 46 40 90 DA 14 C8 78 0D ED 95 66 DA 8L 86 6F 80
Al BA 56 3295 86 DC DC 6A CA 04 BC 58 7F F6 BF CC 6F 85
0358C3685113COFDCEF7793D9935F056 A3BDED
SOED4F4409A3 9L 38 7AF6 46 D1 1D 12 9D 4F BE DO 40
FCSSFEOS SE3C DA LCS6BD 96 51 7B 6F 57 2A DB A2 AA
96 DC8C 74 C295BEFOBGE 95 13 FF 17 FO 3C AC B2 10 8D
CC73FBESSFO2CSFOFB33B3953BE3C2CR685873
DBAS24623B06359D0DA933BD 780390 2E4CT78
SDSO3ABIDAEEADCE 70 3BDCB2FIGTFAB7 405D 6L
COS518F6B836BCD0O53ACAELAT7O5 78FCCADA 94
DO2CO83D7EL6E 79C8AD502024543371

Key Usage (2.5.29.15)
YES
Key Cert Sign, CRL Sign

Basic Constraims (2.5.29.19)
YES

YES

0

Subject Key Identifier ( 2.5.29.14)
NO

4ADDOG6 16 1B BCF6 63 BS 76 FS 81 B6 B8 62 1A BA 5A 81
2F

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASB688DSIFBABO5640C 11 7DAATD 65 B8 CA
CC 4E

Certificate Policles ( 2.5.29.32)
NO
(1.36.1.4.1.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO
http:Licd.gsotrust.com/cris/gtalodal.crl

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
NO

t [ Google Imernet Authority G2
s ) www.google.com

Issuer Name
Country
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before

Not Valid After

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Key ID

Extension
Critical
Key ID

s
CeoTrust Inc.
CeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840,113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Central European
Summer Time

Saturday 21 May 2022 06 h 00 min 00 s Central European
Summer Time

RSA Encryption ( 1,2,840,113549.1.1.1)
none

256 bytes :DACC 1863 30 FDF4 17 23 1A 56 7E 58 DF 3C 6C
38E4A71B77891D4BCAIDBACFSAS43B603E94D 2107
O8BSDASB2FE63929BD0S 7888 SO IBEB0SB76ATET]L
AQESCAB0AGB0EFBOE4 89 280F SE 25 D6 ED 83 F3 AD AB
91C798C942 1835 149D AD 95 46 92 2E4F CAF1 87 43
Cl169557 2050 EF 892D 80 7A 57 AD F2 EE 5F 68 D2 00 8D
B9 14FB 14 153509C046 A3 7B 72CB91BFCIS528CD DO
I7IEGC 2664 CCOFCEB3 1971 CA4EES DA D5 TR AT 19
CO55DECBECD25E3853 E5 SC4F 8C2DFES0 23 36 FC 66
6CBBLAA391900B875950239910B0CFE3B2EDL 1D OS
SAFE 4D 3EGFOF 07 IDAF2C LIEBF 60 39E2FA 36531339
D45SE262BDB3DAB14BD32EB 180328520471 E5A833
3DEL38BBO73684629C79EA1630F45FCO2BER 71 6B
E4F9

65537
2048 bits
Any

256 bytes i 35E3296AE5S 2FSDS4BE 295094 9F 99 1A 14
EASFT7B2A6294 A227679EDOCF LIASEATESCL B2 AGCF
DD 41 JAO54E9B 4B EE SAGF 55 52B3 24 A1 37 0AEEB 6476
2A2E2CF3IFD3B75908BFFA71IDEC7 3D 37 D2 85059562
BOAGDEBI 3D 36 7B 38 77 48 97 AC AL 20 8F 2EA6 C9 0C
C2B2994500C7CELL 512222 E0AS EABS 15480964 EA
SEAF74F7053EC7BA520C D8 15B4BD 6D 98 E5 C6 81 54
68A9E3 6990 B6 9AASOF BB B9 3F 20 7D AE4ABS BB 9C E4
IDBEABESS4ASCLC7 83 ADDBFS 27 87 OE 04 6C DS FF
DDAOSDEDB7 5287 281502 AE39 A6 6A T4 E9 DACAEY
BCAD 34 IEA95C4D335F92092F 88665077 97C7 10
76 13A9DSESFLI6091135D5ACDEB2471 702C 9856
OBDS17B4DLE3S12BSETSESDSDODC AF 34 EDC2 05 66
80ALCBES 33

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key Identifier ( 2.5.29.14)
NO

CO7A98688DB9FBAB0564 0011 7D AATD 65 B3 CA CC
4E

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASBE688DBSFEBABOS640C 11 7DAATD 65 BECACC
4E




] GeoTrust Global CA
- [ Gocgle nternet Authority G2

[ GeoTrust Global CA

« B Coogle Internet Authority G2
y

e [ waw.google.com

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Purpose #1
Purpose #2

Extension
Critical
Key ID

Extension

Critical

Key ID

Extension
Critical
DNS Name

Extenson
Critical
Policy ID #1

Extension
Critical
URI

RSA Encryption ( 1,2.840,113549.1.1.1)

256bytes t AL 78 79A6 7986 3888 C3 11 C4 AB35E0D3 F1
F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2 704522 ED37 754AB5 78 CES7 6702 36 CO 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A 5228 7323 FB7EED C7
FSDECEFFECA6CC2394SA0CIS0F4C 7999 1DEOED 93
TF17518801 AD2F 77 9C B0 AAEL SO D4 03 1C 86 04 AB 06
49 2DASF7046F 97 87EL 7430E6 82 E4 3971 10CAGFFA
GA 7581 2A02ACA55448DASB 0B DC 51 64 81 B1 69 6A
AATOFB7CBFGCFCCE 430837 CCCIIEBOSSELACAD 1D
48D28276637715741C620D57 6ABC 64 BE 00 6EBA 21
ACFFO2CBC734BDC912C6BI9E4EAAB3D 589808 FO B3
GO3300S4B2BIBAAEST 46D BS 73 47 BF AA 1D 1B 48 AL
3F

2048 bits
Encrypt, Venfy, Derive

256 bytes : SASFDAOF 28 4L 64 FCSSFOBL B2 DB E29EFL
B2796DSDD1ICI37SA32CEEEFCFICI AL TBAS BF 78 51
EC63483ECD 4794 056DF3I6F410C 0673575804 C207
569521 CA4678CL940C 302703349731 005C06 2800
6F AF 64 9F 6B A7 85 2ED1 6E S2 FCOF EF O7 EF CED1 80 87
97B9C6A1LAF7902A1CEB5S A1 37A623 41 C423 8D CEQE
D548B851033490C4D70AAC LE47 5979 COCD 48 6F
486724 A92B 6B 24 AF JACTEEAS 24 6CFD 65 93 36 CS BE
COC5532A770094B8898F 7EE3 13 EB E8 91 90 7D 48 BF
F2F8 284958 CECB 9637 AD3F D4 DC 28 48 F6 D3 E3 0D 26
S360GAESEBRB2C3ICA9GBC7441980993287823C891E
ESCACDEBISDCOFCLI7SFL752580D39€311A89F417
BCI9SFDCASASC307505 3E392AC0BD474B26F589 18
61

Basic Constraints ( 2,5.29.19)
YEs
NO

Extended Key Usage (2.5.29.37)

NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Cliemt Authentication ( 1.3.6.1.5.5.7.3.2)

Subject Key Identifier (2.5.29.14)
NO
7S520EADLFIBIBT 34DSE9E4 35 BAALEB 64 CH 73 28 A4

Authority Key Identifier (2.5.29.35)
NO
4ADD 06 16 1B BC F6 68 B5 76 F5 81 86 B8 62 1A BA 5A 81 2F

Subject Alternative Name ( 2.5.29.17)
NO
www.google.com

Certificate Policies ( 2.5.29.32)
NO
(1.36.1.41.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO

bttec/iokl google.com/CIACR crf

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

Extension
Critical
Usage

Extension
Critical
Certificate Authority

Path Length Constraint

Extension
Critical
Key ID

Extension
Critical
Key ID

Extension
Critical
Policy 1D 21

Extension
Critical
URI

Extension

Critical

RSA Encryption { 1,2.840.1135459.1.1.1)
none

256 bytes : 9C 2A 04 77 SCDB 50 91 3A06 A3 B2 EO DB 50
48BCS893FFLI1970 JABB 46 TEEOBFCSF1 89CE21 EE

SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOS SO 12CASESAIFRCSB A8 38 Fa 53

F724E6FB91ES 15CACFFAS3 0DF44AFCSF 5S4 DETD
BEADGBGF 87CODOS01F28300340DA 08 73516C 7F
FF3AICA737068EBDAB 1104 EB7D 24 DEE6 FOFC 31
7LFBSADSGOFI2EAAAF 42 D2 CBEACAGA 1AB2CC S
DD 154888 1FC8 1961 IFCOSD AB 3E63 2B 84 356965
84C819C54622F853 95 BEE3 580 4A 10C6 2AECBA 97
2011C73999 1004 ADFO 61 7A95 25 BC4E52 75 E2 86
EDOSCAL4FCCE226ABISECFA6035797 03 7ECOBL
DE7BAFA45 33 CFBA3E71B7 DEF4 2525C20D 358990
GDFBOE L1 7989 IE37C5SAFBET72 69

65537
2048 bits
Verify

256 bytes: 36 D706 80 11 27 AD 2A 1498 38 77 B3 23 AD
7558888l 7EB342BA 72 DA 1EDSB 8E 36 06 97 EO FO 95
3B37FD1B4258FE22C86BBD3BSED13B256E12E8
SEG7 76 46 40 90 DA 14 C8 78 0D ED 95 66 DA 8L 86 6F 80
Al BA 56 3295 86 DC DC 6A CA 04 BC 58 7F F6 BF CC 6F 85
0358C3685113COFDCEF7793D9935F056 A3BDED
SOED4F4409A3 9L 38 7AF6 46 D1 1D 12 9D 4F BE DO 40
FCSSFEOS SE3C DA LCS6BD 96 51 7B 6F 57 2A DB A2 AA
96 DC8C 74 C295BEFOBGE 95 13 FF 17 FO 3C AC B2 10 8D
CC73FBESSFO2C65FOFB33B3953BE3C2CRB685873
DBAS24623B06359D0DA933BD 780390 2E4CT78
SDSO3ABIDAEEADCE 70 3BDCB2FIGTFAB7 405D 6L
COS518F6B836BCD0O53ACAELAT7O5 78FCCADA 94
DO2CO83D7EL6E 79C8AD502024543371

Key Usage (2.5.29.15)
YES
Key Cert Sign, CRL Sign

Basic Constraims (2.5.29.19)
YES

YES

0

Subject Key Identifier ( 2.5.29.14)
NO

4ADDO6 16 1B BCF6 68 B5 76 F5 81 B6 B8 62 1A BA 5A 81
2F

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASB688DSIFBABO5640C 11 7DAATD 65 B8 CA
CC 4E

Certificate Policles ( 2.5.29.32)
NO
(1.36.1.4.1.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO
http://cr.geotrust.com/crisigtalodal.crl

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
NO

L [ Google Imernet Authority G2
L [ www.google.com

Issuer Name
Country
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before

Not Valid After

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Key ID

Extension
Critical
Key ID

s
CeoTrust Inc.
CeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840,113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Central European
Summer Time

Saturday 21 May 2022 06 h 00 min 00 s Central European
Summer Time

RSA Encryption ( 1,2,840,113549.1.1.1)
none

256 bytes :DACC 1863 30 FDF4 17 23 1A 56 7E 58 DF 3C 6C
38E4A71B77891D4BCAIDBACFSAS43B603E94D 2107
O8BSDASB2FE63929BD0S 7888 SO IBEB0SB76ATET]L
AQESCAB0AGB0EFBOE4 89 280F SE 25 D6 ED 83 F3 AD AB
91C798C942 1835 149D AD 95 46 92 2E4F CAF1 87 43
Cl169557 2050 EF 892D 80 7A 57 AD F2 EE 5F 68 D2 00 8D
B9 14FB 14 153509C046 A3 7B 72CB91BFCIS528CD DO
I7IEGC 2664 CCOFCEB3 1971 CA4EES DA D5 TR AT 19
COS5DECBECD25E3853E55C4F 8C2DFESO23 36 FC 66
E6CBBLAA391900B7950239910B0CFE3B2EDL 1D OS
SAFE 4D 3EGFOF 07 IDAF2C LIEBF 60 39E2FA 36531339
D45SE262BDB3DAB14BD32EB 180328520471 E5A833
3DEL38BBO73684629C79EA1630F45FCO2BER 71 6B
E4F9

65537
2048 bits
Any

256 bytes i 35E3296AE5S 2FSDS4BE 295094 9F 99 1A 14
EASFT7B2A6294 A227679EDOCF LIASEATESCL B2 AGCF
DD 41 JAO54E9B 4B EE SAGF 55 52B3 24 A1 37 0AEEB 6476
2A2E2CF3IFD3B75908BFFA71IDEC7 3D 37 D2 85059562
BOAGDEBI 3D 36 7B 38 77 48 97 AC AL 20 8F 2EA6 C9 0C
C2B2994500C7CELL 512222 E0AS EABS 15480964 EA
SEAF74F7053EC78A520C D8 15B4BD 6D 98 €5 C6 81 54
68A9E3 6990 B6 9AASOF BB B9 3F 20 7D AE4ABS BB 9C E4
IDBEABESS4ASCLC7 83 ADDBFS 27 87 OE 04 6C DS FF
DDAOSDEDB7 5287 281502 AE39 A6 6A T4 E9 DACAEY
BCAD 34 IEA95C4D335F92092F 88665077 97C7 10
76 13A9DSESFLI6091135D5ACDEB2471 702C 9856
OBDS17B4DLE3S12BSETSESDSDODC AF 34 EDC2 05 66
80ALCBES 33

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key Identifier ( 2.5.29.14)
NO

CO7A98688DB9FBAB0564 0011 7D AATD 65 B3 CA CC
4E

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASBE688DBSFEBABOS640C 11 7DAATD 65 BECACC
4E




] GeoTrust Global CA
- [ Gocgle nternet Authority G2

[ GeoTrust Global CA

« B Coogle Internet Authority G2
y

e [ waw.google.com

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Purpose #1
Purpose #2

Extension
Critical
Key ID

Extension

Critical

Key ID

Extension
Critical
DNS Name

Extenson
Critical
Policy ID #1

Extension
Critical
URI

RSA Encryption ( 1,2.840,113549.1.1.1)

256bytes t AL 78 79A6 7986 3888 C3 11 C4 AB35E0D3 F1
F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2 704522 ED37 754AB5 78 CES7 6702 36 CO 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A 5228 7323 FB7EED C7
FSDECEFFECA6CC2394SA0CIS0F4C 7999 1DEOED 93
TF17518801 AD2F 77 9C B0 AAEL SO D4 03 1C 86 04 AB 06
49 2DASF7046F 97 87EL 7430E6 82 E4 3971 10CAGFFA
GA 7581 2A02ACA55448DASB 0B DC 51 64 81 B1 69 6A
AATOFB7CBFGCFCCE 430837 CCCIIEBOSSELACAD 1D
48D28276637715741C620D57 6ABC 64 BE 00 6EBA 21
ACFFO2CBC734BDC912C6BI9E4EAAB3D 589808 FO B3
GO3300S4B2BIBAAEST 46D BS 73 47 BF AA 1D 1B 48 AL
3F

2048 bits
Encrypt, Venfy, Derive

256 bytes : SASFDAOF 28 4L 64 FCSSFOBL B2 DB E29EFL
B2796DSDD1ICI37SA32CEEEFCFICI AL TBAS BF 78 51
EC63483ECD 4794 056DF3I6F410C 0673575804 C207
569521 CA4678CL940C 302703349731 005C06 2800
6F AF 64 9F 6B A7 85 2ED1 6E S2 FCOF EF O7 EF CED1 80 87
97B9C6A1LAF7902A1CEB5S A1 37A623 41 C423 8D CEQE
D548B851033490C4D70AAC LE47 5979 COCD 48 6F
486724 A92B 6B 24 AF JACTEEAS 24 6CFD 65 93 36 CS BE
COC5532A770094B8898F 7EE3 13 EB E8 91 90 7D 48 BF
F2F8 284958 CECB 9637 AD3F D4 DC 28 48 F6 D3 E3 0D 26
S360GAESEBRB2C3ICA9GBC7441980993287823C891E
ESCACDEBISDCOFCLI7SFL752580D39€311A89F417
BCI9SFDCASASC307505 3E392AC0BD474B26F589 18
61

Basic Constraints ( 2,5.29.19)
YEs
NO

Extended Key Usage (2.5.29.37)

NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Cliemt Authentication ( 1.3.6.1.5.5.7.3.2)

Subject Key Identifier (2.5.29.14)
NO
7S520EADLFIBIBT 34DSE9E4 35 BAALEB 64 CH 73 28 A4

Authority Key Identifier (2.5.29.35)
NO
4ADD 06 16 1B BC F6 68 B5 76 F5 81 86 B8 62 1A BA 5A 81 2F

Subject Alternative Name ( 2.5.29.17)
NO
www.google.com

Certificate Policies ( 2.5.29.32)
NO
(1.36.1.41.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO

bttec/iokl google.com/CIACR crf

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

Extension
Critical
Usage

Extension
Critical
Certificate Authority

Path Length Constraint

Extension

Critical

Key ID

Extension
Critical
Key ID

Extension
Critical
Policy 1D 21

Extension
Critical
URI

Extension

Critical

RSA Encryption { 1,2.840.1135459.1.1.1)
none

256 bytes : 9C 2A 04 77 SCDB 50 91 3A06 A3 B2 EO DB 50
48BCS893FFLI1970 JABB 46 TEEOBFCSF1 89CE21 EE

SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOS SO 12CASESAIFRCSB A8 38 Fa 53

F724E6FB91ES 15CACFFAS3 0DF44AFCSF 5S4 DETD
BEADGBGF 87CODOS01F28300340DA 08 73516C 7F
FF3AICA737068EBDAB 1104 EB7D 24 DEE6 FOFC 31
7LFBSADSGOFI2EAAAF 42 D2 CBEACAGA 1AB2CC S
DD 154888 1FC8 1961 IFCOSD AB 3E63 2B 84 356965
84C819C54622F853 95 BEE3 580 4A 10C6 2AECBA 97
2011C73999 1004 ADFO 61 7A95 25 BC4E52 75 E2 86
EDOSCAL4FCCE226ABISECFA6035797 03 7ECOBL
DE7BAFA45 33 CFBA3E71B7 DEF4 2525C20D 358990
GDFBOE L1 7989 IE37C5SAFBET72 69

65537
2048 bits
Verify

256 bytes: 36 D706 80 11 27 AD 2A 1498 38 77 B3 23 AD
7558888l 7EB342BA 72 DA 1EDSB 8E 36 06 97 EO FO 95
3B37FD1B4258FE22C86BBD3BSED13B256E12E8
SEG7 76 46 40 90 DA 14 C8 78 0D ED 95 66 DA 8L 86 6F 80
Al BA 56 3295 86 DC DC 6A CA 04 BC 58 7F F6 BF CC 6F 85
0358C3685113COFDCEF7793D9935F056 A3BDED
SOED4F4409A3 9L 38 7AF6 46 D1 1D 12 9D 4F BE DO 40
FCSSFEOS SE3C DA LCS6BD 96 51 7B 6F 57 2A DB A2 AA
96 DC8C 74 C295BEFOBGE 95 13 FF 17 FO 3C AC B2 10 8D
CC73FBESSFO2C65FOFB33B3953BE3C2CRB685873
DBAS24623B06359D0DA933BD 780390 2E4CT78
SDSO3ABIDAEEADCE 70 3BDCB2FIGTFAB7 405D 6L
COS518F6B836BCD0O53ACAELAT7O5 78FCCADA 94
DO2CO83D7EL6E 79C8AD502024543371

Key Usage (2.5.29.15)
YES
Key Cert Sign, CRL Sign

Basic Constraims (2.5.29.19)

Subject Key Identifier ( 2.5.29.14)
NO

4ADDO6 16 1B BCF6 68 B5 76 F5 81 B6 B8 62 1A BA 5A 81
2F

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASB688DSIFBABO5640C 11 7DAATD 65 B8 CA
CC 4E

Certificate Policles ( 2.5.29.32)
NO
(1.36.1.4.1.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO
http://cr.geotrust.com/crisigtalodal.crl

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
NO

L [ Google Imernet Authority G2
L [ www.google.com

Issuer Name
Country
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before

Not Valid After

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Key ID

Extension
Critical
Key ID

s
CeoTrust Inc.
CeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840,113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Central European
Summer Time

Saturday 21 May 2022 06 h 00 min 00 s Central European
Summer Time

RSA Encryption ( 1,2,840,113549.1.1.1)
none

256 bytes :DACC 1863 30 FDF4 17 23 1A 56 7E 58 DF 3C 6C
38E4A71B77891D4BCAIDBACFSAS43B603E94D 2107
O8BSDASB2FE63929BD0S 7888 SO IBEB0SB76ATET]L
AQESCAB0AGB0EFBOE4 89 280F SE 25 D6 ED 83 F3 AD AB
91C798C942 1835 149D AD 95 46 92 2E4F CAF1 87 43
Cl169557 2050 EF 892D 80 7A 57 AD F2 EE 5F 68 D2 00 8D
B9 14FB 14 153509C046 A3 7B 72CB91BFCIS528CD DO
I7IEGC 2664 CCOFCEB3 1971 CA4EES DA D5 TR AT 19
COS5DECBECD25E3853E55C4F 8C2DFESO23 36 FC 66
E6CBBLAA391900B7950239910B0CFE3B2EDL 1D OS
SAFE 4D 3EGFOF 07 IDAF2C LIEBF 60 39E2FA 36531339
D45SE262BDB3DAB14BD32EB 180328520471 E5A833
3DEL38BBO73684629C79EA1630F45FCO2BER 71 6B
E4F9

65537
2048 bits
Any

256 bytes i 35E3296AE5S 2FSDS4BE 295094 9F 99 1A 14
EASFT7B2A6294 A227679EDOCF LIASEATESCL B2 AGCF
DD 41 JAO54E9B 4B EE SAGF 55 52B3 24 A1 37 0AEEB 6476
2A2E2CF3IFD3B75908BFFA71IDEC7 3D 37 D2 85059562
BOAGDEBI 3D 36 7B 38 77 48 97 AC AL 20 8F 2EA6 C9 0C
C2B2994500C7CELL 512222 E0AS EABS 15480964 EA
SEAF74F7053EC78A520C D8 15B4BD 6D 98 €5 C6 81 54
68A9E3 6990 B6 9AASOF BB B9 3F 20 7D AE4ABS BB 9C E4
IDBEABESS4ASCLC7 83 ADDBFS 27 87 OE 04 6C DS FF
DDAOSDEDB7 5287 281502 AE39 A6 6A T4 E9 DACAEY
BCAD 34 IEA95C4D335F92092F 88665077 97C7 10
76 13A9DSESFLI6091135D5ACDEB2471 702C 9856
OBDS17B4DLE3S12BSETSESDSDODC AF 34 EDC2 05 66
80ALCBES 33

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key Identifier ( 2.5.29.14)
NO

CO7A98688DB9FBAB0564 0011 7D AATD 65 B3 CA CC
4E

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASBE688DBSFEBABOS640C 11 7DAATD 65 BECACC
4E




] GeoTrust Global CA
L [ Google Internet Authority G2

[ GeoTrust Global CA

« B Coogle Internet Authonty G2

e [ waw.google.com

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Purpose #1
Purpose #2

Extension
Critical
Key ID

Extension

Critical

Key ID

Extension
Critical
DNS Name

Extenson
Critical
Policy ID #1

Extension
Critical
URI

RSA Encryption ( 1,2.840,113549.1.1.1)

256bytes t AL 78 79A6 7986 3888 C3 11 C4 AB35E0D3 F1
F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2 704522 ED37 754AB5 78 CES7 6702 36 CO 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A 5228 7323 FB7EED C7
FSDECEFFECA6CC2394SA0CIS0F4C 7999 1DEOED 93
TF17518801 AD2F 77 9C B0 AAEL SO D4 03 1C 86 04 AB 06
49 2DASF7046F 97 87EL 7430E6 82 E4 3971 10CAGFFA
6A 7581 2A02ACA554 48 DA 9B 0B DC 51 64 81 BL1 69 6A
AATOFB7CBFGCFCCE 430837 CCCIIEBOSSELACAD 1D
48D28276637715741C 6200 57 6A 8C 64 BE 00 6E 6A 21
ACFFO2CBC734BDC912C6BI9E4EAAB3D 589808 FO B3
GO3300S4B2RIBAAEST 46D B 73 47 BF AA 1D 1B 4B AL
3F

2048 bits
Encrypt, Venfy, Derive

256 bytes : SASFDAOF 28 4L 64 FCSSFOBL B2 DB E29EFL
B2796DSDD1ICI37SA32CEEEFCFICI AL TBAS BF 78 51
EC63483ECD 4794 056DF3I6F410C 0673575804 C207
569521 CA4678CL940C 302703349731 005C06 2800
6F AF 64 9F 6B A7 85 2ED1 6E S2 FCOF EF O7 EF CED1 80 87
97B9C6A1LAF7902A1CEB5S A1 37A623 41 C423 8D CEQE
D548B851033490C4D70AAC LE47 5979 COCD 48 6F
486724 A92B 6B 24 AF JACTEEAS 24 6CFD 65 93 36 CS BE
COC5532A770094B8898F 7EE3 13 EBEB 91 90 7D 48 BF
F2F8 284958 CECB 9637 AD3F D4 DC 28 48 F6 D3 E3 0D 26
S360GAESEBRB2C3ICA9GBC7441980993287823C891E
ESCACDEBISDCOFCLI7SFL752580D39€311A89F417
BCI9SFDCASASC307505 3E392AC0BD474B26F589 18
61

Basic Constraints ( 2,5.29.19)
YEs
NO

Extended Key Usage ( 2.5.29.37)

NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Client Authentication ( 1.3.6.1.5.5.7.3.2)

Subject Key Identifier (2.5.29.14)
NO
7S520EADLFIBIBT 34DSE9E4 35 BAALEB 64 CH 73 28 A4

Authority Key Identifier (2.5.29.35)
NO
4ADD 06 16 1B BC F6 68 B5 76 F5 81 86 B8 62 1A BA 5A 81 2F

Subject Alternative Name ( 2.5.29.17)
NO
www.google.com

Certificate Policies ( 2.5.29.32)
NO
(1.36.1.41.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO

hatecliokl.google.comiCIACR crf

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Usage

Extension
Critical
Certificate Authority

Path Length Constraint

Extension

Critical

Key ID

Extension
Critical
Key ID

Extension
Critical
Policy 1D 21

Extension
Critical
URI

Extension

Critical

RSA Encryption { 1,2.840.1135459.1.1.1)

256 bytes : 9C 2A 04 77 SCDB 50 91 3A06 A3 B2 EO DB 50
48BCS893FFLI1970 JABB 46 TEEOBFCSF1 89CE21 EE

SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOS SO 12CASESAIFRCSB A8 38 Fa 53

F724E6FB91ES 15CACFFAS3 0DF44AFCSF 5S4 DETD
BEADGBGF 87CODOS01F28300340DA 08 73516C 7F
FF3AICA737068EBDAB 1104 EB7D 24 DEE6 FOFC 31
7LFBSADSGOFI2EAAAF 42 D2 CBEACAGA 1AB2CC S
DD 154888 1FC8 1961 IFCOSD AB 3E63 2B 84 356965
84C819C54622F853 95 BEE3 580 4A 10C6 2AECBA 97
2011C73999 1004 ADFO 61 7A 95 25 8C4E52 75 E2 86
EDOSCAL4FCCE226ABISECFA6035797 03 7ECOBL
DE7BAFA45 33 CFBA3E71B7 DEF4 2525C20D 358990
SDFBOE 117989 1E37 C5 AF BE 72 69

2048 bits

Verify

256 bytes: 36 D7 06 80 11 27 AD 2A 14 9B 38 77 B3 23 AD
75 58 B8 B1 7€ 83 42 BA 72 DA 1E D8 8E 36 06 97 E0 FO 95
3B37FD1B4258FE22CE86BBD3B5ED1 38256E 12 E8
SEG7 76 46 40 50 DA 14 C8 78 0D ED 95 66 DA BE 86 6F 80
Al BA 56 32 95 86 DC DC 6A CA 04 BC 5B 7F 76 BF CC 6F 85
0358C3685113CDOFDCEF7 793D 99 35F0 56 A3 8D E0
SOED4F 44 09 A3 9E 38 7AF6 46 D1 1D 12 9D 4F BE DO 40
FCSSFEOS SE3C DA LICS6BD 96 51 7B6F 57 2A DB A2 AA
96 DC 8C 74 C2 95 BE FO6E 95 13 FF 17 FO 3C AC B2 10 8D
CC73FBESSFO02C6FOFB 3383 953BE3C2CRB685873
DBAS24623B06359D0DA933BD 7803 902E4C 78
SDSO3ZABIDAEEADCE 70 38DC B2 FI 6T FABT 40 5D 61

COS518F6B836BCD0O53ACAELAT7O5 78FCCADA 94
DO2CO83D7EL6E 79C8AD502024543371

Key Usage (2.5.29.15)
YES
Key Cert Sign, CRL Sign

Basic Constraims (2.5.29.19)
YES

YES

0

Subject Key Identifier ( 2.5.29.14)
NO

4ADDO6 16 1B BCF6 68 B5 76 F5 81 B6 B8 62 1A BA 5A 81
2F

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASB688DSIFBABO5640C 11 7DAATD 65 B8 CA
CC 4E

Certificate Policles ( 2.5.29.32)
NO
(1.36.1.4.1.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO
http://cr.geotrust.com/crisigtalodal.crl

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
NO

L [J Google Imernet Authority G2
L [ www.google.com

Issuer Name
Country
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before

Not Valid After

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

Extension

Critical

Certificate Authority

Extension
Critical
Key ID

Extension
Critical
Key ID

s
CeoTrust Inc.
CeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840,113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Central European
Summer Time

Saturday 21 May 2022 06 h 00 min 00 s Central European
Summer Time

RSA Encryption ( 1,2,840,113549.1.1.1)
none

256 bytes :DACC 1863 30 FDF4 17 23 1A 56 7E 58 DF 3C 6C
38E4A71B77891D4BCAIDBACFSAS43B603E94D 2107
O8BSDASB2FE63929BD0S 7888 SO IBEB0SB76ATET]L
A4 E6 C4 60 A5 B0 EF BOE4 89 28 OF SE 25 D6 ED 83 F3 AD AS
91C798C942 1835 149D AD 95 46 92 2E4F CAF1 87 43
Cl169557 2050 EF 892D 80 7A 57 AD F2 EE 5F 68 D2 00 8D
B9 14FB 14 153509C046 A3 7B 72CB91BFCIS528CD DO
I7IEGC 2664 CCOFCEB3 1971 CA4EES DA D5 TR AT 19
COS5DECBECD25E3853E55C4F 8C2DFESO23 36 FC 66
E6CBBLAA391900B7950239910B0CFE3B2EDL 1D OS
SAFE 4D 3EGFOF 07 IDAF2C LIEBF 60 39E2FA 36531339
D45SE262BDB3DAB14BD32EB 180328520471 E5A833
3DEL38BBO73684629C79EA1630F45FCO2BER 71 6B
E4F9

65537
2048 bits
Any

256 bytes i 35E3296AE5S 2FSDS4BE 295094 9F 99 1A 14
EASFT7B2A6294 A227679EDOCF LIASEATESCL B2 AGCF
DD 41 JAO54E9B 4B EE SAGF 55 52B3 24 A1 37 0AEEB 6476
2A2E2CF3IFD3B75908BFFA71IDEC7 3D 37 D2 85059562
BOAGDEBI 3D 36 7B 38 77 48 97 AC AL 20 8F 2EA6 C9 0C
C2B2994500C7CELL 512222 E0AS EABS 15480964 EA
SEAF74F7053EC78A520C D8 15B4BD 6D 98 €5 C6 81 54
68A9E3 6990 B6 9AASOF BB B9 3F 20 7D AE4ABS BB 9C E4
IDBEABESS4ASCLC7 83 ADDBFS 27 87 OE 04 6C DS FF
DDAOSDEDB7 5287 281502 AE39 A6 6A T4 E9 DACAEY
BCAD 34 IEA95C4D335F92092F 88665077 97C7 10
76 13A9DSESFLI6091135D5ACDEB2471 702C 9856
OBDS17B4DLE3S12BSETSESDSDODC AF 34 EDC2 05 66
80ALCBES 33

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key identifier ( 2.5.29.14 )
NO

CO7A98688DB9FBAB0564 0011 7D AATD 65 B3 CA CC
4E

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASBE688DBSFEBABOS640C 11 7DAATD 65 BECACC
4E




] GeoTrust Global CA
L [ Google Internet Authority G2

[ GeoTrust Global CA

« B Coogle Internet Authonty G2

e [ waw.google.com

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Purpose #1
Purpose #2

Extension
Critical
Key ID

Extension

Critical

Key ID

Extension
Critical
DNS Name

Extenson
Critical
Policy ID #1

Extension
Critical
URI

RSA Encryption ( 1,2.840,113549.1.1.1)

256bytes t AL 78 79A6 7986 3888 C3 11 C4 AB35E0D3 F1

F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2 704522 ED37 754AB5 78 CES7 6702 36 CO 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A 5228 7323 FB7EED C7
FSDECEFFECA6CC2394SA0CIS0F4C 7999 1DEOED 93
TF17518801 AD2F 77 9C B0 AAEL SO D4 03 1C 86 04 AB 06

49 2DASF7046F 97 87EL 7430E6 82 E4 3971 10CAGFFA
6A 7581 2A02ACA554 48 DA 9B 0B DC 51 64 81 BL1 69 6A
AATOFB7CBFGCFCCE 430837 CCCIIEBOSSELACAD 1D
48D28276637715741C 6200 57 6A 8C 64 BE 00 6E 6A 21
ACFFO2CBC734BDC912C6BI9E4EAAB3D 589808 FO B3
GO3300S4B2RIBAAEST 46D B 73 47 BF AA 1D 1B 4B AL
3F

2048 bits
Encrypt, Venfy, Derive

256 bytes : SASFDAOF 28 4L 64 FCSSFOBL B2 DB E29EFL
B2796DSDD1ICI37SA32CEEEFCFICI AL TBAS BF 78 51
EC63483ECD 4794 056DF3I6F410C 0673575804 C207
569521 CA4678CL940C 302703349731 005C06 2800
6F AF 64 9F 6B A7 85 2ED1 6E S2 FCOF EF O7 EF CED1 80 87
97B9C6A1LAF7902A1CEB5S A1 37A623 41 C423 8D CEQE
D548B851033490C4D70AAC LE47 5979 COCD 48 6F
486724 A92B 6B 24 AF JACTEEAS 24 6CFD 65 93 36 CS BE
COC5532A770094B8898F 7EE3 13 EBEB 91 90 7D 48 BF
F2F8 284958 CECB 9637 AD3F D4 DC 28 48 F6 D3 E3 0D 26
S360GAESEBRB2C3ICA9GBC7441980993287823C891E
ESCACDEBISDCOFCLI7SFL752580D39€311A89F417
BCI9SFDCASASC307505 3E392AC0BD474B26F589 18
61

Basic Constraints ( 2,5.29.19)
YEs
NO

Extended Key Usage ( 2.5.29.37)

NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Client Authentication ( 1.3.6.1.5.5.7.3.2)

Subject Key Identifier (2.5.29.14)
NO
7S520EADLFIBIBT 34DSE9E4 35 BAALEB 64 CH 73 28 A4

Authority Key Identifier (2.5.29.35)
NO
4ADD 06 16 1B BC F6 68 B5 76 F5 81 86 B8 62 1A BA 5A 81 2F

Subject Alternative Name ( 2.5.29.17)
NO
www.google.com

Certificate Policies ( 2.5.29.32)
NO
(1.36.1.41.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO

hatecliokl.google.comiCIACR crf

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Usage

Extension
Critical
Certificate Authority

Path Length Constraint

Extension

Critical

Key ID

Extension
Critical
Key ID

Extension
Critical
Policy 1D 21

Extension
Critical
URI

Extension

Critical

RSA Encryption { 1,2.840.1135459.1.1.1)

256 bytes : 9C 2A 04 77 SCDB 50 91 3A06 A3 B2 EO DB 50
48BCS893FFLI1970 JABB 46 TEEOBFCSF1 89CE21 EE

SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOS SO 12CASESAIFRCSB A8 38 Fa 53

F724E6FB91ES 15CACFFAS3 0DF44AFCSF 5S4 DETD
BEADGBGF 87CODOS01F28300340DA 08 73516C 7F
FF3AICA737068EBDAB 1104 EB7D 24 DEE6 FOFC 31
7LFBSADSGOFI2EAAAF 42 D2 CBEACAGA 1AB2CC S
DD 154888 1FC8 1961 IFCOSD AB 3E63 2B 84 356965
84C819C54622F853 95 BEE3 580 4A 10C6 2AECBA 97
2011C73999 1004 ADFO 61 7A 95 25 8C4E52 75 E2 86
EDOSCAL4FCCE226ABISECFA6035797 03 7ECOBL
DE7BAFA45 33 CFBA3E71B7 DEF4 2525C20D 358990
SDFBOE 117989 1E37 C5 AF BE 72 69

2048 bits

Veri

256 bytes: 36 D706 80 1127 AD2A 1498387783 23 A0
75588881 7EB83 42 BA 72 DA 1E DB 8E 36 06 97 EO FO 95
3B37FD1B4258BFE22CE6BBD3BSEDL3B256E12 €8
SEG7 76 46 40 S0 DA 14 C8 78 0D ED 95 66 DA BEL 86 6F 80
AlBAS6 329586 DCDCEACA 04 BC 5B 7F F6 BF CC 6F 85
0358C3685113COFDCEF7793D9935F056 A38BDEOD
SOEIDAF4409A39E387AF6 46 D1 1D 12 9D 4F BEDO 40
FCSSFEOG SE3C DA ICSGBD 96 51 7B6F 57 2A DB A2 AA
96DCSC74C295BEFOGESS 13FF 17 FO 3CAC B2 108D
CC73FBESSFO2C6FOFB33B3953BE3C2CB685873
DBAS24623B06359DO0DA933BD 7803 S0 2E4C T8
SDSO3ABIDAEEADCEB 7038DCB2FI67FABY 405D 6L

COS518F6B836BCD0O53ACAELAT7O5 78FCCADA 94
DO2CO83D7EL6E 79C8AD502024543371

Key Usage (2.5.29.15)
YES
Key Cert Sign, CRL Sign

Basic Constraims (2.5.29.19)
YES

YES

0

Subject Key Identifier ( 2.5.29.14)
NO

4ADDO6 16 1B BCF6 68 B5 76 F5 81 B6 B8 62 1A BA 5A 81
2F

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASB688DSIFBABO5640C 11 7DAATD 65 B8 CA
CC 4E

Certificate Policles ( 2.5.29.32)
NO
(1.36.1.4.1.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO
http://cr.geotrust.com/crisigtalodal.crl

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
NO

L [J Google Imernet Authority G2
L [ www.google.com

Issuer Name
Country
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before

Not Valid After

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Key ID

Extension
Critical
Key ID

s
CeoTrust Inc.
CeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840,113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Central European
Summer Time

Saturday 21 May 2022 06 h 00 min 00 s Central European
Summer Time

RSA Encryption ( 1,2,840,113549.1.1.1)
none

256 bytes :DACC 1863 30 FDF4 17 23 1A 56 7E 58 DF 3C 6C
38E4A71B77891D4BCAIDBACFSAS43B603E94D 2107
O8BSDASB2FE63929BD0S 7888 SO IBEB0SB76ATET]L
A4 E6 C4 60 A5 B0 EF BOE4 89 28 OF SE 25 D6 ED 83 F3 AD AS
91C798C942 1835 149D AD 95 46 92 2E4F CAF1 87 43
Cl169557 2050 EF 892D 80 7A 57 AD F2 EE 5F 68 D2 00 8D
B9 14FB 14 153509C046 A3 7B 72CB91BFCIS528CD DO
I7IEGC 2664 CCOFCEB3 1971 CA4EES DA D5 TR AT 19
COS5DECBECD25E3853E55C4F 8C2DFESO23 36 FC 66
E6CBBLAA391900B7950239910B0CFE3B2EDL 1D OS
SAFE 4D 3EGFOF 07 IDAF2C LIEBF 60 39E2FA 36531339
D45SE262BDB3DAB14BD32EB 180328520471 E5A833
3DEL38BBO73684629C79EA1630F45FCO2BER 71 6B
E4F9

65537
2048 bits
Any

256 bytes i 35E3296AE5S 2FSDS4BE 295094 9F 99 1A 14
EASFT7B2A6294 A227679EDOCF LIASEATESCL B2 AGCF
DD 41 JAO54E9B 4B EE SAGF 55 52B3 24 A1 37 0AEEB 6476
2A2E2CF3IFD3B75908BFFA71IDEC7 3D 37 D2 85059562
BOAGDEBI 3D 36 7B 38 77 48 97 AC AL 20 8F 2EA6 C9 0C
C2B2994500C7CELL 512222 E0AS EABS 15480964 EA
SEAF74F7053EC78A520C D8 15B4BD 6D 98 €5 C6 81 54
68A9E3 6990 B6 9AASOF BB B9 3F 20 7D AE4ABS BB 9C E4
IDBEABESS4ASCLC7 83 ADDBFS 27 87 OE 04 6C DS FF
DDAOSDEDB7 5287 281502 AE39 A6 6A T4 E9 DACAEY
BCAD 34 IEA95C4D335F92092F 88665077 97C7 10
76 13A9DSESFLI6091135D5ACDEB2471 702C 9856
OBDS17B4DLE3S12BSETSESDSDODC AF 34 EDC2 05 66
80ALCBES 33

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key identifier ( 2.5.29.14 )
NO

CO7A98688DB9FBAB0564 0011 7D AATD 65 B3 CA CC
4E

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASBE688DBSFEBABOS640C 11 7DAATD 65 BECACC
4E




] GeoTrust Global CA
L [ Google Internet Authority G2

) GeoTrust Global CA

« B Coogle Internet Authonty G2

e [ waw.google.com

Public Key Info
Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Purpose #1
Purpose #2

Extension
Critical
Key ID

Extension

Critical
Key ID

Extension
Critical
DNS Name

Extenson
Critical
Policy ID #1

Extension
Critical
URI

RSA Encryption ( 1,2.840,113549.1.1.1)

256bytes t AL 78 79A6 7986 3888 C3 11 C4 AB35E0D3 F1

F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2 704522 ED37 754AB5 78 CES7 6702 36 CO 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A 5228 7323 FB7EED C7
FSDECEFFECA6CC2394SA0CIS0F4C 7999 1DEOED 93
TF17518801 AD2F 77 9C B0 AAEL SO D4 03 1C 86 04 AB 06

49 2DASF7046F 97 87EL 7430E6 82 E4 3971 10CAGFFA
6A 7581 2A02ACA554 48 DA 9B 0B DC 51 64 81 BL1 69 6A
AATOFB7CBFGCFCCE 430837 CCCIIEBOSSELACAD 1D
48D28276637715741C 6200 57 6A 8C 64 BE 00 6E 6A 21
ACFFO2CBC734BDC912C6BI9E4EAAB3D 589808 FO B3
GO3300S4B2RIBAAEST 46D B 73 47 BF AA 1D 1B 4B AL
3F

2048 bits
Encrypt, Venfy, Derive

256 bytes : SASFDAOF 28 4L 64 FCSSFOB1 B2 DB E2 9EFL
B2796DSDD1ICI37SA32CEEEFCFICI AL TBAS BF 78 51
EC63483ECD 4794 056DF3I6F410C 0673575804 C207
569521 CA4678CL940C 302703349731 005C06 2800
6F AF 64 9F 6B A7 85 2ED1 6E S2 FCOF EF O7 EF CED1 80 87
97B9C6A1LAF7902A1CEB5S A1 37A623 41 C423 8D CEQE
D548B851033490C4D70AAC LE47 5979 COCD 48 6F

486724 A92B 6B 24 AF JACTEEAS 24 6CFD 65 93 36 CS BE
COC5532A770094B8898F 7EE3 13 EB €2 51 90 7D 48 BF

F2F828495BCECB 9637 AD3FD4ADC2B43F6 D3 E3 0D 26
S360GAESEBRB2C3ICA9GBC7441980993287823C891E
ESCACDEBISDCOFCLI7SFL752580D39€311A89F417
BCI9SFDCASASC307505 3E392AC0BD474B26F589 18
61

Basic Constraints ( 2,5.29.19)
YEs
NO

Extended Key Usage ( 2.5.29.37)
NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Client Authentication ( 1.3.6.1.5.5.7.3.2)

Subject Key Identifier (2.5.29.14)
NO
7520EADLFIBIBT 34DSEFE4A 35 BAALEE 64 C6 73 28 A4

Authority Key Identifier (2.5.29.35)
NO
4ADD 06 16 1B BC F6 68 B5 76 F5 81 86 B8 62 1A BA 5A 81 2F

Subject Alternative Name ( 2.5.29.17)
NO
www.google.com

Certificate Policies ( 2.5.29.32)
NO
(1.36.1.41.11129.2.5.1)

CRL Distribution Points ( 2.5.29.31)
NO

htteol okl google.com/CIAC crf

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Usage

Extension

Critical
Certificate Authority
Path Length Constraint

Extension
Critical
Key ID

Extension
Critical
Key ID

Extension
Critical
Policy 1D 21

Extension
Critical
URI

Extension

Critical

RSA Encryption ( 1,2.840.113549.1.1.1)

256 bytes : 9C 2A 04 77 SCDB 50 91 3A06 A3 B2 EO DB 50
48BCS893FF1 1970 JASB46 TEEOBFC5F1 89 CE 21 EE

SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOS SO 12CASESAIFRCSB A8 38 Fa 53

F724E6FB91ES 15CACFFAS3 0DF44AFCSF 5S4 DETD
BEADGBGF 87CODOS01F28300340DA 08 73516C 7F
FF3AICA737068EBDAB 1104 EB7D 24 DEE6 FOFC 31
7LFBSADSGOFI2EAAAF 42 D2 CBEACAGA 1AB2CC S
DD 154888 1FC8 1961 IFCOSD AB 3E63 2B 84 356965
84C819C54622F853 95 BEE3 580 4A 10C6 2AECBA 97
2011C73999 1004 ADFO 61 7A 95 25 8C4E52 75 E2 86
EDOSCAL4FCCE226ABISECFA6035797 03 7ECOBL
DE7BAFA45 33 CFBA3E71B7 DEF4 2525C20D 358990
SDFBOE 117989 1E37 C5 AF BE 72 69

2048 bits

Veri

256 bytes: 36 D706 80 11 27 AD 2A 1498 38 77 B3 23 AD
7558888l 7EB342BA 72 DA 1EDSB 8E 36 06 97 EO FO 95
3B37FD1B4258FE22CE86BBDIBSEDL3B256E12E8
SEG7 76 46 40 90 DA 14 C8 78 0D ED 95 66 DA 8L 86 6F 80
Al BA 56 3295 86 DC DC 6A CA 04 BC 58 7F F6 BF CC 6F 85
0358C3685113COFDCEF7793D9935F056 A38BDE0
SOED4F4409A39E38 7AF6 46 D1 1D 12 9D 4F BE DO 40
FCSSFEOS SE3C DA LICSEBD 96 51 7B 6F 57 2A DB A2 AA
96 DC8C 74 C295BEFOBGE 95 13 FF 17 FO 3C AC B2 10 8D
CC73FBESSFO2C65FOFB33B3953BE3C2CRB685873
DBAS24623B06359D0DA933BD 7803 20 2E4C 78
SDSO3ABIDAEEADCE 70 3BDCB2FIGTFAB7 405D 6L

COS518F6B836BCD0O53ACAELAT7O5 78FCCADA 94
DO2CO83D7EL6E 79C8AD502024543371

Key Usage (2.5.29.15)
YES
Key Cert Sign, CRL Sign

Basic Constraims (2.5.29.19)

Subject Key Identifier ( 2.5.29.14)
NO

4ADDO6 16 1B BCF6 68 B5 76 F5 81 B6 B8 62 1A BA 5A 81
2F

Authority Key Identifier (2.5.29.35)
NO

CO7ASB688DSIFBABO5640C 11 7DAATD 65 B8 CA
CC 4E

Certificate Policles ( 2.5.29.32)
NO
(1.36.1.4.1.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO

http:Licd.gsotrust.com/cris/gtalodal.crl

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
NO

L [) Google Imernet Authority G2
L [ www.google.com

Issuer Name
Country
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before

Not Valid After

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Key ID

Extension
Critical
Key ID

s
CeoTrust Inc.
CeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840,113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Central European
Summer Time

Saturday 21 May 2022 06 h 00 min 00 s Central European
Summer Time

RSA Encryption ( 1,2,840.113549.1.1.1)
none

256 bytes :DACC 1863 30 FDF4 17 23 1A 56 7E 58 DF 3C 6C
38E4A71B77891D4BCAIDBACFSAS43B603E94D 2107
O8BSDASB2FE63929BD0S 7888 SO IBEB0SB76ATET]L
A4 E6 C4 60 A5 B0 EF BOE4 89 28 OF SE 25 D6 ED 83 F3 AD AS
91C798C942 1835 149D AD 95 46 92 2E4F CAF1 87 43
Cl169557 2050 EF 892D 80 7A 57 AD F2 EE 5F 68 D2 00 8D
B9 14FB 14 153509C046 A3 7B 72CB91BFCIS528CD DO
I7IEGC 2664 CCOFCEB3 1971 CA4EES DA D5 TR AT 19
COS5DECBECD25E3853E55C4F 8C2DFESO23 36 FC 66
E6CBBEAA39 190087 95023991 0B0EFE3B2EDL 1D OS
SAFE 4D 3EGFOF 07 IDAF2C LIEBF 60 39E2FA 36531339
D45SE262BDB3DAB14BD32EB 180328520471 E5A833
3DE138B8073684629C79EA1630F45FCO2BER 7168
E4F9

65537
2048 bits
Any

256 bytes i 35E3296AE5S 2FSDS4BE 295094 9F 99 1A 14
EASFT7B2A6294 A227679EDOCF LIASEATESCL B2 AGCF
DD 41 IAO5 4E9B 4B EE GAGF 55 52B3 24 A1 37 0AEB 6476
2A2E2CF3IFD3B75908BFFA71IDEC7 3D 37 D2 85059562
BOAGDEBI 3D 36 7B 38 77 48 97 AC AL 20 8F 2EA6 C9 0C
C2B2994500C7CELL 512222 E0AS EABS 15480964 EA
SEAF74F7053EC7 BAS20C D8 15B4BD 6D 98 E5 C6 81 54
68A9E3 6990 B6 9AASOF BB B9 3F 20 7D AE4ABS BB 9C E4
IDBEABESS4ASCLC7 83 ADDBFS 27 87 OE 04 6C DS FF
DDAOSDED 875287 281502 AE39 A5 6A T4 ES DA CAET
BCAD 34 IEA95C4D335F92092F 88665077 97C7 10
76 13A9DSESFLI6091135D5ACDEB2471 702C 9856
OBDS17B4DLE3S12BSETSESDSDODC AF 34 EDC2 05 66
80ALCBES 33

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key identifier ( 2.5.29.14 )
NO

CO7A98688DB9FBAB0564 0011 7D AATD 65 B3 CA CC
4E

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASBE688DBSFEBABOS640C 11 7DAATD 65 BECACC
4E




] GeoTrust Global CA
L [ Google Internet Authority G2

) GeoTrust Global CA

« B Coogle Internet Authonty G2

e [ waw.google.com

L [) Google Imernet Authority G2
L [ www.google.com

Public Key Info
Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Purpose #1
Purpose #2

Extension
Critical
Key ID

Extension

Critical
Key ID

Extension
Critical
DNS Name

Extenson
Critical
Policy ID #1

Extension
Critical
URI

RSA Encryption ( 1,2.840,113549.1.1.1)

256bytes t AL 78 79A6 7986 3888 C3 11 C4 AB35E0D3 F1

F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2 704522 ED37 754AB5 78 CES7 6702 36 CO 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A 5228 7323 FB7EED C7
FSDECEFFECA6CC2394SA0CIS0F4C 7999 1DEOED 93
TF17518801 AD2F 77 9C B0 AAEL SO D4 03 1C 86 04 AB 06

49 2DASF7046F 97 87EL 7430E6 82 E4 3971 10CAGFFA
6A 7581 2A02ACA554 48 DA 9B 0B DC 51 64 81 BL1 69 6A
AATOFB7CBFGCFCCE 430837 CCCIIEBOSSELACAD 1D
48D28276637715741C 6200 57 6A 8C 64 BE 00 6E 6A 21
ACFFO2CBC734BDC912C6BI9E4EAAB3D 589808 FO B3
GO3300S4B2RIBAAEST 46D B 73 47 BF AA 1D 1B 4B AL
3F

2048 bits
Encrypt, Venfy, Derive

256 bytes : SASFDAOF 28 4L 64 FCSSFOB1 B2 DB E2 9EFL
B2796DSDD1ICI37SA32CEEEFCFICI AL TBAS BF 78 51
EC63483ECD 4794 056DF3I6F410C 0673575804 C207
569521 CA4678CL940C 302703349731 005C06 2800
6F AF 64 9F 6B A7 85 2ED1 6E S2 FCOF EF O7 EF CED1 80 87
97B9C6A1LAF7902A1CEB5S A1 37A623 41 C423 8D CEQE
D548B851033490C4D70AAC LE47 5979 COCD 48 6F
486724 A92B 6B 24 AF JACTEEAS 24 6CFD 65 93 36 CS BE
COC5532A770094B8898F 7EE3 13 EB €2 51 90 7D 48 BF
F2F828495BCECB 9637 AD3FD4ADC2B43F6 D3 E3 0D 26
S360GAESEBRB2C3ICA9GBC7441980993287823C891E
ESCACDEBISDCOFCLI7SFL752580D39€311A89F417
BCI9SFDCASASC307505 3E392AC0BD474B26F589 18
61

Basic Constraints ( 2,5.29.19)
YEs
NO

Extended Key Usage ( 2.5.29.37)
NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Client Authentication ( 1.3.6.1.5.5.7.3.2)

Subject Key Identifier (2.5.29.14)
NO
7520EADLFIBIBT 34DSEFE4A 35 BAALEE 64 C6 73 28 A4

Authority Key Identifier (2.5.29.35)
NO
4ADD 06 16 1B BC F6 68 B5 76 F5 81 86 B8 62 1A BA 5A 81 2F

Subject Alternative Name ( 2.5.29.17)
NO
www.google.com

Certificate Policies ( 2.5.29.32)
NO
(1.36.1.41.11129.2.5.1)

CRL Distribution Points ( 2.5.29.31)
NO

htteol okl google.com/CIAC crf

Issuer Name
Public Key Info . :

Algorithm  RSA Encryption ( 1.2.840.113549.1.1.1) Country

Organization
Common Name

Public Key 256 bytes:9C 2A04 77 SCDB 50 51 3A 06 A3 82 E0 DB 50
48BCS893FF1 1970 JASB46 TEEOBFC5F1 89 CE 21 EE
SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOS SO 12CASESAIFRCSB A8 38 Fa 53
F724E6FB91ES 15CACFFAS3 0DF44AFCSF 5S4 DETD
BEADGBGF 87CODOS01F28300340DA 08 73516C 7F
FF3AICA737068EBDAB 1104 EB7D 24 DEE6 FOFC 31
7LFBSADSGOFI2EAAAF 42 D2 CBEACAGA 1AB2CC S
DD 154888 1FC8 1961 IFCOSD AB 3E63 2B 84 356965
84C819C54622F853 95 BEE3 580 4A 10C6 2AECBA 97
2011C73999 1004 ADFO 61 7A 95 25 8C4E52 75 E2 86
EDOSCAL4FCCE226ABISECFA6035797 03 7ECOBL
DE7BAFA45 33 CFBA3E71B7 DEF4 2525C20D 358990
SDFBOE 117989 1E37 C5 AF BE 72 69

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After
Public Key Info

Algorithm

Parameters
Public Key

2048 bits
Veri

Key Size
Key Usage
Signature 256 bytes: 36 D7 0680 1127 AD2A 149838778323 A0
75588881 TEB342BA 72 DA 1EDB BE 36 06 97 EO FO 95
3B37FD1B4258FE22C86BBD3BSEDL 3B 256E 12 €8
SEG7 76 46 40 S0 DA 14 C8 78 0D ED 95 66 DA 8L 86 6F 80
Al BA 56329586 DCDC6ACA 04 BC 5B 7F 76 BF CC 6F 85
0358C3685113COFDCEF7793D9935F056 A38DED
SOED4F4409A39E38 7AF6 46 D1 1D 12 9D 4F BEDO 40
FCSSFEOS SESCOA LCS6BD 96 51 7B 6F 57 2A DB A2 AA
96DCSC74C295BEFOBESS 13FF 17 FO 3CAC B2 108D
CC73FBESSFO2C6FOFB33B3953BE3C2CRB685873
DBAS24623B06359D0DA933BD 780390 2E4C 78
SDSO3ABIDAEEADCEB703BDCB2FI6TFABT 405D 6L
COS18F6BB3IEGECDO53ACAELATOS 78 FCCADA 94

DO2CO83D7EL6E 79C8AD502024543371 Exponent

Key Size
Key Usage

Extension
Critical
Usage

Key Usage (2.5.29.15)
YES
Key Cert Sign, CRL Sign

Signature

Basic Constraims (2.5.29.19)

Extension

Critical
Certificate Authority
Path Length Constraint 0

Lxtension  Subject Key Identifier ( 2.5.29.14)
Critical NO

Key D 4ADDO6 16 1B BCF6 68 85 76 F5 81 B6 B8 62 1A BA 5A 81
2F

Extension mkwlﬁmtlﬁu(?.i)’-”)
Critical NO

KeyD CO7ASB6SE8DSIFBABOS640C 11 7DAATD 65 B8 CA
CC 4E

Extension
Critical
Certificate Authority

Extension

Critical

Certificate Policles { 2.5.29.32)
Critical NO
Policy 1ID #1 (1.3.6.1.4.1.11129.2.5.1)

Extension

Key ID

Extension

CRL Distribution Points ( 2.5.29.31)
Critical NO

URI httpu//cr.geotrust.com/crls/gtalodal.cr

Extension
Critical
Key ID

Extension

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
Critical NO Elasamas At

s
CeoTrust Inc.
CeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840,113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Central European
Summer Time

Saturday 21 May 2022 06 h 00 min 00 s Central European
Summer Time

RSA Encryption ( 1,2,840.113549.1.1.1)
none

256 bytes :DACC 1863 30 FDF4 17 23 1A 56 7E 58 DF 3C 6C
38E4A71B77891D4BCAIDBACFSAS43B603E94D 2107
O8BSDASB2FE63929BD0S 7888 SO IBEB0SB76ATET]L
A4 E6 C4 60 A5 B0 EF BOE4 89 28 OF SE 25 D6 ED 83 F3 AD AS
91C798C942 1835 149D AD 95 46 92 2E4F CAF1 87 43
Cl169557 2050 EF 892D 80 7A 57 AD F2 EE 5F 68 D2 00 8D
B9 14FB 14 153509C046 A3 7B 72CB91BFCIS528CD DO
I7IEGC 2664 CCOFCEB3 1971 CA4EES DA D5 TR AT 19
COS5DECBECD25E3853E55C4F 8C2DFESO23 36 FC 66
E6CBBEAA39 190087 95023991 0B0EFE3B2EDL 1D OS
SAFE 4D 3EGFOF 07 IDAF2C LIEBF 60 39E2FA 36531339
D45SE262BDB3DAB14BD32EB 180328520471 E5A833
3DE138B8073684629C79EA1630F45FCO2BER 7168
E4F9

65537
2048 bits
Any

256 bytes i 35E3296AE5S 2FSDS4BE 295094 9F 99 1A 14
EASFT7B2A6294 A227679EDOCF LIASEATESCL B2 AGCF
DD 41 IAO5 4E9B 4B EE GAGF 55 52B3 24 A1 37 0AEB 6476
2A2E2CF3IFD3B75908BFFA71IDEC7 3D 37 D2 85059562
BOAGDEBI 3D 36 7B 38 77 48 97 AC AL 20 8F 2EA6 C9 0C
C2B2994500C7CELL 512222 E0AS EABS 15480964 EA
SEAF74F7053EC7 BAS20C D8 15B4BD 6D 98 E5 C6 81 54
68A9E3 6990 B6 9AASOF BB B9 3F 20 7D AE4ABS BB 9C E4
IDBEABESS4ASCLC7 83 ADDBFS 27 87 OE 04 6C DS FF
DDAOSDED 875287 281502 AE39 A5 6A T4 ES DA CAET
BCAD 34 IEA95C4D335F92092F 88665077 97C7 10
76 13A9DSESFLI6091135D5ACDEB2471 702C 9856
OBDS17B4DLE3S12BSETSESDSDODC AF 34 EDC2 05 66
80ALCBES 33

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key identifier ( 2.5.29.14 )
NO

CO7A98688DB9FBAB0564 0011 7D AATD 65 B3 CA CC
4E

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASBE688DBSFEBABOS640C 11 7DAATD 65 BECACC
4E




] GeoTrust Global CA
L [ Google Internet Authority G2

) GeoTrust Global CA

« B Coogle Internet Authonty G2

e [ waw.google.com

L [) Google Imernet Authority G2
L [ www.google.com

Public Key Info
Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Purpose #1
Purpose #2

Extension
Critical
Key ID

Extension

Critical
Key ID

Extension
Critical
DNS Name

Extenson
Critical
Policy ID #1

Extension
Critical
URI

RSA Encryption ( 1,2.840,113549.1.1.1)

256bytes t AL 78 79A6 7986 3888 C3 11 C4 AB35E0D3 F1
F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2 704522 ED37 754AB5 78 CES7 6702 36 CO 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A 5228 7323 FB7EED C7
FSDECEFFECA6CC2394SA0CIS0F4C 7999 1DEOED 93
TF17518801 AD2F 77 9C B0 AAEL SO D4 03 1C 86 04 AB 06
49 2DASF7046F 97 87EL 7430E6 82 E4 3971 10CAGFFA
6A 7581 2A02ACA554 48 DA 9B 0B DC 51 64 81 BL1 69 6A
AATOFB7CBFGCFCCE 430837 CCCIIEBOSSELACAD 1D
48D28276637715741C 6200 57 6A 8C 64 BE 00 6E 6A 21
ACFFO2CBC734BDC912C6BI9E4EAAB3D 589808 FO B3
GO3300S4B2RIBAAEST 46D B 73 47 BF AA 1D 1B 4B AL
3F

2048 bits
Encrypt, Venfy, Derive

256 bytes : SASFDAOF 28 4L 64 FCSSFOB1 B2 DB E2 9EFL
B2796DSDD1ICI37SA32CEEEFCFICI AL TBAS BF 78 51
EC63483ECD 4794 056DF3I6F410C 0673575804 C207
569521 CA4678CL940C 302703349731 005C06 2800
6F AF 64 9F 6B A7 85 2ED1 6E S2 FCOF EF O7 EF CED1 80 87
97B9C6A1LAF7902A1CEB5S A1 37A623 41 C423 8D CEQE
D548B851033490C4D70AAC LE47 5979 COCD 48 6F

486724 A92B 6B 24 AF JACTEEAS 24 6CFD 65 93 36 CS BE
COC5532A770094B8898F 7EE3 13 EB €2 51 90 7D 48 BF

F2F828495BCECB 9637 AD3FD4ADC2B43F6 D3 E3 0D 26
S360GAESEBRB2C3ICA9GBC7441980993287823C891E
ESCACDEBISDCOFCLI7SFL752580D39€311A89F417
BCI9SFDCASASC307505 3E392AC0BD474B26F589 18
61

Basic Constraints ( 2,5.29.19)
YEs
NO

Extended Key Usage ( 2.5.29.37)

NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Client Authentication ( 1.3.6.1.5.5.7.3.2)

Subject Key Identifier (2.5.29.14)
NO
7520EADLFIBIBT 34DSEFE4A 35 BAALEE 64 C6 73 28 A4

Authority Key Identifier (2.5.29.35)

Issuer Name
Public Key Info . :

Algorithm  RSA Encryption ( 1.2.840.113549.1.1.1) Country

Organization
Common Name

Public Key 256 bytes:9C 2A04 77 SCDB 50 51 3A 06 A3 82 E0 DB 50
48BCS893FF1 1970 JASB46 TEEOBFC5F1 89 CE 21 EE
SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOS SO 12CASESAIFRCSB A8 38 Fa 53
F724E6FB91ES 15CACFFAS3 0DF44AFCSF 5S4 DETD
BEADGBGF 87CODOS01F28300340DA 08 73516C 7F
FF3AICA737068EBDAB 1104 EB7D 24 DEE6 FOFC 31
7LFBSADSGOFI2EAAAF 42 D2 CBEACAGA 1AB2CC S
DD 154888 1FC8 1961 IFCOSD AB 3E63 2B 84 356965
84C819C54622F853 95 BEE3 580 4A 10C6 2AECBA 97
2011C73999 1004 ADFO 61 7A 95 25 8C4E52 75 E2 86
EDOSCAL4FCCE226ABISECFA6035797 03 7ECOBL
DE7BAFA45 33 CFBA3E71B7 DEF4 2525C20D 358990
SDFBOE 117989 1E37 C5 AF BE 72 69

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before

Not Valid After

< Public Key Info
2048 bits Algomhm
Veri '

Key Size
Key Usage
Public Key
256 bytes: 36 D706 80 11 27 AD 2A 149838 7783 23 AD
75588881 TEB342BA 72 DA 1EDB BE 36 06 97 EO FO 95
3B37FD1B4258FE22C86BBD3BSEDL 3B 256E 12 €8
SEG7 76 46 40 S0 DA 14 C8 78 0D ED 95 66 DA 8L 86 6F 80
AlBAS6 329586 DCDCEACA 04 BC 5B 7F F6 BF CC 6F 85
0358C3685113COFDCEF7793D9935F056 A38DED
SOED4F4409A39E38 7AF6 46 D1 1D 12 9D 4F BEDO 40

Signature

FCSSFEOS SE3C DA LICSEBD 96 51 7B 6F 57 2A DB A2 AA
96 DC8C 74 C295BEFOBGE 95 13 FF 17 FO 3C AC B2 10 8D
CC73FBESSFO2C65FOFB33B3953BE3C2CRB685873
DBAS24623B06359D0DA933BD 7803 20 2E4C 78
SDSO3ABIDAEEADCE 70 3BDCB2FI6TFAB7 405D 6L
COS518F6B836BCD0O53ACAELAT7O5 78FCCADA 94
DO2CO83D7EL6E 79C8AD502024543371

Key Size

Key Usage

Extension
Critical
Usage

Key Usage (2.5.29.15)
YES
Key Cert Sign, CRL Sign

Signature

Basic Constraims (2.5.29.19)

Extension

Critical
Certificate Authority
Path Length Constraint 0

Lxtension  Subject Key Identifier ( 2.5.29.14)
Critical NO

Key D 4ADDO6 16 1B BCF6 68 85 76 F5 81 B6 B8 62 1A BA 5A 81
2F

NO
4ADD 06 16 1B BC F6 68 B5 76 F5 81 86 B8 62 1A BA 5A 81 2F

Subject Alternative Name ( 2.5.29.17)
NO
www.google.com

Certificate Policies ( 2.5.29.32)
NO
(1.36.1.41.11129.2.5.1)

CRL Distribution Points ( 2.5.29.31)
NO

htteol okl google.com/CIAC crf

Authority Key Identifier (2.5.29.35)
Critical NO

KeyD CO7ASB6SE8DSIFBABOS640C 11 7DAATD 65 B8 CA
CC 4E

Extension

Extension
Critical
Certificate Authority

Extension

Critical

Certificate Policles { 2.5.29.32)
Critical NO
Policy 1ID #1 (1.3.6.1.4.1.11129.2.5.1)

Extension

Key ID

Extension

CRL Distribution Points ( 2.5.29.31)
Critical NO

URI httpu//cr.geotrust.com/crls/gtalodal.cr

Extension
Critical
Key ID

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
Critical NO Elasamas At

Extension

s
CeoTrust Inc.
CeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840,113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Central European
Summer Time

Saturday 21 May 2022 06 h 00 min 00 s Central European
Summer Time

RSA Encryption ( 1,2,840.113549.1.1.1)

256 bytes :DACC 1863 30 FDF4 17 23 1A 56 7E 58 DF 3C 6C
38E4A71B77891D4BCAIDBACFSAS43B603E94D 2107
O8BSDASB2FE63929BD0S 7888 SO IBEB0SB76ATET]L
A4 E6 C4 60 A5 B0 EF BOE4 89 28 OF SE 25 D6 ED 83 F3 AD AS
91C798C942 1835 149D AD 95 46 92 2E4F CAF1 87 43

Cl169557 2050 EF 892D 80 7A 57 AD F2 EE 5F 68 D2 00 8D
B9 14FB 14 153509C046 A3 7B 72CB91BFCIS528CD DO
I7IEGC 2664 CCOFCEB3 1971 CA4EES DA D5 TR AT 19

COS5DECBECD25E3853E55C4F 8C2DFESO23 36 FC 66
E6CBBEAA39 190087 95023991 0B0EFE3B2EDL 1D OS
SAFE 4D 3EGFOF 07 IDAF2C LIEBF 60 39E2FA 36531339
D45SE262BDB3DAB14BD32EB 180328520471 E5A833
3DE138B8073684629C79EA1630F45FCO2BER 7168
E4F9

2048 bits
Any

256 bytes i 35E3296AE5S 2FSDS4BE 295094 9F 99 1A 14
EASFT7B2A6294 A227679EDOCF LIASEATESCL B2 AGCF
DD 41 IAO5 4E9B 4B EE GAGF 55 52B3 24 A1 37 0AEB 6476
2A2E2CF3IFD3B75908BFFA71IDEC7 3D 37 D2 85059562
BOAGDEBI 3D 36 7B 38 77 48 97 AC AL 20 8F 2EA6 C9 0C
C2B2994500C7CELL 512222 E0AS EABS 15480964 EA
SEAF74F7053EC7 BAS20C D8 15B4BD 6D 98 E5 C6 81 54
68A9E3 6990 B6 9AASOF BB B9 3F 20 7D AE4ABS BB 9C E4
IDBEABESS4ASCLC7 83 ADDBFS 27 87 OE 04 6C DS FF
DDAOSDED 875287 281502 AE39 A5 6A T4 ES DA CAET
BCAD 34 IEA95C4D335F92092F 88665077 97C7 10
76 13A9DSESFLI6091135D5ACDEB2471 702C 9856
OBDS17B4DLE3S12BSETSESDSDODC AF 34 EDC2 05 66
80ALCBES 33

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key identifier ( 2.5.29.14 )
NO

CO7A98688DB9FBAB0564 0011 7D AATD 65 B3 CA CC
4E

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASBE688DBSFEBABOS640C 11 7DAATD 65 BECACC
4E




£ GeoTrust Global CA

- [ Gocgle nternet Authority G2

« B www.google.com

) GeoTrust Global CA

« B Coogle Internet Authonty G2

e [ waw.google.com

L [0 Google Imernet Authority G2
L [ www.google.com

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Purpose #1
Purpose #2

Extension
Critical
Key ID

Extension

Critical
Key ID

Extension
Critical
DNS Name

Extension
Critical
Policy 1D #1

Extension
Critical
URI

RSA Encryption ( 1,2.840,113549.1.1.1)

256bytes t AL 78 79A6 7986 3888 C3 11 C4 AB35E0D3 F1
F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2 704522 ED37 754ABS 7B CES7 67 0236C0 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A 5228 7323 FB7EED C7
FSDECEFFECA6CC23 94 SA0C ISOF4C 7999 1DEOED 93
TF17518801 AD2F 77 9C B0 AAEL SO D4 03 1C 86 04 AB 06
49 2DASF7046F 97 87EL 7430E6 82 E4 3971 10CAGFFA
6A 7581 2A02ACA554 48 DA 9B 0B DC 51 64 81 BL1 69 6A
AATOFB7CBFECFCC6 430837 CCCIIEBOSSELACAD 1Y
48D28276637715741C 6200 57 6A 8C 64 BE 00 6E 6A 21
ACFFO2CBC734BDC912C6BI9E4EAAB3D 589808 FO B3
GO3300S4B2RIBAAEST 46D B 73 47 BF AA 1D 1B 4B AL
3F

2048 bits
Encrypt, Verify, Derive

256 bytes : SASFDAOF 28 4L 64 FCSSFOB1 B2 DB E2 9EFL
B2796DSDD1ICI37SA32CEEEFCFICI AL TBAS BF 78 51
EC63483ECD 4794 056DF3I6F410C 0673575804 C207
569521 CA4678CL940C 302703349731 005C06 2800
6F AF 64 9F 6B A7 85 2ED1 6E S2 FCOF EF O7 EF CED1 80 87
97B9C6A1LAF7902A1CEB5S A1 37A623 41 C423 8D CEQE
D548B851033490C4D70AAC LE47 5979 COCD 48 6F

486724 A92B 6B 24 AF JACTEEAS 24 6CFD 65 93 36 CS BE
COC5532A770094B8898F 7EE3 13 EB €2 51 90 7D 48 BF

F2F828495BCECB 9637 AD3FD4ADC2B43F6 D3 E3 0D 26
S360GAESEBRB2C3ICA9GBC7441980993287823C891E
ESCACDEBISDCOFCLI7SFL752580D39€311A89F417
BCI9SFDCASASC307505 3E392AC0BD474B26F589 18
61

Basic Constraints ( 2,5.29.19)
YEs
NO

Extended Key Usage (2.5.29.37)

NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Cliemt Authentication ( 1.3.6.1.5.5.7.3.2)

Subject Key Identifier (2.5.29.14)
NO
7520EADLFIBIBT 34DSEFE4A 35 BAALEE 64 C6 73 28 A4

Authority Key Identifier (2.5.29.35)

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Usage

Extension

Critical
Certificate Authority
Path Length Constraint

Extension
Critical
Key ID

NO
4ADD 06 16 1B BC F6 68 B5 76 F5 81 86 B8 62 1A BA 5A 81 2F

Subject Alternative Name ( 2.5.29.17)
NO
www.google.com

Certificate Policies ( 2.5.29.32)
NO
(1.36.1.41.11129.2.5.1)

CRL Distribution Points ( 2.5.29.31)
NO

htteol okl google.com/CIAC crf

Extension
Crivical
Key ID

Extension
Critical
Policy 1D 21

Extension
Critical
URI

Extension

Critical

RSA Encryption ( 1,2.840.113549.1.1.1)

256 bytes : 9C 2A 04 77 SCDB 50 91 3A06 A3 B2 EO DB 50
48BCS893FF1 1970 JASB46 TEEOBFC5F1 89 CE 21 EE

SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOS SO 12CASESAIFRCSB A8 38 Fa 53

F724E6FB91ES 15CACFFAS3 0DF44AFCSF 5S4 DETD
BEADGBGF 87CODOS01F28300340DA 08 73516C 7F
FF3AICA737068EBDAB 1104 EB7D 24 DEE6 FOFC 31
7LFBSADSGOFI2EAAAF 42 D2 CBEACAGA 1AB2CC S
DD 154888 1FC8 1961 IFCOSD AB 3E63 2B 84 356965
84C819C54622F85395BEE3 804A 10C6 2AECRBA 97
2011C73999 1004 ADFO 61 7A 95 25 8C4E52 75 E2 86
EDOSCAL4FCCE226ABISECFA6035797 03 7ECOBL
DE7BAFA45 33 CFBA3E71B7 DEF4 2525C20D 358990
SDFBOE 117989 1E37 C5 AF BE 72 69

2048 bits

Veri

256 bytes: 36 D706 80 11 27 AD 2A 1498 38 77 B3 23 AD
7558888l 7EB342BA 72 DA 1EDSB 8E 36 06 97 EO FO 95
3B37FD1B4258FE22CE86BBDIBSEDL3B256E12E8
SEG7 76 46 40 90 DA 14 C8 78 0D ED 95 66 DA 8L 86 6F 80
Al BA 56 3295 86 DC DC 6A CA 04 BC 58 7F F6 BF CC 6F 85

0358C3685113COFDCEF7793D9935F056 A38BDE0
SOED4F4409A39E38 7AF6 46 D1 1D 12 9D 4F BE DO 40

FCSSFEOS SE3C DA LICSEBD 96 51 7B 6F 57 2A DB A2 AA
96 DC8C 74 C295BEFOBGE 95 13 FF 17 FO 3C AC B2 10 8D
CC73FBESSFO2C65FOFB33B3953BE3C2CRB685873
DBAS24623B06359D0DA933BD 7803 20 2E4C 78
SDSO3ABIDAEEADCE 70 3BDCB2FI6TFAB7 405D 6L
COS518F6B836BCD0O53ACAELAT7O5 78FCCADA 94
DO2CO83D7EL6E 79C8AD502024543371

Key Usage (2.5.29.15)
YES

Key Cert Sign, CRL Sign

Basic Constraims (2.5.29.19)

Subject Key Identifier ( 2.5.29.14)
NO

4ADDO6 16 1B BCF6 68 B5 76 F5 81 B6 B8 62 1A BA 5A 81
2F

Authority Key Identifier (2.5.29.35)
NO

CO7ASB688D89FBABO05640C 117D AATD 65 BB CA
CC 4E

Certificate Policles ( 2.5.29.32)
NO
(1.36.1.4.1.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO

http:Licd.gsotrust.com/cris/gtalodal.crl

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
NO

Issuer Name
Country
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After
Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension

Critical

Key ID

Extension
Critical
Key ID

s
CeoTrust Inc.
CeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840.113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Central European
Summer Time

Saturday 21 May 2022 06 h 00 min 00 s Central European
Summer Time

RSA Encryption ( 1,2,840.113549.1.1.1)

256 bytes :DACC 1863 30 FDF4 17 23 1A 56 7E 58 DF 3C 6C
38E4A71B77891D4BCAIDBACFSAS43B603E94D 2107
O8BSDASB2FE63929BD0S 7888 SO IBEB0SB76ATET]L
A4 E6 C4 60 A5 B0 EF BOE4 89 28 OF SE 25 D6 ED 83 F3 AD AS
91C798C942 1835 149D AD 95 46 92 2E4F CAF1 87 43
Cl169557 2050 EF 892D 80 7A 57 AD F2 EE 5F 68 D2 00 8D
B9 14FB 14 153509C046 A3 7B 72CB91BFCIS528CD DO
973IEGC2664CCOFCEB3 1971 CA4EES DA D5 TB AT 19
COS5DECBECD25E3853E55C4F 8C2DFESO23 36 FC 66
E6CBBEAA39 190087 95023991 0B0EFE3B2EDL 1D OS
SAFE 4D 3EGFOF 07 IDAF2C LIEBF 60 39E2FA 36531339
D45SE262BDB3DAB14BD32EB 180328520471 E5A833
3DE138B8073684629C79EA1630F45FCO2BER 7168
E4F9

2048 bits
Any

256 bytes i 35E3296AE5S 2FSDS4BE 295094 9F 99 1A 14
EASFT7B2A6294 A227679EDOCF LIASEATESCL B2 AGCF
DD 41 IAO5 4E9B 4B EE GAGF 55 52B3 24 A1 37 0AEB 6476
2A2E2CF3IFD3B7590BFFA71IDEC7 3037 D2 85 0595 62
BOAGDEBI 3D 36 7B 38 77 48 97 AC AL 20 8F 2EA6 C9 0C
C2B2994500C7CELL 512222 E0AS EABS 15480964 EA
SEAF74F7053EC7 BAS20C D8 15B4BD 6D 98 E5 C6 81 54
68A9E3 6990 B6 9AASOF BB B9 3F 20 7D AE4ABS BB 9C E4
IDBEABESS4ASCLC7 83 ADDBFS 27 87 OE 04 6C DS FF
DDAOSDED 875287 281502 AE39 A5 6A T4 ES DA CAET
BCAD 34 IEA95C4D335F92092F 88665077 97C7 10
76 13A9DSESFLI6091135D5ACDEB2471 702C 9856
OBDS17B4DLE3S12BSETSESDSDODC AF 34 EDC2 05 66
80ALCBES 33

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key identifier ( 2.5.29.14)
NO

CO7A98688DB9FBAB0564 0011 7D AATD 65 B3 CA CC
4E

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASBE688DBSFEBABOS640C 11 7DAATD 65 BECACC
4E




£ GeoTrust Global CA

- [ Gocgle nternet Authority G2

« B www.google.com

) GeoTrust Global CA

« B Coogle Internet Authonty G2

e [ waw.google.com

L [0 Google Imernet Authority G2
L [ www.google.com

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Purpose #1
Purpose #2

Extension
Critical
Key ID

Extension

Critical
Key ID

Extension
Critical
DNS Name

Extension
Critical
Policy 1D #1

Extension
Critical
URI

RSA Encryption ( 1,2.840,113549.1.1.1)

256bytes t AL 78 79A6 7986 3888 C3 11 C4 AB35E0D3 F1
F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2 704522 ED37 754ABS 7B CES7 67 0236C0 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A 5228 7323 FB7EED C7
FSDECEFFECA6CC23 94 SA0C ISOF4C 7999 1DEOED 93
TF17518801 AD2F 77 9C B0 AAEL SO D4 03 1C 86 04 AB 06
49 2DASF7046F 97 87EL 7430E6 82 E4 3971 10CAGFFA
6A 7581 2A02ACA554 48 DA 9B 0B DC 51 64 81 BL1 69 6A
AATOFB7CBFECFCC6 430837 CCCIIEBOSSELACAD 1Y
48D28276637715741C 6200 57 6A 8C 64 BE 00 6E 6A 21
ACFFO2CBC734BDC912C6BI9E4EAAB3D 589808 FO B3
GO3300S4B2RIBAAEST 46D B 73 47 BF AA 1D 1B 4B AL
3F

2048 bits
Encrypt, Verify, Derive

256 bytes : SASFDAOF 28 4L 64 FCSSFOB1 B2 DB E2 9EFL
B2796DSDD1ICI37SA32CEEEFCFICI AL TBAS BF 78 51
EC63483ECD 4794 056DF3I6F410C 0673575804 C207
569521 CA4678CL940C 302703349731 005C06 2800
6F AF 64 9F 6B A7 85 2ED1 6E S2 FCOF EF O7 EF CED1 80 87
97B9C6A1LAF7902A1CEB5S A1 37A623 41 C423 8D CEQE
D548B851033490C4D70AAC LE47 5979 COCD 48 6F

486724 A92B 6B 24 AF JACTEEAS 24 6CFD 65 93 36 CS BE
COC5532A770094B8898F 7EE3 13 EB €2 51 90 7D 48 BF

F2F828495BCECB 9637 AD3FD4ADC2B43F6 D3 E3 0D 26
S360GAESEBRB2C3ICA9GBC7441980993287823C891E
ESCACDEBISDCOFCLI7SFL752580D39€311A89F417
BCI9SFDCASASC307505 3E392AC0BD474B26F589 18
61

Basic Constraints ( 2,5.29.19)
YEs
NO

Extended Key Usage (2.5.29.37)

NO

Server Authentication ( 1.3.6.1.5.5.7.3.1)
Cliemt Authentication ( 1.3.6.1.5.5.7.3.2)

Subject Key Identifier (2.5.29.14)
NO
7520EADLFIBIBT 34DSEFE4A 35 BAALEE 64 C6 73 28 A4

Authority Key Identifier (2.5.29.35)
NO
4ADD 06 16 1B BC F6 68 B5 76 F5 81 86 B8 62 1A BA 5A 81 2F

Subject Alternative Name ( 2.5.29.17)
NO
www.google.com

Certificate Policies ( 2.5.29.32)
NO
(1.36.1.41.11129.2.5.1)

CRL Distribution Points ( 2.5.29.31)
NO

htteol okl google.com/CIAC crf

Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Usage

Extension

Critical
Certificate Authority
Path Length Constraint

Extension
Critical
Key ID

Extension
Crivical
Key ID

Extension
Critical
Policy 1D 21

Extension
Critical
URI

Extension

Critical

RSA Encryption ( 1,2.840.113549.1.1.1)

256 bytes : 9C 2A 04 77 SCDB 50 91 3A06 A3 B2 EO DB 50
48BCS893FF1 1970 JASB46 TEEOBFC5F1 89 CE 21 EE

SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOS SO 12CASESAIFRCSB A8 38 Fa 53

F724E6FB91ES 15CACFFAS3 0DF44AFCSF 5S4 DETD
BEADGBGF 87CODOS01F28300340DA 08 73516C 7F
FF3AICA737068EBDAB 1104 EB7D 24 DEE6 FOFC 31
7LFBSADSGOFI2EAAAF 42 D2 CBEACAGA 1AB2CC S
DD 154888 1FC8 1961 IFCOSD AB 3E63 2B 84 356965
84C819C54622F85395BEE3 804A 10C6 2AECRBA 97
2011C73999 1004 ADFO 61 7A 95 25 8C4E52 75 E2 86
EDOSCAL4FCCE226ABISECFA6035797 03 7ECOBL
DE7BAFA45 33 CFBA3E71B7 DEF4 2525C20D 358990
SDFBOE 117989 1E37 C5 AF BE 72 69

2048 bits

Veri

256 bytes: 36 D706 80 11 27 AD 2A 1498 38 77 B3 23 AD
7558888l 7EB342BA 72 DA 1EDSB 8E 36 06 97 EO FO 95
3B37FD1B4258FE22CE86BBDIBSEDL3B256E12E8
SEG7 76 46 40 90 DA 14 C8 78 0D ED 95 66 DA 8L 86 6F 80
Al BA 56 3295 86 DC DC 6A CA 04 BC 58 7F F6 BF CC 6F 85

0358C3685113COFDCEF7793D9935F056 A38BDE0
SOED4F4409A39E38 7AF6 46 D1 1D 12 9D 4F BE DO 40

FCSSFEOS SE3C DA LICSEBD 96 51 7B 6F 57 2A DB A2 AA
96 DC8C 74 C295BEFOBGE 95 13 FF 17 FO 3C AC B2 10 8D
CC73FBESSFO2C65FOFB33B3953BE3C2CRB685873
DBAS24623B06359D0DA933BD 7803 20 2E4C 78
SDSO3ABIDAEEADCE 70 3BDCB2FI6TFAB7 405D 6L
COS518F6B836BCD0O53ACAELAT7O5 78FCCADA 94
DO2CO83D7EL6E 79C8AD502024543371

Key Usage (2.5.29.15)
YES

Key Cert Sign, CRL Sign

Basic Constraims (2.5.29.19)

Subject Key Identifier ( 2.5.29.14)
NO

4ADDO6 16 1B BCF6 68 B5 76 F5 81 B6 B8 62 1A BA 5A 81
2F

Authority Key Identifier (2.5.29.35)
NO

CO7ASB688D89FBABO05640C 117D AATD 65 BB CA
CC 4E

Certificate Policles ( 2.5.29.32)
NO
(1.36.1.4.1.11129.25.1)

CRL Distribution Points ( 2.5.29.31)
NO

http:Licd.gsotrust.com/cris/gtalodal.crl

Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)
NO

Issuer Name
Country
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After
Public Key Info

Algorithm

Public Key

Key Size
Key Usage

Signature

Extension
Critical
Certificate Authority

Extension
Critical
Key ID

Extension
Critical
Key ID

s
CeoTrust Inc.
CeoTrust Global CA

144470
3

SHA-1 with RSA Encryption ( 1.2.840.113549.1.1.5)
none

Tuesday 21 May 2002 06 h 00 min 00 s Central European
Summer Time

Saturday 21 May 2022 06 h 00 min 00 s Central European
Summer Time

RSA Encryption ( 1,2,840.113549.1.1.1)

256 bytes :DACC 1863 30 FDF4 17 23 1A 56 7E 58 DF 3C 6C
38E4A71B77891D4BCAIDBACFSAS43B603E94D 2107
O8BSDASB2FE63929BD0S 7888 SO IBEB0SB76ATET]L
A4 E6 C4 60 A5 B0 EF BOE4 89 28 OF SE 25 D6 ED 83 F3 AD AS
91C798C942 1835 149D AD 95 46 92 2E4F CAF1 87 43
Cl169557 2050 EF 892D 80 7A 57 AD F2 EE 5F 68 D2 00 8D
B9 14FB 14 153509C046 A3 7B 72CB91BFCIS528CD DO
973IEGC2664CCOFCEB3 1971 CA4EES DA D5 TB AT 19
COS5DECBECD25E3853E55C4F 8C2DFESO23 36 FC 66
E6CBBEAA39 190087 95023991 0B0EFE3B2EDL 1D OS
SAFE 4D 3EGFOF 07 IDAF2C LIEBF 60 39E2FA 36531339
D45SE262BDB3DAB14BD32EB 180328520471 E5A833
3DE138B8073684629C79EA1630F45FCO2BER 7168
E4F9

2048 bits
Any

256 bytes i 35E3296AE5S 2FSDS4BE 295094 9F 99 1A 14
EASFT7B2A6294 A227679EDOCF LIASEATESCL B2 AGCF
DD 41 IAO5 4E9B 4B EE GAGF 55 52B3 24 A1 37 0AEB 6476
2A2E2CF3IFD3B7590BFFA71IDEC7 3037 D2 85 0595 62
BOAGDEBI 3D 36 7B 38 77 48 97 AC AL 20 8F 2EA6 C9 0C
C2B2994500C7CELL 512222 E0AS EABS 15480964 EA
SEAF74F7053EC7 BAS20C D8 15B4BD 6D 98 E5 C6 81 54
68A9E3 6990 B6 9AASOF BB B9 3F 20 7D AE4ABS BB 9C E4
IDBEABESS4ASCLC7 83 ADDBFS 27 87 OE 04 6C DS FF
DDAOSDED 875287 281502 AE39 A5 6A T4 ES DA CAET
BCAD 34 IEA95C4D335F92092F 88665077 97C7 10
76 13A9DSESFLI6091135D5ACDEB2471 702C 9856
OBDS17B4DLE3S12BSETSESDSDODC AF 34 EDC2 05 66
80ALCBES 33

Basic Constraints ( 2.5.29.19)
YES
YES

Subject Key identifier ( 2.5.29.14)
NO

CO7A98688DB9FBAB0564 0011 7D AATD 65 B3 CA CC
4E

Authority Key Identifier ( 2.5.29.35)
NO

CO7ASBE688DBSFEBABOS640C 11 7DAATD 65 BECACC
4E




] GeoTrust Global CA
t [ Google Internet Authority G2

£ GeoTrust Global CA

« B Coogle Internet Authonity G2

e [ waw.google.com

L [0 Google Imernet Authority G2
s ) www.google.com

Public Key Info

I Public

Algorithm  RSA Encrypeion ( 1,2.840,113549.1.1.1)

Public Key 256bytes:A47879A6796638B88C311C4A835E0D3F1
F3316DOF F566 508D 98 E0 57 5062 00 FC 02 E4 62 7C OF
SFAAFCE2704522ED37 754AB5 78 CEST 6702 36 CO 48
E7C2D1E4238BC7EB253A2C AE45E0 42 0BF9 76 CD 3E
F25537 76 8A 15 5EBA9E99E24A5228 7323 FB7EED C7
FSDECEFFEC46CC2394SA0CISOF4C 7999 1DEOED 93
7F 17518801 AD2F 77 9CB0AAELSOD403 1CBE04AB06

Keychains

' login

&' Local Items
& System

) System Roots

Key Info

Algorithm RSA Encryption { 1.2.840.1135459.1.1.1)

7 GeoTrust Global CA
- ertifieete
. | Rootcertificate authority

Public Key 256 bytes:9C 2A04 77 SCDB 5091 3A06 A3 82 E0 DB 50

48BCS893FF1 1970 JASB46 TEEOBFC5F1 89 CE 21 EE
SAFE6LO0DB7324489A0 74 0B 53 4F 55 A CEB262 95
EEEBSOSFCEELOSSO 12CASESAIFRCSB A8 38 Fa 53
F724E6FB91ES 15CACFFA 53 0DF4 4AFCSF 5S4 DETD
BEAOGBGF 87CODOS01F28300340DA 08 73516C 7F

S m e M A A AS A AR AR e R R e e e e e -

Keychain Access

‘w| Expires: Saturday 21 May 2022 06 h 00 min 00 s Central European Summer Time

@ This certificate is valid

Signature Algorithm

lesnar Name
Country US
Organization GeoTrust Inc.
Common Name GeoTrust Global CA

Serial Number 144470
Version 3

SHA-1 with RSA Encryption ( 1.2.840,113549.1.1.5)

(Q

Kind Date Modified

Category

% Al ltems
L. Passwords
Secure Notes
. E] My Certificates
T Keys
[J Certificates

Critical NO

URI  hatec/iokl google.com/CIACR crf

0N e

Extension  CRL Distribution Points ( 2.5.29.31)

L. Equifax Secure eBusiness CA-2

k) Equifax Secure Clobal eBusiness CA-1

] Federal Common Policy CA

&% CeoTrust Global CA

. GeoTrust Primary Certification Authority

] GeoTrust Primary Certification Authority - G2
5] GeoTrust Primary Certification Authority -~ G3
] Global Chambersign Root

., Global Chambersign Root - 2008

] GlobalSign

] ClobalSign

L] GlobalSign

. ClobalSign

] GlobalSign Root CA

] Go Daddy Class 2 Certification Authority

) Go Daddy Root Certificate Authority - G2

] GTE CyberTrust Global Root

certificate -
certificate -
certificate --
certificate -
certificate --
certificate --
certificate --
certificate --
certificate -
certificate --
certificate -
certificate --
certificate --
certificate .-
certificate --
certificate -
certificate --

] Hellenic Academic and Research Institutions RootCA 2011 certificate -

k] Hongkong Post Root CA 1
L. http://www.valicert.com/
L. http:/ /www.valicert.com/
£ htp:/ /www.valicert.com/

Critical

certificate --
certificate --
certificate --
certificate

URI  httei//crl.geotrust.com/cris/gtalobal.cd

[xtension  Certificate Authority Information Access ( 1.3.6.1.5.5.7.1.1)

NO

Expires

23 Jun 2019 14:14:45
21 Jun 2020 06:00:00
01 Dec 2030 17:45:27
21 May 2022 06:00:00
17 Jul 2036 01:59:59
19 Jan 2038 00:59:59
02 Dec 2037 00:59:59
30 Sep 2037 18:14:18
31 Jul 2038 14:31:40
18 Mar 2029 11:00:00
19 Jan 2038 04:14:07
19 Jan 2038 04:14:07
15 Dec 2021 09:00:00
28 Jan 2028 13:00:00
29 Jun 2034 19:06:20
01 Jan 2038 00:59:59
14 Aug 2018 01:59:00
01 Dec 2031 14:49:52
15 May 2023 06:52:29
26 Jun 2019 00:23:48
26 Jun 2019 02:19:54
26 Jun 2019 02:22:33

Critical NO

Key D COVASBESSDBSFBASOS640C117DAATDES5 BECACC
4E

Keychain
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots
System Roots




Diffle-Hellman key
exchange (the return)

Trudy cannot perform her attack anymore

Alice

Publica, Privatea, Publics

4,0, M

A=g2 mod m
sa=sign((A,g,m), Privatea)

check(B, sg, Publics)
K=B2amodm ¥

Trudy

Publica Publics®

A, g, m,isA

B,:sSs

91

Bob

Publica, Publics, Privates

check((A,g,m),sa,Publica)
b

B= g’ mod m

K= AP mod m
sg=sign(B, Privates)

v



Problem solved?

fill me
fill me

fill me



Problem solved?

fill me
fill me

fill me

Replay attacks are still possible!



Nonce

Trudy can replay a message

Alice Trudy Bob

Publica, Privatea Publica Publica




Nonce

Trudy can replay a message

Alice Trudy Bob

Publica, Privatea Publica Publica

m = “open door”
s = sign(m, Privatea)




Nonce

Trudy can replay a message

Alice Trudy Bob

Publica, Privatea Publica Publica

m = “open door”
s = sign(m, Privatea) m, S




Alice

Publica, Privatea

m = “open door”
s = sign(m, Privatea)

Nonce

Trudy can replay a message

Trudy

Publica

Bob

Publica

-

remember (m, s).




Alice

Publica, Privatea

m = “open door”
s = sign(m, Privatea)

Nonce

Trudy can replay a message

Trudy

Publica

Bob

Publica

-

remember (m, s).

check(m, s, Publica)
door is open




Alice

Publica, Privatea

m = “open door”
s = sign(m, Privatea)

Nonce

Trudy can replay a message

Trudy

Publica

Bob

Publica

m2 = “close door”
S2 = sign(my, Privatea)

-

remember (m, s).

check(m, s, Publica)
door is open




Alice

Publica, Privatea

m = “open door”
s = sign(m, Privatea)

Nonce

Trudy can replay a message

Trudy

Publica

Bob

Publica

m2 = “close door”
S2 = sign(my, Privatea)

-

remember (m, s).

Mz, S2

check(m, s, Publica)
door is open




Alice

Publica, Privatea

m = “open door”
s = sign(m, Privatea)

Nonce

Trudy can replay a message

Trudy

Publica

Bob

Publica

m2 = “close door”
S2 = sign(my, Privatea)

-

remember (m, s).

Mz, S2

check(m, s, Publica)
door is open

check(mz, sz, Publica)
door is closed




Trudy can replay a message

Alice

Publica, Privatea
m = “open door”

s = sign(m, Privatea)

m2 = “close door”
S2 = sign(my, Privatea)

Nonce

Trudy

Publica

Bob

Publica

—X

remember (m, s)

Mz, S2

check(m, s, Publica)
door is open

m, S

check(mz, sz, Publica)
door is closed

w > RN L

O




Nonce

Trudy can replay a message

Alice Trudy

Publica, Privatea Publica

m = “open door”

Bob

Publica

s = sign(m, Privatea) m, X
remember (m, s)

m2 = “close door”
S2 = sign(mz, Privatea) mz, S2

check(m, s, Publica)
door is open

m, S

check(mz, sz, Publica)
door is closed

w > RN L

O

> | check(m, s, Publica)
door is open !




Nonce (contd.)

A nonce is a number used only
Three general methods to create nonces
sequential number
increment after each use
keep it in non-volatile storage in case of reboot
timestamp
current time of the nonce generation
be sure clock is not going backward (e.g., winter time)
random number

low collision probability if the pseudo random number generator is good and
random number is big enough (e.g., more than 128 bits)

Nonce alone is rarely enough to have a good protection

not robust to eavesdropping or man-in-the-middle attack

94



Nonce (contd.)

Each message is make unique thanks to the nonce

Alice Trudy Bob

Publica, Privatea Publica Publica




Nonce (contd.)

Each message is make unique thanks to the nonce

Alice Trudy Bob
Publica, Privatea Publica Publica
m
N = nonce

s = sign((m, n), Privatea)




Nonce (contd.)

Each message is make unique thanks to the nonce

Alice Trudy Bob
Publica, Privatea Publica Publica
m
n = nonce m. n, s
s = sign((m, n), Privatea) - >




Nonce (contd.)

Each message is make unique thanks to the nonce

Alice Trudy Bob
Publica, Privatea Publica Publica
m :
n = nonce :
s = sign((m, n), Privatea) oo X >

remember (m, n, S):




Nonce (contd.)

Each message is make unique thanks to the nonce

Alice Trudy Bob
Publica, Privatea Publica Publica
m :
N = nonce m, n, :
s =sign((m, n), Privatea) X > check((m, n), s, Publica)

remember (m, n, S): nonces = {n}




Nonce (contd.)

Each message is make unique thanks to the nonce

Alice Trudy

Publica, Privatea
m
N = nonce

s = sign((m, n), Privatea)

my
N2 = nonce
s2 = sign((mz,n2),Privatea)

Publica

Bob

Publica

remember (m, n, S):

check((m, n), s, Publica)
nonces = {n}




Nonce (contd.)

Each message is make unique thanks to the nonce

Alice Trudy Bob
Publica, Privatea Publica Publica
m |
N = nonce m, N, s
s = sign((m, n), Privatex) X > check((m, n), s, Publica)
remember (m, n, s). NONCES =,{n}, ’
mg :
N2 = nonce .
s2 = sign((mz,nz),Privatea) M2, N2, S2 | S




Nonce (contd.)

Each message is make unique thanks to the nonce

Alice Trudy Bob

Publica, Privatea Publica Publica
- :
n = nonce m, n, s
S = sign((m, n), Privatex) X > check((m, n), s, Publica)
remember (m, n, s)i NONCES =,{n}, ’
m>
N2 = nonce
S2 = sign((mz,nz),Privatea) m2, N2, S2 + | check((ma.nz) sz, Publice)

nonces = {n, nz}




Nonce (contd.)

Each message is make unique thanks to the nonce

Alice Trudy

Publica, Privatea

m
n = nonce
s = sign((m, n), Privatea)

my
N2 = nonce
s2 = sign((mz,n2),Privatea)

Publica

Bob

Publica

remember (m, n, s)

M2, N2, S2

check((m, n), s, Publica)
nonces = {n}

»| check((mz,n2),s2,Publica)
nonces = {n, nz}

O
e e




Nonce (contd.)

Each message is make unique thanks to the nonce

Alice Trudy

Publica, Privatea

m
n = nonce
s = sign((m, n), Privatea)

my
N2 = nonce
s2 = sign((mz,n2),Privatea)

Publica

Bob

Publica

check((m, n), s, Publica)
nonces = {n}

check((mz,n2),s2,Publica)
nonces = {n, nz}

check((m,n), s, Publica)

¥ nonce already used: skip

>
remember (m, n, S);
mz, N2, S2 !

. >

: m, n, s

: >
\4
5

O



Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck

m = “abcd”




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck

m, seq=x

m = “ade” \




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck

m, seq=x

m = “ade” \

“abcd”




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck
m = “abcd” %} 5
“abcd”
ack = x+4




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck
m = “abcd” %} 5
“abcd”
ack = x+4

'me = “123456789”




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck
m = “abcd” %} 5
“abcd”
ack = x+4

'me = “123456789”

y :




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck
m = “abced” %}
“abcd”
ack = x+4 ' Me = “123456789"
Mc, S€J=X
*abcd56789”




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck
m = “abced” %}
“abcd”
ack = x+4 ' Me = “123456789"
Mc, S€J=X
mz = "ef’ fabcd56789”




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck
m = “abced” %}
“abcd”
ack = x+4 ' Me = “123456789"
Mc, S€J=X

m2 — “ef”

v

m2, seq=x+4

\ “abcd56789"
\ 4




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck
m = “abcd” %} 5
“abcd”
ack = x+4

'me = “123456789”
Mc, S€J=X

M2 =78 | __m2, seq=x+4 _[%abcds6789"

ack = x+9




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob Chuck
m = “abcd” %} 5
“abcd”
ack = x+4

'me = “123456789”
Mc, S€J=X

M2 =78 | __m2, seq=x+4 _[%abcds6789"

ack = x+9 “abcd56789”




Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice

m = “abcd”

m2 — “ef”

v

m, seq=x

—ner

2, Seq=x+4

m
aCk:V
‘(/////////////:

v

ack = x+9 ¢

Bob

“abcd”

Mc, S€J=X

“abcd56789"

“abcd56789”

Chpck

'me = “123456789”



Nonce (contd.)

TCP sequence number does not protect against
segment injection attacks in TCP

Alice Bob

m = “abcd”

m2 — “ef”

v

m, seq=x

—ner

“abcd”
ack = x+4
y

v

ack = x+9 X “abcd56789”

mz2, seq=x+4 “abcd56789”
ad(? “ade56789”

9

Chpck

'me = “123456789”



Nonce (contd.)

TCP segment injection attack can be mitigated for short
connections when there is not eavesdropping by

setting the initial sequence number with a good nonce, but
sequence number is short (32 bits)

only allowing reception of segments that fit in the window

keeping small enough window (attackers can try a lot of
sequence numbers on 1Gbps links!)

In case of eavesdropping or long connections, segments should be
authenticated

TCP MD5 option [RFC2385] tags every segment with its MD5
hash (without options and checksum) and a secret shared
between Alice and Bob

97



Problem solved?

fill me
fill me

fill me



Problem solved?

fill me
fill me

fill me

DoS attacks are still possible!



Denial of Services

Resources are always limited
e.d., processor, memory, link capacity

The easiest way of leading a DoS is to
overwhelm CPUs, memory, or links of the target

A more complicated way Iis to manage an
intrusion and neutralize the target

imagine you gain administrative access to
border router of your network!

99



Danger of state

Establishment and maintenance of session requires
state

often maintained in “tables” with predefined capacity

An attacker can saturate state tables by initiating
multiple sessions

Principle

require attacker to maintain state before maintaining
state yourself

iIn general it is too costly for an attacker to maintain
state

100



Danger of state
(contd.)

TCP relied on a state machine started upon reception of
a SYN packet

Alice Bob Chpck

101



Danger of state
(contd.)

TCP relied on a state machine started upon reception of
a SYN packet

Alice Bob Chpck

(src=IPa:porta, |
dst=IPg:ports,
SYN,

(y E

101



Danger of state
(contd.)

TCP relied on a state machine started upon reception of
a SYN packet

Alice Bob Chuck
(src=IPa:porta, .
SYN.received: dst=IPs:ports,
{src=IPa:porta, SYN,
dst=IPg:ports,...... | seqa=Xx ;
e e
seqs=y} Tl :

101



Danger of state
(contd.)

TCP relied on a state machine started upon reception of
a SYN packet

Alice Bob Chuck

(src=IPa:porta, :
SYN.received: dst=IPg:ports,
{src=IPa:porta, SYN, :
dst=IPg:ports,...... | (W ;
seqazx, [ E
seqs=Y} e :

SYN+ack,

seqs=y

% \/ \/

101



Danger of state
(contd.)

TCP relied on a state machine started upon reception of
a SYN packet

Alice Bob Chuck

(src=IPa:porta, :
SYN.received: dst=IPg:ports,
{src=IPa:porta, SYN, :
dst=IPg:ports,...... | (W ;
sequ=x, | E
seqs=Y} e :

SYN+ack,

seqs=Y

+ When to remove state?



Danger of state
(contd.)

Always create state at the end of session establishment
(e.g., TCP SYN cookie)

Alice Bob Chpck

102



Danger of state
(contd.)

Always create state at the end of session establishment
(e.g., TCP SYN cookie)

Alice Bob Chpck

(src=IPa:porta,
dst=IPg:ports,
SYN,

%}

102



Danger of state
(contd.)

Always create state at the end of session establishment
(e.g., TCP SYN cookie)

Alice Bob Chpck

(src=IPa:porta,
dst=IPg:ports,
SYN,

%}

No state created :
y=H(IPa, Porta, secret) ,

102



Danger of state
(contd.)

Always create state at the end of session establishment
(e.g., TCP SYN cookie)

Alice Bob Chpck

(src=IPa:porta,
dst=IPg:ports,
SYN,

No state created

SYN+ack, y=H(IPa, Porta, secret)

y

102



Danger of state
(contd.)

Always create state at the end of session establishment
(e.g., TCP SYN cookie)

Alice Bob Chpck

(src=IPa:porta,
dst=IPg:ports,
SYN,

No state created

SYN+ack, y=H(IPa, Porta, secret)

y

ACK(seqg=x+1,ack=y+1)

\

v v \ 4
102




Danger of state
(contd.)

Always create state at the end of session establishment
(e.g., TCP SYN cookie)

Alice Bob Chpck

(src=IPa:porta,
dst=IPg:ports,
SYN,

No state created

SYN+ack, y=H(IPa, Porta, secret)

y

ACK(seqg=x+1,ack=y+1)

\ check ack= 1 + H(IPa, Porta, secret)

 Z vcreate state 4
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Danger of state
(contd.)

Always create state at the end of session establishment
(e.g., TCP SYN cookie)

Alice Bob Chuck
(src=IPa:porta,
dst=IPg:ports,
SYN, Cannot force state at Bob

without creating local state

No state created

SYN+ack, y=H(IPa, Porta, secret)

y

ACK(seq=x+1,ack=y+1)

\ check ack= 1 + H(IPa, Porta, secret)

7 vcreate state 4
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Danger of complexity

Protection mechanism can be complex and can
require important processing power

An attacker can overwhelm her target CPU by
triggering protection mechanisms

Principle

require attacker to perform more processing
than yourself

in general an attacker does not want to have
to do heavy computation
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Danger of complexity
(contd.)

Hard, if not impossible, to remove processing requirements but still possible to force the attacker
to succeed some challenges to get access. This technique is usually called challenge-response

time challenges

when an attack is suspected, force the attacker to wait or slow down but the DoS
protection can lead to a DoS

e.g., rate limiting
mathematical challenges

ask the initiator to solve a mathematical challenge that is hard to compute but easy to
check, this might negatively impact legitimate clients

e.g., Bob asks Alice to find a J such that the K lowest order bits of H((N,J)) are zeros. N

is a nonce and K sets the complexity of the puzzle, both parameters are decided by
Bob [RFC5201]

human processing challenge
some services are reserved for users and don’t want to be accessed by bots

ask Alice to succeed a challenge that is simple for a human but hard for a computer
e.g., CAPTCHA
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Danger of complexity
(contd.)

Hard, if not impossible, to remove processing requirements but still possible to force the attacker
to succeed some challenges to get access. This technique is usually called challenge-response

time challenges

when an attack is suspected, force the attacker to wait or slow down but the DoS
protection can lead to a DoS

e.g., rate limiting
mathematical challenges

ask the initiator to solve a mathematical challenge that is hard to compute but easy to
check, this might negatively impact legitimate clients

e.g., Bob asks Alice to find a J such that the K lowest order bits of H((N,J)) are zeros. N

is a nonce and K sets the complexity of the puzzle, both parameters are decided by
Bob [RFC5201]

human processing challenge
some services are reserved for users and don’t want to be accessed by bots

ask Alice to succeed a challenge that is simple for a human but hard for a computer

e.g., CAPTCHA ~ !m
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Link overloading

Messages are sent to Bob by traversing links

If an attacker can send packets at a high
enough rate, she can saturate links toward Bob
and make him unavailable

Unfortunately, Bob cannot make anything to
block packet before they reach him

Principle

tweak the network to not suffer too much of
such attacks
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Link overloading
(contd.)

Example of Distributed Denial of
Service (DDoS) attack

Chuck Chuck

Alice Bob

106



Link overloading
(contd.)

A first parade is to filter illicit traffic before
it can harm the target

e.g., firewall, access lists

A set of rules is specified a priori, if the
traffic does not match the rules, itis
discarded

always block everything but what is
acceptable
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Link overloading
(contd.)

Filtering based on origin
useful to avoid spoofing

e.g., block any packet which source address does not belong
to the customer cone of a BGP neighbor

does not work so well as it depends on every network between
the origin and the target

Filtering based on traffic pattern
analyze the traffic and if it deviates from what is normal, drop it

e.g., drop malformed packets, rate limit a source if it sends
too much SYN packets, ignore mails from well known SPAM
servers, block any flow initiated by the outside if there is no
server in the network
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Network Intrusion
Detection System (NIDS)

An NIDS aims at discovering non-
legitimate operations

The NIDS analyses the traffic to detect
abnormal patters

Upon anomaly detection, the NIDS
triggers an alert with a report on the
anomaly

NOC follows procedures upon detection
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Network Intrusion
Detection System (contd.)

Signature based detection

a database of abnormal behavior is maintained to construct a signature
for each attack

iIf the traffic corresponds to a signature in the database, trigger an alarm
risk of false negative (0-day attack)
e.g., Snort, Bro, antivirus

Outlier detection
the anomaly detector learns what is the normal behavior of the network
went an outlier is detected, an alarm is triggered
risk of false positive and false negative

e.g., cluster analysis, time series analysis, spectral analysis
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Link overloading
(contd.)

Attacks are often to random destinations or with
random sources

backscatter traffic to a sink-hole that can
receive a lot of traffic attack without impacting
the network

Chuck Chuck

Alice Bob




Link overloading
(contd.)

Use the sink-hole to attract bizarre
packets

Chuck Chuck

Alice Bob




Link overloading
(contd.)

Use the sink-hole to protect the target

Chuck Chuck

Alice Bob




Problem solved?

fill me
fill me

fill me



Problem solved?

fill me
fill me

fill me

Relay attacks are still possible!



Relay attack

In a relay attack, Chuck does not contact Alice directly but
goes via Bob

If the traffic from Bob to Alice is bigger than the traffic from
Chuck to Bob, the attack is called amplification attack

As for DoS, hard to protect correctly against relay attacks
use filters (e.g., deactivate ICMP)

authentication of the source

but correct spoofing protection that doesn’t open a

relay attack door is very hard to deploy in practice as it
requires messages in both directions between parties
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What did we miss?



What did we miss?

To terminate the session!

with the same care as the opening of
the session

this is often neglected
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Perfect Forward
Secrecy

With perfect forward secrecy (PFS),
Eve cannot decrypt messages sent
between Alice and Bob

even If she captures every message

even If she breaks into Alice and Bob
after the communication to steal their
secrets (e.g., private keys)
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Perfect Forward
Secrecy (contd.)

PFS is provided using ephemeral keys

the ephemeral key is generated and used
only during the session

the session key is not stored after the
communication

the session key is independent of stored
information (e.g., good PRNG)

for long sessions, change the session key
regularly
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Perfect Forward
Secrecy (contd.)

1. Initiate the communication between Alice and Bob
authenticity proven with public/private key pairs
2. Alice and Bob agree on a secret K
use Diffie-Hellman
authenticate DH messages with public/private key pairs

3. Encrypt/Decrypt messages with symmetric cryptography using K as
the key

no need to sign as it is encrypted
be sure a nonce is used to avoid replay

4. If session is too long, back to 2.

5. Close the session correctly and be sure K is not stored anywhere
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Overlay networking



Overlay network

Constructed on top of another network,
called the underlay ~

Nodes in the overlay appear
to be connected
independently of the overlay

LA
5
GO &
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Definitions

Peer

A node involved in forming the overlay (can
be a computer, an end-user, an
application...)

Leecher
A peer that is both client and server

Seed

A peer that is only server
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Definitions (contd.)

Peer-to-peer (P2P) application
No general definition
Specific to an application
Every peer is client and server
Peers form an overlay network

In general, we define P2P application as
overlay network formed by end-users
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P2P

P2P applications capitalize on any
resource from anybody

CPU
Bandwidth
Storage

In this course, we focus on file sharing
(mostly BitTorrent)
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P2P i1s still alive

Upstream Downstream Aggregate

Rank Application Share Application Share Application Share
1 BitTorrent 36.35% Netflix 31.62% | Netflix 28.18%
2 HTTP 6.03% YouTube ~ 18.69% | YouTube 16.78% |
3 |SSL 5.87% HTTP - 9.74% HTTP 9.26%
4 Netflix 4.44% BitTorrent 4.05% | BitTorrent 7.39%
5 | YouTube 3.63%  iTunes . 3.27% | iTunes 2.91%
6 | Skype 2.76% MPEG - Other 2.60% | SSL 2.54%
7 | QVoD 2.55%  SSL  2.05%  MPEG - Other 2.32%
8 Facebook 1.54% Amazon Video 1.61% Amazon Video 1.48%
9 FaceTime 1.44% Facebook 1.31%  Facebook 1.34%
10 | Dropbox 1.39% Hulu - 1.29% | Hulu 1.15%
66.00% 76.23% 73.35%

CIsandvine

Table 2 - Top 10 Peak Period Applications - North America, Fixed Access

https://www.sandvine.com/downloads/general/global-internet-phenomena/2013/2h-201 3-global-internet-phenomena-report.pdf, 02/2014
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Why to study P2P

When designed properly, P2P-based
file sharing applications can be very
efficient and fast to distribute contents

e.g., Twiter uses Murder to update
their servers since 2010

https://blog.twitter.com/2010/
murder-fast-datacenter-code-
deploys-using-bittorrent
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Before Murder

;
“u [‘f‘h:‘

1 Git Server Thousands of Servers

credit: https://blog.twitter.com/2010/murder-fast-datacenter-code-deploys-using-bittorrent
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With Murder

Before (git) After (Murder)

credit: https://blog.twitter.com/2010/murder-fast-datacenter-code-deploys-using-bittorrent
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Content replication



Definitions

Service capacity
Number of peers that can serve a content
= 1 in client-server, constant with time
Flash crowd of n

Simultaneous request of n peers (e.g., soccer match, iI0OS
update...)

Piece/chunk/block
Element of a partition of the content
Each piece can be independently retrieved

The union of pieces forms the content
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Interest of P2P to
replicate contents

Service capacity grows up exponentially with
time

Average download time for a flash crowd n
Is then in log(n)

Average download time decreases In

rewhen the number of pieces increases

If we ignore the overhead
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Content transfer
model

Simple deterministic model
Each peer serves only one peer at a time
The unit of transfer is the content
n-1 peers want the content, with n=2"
T is the time to complete an upload
T=s/b, s content size, b upload capacity
Peer selection strategy with Binary tree

global knowledge
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Capacity C of the
service

t=0=>C =20 peers
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S
T HT=CF 2i peers
S S e S

>
>

O
O

t=T => C = 21 peers

t=2*T => C = 22 peers



Finish time

seed only attime t=0

) @ 20 peers finishatt=T

6 6 2" peers finish at t=2T
@ @ @ @ 251 peers finish at t=k*T



Can we speed up
transfers?



Piece transfer model

Same as before but the transfer unit is the
piece instead of the content

a content is divided into m equal size
pleces

m > K

Piece downloaded in T/m

- 1/m
VS VS
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Parallel downloads

Download from several peers in parallel

Strategy

request one piece from every server with the
content

request another piece from the server as
soon as the requested piece has been
obtained

performance is optimal when servers are
always busy delivering a piece of data
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Parallel downloads
(contd.)
P1

P2




Parallel downloads
(contd.)
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Parallel downloads
(contd.)
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Parallel downloads
(contd.)
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Parallel downloads

(contd.)
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Parallel downloads

(contd.)
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P2
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Parallel downloads

(contd.)
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Parallel downloads
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Parallel downloads

(contd.)
P P1 P2
— 1 )
\>
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Peers are not always fully utilised!
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Pipelining

P1

139

Keep enough requests pending

Send a new request before the
end of the transmission of the
piece being downloaded

need to roughly estimate the
RTT
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P1

139

Keep enough requests pending

Send a new request before the
end of the transmission of the
piece being downloaded

need to roughly estimate the
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Termination idle time

In case of M servers, and P remaining pieces,
when P <M, M - P serving peers are idle
End-game mode

when P < M, request pending blocks to all
idle servers

speed of the fastest serving peers

some pieces are downloaded several
times
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Discussion

Previous models have idealised view of the system

perfect peer selection (peers always select an available
peer)

perfect piece selection (peers always select an available
piece)

no dynamics (peers do not enter or leave the network)

no selfish behaviour (peers always answer at their maximal
capacity)

a free rider is a peer that downloads without contributing

but to scale, each peer in a P2P system must act as a
client and a server!
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Peer selection

ldeal, the peer selection algorithm should
always find a peer to upload from
prevent free riders

converge to the best upload-download
match

peer selection should be based on
capacity only (i.e., independent of pieces
available)
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Choke algorithm

The peer selection of BitTorrent
Different algorithm in leecher and seed states

Peers are selected in the peer set (i.e., a subset of all peers)

Choke status

A chokes B if A decides to NOT upload to B

Interested status

A is interested in B if B has at least one piece A does not
have

All decision are performed locally
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Choke algorithm:
leecher state

Every 10 seconds:

the peer list is sorted by download rate

the 3 fastest and interested peers are unchoked
Every 30 seconds:

one interested peer selected at random is
unchoked (optimistic unchoke)

Maximum 4 interested unchoked peers at the
same time
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Choke algorithm: seed
state

Favor upload mode:

same as in leecher state but ordered by upload
speed

Round Robin mode:

Order peers in the list by their unchoked time,
every 10 seconds

for two consecutive periods, unchoke the first
3 peers and a forth at random

for the third period, unchoke the first 4 peers

145



Choke algorithm
discussion

Leecher state is robust to free riders
must contribute to get good service

Seed state is not robust to free riders
favors peers that download the fastest

Tend to select the fastest peers, that it
automatically detects
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Plece selection

Random piece selection
each peers selects at random a piece to download
poor entropy
hard to get the last pieces
Global rarest first

select the globally rarest piece to download

piece replication is maximised

requires global knowledge
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Plece selection
(contd.)

Local rarest first

select the rarest piece to download within
the peer set

when peer selection is performed before
piece selection, the piece is selected
according to the availability on the selected
peers

good entropy when the set is large and
random enough
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Network coding

Encode pieces such that if
K Is the number of original pieces

and n is the number of encoded
pleces,

any k among the k+n pieces are
enough to reconstruct the content
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Network coding
(contd.)

Content C = [z .a;'m]
Encode C as Ei( Z Qj,j - Ty

ai,jEA;

Any linearly independent encodings E;(A;)
can be combined to recover C
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Network coding
(contd.)

No need for piece selection as any set of
linearly independent encoded pieces can
be used to recover the content

entropy is nearly optimal
Encoding computation is heavy

Integrity and security is easily broken as a
single piece corruption propagates to the
whole content
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BitTorrent

Get a .torrent file
describes the torrent (the unit of data)
content length in bytes
file name
piece length (256/512/1024/2048 KB)
all pieces signatures (SHA-1)
tracker address
creation date, commets...
torrents are independent (no link with the previous and current torrents)
Get a random peer set from a tracker

Retrieve the data

152



Pleces and blocks

Contents are decomposed in pieces

Pieces are split in blocks of 16 KB to
allow pipelining

5 pending requests

Piece 1

Piece 2

Plece |

Piece m-1

Piece m

Block k-1




Torrent download
(phase 1)

The peer sends
torrent info hash
its peer ID
the port it listens on

the number of peers it expects in the list
(default=50)

statistics
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Torrent download
(phase 2)

The tracker returns
periodic statistics interval
randomised list of peers for the torrent
<peer id, peer |IP, peer port>

statistics
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Torrent download
(phase 3)

The peer connects to a subset of the peer list (40
outgoing sessions)

The peer set (neighbour set) is limited to 80
connections in total

Results in a graph with good properties for local
rarest first

dense well connected random graph

low diameter

robust to churn (i.e., entering and leaving peers)
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Tracker

Peers periodically send statistics to the tracker (every 30
minutes)

Peers request for new peers when peer list < 20
Peers informs the tracker when they leave

Tracker identify NATed peers and maintin te peer list up-
to-date

To start a torrent
create a .torrent file and upload it to a discovery site

start a P2P client using the torrent file and the content
to seed
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Plece selection

Strict priority

always request all the blocks of a piece before asking for other
pieces

iIf no block available, start downloading other pieces, but come
back to the pending blocks as soon as they are available

Random first piece

to avoid spending time waiting to be unchoked and downloading
hardly reachable piece, selects the first 4 pieces of a download
at random

Endgame mode

when all blocks have been requested, request all pending
blocks to all peers
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Cool, | am anonymous with P2P!
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Are you sure!
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Privacy



Sharing secrets

Context
n student work on a top-secret project
They cannot trust each other
The project is in a digital safe

To open the digital safe, at least k out
of the n students must be present
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(k,n) threshold
scheme

D = [x1, ..., xn] IS a data composed of n
pleces

When at least k pieces x; of D are
Known

D can be computed

otherwise D remains undetermined
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(k,n) threshold
scheme

© D=1]xy, ..., Xn] is a data composed of n
pleces

A polynomial of degree k-| is uniquely identified with k points

"D can be computec

= otherwise D remains undetermined
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Shamir’s (k,n)
Threshold Scheme

Let D be our secret (an integer), decomposed in n
pieces

Let p be a prime number p > max(D, n)
Generate k-1 random number a;

Vi € [1;k — 1]|a; € [0;p|
Define the polynomial of degree k-1

glx)=D+a, -z' 4+ +ap_1 -z}
Note that g(0) =D
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Shamir’s (k,n) Threshold
Scheme (contd.)

Generate n fragments of the secret
D+ =g(1) mod p, D2 =g(2) mod p, ... Dn = g(n) mod p
Distribute (x;, D;)

Recompute D from k fragments (x;,D;)
among n using Lagrange polynomial
iInterpolation
k k
g(O)ZDz’( 11 xx‘;)
i=1 j=1,5#i ° J
D =g¢g(0) mod p
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Example k=3, n=5

p =997
Make 5 groups
group 1: (1, 547)
group 2: (2, 629)
group 3: (3, 394)
group 4: (4, 839)
(5, 967)

group 9:



Example k=3, n=5

= p =997
= Make 5 groups
= qgroup 1: (1, 547

Collaborate with 2 other groups to compute the secret D

© group 4: (4, 839)
© group 5: (5, 967)
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Example k=3, n =5
(contd.)

Group 1, 3, 4

3 —4 ~1 —4 —1 -3
g(O)—547(1_31_4>+394(3_13_4>+839<4_14_3)
g(0) = 547 2 — 394 * 2 + 839 = 1145
g(0) mod 997 = 148
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Example k=3, n =5
(contd.)

To compute it, we took D = 148, p = 997
a prime number, and the polynomial

p=997 (prime), a,=59 (random), a,=340(random)
g(x)=148 + 59x + 340x?

Such that
D, =g(1) mod 997= 547

D, =g(2) mod 997 = 1626 mod 997 = 629
D, =g(3) mod 997 = 3385 mod 997 =394
D, =g(4) mod 997 = 5824 mod 997 = 839
D. = g(5) mod 997 = 8943 mod 997 = 967 67



Shamir’s (k,n) Threshold
Scheme (contd.)

The size of each fragment does not exceeds the size of
the secret

as long as p is chosen of the same order as the
secret

Possible to generate new fragments at any time,
without altering the others

Possible to construct hierarchies by attributing more or
less fragments

the boss has k fragments, the subaltern has k/2, ...

No assumption as apposed to cryptographic functions
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Anonymity

Alice wants to send a message to Bob
Communications are unsecured

Nobody can know who is the sender
(not even Bob)

Nobody can know who is the receiver

Nobody else Bob can retrieve the
message
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Mix

Objectives of a mix

Hide correspondences between
Incoming and outgoing messages

Not possible to map a source and an
outgoing message (apart for the mix)

No possible to map a receiver and an
incoming message (apart for the mix)
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Mix (contd.)

If the mix cannot be fully trusted, use a
cascade of mixes

It works as long as untrusted mixes do
not collaborate all together
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Chaum-net

Allow to send a sealed message via a
cascade of mixes

In an overlay, each participant has a
private/public key pair

Alice randomly choses a few of them (e.g.,
3) to be mixes

Alice recursively encrypt the message with
the public key of each mixes she selected
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Chaum-net example

Alice Bob
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Chaum-net example

Alice A B Bob

S C—0C—0

M
Kgob(Ro, M)
Ke(Bob, R|, Kgob(Ro, M))
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Chaum-net example

Alice A B Bob

S C—0

ob, R KBob(RO M)))

M
Kgob(Ro, M)
Ke(Bob, R|, Kgob(Ro, M))
Ka(B, R2, Ke(Bob, R|, Kgos(Ro, M)))
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Chaum-net example

Alice A B Bob

S 0C—0

Ka(B, Ra, Kg(Bob, Ri, Kgob(Ro, M)))

M
Kgob(Ro, M)
Ke(Bob, R|, Kgob(Ro, M))
Ka(B, R2, Ke(Bob, R|, Kgos(Ro, M)))
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Chaum-net example

Alice A B Bob

G0

Ke(Bob, R, Kgob(Ro, M))

M
Kgob(Ro, M)
Ke(Bob, R|, Kgob(Ro, M))
Ka(B, R2, Ke(Bob, R|, Kgos(Ro, M)))
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Chaum-net example

Alice A B Bob

S C—0C—0

Ke(Bob, R, Kgob(Ro, M))

M
Kgob(Ro, M)
Ke(Bob, R|, Kgob(Ro, M))
Ka(B, R2, Ke(Bob, R|, Kgos(Ro, M)))
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Chaum-net example

Alice A B Bob
Kgob(Ro, M)
M
KBOb(RO’ M)

Ke(Bob, R|, Kgob(Ro, M))
Ka(B, Rz, Ks(Bob, R}, Ksob(Ro, M)))
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Chaum-net example

Alice A B Bob
Kgob(Ro, M)
M
KBOb(RO’ M)

Ke(Bob, R|, Kgob(Ro, M))
Ka(B, Rz, Ks(Bob, R}, Ksob(Ro, M)))
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Chaum-net example

Alice A B Bob
M
M
KBOb(RO’ M)

Ke(Bob, R|, Kgob(Ro, M))
Ka(B, Rz, Ks(Bob, R}, Ksob(Ro, M)))
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Chaum-net example

Alice A B Bob
e

-

Cool, | am anonymous!

M
Kgob(Ro, M)
Ke(Bob, R|, Kgob(Ro, M))
Ka(B, R2, Ke(Bob, R, Ksob(Ro, M)))
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Chaum-net example

Alice A B Bob
e

Are you sure!

M
Kgob(Ro, M)
Ke(Bob, R|, Kgob(Ro, M))
Ka(B, R2, Kg(Bob, R, Kgob(Ro, M)))
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