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Abstract—In network measurement systems, packet sampling by operators to low values as 1/100 or even 1/1000 according
techniques are usually adopted to reduce the overall amount to the bitrate of links, e.g., [4].

of data to collect and process. Being based on a subset of : .
packets, they introduce estimation errors that have to be propey The performance of packet sampling has been deeply in

counteracted by using a fine tuning of the sampling strategy and vestigated in the literature with particular attention teet
sophisticated inversion methods. This problem has been deeply Statistical properties of the sampled measurements and the
investigated in the literature with particular attention to the way they should be inverted to recover the original traffic
statistical properties of packet sampling and to the recovery of nroperties, e.g., [6], [9], [10], [13], [16], [21], [23]. Seral
the original network measurements. Herein, we propose a novel oo were studied as the traffic volume both in packets
approach to predict the energy of the sampling error in the real
time estimation of traffic bitrate, based on spectral analysis in @nd bytes, the volume of the largest fidvedten called heavy
the frequency domain. We start by demonstrating that the error hitters, the number of flows, and the distribution of flow
introduced by packet sampling can be modeled as an aliasing volumes. These previous works, among others, have shed
effect in the frequency domain. Then, we derive closed-form light on many of the statistical properties of packet sanpli
Sxpres.s'ons for the Signal-to-Noise Ratio (SNR) to predict the go 04| inversion methods have followed combining staéhas
istortion of traffic bitrate estimates over time. The accuracy of . . . -
the proposed SNR metric is validated by means of real packet analysis and statistical inference. Most often, the aimhef t
traces. Furthermore, a comparison with respect to an analogous inversion was to minimize the variance of the estimatiowrerr
SNR expression derived using classic stochastic tools is proposedgiven a set of sampled packets collected during some time
showing that the frequency domain approach grants for a higher interval (i.e., fixed size population). However, in realitye
accuracy when traffic rate measurements are carried out at fine e s not constant, but varies over time forming a signal
time granularity. . .
composed of several frequencies. Packet sampling wourd the
have different impact if studied over the entire signal tiora
rather than over some fixed time interval or a set of well
defined packets. Instead of inverting a set of sampled packet
In network measurement systems, packet sampling teetith the minimum estimation error variance, we can ask the
nigues are usually adopted by network operators to redwce tluestion of how to infer the spectrum of the original traffic
overall amount of packets to capture and process [7], [&]. [1 with the minimum Signal-to-Noise Ratio (SNR). In this way,
They simply consist in capturing (randomly or periodicplly we can be sure that the main frequencies in the original ¢raffi
subset of packets, used to infer the original traffic prapert are preserved. This is of major importance for applicatiies
Obviously, such techniques introduce estimation erroeg ttanomaly detection, path characterization, traffic enginge
have to be properly counteracted with a fine tuning of thend network tomography [4], [19], [20]. For example, in
sampling strategy [18]. Given an upper limit on the toledlatecase of network anomalies, the anomalies, whether they are
load in routers and a set of targeted measurement tasks, tleiginated by attacks or failures, manifest themselveshi t
is always an appropriate sampling and inversion metitoat form of shifts in the bitrate of the traffic or a rapid change
allows the measurement to be carried out with the best gdessiim the information it carries [27], [3]. These shifts map to
accuracy. The mostly known sampling pattern consists ofsame spectrum that needs to be correctly measured, and hence
random selection of packets at the incoming interfaces pfeserved, if someone wants the detection to be done in an
routers with some predefined and homogeneous probapilityefficient way. The same reasoning applies to traffic enginger
This probabilityp is called thesampling rateand is often set where decisions on rerouting the traffic are taken by network
administrators based on variations in the traffic bitrate.
IMC 2003 and IEEE Infocom 2010, t presents futher experimeresuis 1 & recent communication [14], we had a look at packet
and a comparison with a stochastic épp?oach for the caloulznﬁthe Signal- sampling from the viewpoint of the spectral density of the
to-Noise Ratio. It is partially funded by the European Cominisghrough original traffic. Our targeted measurement was the rate of
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in explaining the impact of packet sampling. As in classicatansient congestions, etc. An anomaly often manifesedfits
signal theory, packet sampling was shown in [14] to intredudn the form of a rapid, and often short term, change of the
bias due to the replicas of the baseband component of tetwork traffic either at the bitrate level or at the contenel.
traffic signal. For network traffic with some well definedThis rapid change translates into high frequency companent
maximum cutoff frequencyf,;, provided that the sampling that any efficient monitoring system should be able to captur
rate p is sufficiently high, this bias can be eliminated by atherwise the anomaly might pass undetected. Our analysis
proper low-pass filtering of the sampled traffic signal feléal provides the necessary instructions on how the samplirgy rat
by an upscaling of the sampled signal by the inverse of tebould be tuned in presence of these applications given the
sampling rate. In particular, we show in [14] that to avoidequired time granularity.

aliasing effects, the inequality.445/7 < p/to — far should  The rest of the work is organized as follows. Section II
hold, wheret, corresponds to the transmission time of thgsrmulates the problem of estimating the network traffierat
smallest packet over the monitored interface — or equivglenin the frequency domain. In Section 11l we explain how packet
the minimum possible time between two consecutive packeiampling introduces aliasing. Then we exploit this resnlt i
This theoretically ensures that both the inverted traffie rasection IV to derive SNR metrics that account for the impact
and the real one possess the same spectral density WheRacket sampling on the spectral density of the traffic rate
binned over time windows (with siz&). Unfortunately, the estimation. As reference, we also present an approximafion
previous manipulation requires the existence of a maximuile SNR that uses stochastic analysis and that does noteequi
cutoff frequency in the network traffic, which might not b&ththe knowledge of the spectrum of the traffic rate. Section V
case in reality as our measurements show. Moreover, outsi@fidates and compares the proposed SNR metrics using real
the no aliasing region, the previous analysis does not giye aacket traces. Section VI overviews the related work and the
idea on the energy of the noise introduced by packet sampliggt Section draws conclusions.
and on how much the inverted sampled traffic differs from the
original one.

The previous limitation has been afforded in [15] by de-
riving closed-form expressions for the SNR that were abld- PROBLEM FORMULATION IN THE FREQUENCY DOMAIN
to predict the distortion of the traffic bitrate estimate.eTh
proposed SNR models calculate for a given packet samplingie outline in this section our model for the analysis of
probability p and an averaging time windo@, the amount packet sampling in the frequency domain. This model has
of error in each frequency band of the traffic rate signalsthibbeen introduced for the first time in [14] and is exploitedeher
raising a trade-off between sampling overhead and frequenio calculate the Signal-to-Noise Ratio (SNR) while inusgti
resolution. Indeed, for a fixeg, increasingl’ allows smaller the sampled traffic. Our targeted measurement is the amount
estimation errors, at the expense of a coarser time resnlutiof data sent from a sender nod§)(to a receiver nodeK)
On the opposite, to achieve a small estimation error usiageraged over time intervals of duratiah, which will be
a small value ofT", one needs very high values pf with referred to as bin or averaging time window. Our objective
a consequent increase in the monitoring overhead. With dsrto capture correctly the spectrum, and hence the amplitud
expressions of the SNR, network operators can tune thaid oscillations, of this time varying signal. In our anéys
monitoring system, i.e.l’ and p, in order to achieve the node can be a net or a subnet with some IP address prefix, a
targeted accuracy at the desired time resolution. Moreovdomain, an edge router, or even a single host. The estimation
being expressed in closed-form, our SNR models can be easifithe binned values of the traffic is carried out using packet
implemented in real network monitoring systems. sampling, i.e., each packet is captured or not with a uniform

In the present paper, we make a further step ahead fpbability p, then the number of captured packets per bin is
extending preliminary results reported in [14], [15] in alivided by the sampling rate to infer the original rate of the
more comprehensive framework supported by further experaffic for that bin. The monitor moves then to estimate the
iments. Moreover, we compare the effectiveness of the pnate of the traffic for the following bin and so on. To model
posed frequency-based approach with respect to a classtbal spectral density of the traffic signal, we divide the time
stochastic-based one, using the real packet traces @mlleaxis into small time slots with sizg&,, naturally smaller than
by the MAWI project over Asian transpacific links [2] andT'. In each slot, no more than one packet can be transmitted.
the CAIDA association over OC 192 links [1]. Results shown practice, this, corresponds to the transmission time of the
that the frequency-based approach is a very powerful toshallest packet over the monitored link (or interface). One
granting a high estimation accuracy in all operative caod#. can also see it as the minimum possible time between two
Moreover, it outperforms the stochastic-based model fallsmconsecutive packets over the monitored link. Then, we define
values of the averaging time windo®@. This practically d(k) as the amount of data sent yduring the time interval
means that the proposed analysis is particularly attmactiik)-to, (k+1)-to), wherek € N. To be more precise, if the
for monitoring applications requiring high time resolut® transmission of an entire packet has been accomplishedgduri
A typical example is applications targeting the detectidn ¢he time interval[(k) - to, (k + 1) - t9), d(k) will be equal to
network anomalies whether caused by malicious activities the size of the sent packet, otherwi#ig:) will be equal to0.
failures of equipments or protocols, such as routing tteoms, Moreover, we take the bin siZE as an integer multiple aof,
link outages, Denial-of-Service attacks, port scans, veorm.e., 7' is made byT'/t, slots. The Fourier Transform aef(k)
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Fig. 3. Approximated model oD(f).
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Fig. 4. Continuous time reconstruction of original packeeaind(k).

Fig. 1. Spectrum of original packet streaifk).
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the Fourier Transform ofl(k) is:
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D(f)=H(/)D(f)=— > Do(f—n/to), (3)

n—=—oo
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Fig. 2. Module of H(f) (to =1 s andT = 10 s).
where Dy(f) = tow. The last equality in Eq. (3)
holds because botH (/) andD( f) are periodic functions with

can be expressed as follows [24]: the same period/t,. Fig. 3 plots an approximated model of
D(f).
+o00 +00 i
. Now, we present our approach to move from a discrete-
_ . p—i2mkfto _ _n _ : , : . i
D(f) = Z dy, - e = Z Do(f to)’ @ time signal representation to a continuous-time one. THis i

k=—o00 k=—o00

shown in Fig. 4: the signal(k) is decimated by a factdF /¢,
i.e., one sample of(k) is taken every bin, then the resulting
t

general validity because the spectrum of any discrete-timignaldr (k) is processed with a Zero Order Holder (ZOH),

signal is periodic with period equal 19'to, if the time between Which is a device that keeps the outplt) equal to the last
two subsequent samples is equaligo Basically, Do(f) is a received sample. Using the Poisson summation formula [24],

function that we introduce and that includes all frequesicie e spectrum ofir(k), i.e., the decimated version dfk), is:

where Dy(f) = 0, for [f| > §2. This expression has a

the signald(k) in the interval[—0.5/to, +0.5/to]. To better B +oo
clarify the meaning of our notation, Fig. 1 pictures a typica Dr(f)= Y_ Do(f—n/T). (4)
example ofD(f). n=—oo

As first step, we model the spectrum of the traffic sign@{ is worth noting that the spectruny(f) is the sum of
under the ideal assumption of capturing all packets,ji.&;,1.  the functionsDy(f — £), which are obtained by translating
The_spectr_um of the sampled traffic is Qerlved in the ne%.Do(f) by integer multiples of: and by dividing the result
section. Given that the measurement bin |a8{8, slots, py 7/t,. As a consequence, and given that the bandwidth of
summing the data received in a bin time can be seen BS(f)is B ~ 0445 [17], the decimation does not introduce
filtering d(k) using a discrete-time filter with pulse responsgjiasing. Moreover, the transfer function of the ZOH is:

h(k) =1fork=0...& —1, andh(k) =0 for k > L. The

corresponding transfer’ function is: Gzon(f) = e 7™ sin(nfT)/(n fT), (5)
(I _ , ) which is a low-pass filter with unitary static gain and band-
H(f) = e FE-Dto ~sin(mfT)/sin(mfto). () \idth equal to that ofH (f). With respect toH (f), the ZOH
is also able to filter out all high frequency components of
the input signal, so that, the spectrum of the continuous-
time signal J(t) is no more periodic and can be expressed
as follows:

H(f) is a low-pass filter with cutoff bandwidti ~ %71

and static gain equal t6/t, [17]. Moreover, it is worth noting
that the spectrum aoff (f) is periodic (with periodl /() since
the corresponding pulse response is discrete. THlg, acts
as a low-pass filter in the frequency bapd).5/ty,0.5/t].3 D(f) = Gzou(f)Dr(f) = Gzou(f)Do(f). (6)

To provide a further insight into the filtel (f), Fig. 2 plots L , .
thepmodule of its transfegr function obtainég)ﬁ@r:g 1 spand This is no other than a low-pass filtered version of the base-

T = 10 s. Binning the traffic allows then to extract a filtereopaanI component of the spectrum "b(fk)' The S|gnald(t) IS
versiond(k) of the signald(k), using a low-pass filter with what networ_k operators track over time on their router nter

pulse responsé(k). Being H(f) a linear filter, it holds that faces. Our aim is t(_) e\{aluate the impact of packet sampling on
the spectrum of this signal and hence to propose consegvativ
) ) values forT" andp to be used. Such values should ensure that

3Frequency components dfk) outside the interva]—0.5/tg, 0.5 /to] can h . d bi d ffi d th | bi d ffic d
be filtered out only using an interpolator, i.e., a contiridime filter, that t_e estimated binned traffic and the real binne _tra 'C_ 0 not
reconstructs a continuous version of the sigi@). differ from each other more than the error margin defined by



the operator. Note that most of the difficulty comes from the 42!

fact that the spectrum of the original sign#lk) is unknown
from sampled traffic, so one has to estimate it jointly with th 3
optimization ofp andT'. i
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I1l. SPECTRUM OF SAMPLED TRAFFIC
Following the same methodology, we derive the spectru'r:'r'1g' 5. Spectrum of sampled packet stredpik).
of the binned traffic rate estimated from sampled packets. o a0 T | dynt) d,0)
We show that: (i) this spectrum is an aliased version of the A HM e 1 e Z0H

spectrum of the original traffic; (ii) the impact of aliasing
grows by loweringp; (iii) the energy of the noise due tOFig. 6. Continuous time reconstruction of sampled packesstre, (k).
aliasing can be reduced by increasing the timeBin

Suppose that packets are sampled with some uniform prob-
ability 0 < p < 1 and denote byl, (k) the volume of sampled That is exactly what the binning of the sampled traffic ensure

data in the time slof(k)-to, (k+1)-to), k € N. Given thatno |, : ; ; ;
more than one packet can appear in a tinny time sjothe with H(f) defined in Eq. (2) being the transfer function of

signalsd(k) andd, (k) are related to each other, as for eacH® resulting low-pass filter. Thus, after packet samplihe,
k, d,(k) is equal tod(k) with probability p and to0 with reduced traffiel, (k) is filtered using ( f) to obtain the signal
probability 1 — p. Let us express the time slot corresponding, (k). Its spectrum can be expressed as:

to the n-th captured sample of(k) ast, = (3 + An)to,

. . . . . +oo
A,, being a random variable modeling the variability of the N
time between sampled packets. Under this hypothesis, we can ~ P»(f) = PH(f) Z Do(f —n-p/to). (12)
compute the spectrum af, (k) as: n=—00
oo By isolating the baseband componef%(f), this can be

Dy(f)= Y d(%+A,,L)e*j2”f<%+An>to (7) rewritten as:

n=-—oo —

T _
o0 | £ o f At Dy(f) % pi=Do(F) + pH(f) 3 Do(f —n-p/to)  (13)
_ Z d(EJrAn)e—Jwa%to <1+Z]7rz|"0> (8) n#0
S i=1 ' Finally, in order to move to a continuous time representatio

Since we are interested in low-frequency components, withat models the averaging of the sampled traffic over bins of
If] < % we can safely assume thatA,t, << 1 or T/to slots, the signali,(k) has to be decimated by a factor

equivalentlyA,, << T'/to. This simply means that the timeT/to before being interpolated using a ZOH (see Fig. 6).
bin size is much larger than the jitter of the inter-arriiat¢ Using the Poisson summation formula as done to derive Eq.

between sampled packets. Thus: (4), and provided that the filtef/ (f) has made negligible the
oo aliasing due to the sampling, the spectrumdef )(k), i.e.,
D,(f) ~ Z d(n/p + Ap)e~ 125t ) the decimated version af,(k), can be written as:
n=—oo 00
Assuming further thatl(3 + A,,) = d() + e,, Wheree,, is Dy (f) = p Z Do(f = n/T). (14)

n=—oo

a zero mean signal containing high frequencies components

only (i.e., low frequency components are captureddby)), Next, by applying the ZOH, one can extract a continuous
we can expres®),(f) as follows: time reconstruction of the sampled traffic whose spectrum is

N N pGzou(f)Do(f), i.e., alow-pass filtered version of the base-
= _iomfny X iomfnt band component of the average spectrumi@f) scaled by
Dy(f)~ Y d(n/p)e 70+ Y 7 ene” 50 (10) p. Compared to Eq (6), this confirms indeegaf)that the signal
e A d, (k) modeling the sampled traffic has to be divided jy
Given that in the frequency band of interest has a to compensate the scaling due to the aliasing and to obtain
negligible energy, the spectrum of the sampled traffi{ f)  the same spectrum as the time averaged reconstruction of the
can be viewed as the spectrum of the original trafficsub- original traffic. From now on, we will always consider the

sampled with frequency”. Recalling the spectrum of thejnverted signald,(k)/p in our analysis.
signald;, reported in Eq. (1), it holds that [24]:

400 IV. SIGNAL-TO-NOISE RATIO
Dy(f) =p Z Do(f —n-p/to). (11) The previous analysis relates the spectrum of the packet
n=Tee sampled traffic to the one of the original traffic. Packet

An example of this spectrum is plotted in Fig. 5 whersampling introduces aliasing caused by the replicas of the
we can see the aliasing introduced by packet sampling. Timain component that overlap inside the frequency band of
effect of the aliasing cannot be fully filtered out given thénterest, see Fig. 5. The amount of aliasing depends on
overlap of baseband replicas. However, the amount of noiseveral factors: the spectrum of the original traffic modele
due to aliasing can be reduced by low-pass filterihgk). by Dy(f), the sampling rate, and the time binl" used to



average measurements. Theoretically, and if the origiafflc can be either equal td, or 0. Without loss of generality, we
only presents low frequency components (i.e., a small tutdéked, = 1. 4 From the Parseval theorem, we can write that:
frequencyfy,), this aliasing can be removed by an appropriate No1 L N
low pass filtering, at a condition that the sampling rate is no d2(k) = — |Dase(n)|2. (16)
very small so that the inequalit9.445/T < p/to — fua IS kz_o N Z v

satisfied. In practice, and as stated in the Introductiooh Sur

manipulation is not possible given the absence of a cleaffcut he summation on the left-hand side of the equation is no

: - . . ther than the energy carried by the original packet stream.
frequencyfy in the spectrum of the original traffic (see Fl.g' -}Iat follows that thenth DFT coefficient carries an amount of

(a) for an example of a real spectrum in its baseband). Algasi 9
hence exists for all frequency components. The only saiuti§ "y equal tdDgs+(n)|*/N. On the other hand, one can

we are left with is to limit the noise introduced by aliasing\i’)vrite the to_tal energy of the si.gnal in this particular cage o
b iately tuning the sampling raieand the averagin acket of size equal to one as:
y appropriately g pling rat ging

measurement biff’. N-1

In this section we propose robust metrics to evaluate the ET = Z d*(k) =pr - N. (17)
reliability of the traffic rate estimation from sampled fiaf k=0
Our metrics are function of the sampling raigthe bin size Recalling Eq. (15), we can write thad:(0) = pr - N.
T, the probability to find a busy slot in the original trafficAs a consequence, the coefficieBty; (0), which models the
prL, 1.8, pr = P(d(k) > 0), and the first and second ordercontinuous component of the traffic signal, carries an arnoun
moments of the packet size, which will be referred tocas of energy equal t9Dys:(0)|?/N = pL ET.
and 3, respectively. All these parameters can be calculatedMotivated by real traffic spectrum measurements (as the
from the sampled traffic without access to the original tcaffi pnes reported in Fig. 7), we suppose that the remaining gnerg
hence the interest of our approach. To clarify this approadst the signal(1—p,)E? is uniformly spread over thé s (n)
we will first derive an expression for the SNR assuming thagbefficients havingl < n < N. Thus, we can derive that the
all packets have the same size. Then, we will extend thisnount of energy carried by the genebig;(n),1 <n < N,
finding to the most general case of packets with differeqs equal top, (1—p.) s ~ pr(1—py), for sufficiently large
sizes. The effectiveness of bothiVR expressions will be values of N. Given this spectrum description, it follows that
proved using real packet traces. They will be computed Iiye energy of the signal, i.e., a filtered version of obtained
exploiting the theoretical findings presented in the presio using a low-pass filter with a bilateral bandwidth equafip,
sections. Moreover, the analysis will be made even moggiven by: ’
realistic by using the Discrete Fourier Transform (DFT)][24 S )
which works with finite sets of collected packets. The regula E” =ppN +pr(1 —pL)Np. (18)
Fourier Transform from its side requires an infinite set to bﬁB
estimated. For sake of clarity, Tab. | lists all parameteysdu
in our theoretical derivations.

n=0

can be seen as the number of frequency components
around the continuous one that are allowed by the low-pass
filter. In a similar way, we can write the energy of the tail of

TABLE | d comprised in a bandwidth of siz}ét% as:
MAIN MODEL PARAMETERS.
Erai = pr(1 — pr)Np. (19)
Parameter | Meaning
» packet sampling probability Now, we have to recall that the noise in the sampled traffic
T bin size signald, caused by aliasing is due to the tails of the spectrum
to time-slot size of the original traffic signall translated and folded together
i cut-oft frequency in the bandwidth of interest. If th I babilityyi
N total number of time-slots in a trace In the bandawi of interest. € sa_mp Ing probabilitypls
a first order moment of packet size we expect to have a number of replicas equal¥8. Each
B second order moment of packet size replica is scaled down by because of sampling as stated by
pL probability to find a busy slot Eq. (14). To compensate for this, we amplify the sigiaby
C average packet transmission rate . N ]
1/p. The energy of the nois&" becomes:
1-— 1-—
EN = TpEtaiz - Lol —pr)Ns.  (20)
A. SNR under a Constant Packet Size This is the SNR value we are looking for can be computed as
Given a discrete signafi(k),k = 0---N — 1, model- follows:
ing packet sizes acros® time slots, its DFT coefficients ES 2 N 1—p N
Dgst(n),n=0---N — 1, can be expressed as follows: SNR= o5 = le_p+ pell = po)Np (21)
Fpe(1—pr)Np
N-1
Dasi(n) = d(k)e™ N pn=0-. N — 1. (15) This metric is a function ofp., which can be accurately
=0 estimated by dividing the number of sampled packetp by

In this analysis we consider that all packets have the sazee si «ye are computing a ratio between the energy of the signal anertargy
dp, an assumption that we relax later. This implies tfi@t) of the noise: any value assigneddg would disappear from our expressions.



As for N, it is related to the time bin over which the traffic isthe baseband component, the energy of the naiSecan be
monitored. A binning ovefl’ seconds is equivalent to filteringwritten as follows:

the traffic signal using a low-pass filter of bilateral bandii N 1-p 1—pqg—t
equal to%3? — J2. By replacingN; by its expression as a ET = » Eiain = 5 N- 1 Vb- (29)
function of T', we get the final expression for the SNR metric . )
for constant packet sizes: This gives the following expression for the SNR:
1—p)0.89t, /T s t+ LN
SNR:plL_+( pL)0-8% /T (22) SN £ _ItaiVB (30)
E(1—pL)0.89%y/T EN - PIEN

By substituting Egs. (24) and (26) in (30), considering that
. _ N/(N —1) = 1 for a sufficiently largeN, and setting the
Here, we relax the assumption of having a constant packfibteral bandwidth of the low-pass filter t%B _ 0.7559 for

t

0

size in order to provide a SNR metric that better reflecifne pins of lengthr’, one can find the result (23) stated in the
realistic scenarios. Our main finding can be summarized Sposition. This concludes the proof. O

follows:

Proposition 1: Leta and 5 be respectively the first and
second order moments of the packet size. hetbe the C. Asymptotic SNR
probability to find a busy slot in the original traffic, i.e., Both Egs. (22) and (23) have been derived assuming a given
pr = P(d(k) > 0), p the sampling rate, and” the time ¢, modeling the smallest packet transmission time. With the
bin length. The Signal-to-Noise Ratio caused by samplimg Ccrease in the link speed, this time is in practice very sfal

B. SNR in a realistic scenario

be approximated by giving sense to an asymptotic version of the above expnessio
pro? + (8 — prLa)0.89ty /T (22) and (23), obtained by letting, tend to zero. It can be
SNR = =2(5 — pro®)0.89% /T (23) easily shown that, as, tends to zero, Eq. (22) becomes:
p
Proof: In this case of variable packet sizes, the vajugf the SNR = Tw’ (31)
total energy carried by the original traffic can be defined and (1-p)0.89
estimated as follows: whereas Eq. (23) becomes:
N—-1 9 9
q kZ:O (k) pL- B (24)  SNR 70893 T—5 |05 71| (32)
Moreover, the value foD4,(0) can be estimated as: C being the average packet transmission rate (total number of

packets over observation time). The demonstration follows

N-1 L . .
Doer(0) = A~ N -pr - o 25 substitutingp;, = Cto in Egs. (22) and (23) and then letting
a+(0) kz=o (k) bL-a (25) to tend to O.
This gives the following approximation for the energy
associated to the first DFT coefficient: D. Simple analysis of the SNR using stochastic analysis
. | Dagt(0)]2 ~ N (g ) (26) To provide a ground for comparison, we derive hereafter a
N N - pr ' simple estimator for the Signal-to-Noise Ratio using sttic

Now, assuming that the remaining energy of the signal¢ analysis. The analysis is on average over all sampling real-
is uniformly spread over the othéd(n) coefficients having izations. Contrary to the previous analysis, the detailshef

1 <n < N, we can derive that the amount of energy carriegPectrum are ignored, only distributions and moments goe ke
by the genericDs+(n), 1 < n < N, is equal tO]‘\I,;_tl- The This gnalysis, simple to carry out, is mgant to iIIust.rate th
energy of the signad, i.e., the filtered version of obtained peneﬁts of the _spectral ane}lyS|s and to point to scenari@sevh
using a low-pass filter with a bilateral bandwidth equaffp, it Outperforms its stochastic counterpart.

becomes equal to: Let di_(l), qi(z), ce di(ni)_be the sequence of packet sizes
¢ during time intervall’;, n; being the number of these packets.
ES =t+ J(\J[ 1NB. (27) Our target signal is no other than the sum of this sequence,
- for different . Denote this sum byX; = 2:1 d;(k). Let

Moreover, the energy of the tail efcomprised in a bandwidth X; pe the estimator of this sum from the sampled traffic.
B

of size T is equal to: The estimation is done by summing the sizes of sampled
qg—t packets, then dividing this sum by the sampling ratdt is
Eiai = N — 1NB- (28) straightforward to say that the estimator &f is unbiased,

As for the constant packet size case, the noise in the sig\ﬁvarﬂmh means that the expectation &f; over all sampling

d, caused by aliasing is due to the tail of the spectrum (r)?allzatlons is simplyX;. We calculate the energy of the error

the_ signald translate_d and I?Ided tqgether in the bandvyldth 5The tiny time slott, is equal to 3.2:s in a 100Mbps link with a minimum
of interest. Having in totaIT” replicas that overlap with packet size equal to 40 bytes (case of an ACK).



of this estimator during time interval;, which is no other V. EXPERIMENTAL RESULTS

than the variance of the estimatdf;, summed ovefl;. A. Spectrum of a sampled traffic trace

We start by giving an example on the spectrum of the

network traffic in its baseband and on how this spectrum
(33) becomes after packet sampling. To this aim, we process a

If N is the total number of packets in the trace, adts 15 minutes long real packet trace collected in January 2009
total duration, then the total energy of the error in thedra®ver a trans-pacific 150 Mbps link by the japanese MAWI
is simply 3", E; = %T S°N @2 (k). With 8 denoting the project® [2]. Fig. 7 shows the module of the spectrum of the
second order moment of the packet size, this total energyioyerted sampled traffid,(k)/p, obtained for several values
error per trace can be approximately Written%%&)NTﬂ. of p, when the first 10 thousand packets of the trace are

We now provide an approximation for the energy of theonsidered. First the trace is sampled, then Eq. (1) is uzed f
original binned traffic rate. Unfortunately, this energyuis- SPectrum evaluation; the summation is done over all times slo
known and cannot be directly measured, since the traffitf itséo cOmposing the trace. The time slot is set to the minimum
is already sampled and its original version is not availablpacket size available in the trace divided by the link speed,
One needs to make an assumption on the shape of the origitizl sampled packets are assigned to time slots using their
traffic to be able to approximate this energy. We make thignestamps. By comparing the plot obtained for= 1 with
simple and conservative assumption of constant traffic rdfte other ones, it is straightforward to note that: (i) ordw|
equal to TNa/L, where a as defined before, is the firstfrequencies of the original traffic can be recovered, evemgus
moment of the packet size. The total energy of the traffic ragevery high sampling probability gs= 0.1; (ii) the harmonic
over all the trace is simply equal t'N«)?/L. It follows tones of the original traffic, i.e., those obtained for= 1,

E; :T.VAR(X—X) :T~VAR(X) = QTde(k;).
p k=1

that a simple expression of the SNR is, appear translated in the frequency spectrum of the sampled
) ) traffic signals as expected by the Poisson summation formula
SNp= P NTo™ b po” (34) and (iii) the noise across the continuous component of the

l-p L B 1-p B traffic signal grows withl/p as expected by Egs. (22) and

We recall thatC' is the average rate of packets in the entire23)-
trace. Note that this expression does not account for the
oscillations of the traffic. It supposes that the traffic isst@ant. g Rrgot Mean Squared Relative Error

Our spectral model makes a more advanced representation . ) .
of the traffic and its spectrum. Also note in this expression Herein, we validate the effectiveness of the SNR metrics

how the SNR increases linearly withi, which sounds logic Prorosed in Egs. (22), (23), and (34), which will be referred
since when the binning window becomes larger and Iargé?,'n the sequel as SPEC-CP (spectral model - constant packet

the effect of sampling becomes less and less. Also note hglf€): SPEC-VP (spectral model - variable packet size), and

this expression increases when increasing the samplieg rad OCH (Stochastic model), respectively. For this valifafi

and decreases (more noise) when packet sizes become rmfr@nalyze five distinct non-sampled packet traces, each one

variable. lasting 15 minutes. The characteristics of the five traces
A further point to consider is the analytical comparisoﬁ‘re summarized in Table Il. The first three ones have been

with the SNR expressions derived above using the frequerfigfained from the MAWI project [2] and were collected at
iyjo trans-pacific 150 Mbps links during January 2009 and

domain analysis. We provide here a simple comparison wi 3 The | h i

the approximated SNR in Eq. (32), which also dependd’pn December 2008. T € ast two_trgces ave been made avail-

a?, andg as Eq. (34) does. Further comparison is done later p'e by the Cooperative Association for Internet Data Asialy
IDA) [1]. They were collected at two different OC 192

the paper by the help of experimentations on real traces. ith al b i) duri b d
added value of the expression in Eq. (32) is that it models tHaks (with almost 10 Gbps capacity) during November an

traffic spectrum and captures the low-pass filtering effdct 5) ec'embe'r 2009. W? 4samp|e the traces W,ith probabi_li.tiesr.rang
the binning. This mainly translates into the coefficiéri9 in ing In the mterval[lo ,1]. For each sgmpllng probability, five

the expression. In fact, if we neglect the second addendein gistinct experiments are repeated using different seetithé
squared brackets of Eq. (32), we find that the SNR comput@fdo_m number generator. Sz_imp_led trgces are then averaged
using statistic analysis i$/0.89 — 1.12 times smaller than ©Ver time bins of lengtil’, ranging in the intervall s, 100 .

the one that can be obtained using the frequency domé er verifying that there are Qnough sampled packets to
analysis. This implies that, if the expressions we deriveidg ©2 culate the spectrum and the' different model pargmews,

the frequency domain approach are able to fit real packsmPare the measured SNR with respect to the estimated ones,
traces (this will be demonstrated in the next section), th&'"N9 the three models SPEC-CP, SPEC-VP, and STOCH.

simple statistical approach will underestimate the reaRSl\{for all ex;fJerr:ments, we plot thg_ sqfuari roo'[(jl¢SN R als a
by a multiplicative factor. The experimental validationliwi 'Unction of the averaging time biii' for three distinct values

confirm this observation. It is also worth noting by compgrinOf p,ie.,p =01, p =001 andp = 0.001, representing

Egs. (32) and (34).’ that .the frequency model reqwrgs Just Pn 5The trace is available at http://mawi.wide.ad.jp/mawi/sappint-F/2009/
sum and one multlpllcatlon more than the stochastic ong, i.e "The traces are available at http://mawi.wide.ad.jp/mawifdepoint-F/

both models have similar computational complexities. 2009/ and http://tracer.csl.sony.co.jp/mawi/samplepBit2006/
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high, average, and low sampling probability, respectivéhye provides higher SNR than Egs. (23) and (34), i.e., smaller
/1/SNR metric captures the root mean squared relat\RMSRE, and, as a consequence the overestimation effect is
error (RMSRE). Note that to change the traffic granularitynitigated.
we process both aggregated traces and all sub-flows extracteFrom this first analysis we can conclude that: (i) the accu-
from them and having the same first 8 bits of the sending tBcy of considered models increases with the link utiloati
address (often called the /8 IP source flows). and consequently withy; (ii) at sufficiently highp;, as the

To better illustrate the experimental results, we splimthepacket size variability increases, the model SPEC-CP gesvi
into two parts. In the first part, we compare the three proposa smaller accuracy than models SPEC-VP and STOCH, which
models using the five aggregated traces, whereas, in thadec®plicitly account for packets with different sizes; (ia} low
part, we consider sub-flows extracted from each trace. Theand small7" all models overestimate the RMSRE, but,
second part allows us to understand how the proposed models model SPEC-CP this effect is less evident because it
perform when we zoom into the traffic and increase tH@'OVideS hlgher SNR than the other considered models, thus
granularity of the bitrate measurement. counteracting the overestimation.

1) Results for aggregate traceResults related to aggregate It IS worth to note that the RMSRE observed in these
trace 1 are shown in Figs. 8 where the accuracy of the thiggperiments hever exceeds 100%, even for small values of
considered models in estimating the RMSRE is reported. ?i’nand T. This is bef:ause t_he total number of pf_;lckets of
particular, in Fig. 8 the estimated and measured RMSRE &2 aggregate trace is so high that packet sampling effects

plotted for three possible values pfby letting 7' vary from are mitigated. Furthermore, for the five considered traces,

1 s to 100 s. These results demonstrate that all considema SnI;?EXImum d;ﬁerer;c;/e be;tlvgtoa/en r;easured ?nd %s’gmated
models are able to capture the effect of packet sampling ranges from 3% to b asdecreases irom 0.1 to

the aggregate trace 1. Analogous results have been obtaiREQ?l' This roughly means an estimation_error_of the sarlg_plin
also for traces 2 and 3 (see Figs. 9 - 10), even with sorl@S€ that does not exceed 40% of the signal itself even in the

minor differences from model to model. In particular, we s¢&0St challenging conditions (very smalland ).
that for traces 2 and 3, models SPEC-VP and STOCH provide TABLE Il
a slightly better accuracy than model SPEC-CP. This effaat c MAIN TRAFFIC PARAMETERS OF AGGREGATE TRACES

be explained by noting that for traces 2 and 3, &€ 3 ratio

, . 5
is smaller than for trace 1 (see Table II), i.e., traces 2 and 3 gggacity I(J'Q;ge P (Byte) ?BthQ) /P
have a higher packet size variability than trace 1, whiclnoan (Mbps) | (%)
be captured by model SPEC-CP. This latter model assumesS @ace 1] 150 6 0.032] 78 11317 [ 0.54
constant packet size, whereas the two other models accoudAW!
for the variability of the packet size Jan. 2009
or y p - Trace 2| 150 3 0.015| 341 | 400452] 0.29

The accuracy in estimating the RMSRE worsens, however,s‘h;lAV\égog

n.

for all Fhe three models when traces 4 and 5 are processett - =15 o) 50551 52T 539157 045
(see Figs. 11-12). Both traces 4 and 5 are taken from linkspvawi
with a very low utilization (below 2%, see Table Il). For Dec. 2005
such low utilizations (i.e., lowp; values) and particulary (Tc";aACIgA)“ 9953 03 0.0003 618 | 797477) 0.48
when 7" is small, all considered models slightly overesti- pov. 2009
mate the RMSRE. Low utilizations are often the indication Trace 5| 9953 11 0.0009 510 660227 0.39
of high traffic variability compared to the average traffic &CO@'%)OQ

rate (less multiplexing). All three models make assumggtion
about the variable traffic component: SPEC-CP and SPEC-

VP assume that the spectrum has equal energy at frequencied) Results for sub-flowsGiven that the considered models
other than the constant component; STOCH only accounts &e very sensitive tg; (the probability of busy slot or differ-
the constant component and ignores the variable componamitly speaking the link load), we test the three models with a
These assumptions are slightly violated when the traffic fimer traffic granularity to verify whether the aforementah
highly variable leading to a larger estimation error. Ndtatt conclusions are still confirmed. Results regarding /8 IRc®u
surprisingly the SPEC-CP model provides better estimaifon sub-flows extracted from trace 1 are reported in Fig. 13. We
the SNR than the two other models. This is because Eq. (22port herein both the average of all estimated RMSRE values
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(for eachp andT) as well as measured RMSRE (error bars fdrequency components of the traffic is not taken into account
the measured RMSRE represents the standard deviation dver low values of7’, these high frequency components of
all sub-flows and sampling runs with the mean RMSRE ithe traffic become relevant making the mismatch between the
the middle of the bars). From these figures it is important toSTOCH model and the reality noticeable. Furthermore, the
note that as long as the averaging Bifncreases, the RMSRE model SPEC-CP, computed assuming a constant packet size, is
decreases as well and all considered models converge t®wartre accurate than SPEC-VP and STOCH in these scenarios.
the measured RMSRE. On the opposite, for value§'dh This effect can be explained by recalling that we are pracgss
the interval[l s, 10 5|, the RMSRE is very high, and, undersub-flows, which have a value @f much smaller that the
this condition, the stochastic model fully misses the mesbu one for the aggregated traces. In these conditions, asdglrea
values. This effect is particularly evident in Fig. 13 (apda explained in the previous sub-section, all models overegt
confirmed also in Figs. 14 - 17, which report results obtainégde RMSRE at lowT", but, for model SPEC-CP this effect
on sub-flows from traces 2-5. In fact the stochastic approaishless evident because it provides higher SNR than other
we have used assumes a constant-bit rate model for the traffimsidered models, reducing the impact of the overestimati
and hence ignores any variability of the traffic volume along To conclude, we can say that models SPEC-VP and SPEC-
the time windowT'. Due to this assumption, the energy of higlCP are robust enough to allow an operator to properly tune
p and T', in several operating conditions, depending on the
goals of the monitoring systems. The SPEC-CP model has the
further advantage of compensating the estimation erroase c

of low rate traffic.

8We avoid to plot confidence intervals for estimated RMSRE torawe
the readability of plots. Error bars for estimated RMSRE agy\similar to
those of measured RMSRE.
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VI. RELATED WORK Sampling approach, combining the advantages of both packet
and flow sampling.

Many previous contributions have been made in the area ofin [9], a method is proposed to track the traffic flows through
packet sampling, we review here those who are most relevandomain by observing the trajectories of a subset of all
to our work. packets traversing the domain, also in presence of unteliab

The problem of estimating flow size distribution from samtransport of reports. The key idea is to sample packets with
pled traces has been recently afforded in [22] and [10] usiaghash function computed over the packet content. Using the
Maximum likelihood techniques. In particular, [10] focesen same hash function in monitors yields the same sample set of
the frequencies at which different numbers of packets per flgpackets in the entire domain, and enables the reconstnuctio
occur whereas [22] targets the flow size distribution tadlex.  of packet trajectories. In [5] a network wide optimal samgli
The work [18] demonstrates that it is impossible in pract@e platform has been proposed along a method to adaptively set
recover the spectral density and the distribution of the lmemm the sampling rates of multiple measurements points in order
of packets per flow using traditional packet based sampling, maximize the overall accuracy of the system.
even for high sampling rates. Moreover, it proposes to sampl FlexSample framework has been proposed in [25] to bias
flows rather than packets in order to achieve higher accurgugcket selection towards certain sub-populations of traffi
at the expense of an increased computational complexisybject to an overall sampling constraint. The key idearzkhi
In [28] and [26], the focus has been moved on flow sizZElexSample is that high-speed network devices can maintain
distribution of TCP flows. In particular, [28] exploits theapproximate statistics using fast, space-efficient coante
theoretic formulation proposed in [26] to design a novel Duaetermine the subpopulation to which each packet belongs;
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these counters can then be used to bias packet selectioRinally, other interesting proposals have been conceived t
towards packets that belong to desired sub-populations. deal with the detection and volume estimation of large flows
In [11] a method for sampling flow records of a router i$13], [23], [6], [16].
proposed. It is based on a threshold-based sampling strateg
that sets the sampling probability according to the sizenef t
flow records. The theoretical properties of the estimatmeha
been derived. Moreover, it has been demonstrated that thé\ novel technique to deal with packet sampling has been
algorithm has an accuracy slightly smaller than a modifigetesented in this work. In particular, using a frequency diom
version of the sample and hold algorithm proposed in [13nalysis, useful SNR metrics have been derived to predict
Finally, several strategies to dynamically control theuwoé the impact of packet sampling on the estimation accuracy
of the sampled traffic are proposed and compared. of the binned traffic spectrum. The proposed metrics, which
In [21], the Sketch Guided Sampling (SGS) has bedrave been validated using real traffic traces, consist aeclo
proposed as an alternative to uniform sampling. Using SGBrm equations and, as a consequence, can be easily used
the packet sampling probability is set according to an estm for dimensioning today network monitoring and management
of the size of the flow to which the packet belongs. In thisystems. To provide a further insight, a comparison with
way, SGS is able to significantly increase the packet sagplian analogous expression derived using standard stochastic
rate of the small and medium flows at slight expense of ttamalysis has been provided, showing that, especially for lo
large flows, resulting in much more accurate estimations a¥eraging time windowd’, the frequency domain approach
various network statistics. is able to outperform the accuracy of the stochastic one.

VII. CONCLUSIONS
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This ability to estimate original traffic rate at small timg17] F. Harris. On the use of windows for harmonic analysigwite discrete

windows is very helpful for designing advanced monitorin

applications that require high temporal resolutions. €uirr
work focuses on the identification of such applications anb]
on the extension of the presented approach into a network-
wide setting where information coming from different raste 5
are combined together for a better global estimation.
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