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Philosophy
® Infernet foday is:

= “Simple” core in terms of functions (routers, etc.)
= Complexity at Edge (TCP, DNS, etc...)

= Allows to support a wide range of applications in a cost efficient

manner
= =>» Lot's of innovation, new players in the market; e.g. Skype,

= Question: What makes the Internet so robust and scalable??

= Objectives of Investigations:
= Understand protocols and concepts in networking
= Understand key security ftreats
= Study and design new paradigms in distributed systems
= Peer-to-peer (file sharing, file replication, streaming,...)
= Cloud computing, data centers

= Approach:
= Theory: Build models
= Practice: Build systems, work with companies

= _ Re in'l'er'disciplinar'y
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Networking
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= Peer-to-peer Applications = BGP Traffic Analysis (VIS-

= QoE and Internet SENSE)
Troubleshooting = Network Measurement and

. Size-based scheduling in Stochastic Modeling (MPLANE)

WLANSs (ELAN) = Game Theory and Network
Economics



Présentateur
Commentaires de présentation
P2P: 
- redundancy vs bandwidth required for repair, erasure codes, new coding schemes, regenarating codes, hierarchical codes
- Wuala measurements -> Peers used for data transfer, storage in servers
FIGARO – combine p2p and cloud, home gateways act as peers
p2Pp gaming – virtual environment simulated by peers, off-load centralized servers, Quiver middleware to convert games to p2p

Quality of User Experience
User satisfaction => less calls to hot line for ISP
HTTP video streaming, YouTube and Daily Motion, packet traces ADSL,  FFTH, over 3 years, combined with BGP traffic, derive reception quality , impact of AS, etc. crawler PyTomo to derive also topological characteristics
Passive monitoring at end-users in FIGARO

Size-based scheduling policies in WLANs: Early flow discard policy using two FIFO’s, ELAN ANR project

VIS-SENSE: BGP hijacking, analysis through BGP route change traffic, collected from control plane at several vantage points
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Security Protocols and Applied Cryptography
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= Secure Software Design = Cloud Security & Privacy (EIT-

= Secure Automotive Systems ICT PPSS, A4CLOUD)

_ : : = Privacy & Usage Control
RFID Security and Privacy (RECOGNITION)
= Privacy & Security in Social Networks

(SafeBook, PROSE)



Présentateur
Commentaires de présentation
Secure sw
-secure design methodology for embedded systems,  requirement generation and verification at each stage of the devt cycle
-SOA, matching service offers in cloud infrastructure w.r. to service requirements
Secure Automative Systems
Security architecture for car systems, crypto-based, key management
VANET security, hardware-based proofs for plausability checks, Scoref French field trial, Car2-car 
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Distributed Systems
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= P2P Backup Systems = Distributed Data Stores
= Scalable Algorithm Design = |[BM Zurich (ICStore), Playadz

(BIGFOOT, MPLANE)

= Parallel Processing Systems



Présentateur
Commentaires de présentation
P2P backup: combination of P2P with cloud storage, storage servers help fasten store-and-forward, data stored at peers at periphery,
Collaboration with NTU Singapore

Scalable algorithm design: goal is large scale data analysis; massively parallel algorithms based on Map Reduce; sacalability, optimization, Prime for BIGFOOT proposal

Parallel processing systems: 
design of a parallel processing framework – resource allocation, scheduling, size-based s., data locality, MR
benchmarking platform – plug computers

Distributed data stores
Cloud storage – modeling cloud storage, minimize retrieval latency, hybrid model combining P2P and server-based;
Inter-cloud storage – client-centric gateways to multiple clouds, transparent interface, integrity, ICStore, IBM ZRL 
Distributed algorithms: reliability and consistency in presence of malicious failures and partial intrusion, PhD student NUDT, PODC’11
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System and Software Security
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= Malware Capture and Analysis = Cloud and Smart Phone Security
= Botnet Detection

= Web Security 3

= Secure Software Design

DEFCON 2012, SYSSEC NoE



Présentateur
Commentaires de présentation
Malware capture and analysis
Malware packing/unpacking, Eurosys’11 paper on packing resistent to dynamic unpacking 
Illusion to hide user generated kernel operations (DIMVA’11) and Sherlock, Xen-based solution to detect by augmenting system calls
SPAM, IMC’11 paper, large scale analysis of challenge-response-based SPAM control systems, shed light on real performance, myths, side effects such as blacklisted chal. Servers 
EXPOSURE, detect and trace botnet command&control trafic through DNS flows
PAPAS, automatic analysis of parameter injection, best paper NDSS’11
Secure Sw:
- Vulnerability in SAML SSO, Book chapter on secure Sso design
- Ephemeral Data Storage based on DNS entries to store crypto material, ICNP’11
Social NW Security:
Reverse social engineering attacks: victims are tricked into getting in touch with attackers due to the automatic friend suggesting features.
SmartPhone Sec: leakage of PII such as the device Id through exposure in Iphone applications, NDSS’11 best paper
Cloud Sec: file storage systems, weakness in secret URI that is predictable, >100 providers analysed, LEET’11
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YouTube: Video Streaming Analysis

YouTube is the most popular video download system on the Internet
*)
It & aibig sHeseref 8fevides wplodded during 2010

more than 500 tweets per minute containing a YouTube link

Question:
o What about the performance?

YouT) (1 Tube|

You-
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Jatlta CiTiitCl

EURECOM


htpp://www.eurecom.fr/

YouTube: Cache server selection
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Application-level Trouble shooting

End to end path from client to servers

server 1 cerver 2
— T ~ =
" SNl \ )
user - local "*° | Internet senl,aer ?
links (N ? - =| =

= Which element(-s) cause(-s) the performance problem

EURECOM
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Vision of distributed trouble shooting”
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Example of game state

Immutable Mutable
State State
Ammo
Interactive
3-D Monsters
environment
(maps,
models, Game
textures) Status
Screenshot of Serious Sam Player

EURECOM
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Client-server example

Central Server

Any local action by a player is transmitted
to the central server who holds all the game
state and updates all the players

Player B 1

Player B \

Player D

Player C i
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