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__ o ntext

o Gemp/us member

=2001: TPM SpeC|f|cation'v1.
=2003: 190+ members |

TCG

» Security hardware module for chain

=2003: HP, AMD, Mlcrosoft |
« Tamper-evident, cryptographic supg
* Currently integrated to motherboz

. Gemp/us member
» Close to smartcard design
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Technology Evoluti '

Consortium TCPA TCG _‘m

Product TPM 1.1b TPM 1.2
Availability Now Q4 2003 - Q1 zoo‘
Migration steps e TPM 1.1b specification

TPM 1.2
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NGSCB principles

Trusted
Services

-Nexus
Computing NCA | NCA
Agent (NCA)

Nexus —I

NGSCB-Compatible
Hardware

Enhanced CPU
Enhanced Chipset
SSC (TPM)

Secure Input
(Keyboard and mouse)

Trusted Output
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NGSCB-SC synergie:
User-related applications or sec

= Secrets |
» User authentication (passwor
= what you know
=> what you hav
DWW
» User credentials
» User secret information (ba

= Applications
* User clients (mail, browser e
* File encryption '
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NexusMgr.sys

il -‘ SC Reader

frust
4—""_'__-_-__-"‘--;_\__

Gem Y plore

User Auth

NCA

TSP

TSP

Trusted User
Engine (TUE)

Nexus
NAL
i
SSC - TPM
Secure Input CPU
Secure Video Chipset




User Auth
NCA
LEs LEs Trusted User
Engine (TUE)

RS, ISO 7816

Transparent
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Focus on the reader

e Secure path Nexus-Reac

= GOLDEN

G TELECOM I

User Auth
NCA
1=F 157 Trusted User
Engine (TUE)

trust

2 --—""-___—_-_-‘_"\-\_7'
Gem Y plore
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Conclusion

e Bring new markets, modify cur
e New bank transactions and pro
 Improved value for signatures

deployment of PKIs '

e Multiple business points o
e Users (privacy, ease of use, user-f
e IT professionals (corporate solut
e Content providers (DRM, billi

Smartcards are secure and pe
intermediate so
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