Abstract
Aspect orientation is a useful and popular programming paradigm

that intends to offer programmers the opportunity to separate con-

cerns when developing their applications. However, the flexibility
provided by these languages comes together with a high level o

interference between aspects and original code, preventing a mod

ular treatment. We believe that reasoning and formal verification

of aspect oriented developments should also be conducted mod

ularly. We extend standard Hoare-like verification with a modular

programs to the AspectJ language, by extending an AspectJ to Java
compiler with a simultaneous translation of a Pipa specification

into a standard JML specification. The intention and key ideas
are rigorously explained, some examples are given illustrating the

ftransformation and the advantages of the approach, but actually the
discussion remains informal and a definition for the transformation

is missing.

Non-interference and modularity: Non-interference of advices

with respect to the underlying program as well as with other ad-

and proof preserving technique to certify that a program augmented
by the introduction of new aspects preserves its original specifica-
tion.

We define then a compiler from a simplified abstract oriented Th
language to a standaRirL language and prove that it is amenable
to be extended with a certificate translator.

vices and modularity of the verification is a main topic in several

publications [4, 5, 6, 7, 8, 10, 13, 14].

Dantas and Walker define in [5] the notiontedrmless advice

ey say a harmless advice may interfere with the control flow (by
preventing termination) and may also perform 1/O, but it does not
interfere with the final result of the original code. This weak in-

. terference property permits to reason about the original program
1. Introduction independently. They propose an information-flow type system over

Aspect-oriented programming (AOP) is a useful and popular @ core AOP language ([14]) to check harmlessness with respect to
paradigm that offers programmers the opportunity to separate the main program, and then show how a more amenable and oblivi-
concerns when developing their applications. From a program- 0US high level language can be compiled to this core language. The
mer perspective, an aspect-oriented program typically comprisesProperty they check is much coarser-grained that what can be spec-
three parts: a baseline program that performs the expected task, a€d in our framework. However, it can certainly be combined to
set of advices encapsulated in different aspects handling different©€ part of our hybrid logic to certify and check that an advice does
concerns independently; and pointcuts descriptors that determinen©t interfere with the original global state. )
when aspects are triggered in the baseline program, or in advices. !N [4], Clifton and Leavens define a notion of modular reasoning
From an applicative perspective, aspect-orientation is transparentand show why modularity is not a general property in AspectJ and
and AOP compilers target typical back-ends: indeed, it is the role how this can be |mprove_d. C_)ne additional be_nef_lt that is clo_sely re-
of the compiler to integrate these concerns into a single executable lated to modular reasoning is separate compilation, a technique that
through a weaving mechanism that modifies the code of each func-2llows to weave new aspects to an already compiled (or even al-
tion depending on the aspects that operate over it. ready running) program. This work proposes a set of language fea-
Despite recent efforts to pinpoint the semantics of aspects, thetures that obviates _t_he r_1eed for whole program anaIyS|_s. It mainly
verification of aspect-oriented programs is in its infancy. The lack consists of a classification for aspectsspectatorsor assistants
of verification methods for AOP is partly explained by the non- The_former |ncludgs aspects that do not modify the behavior of the
modular nature of aspects [4]. Nevertheless, Dantas and Walker [5]or|g|nal program, i.e. they only modify the state space they own
have recently argued that many useful aspects are harmless, in tha@nd they do not alter the control flow. In the other hahssistants
“they may change the termination behaviour but do not influence an interfere with the original behavior of the program but only if
the final result of the mainline code.” that isexplicitly acceptedby the original program. In our work, we
Afirst contribution of this paper is to develop a sound and mod- 21S0 rely on a declaration for the level of interference by specify-
ular verification method for aspect-oriented programs. The method ing the frame conditions of each method and advice body. How-
is based on verification condition generators, which are commonly €Ver, in contrast, control-flow can be altered as long as the original

used in program verification environments, and adopts the follow- functionality is preserved. That implies, for instance, that even if
ing principles: termination is compromised, we can still certify that an augmented

program preserves its original specification.
* each function of the program is verified against its specification = |n [8, 7], Shmuel Katz et al. proposes a classification of aspects
in isolation; asspectativeregulativeor invasive depending on the level of in-
» each advice is verified against its corresponding specification; terference with respect to thsderlyingprogram. The main moti-
vation for this work is to simplify program verification by focusing
on the properties that may be affected by the introduction of an as-
) . C . ) pect. Program properties are specified with temporal logic formu-
charging this proof obligations automatically may be feasible, |0 “and each aspect category is described, analyzing how already
depending on the level of interference involved. valid properties are influenced. Following the result of this analy-
A second contribution is done in the context of a PCC frame- Sis, a concrete static procedure to classify advices is proposed. This
work. It consits of extending a compiler for a simple AOP language Wwork is similar to our VCGen in the sense that favors modularity
to a standar®TL language. It illustrates the modularity if the ap- ~ of the verification process and makes emphasis on the preservation
proach, by reusing previously generated certificates from original of original properties. It considers a more expressive language and
methods and introduced advices, which are merged to form certifi- proposes a more automatic interference checking. More concretely,
cates for the augmented methods. it consists of model-checking a state machine representation of the
aspect merged with a representation for the underlying program.
In contrast, our verification of functionality preservation is based
on interactive Hoare logics. Consequently, judgments that include
only spectativeandregulativeadvices are straightforward to derive.

¢ proof obligations ensuring preservation of original specification
are extracted from specifications of functions and advices. Dis-

2. Related work

Other verification approaches: Pipa [15] is presented as a simple
extension to JML [11] for aspectd [1]. It supports specification
for aspects invariants, pre- and post-conditions for advices and PPO and certificate translation. Certificate translation for a sim-
variable introductions, specification inheritance and crosscutting. ple AOP language is based mainly on previous work on Preserva-
The main goal is to bring the benefits of verification tools for Java tion of Proof Obligations (PPO). In [3], Barthe et al. show that,



given a specific VCGen, a sufficiently simple compiler generates,

be formed by a set of advices, with its corresponding point-cut de-

from an imperative source program, a stack based low-level piecescriptors, and a set of variables that are globally visible by any ad-

of code, whose proof obligations are syntactically equal. Similar
results on a wider verification framework are detailed in [12], for a
significant subset of Java Bytecode.

However, when the compiler performs program transforma-

tions, proof obligations are not necessarily preserved and thus orig-

vice in the aspect. For simplicity, we suppose that every variable
declared within an aspect is different to any global variable of the
original program. We suppose that this syntax implies an order re-
lation between aspects and between advices. This is desirable to
statically solve the precedence of advices whose associated meth-

inal certificates must be translated in consequence. In [2], a first ods coincide.

certificate translator is defined addressing standard program opti-

mizations for a simpl&®TL language.

3. Setting

We start with the definition of the base program, and extend later
the syntax to introduce new aspects.

Declarations for advices are similar to functions, in that they
are composed of an identifier, a formal parameter and a command
representing its body.

For clarity, we will initially focus on point-cut descriptors that
allow us to infer statically the exact sequence of advices that will
execute around a given join-point. That is, we will at first avoid
consideringcflow and conditional point-cut descriptors. Hence,

A base program is defined as a set of methods, together with point-cut descriptors are of limited expressiveness. We will explain
global variable declarations and a special main statement. The basgater how we can extend the verification process to deal with this

syntax can be found in Fig. 1. In the figugestands for any element
in the domain of program variabl@g, and f ranges in the set of
predefined method namés The domairC of statements is stan-

dynamic conditions.
An advice body, is a command similar to a function body,
extended with a new statemeptoceed. The argument passing

dard and include loops and conditional statements, together with and returning is explained in following sections, together with the
method calls with secondary effects. Each method is composed ofpehavior of theproceed command. In addition, as can be seen in

an identifier, its formal parameters and the command representingthe syntax for advice commands, the expressiveness of an advice

the function body.

Programs  Prog := wdecl* meth* c
Variable declarations  wvdecl = wv:=e
Methods meth := fargs* vdecl* c
Commands ¢ == vi=f(e)
| returne
| whilebdoc
| if bthencelsec
| wv:=e| skip | abort
comparison rop == <|<|=|>]|>
integer expressions e u= mnlv|eopel...
boolean expressions b == true] false
\

erope| —b|bbopbd

Figure 1. Syntax of Base Programs

3.0.1 Advices

The syntax for extending base programs by the introduction of a
sequence of aspects is presented in Fig. 2. In the figwd| stand
for any advice identifier in the set.

ptd’ //\ptd’ | ptd’ Vv ptd’
—ptd

Augmented Program  AProg := Prog aspect®
Aspects  aspect = wvdecl* advice*
Advices  advice = ptdT aargs* vdecl* cq
Advice commands cq = wv:= proceed(e)
| returne
| whilebdocq
| if bthencq elsecq
| wv:i=e| skip | abort
pointcuts descriptors ptd = before(f) A ptd’
| after(f) A ptd’
| around(f) A ptd’
ptd == _|if(b) | cflow(f)
\
\

Figure 2. Syntax for Aspect Extension

An extended program will be composed of a sequence of as-

body is reduced by disallowing calls to base code functions.

Running example: To illustrate the approach with a running ex-
ample we consider a extended program syntax. Suppose we have a
programPr, from which we isolate a method = slowRetrieve

that returns the value stored in a slow access memory. This behav-
ior is represented by taking as parameter the intégeiressi and

by accessing a global array variakhlem with this index. We also
suppose thaP contains a methodhain that represents any mehotd
that may invoke functiomn.

We proceed by extending the original program with new base
functionsf; = initializeCache, fo = updateCache andfs =
isAvailable. We add two global array variablesailable and
cache, accessible only by this new functions. These new functions
and variables are intended to be accesed later by the introduction of
advices.

3.1 Semantics

Local storess : X and global environments : H are both rep-
resented as mappings from variabled/ito values 7). Execution
states can be classified as intermediaté)(or final (AF) states,
where intermediate statels, n) are composed of a local and a
global environmentA’ = X x H) and final statescn, > consist
of a final environment and the return valus{ = Z x H).

In the rest of the paper we may implicitly rely on a standard
denotational semantics (denoffi;). This function may be possi-
bly overloaded to be applied to integer or boolean expressions, and
propositions.

Semantics over base statements is also standard and is defined
as a relatior~ between execution states+f C x AT — A).
Clearly, final states will appear only on the right hand side of
the relation. The definition of this semantic can be found in Fig.
3. As can be seen in the figure, in order to facilitate soundness
proofs for the predicate transformerp, we favor asmall-step
semantics. We will see later that computability of the weakest
precondition requires called functions to be previously specified.
In consequence, according to the same criteria, the rule for function
calls is defined as big-step

A final state expresses the fact that@turn statement has
been executed, and some rules are defined accordingly. In addition,
we require execution states to reduce always to final states before
returning from a function call. However, the definition of a rule for

pects attached to a base program defined as above. Each aspect wilinction calls deserves special consideration. Since it represents



(returne, (o, 1)) ~ <[e]7,n>

(while bdo ¢, (o, 7)) ~ (o, 7) Il

(¢, (o,m) ~ <n,n'>
(while bdo ¢, (o, 7)) ~ <n,n'>

(o7

(vhile bdo c, {0/, 7)) ~
)~ S

(¢, (o,m)) ~ (o’ ')
(while b do ¢, (o

5 p1g

<Cl7 (]07 77D> ~ 5
(if b then c; else ca, (o, 7)) ~

51017

<027 qa7 77D> ~ S
(if b then c; else ca, (o, 7)) ~

R

(z:=e, (o)) ~ (o @ [z — [e]7],n)

(skip, (o, 1)) ~ (o, 7)

(e1, foym)) ~ <n,n'>

(Cl§027 (]CT, 77[)> ~ <N, 77/>

<017 (]07 77I)> ~ (]glv W/D <027 (]0/7 W/D> ~ S
<Cl;027 00'7 77D> ~ S

(body(g), ([in = [e]7], ) ~ <n,n'>
(z:=g(e), (o,1)) ~ (o @ [in — n],7')

Figure 3. Standard Code Semantics

the point where advices may be weaved around, its definition is
postponed.
The rule for function call deserves special attention since it will

Og
<[elg,n> f <n,n'>

(z:=g(e), (o,m)) ~ (o ® [in— n],7’)
whered, is the static weaving fog

Figure 4. Function Call Semantics

(¢, ([in = n],m)) ~ <n’,n'>

m
<n,n> ) <n/,n'>

0
<CLZ7 q[ina = n]7 T]D> ~ <n/7 nl> <n/7n/> ﬂ <nl’7 T]ll>

a0
<n,n> f <n’, 9>

]
<n, >t <n’,n'> (ca, ([in— n'],7)) ~ <n”, 9>

6da
<n,m> f <n’,n">

(cas ([in — n],n)) = <n’,7'>

ze{T,Ll}
a6
<n,n> f <n',n'>

wherec is body(m), ¢, is body(a), and=> is defined in Fig. 6.

Figure 5. Weaving Semantics

by inserting at specific points a piece of code that checks on run-
time whether the condition is satisfied or not. That involves the
introduction of new structures to store extra information, such as a
representation of the call stack. In our formalism we represents this
variant by attaching to every advice augmentatiom @', 0’ < a

or a <1 0") acondition residugo resolvedynamicallywhether the
concerned advice must be executed. Nevertheless, we will initially
restrict our weaving semantics to be statically decidable and later

be later modified to formalize program execution under an aspect Show how the VCGen may be extended to deal with this dynamic

oriented environment.

Advice Weaving. Advice weaving is triggered when a join-point
matches a corresponding point-cut descriptor. Commonly, point-

conditions.

A new rule for the function call replaces the original one and
is defined in Fig. 4. In the rest of the paper, we denote standard
semantics as-imp and weaved semantics asaop. This new rule

cut designators are composed of properties that can be staticallyfor function calls relies on a new relatigh @ — AF — AF

checked together with dynamic conditions. The most common
characterization of a point-cut is a function call, i.e., the fact that a
particular function (or a function with a particular prototype or
from a particular module) is called can be used to specify the
necessity of executing an advice. But in addition, other dynamic
properties can be checked on run-time to decide whether to execut
an advice or not. These include conditions suctcfésw or the
validity of an arbitrary boolean expression.

We proceed by simplifying the weaving procedure by taking as
hypothesis that for every methgd we are able to infer statically
which advices will be triggered to assist the executiorf ond in
which order. To represent the result of this inference we will use the
following notation: we denote the result of augmenting any method
m with 6,,,, which will be composed of a single methed, or of
an advicen appendedbefore after or arounda smaller augmented
methodd,,, respectively denoted by ¢, 0’ <a or a < 6’ (this
constructions defines the doma). When introducing a dynamic
condition (such asflow) as a point-cut descriptor, we will be

€

which is in turn defined in Fig 5.

As can be seen in Fig. 5, the relatigninvolves two final states
and a sequence of advicésreducing the latter by one in each
reduction step. The case for the trivial empty sequence simply
executes the original methad, while the cases foaround and
afteraugmentation rely on an strict subset of the rulesfofstrict
since the advice body it is not allowed to call a function nor to
proceed). The case for around advices is a bit more complicated
since we have to deal wifroceed statements. This is managed by
introducing a new set of rules to define the semantics of commands
that may contain @aroceed statement.

This operational semantics is represented by the relation

£.B— © — (C x AT) — Aandis defined in Fig. 6. It is similar

to the small-step semantics for standard command}p put the
difference relies mainly on the fact thapaoceed statement must
take into account a sequence of remaining advices to exegute (
In addition, the parametet represents the fact thatg@oceed

forced to overestimate this sequence as a set of approximationsstatement has been executed. This way, advice execution will be
These non-statically resolvable conditions are usually implemented restricted so that an advice cannot proceed twice.



er, (o) 2 (o', 0') (e2, (o, D) & S

(eriez, (o,m)) 2 5

<Clv (](77 WD> :8> <n, 77I>

(61;027 (]07 77[)> :e> <n, T]l>

(er, (o,m)) Z (o', ') (e, (o, n')) 5 S

(criea, o)) 2 8

]
<n,n> 1 (n,n)

4.1 \Verifying Base Program

Verifying a particular method involves proving that its body satis-
fies its pre- and post-condition (possibly with a set of auxiliary in-
variants) and independently proving the frame conditions. The lat-
ter may be certified by several means, for instance by dataflow anal-
yses, non-interference typing systems [Harmless Advices, Walker]
or even Hoare-logics. We say that this certification is hybrid since
proof validation can be performed by independent and possibly
different analyses. We do not need to specify which approach is
taken to certify the frame conditions as long as our VCGen re-
mains hybrid along the whole compilation process. Instead, we sup-
pose we have a method to generate a certificate for the judgment
', m writes W,,.

To verify that a given statementsatisfies a specification, we

(z:= proceed(e), (o, 7)) % <o @[z —n'],n'>

(return e, (o, ) =j> <[el5,n>

(e1, (o,m)) = 5

(if bthen c; else ¢y, (o, 7)) = S

<027 QU, 77[)>

CR(ES

(if b then ¢y else cg, (o, 7)) = S

ER(ES

(@:=e, (o, n)) 2 (o @ [z — [e]5],n)

(skip, (o, 7)) % (o,7)

wherez € {T, L}.

Figure 6. Around Advice Statements Semantics

4, VCGen

When verifying a base program extended with aspects several ap-
proaches may be taken. In our case we prefer to keep the modularity
of the process by separating concerns and analyzing the validity of
the specification for each method or advice in isolation.

Both methods and advices will have an associated specification
composed of a pre and post-condition, together wiffame con-
dition. This specification states the expected functional behavior of
the corresponding command and will be represented as an assertion
in a first order logic. In a general setting an assertion will refer to
variables (either global or local), as well as some special-purpose
variables. These later variables may inclustar variables(v*)
which appear in the post-condition and in intermediate assertions
and represent the initial value of some global variahl@ post-
condition refers to global variablesss and the formal parameter
(usually denotedn; for methodf). Global variables may appear
on the postcondition with a*) modifier if its value may change
during the execution of the function. Preconditions will refer to the
corresponding formal parameter and any global variable.

The frame conditions are specified with the set of global vari-
ables that may be modified by the body of the method or advice.
W, will stand for the set of variables modifiable by methed
and we will denote |=,m writes W,, the fact:

I, 7' .(body(m), (o, n)) ~ <n,n'> A #n'v=v € Wa,

define the predicate transformep, which takes a functiog with
body statement, a predicatep, and a context’ that maps function
identifiers to their specifications. When referring to a specification
for a methodf in contextI’, we will focus on its pre and post-
condition, leaving implicit the set of variables that may be mod-
ified. When needed, we will denote this part of the specification
- asWy = I'(f), but its important to always recall that’ is a
(oI5 projection ofT". Usually, and for simplicity, a single variabiewill
represent the set of possible modified variables (stated™ ( f)),

and under this assumption the substitutjéyy] will represent the
S simultaneous substitution of the modified variables by fresh vari-
—[o]5 ables.

lety=T"(f)and(Ps,Qs)=T(f)Iin

wp, (skip, ¢) = (¢, 0)
wpy(z:=¢, ) = (¢[%],0)
wpg(cisez, p) =
let (p2, Sa=wp(c2, ) In
let (¢1,.51)=wp(cz, p2) in
(¢1,51 U S2)
wpg(return e, ¢) = (¢[%res], 0)
wpy(if bthen c1 else c2, ) =
let (o1, S1)=wp(c1, ¥) in
let (2, S2)=wp(cz, ¢) in
(b:>501 A =b=>p2,S1 U Sg)
wp, (while bdo c,p) =
let (¢’, S")=wp(c, Inv) in
(Inv,{Inv=(b=¢' A=b=p)}US")
wpg(z:=f(e), ) =
(Pf[Finf N / /
Yy res- Qf [ Fing 1Y W)y 1= 0[P ] 1Y /], 0)
wherey represents any variable W,

Notice that the definition ofvp is implicitly parametric orl".

We say that a base code functigns certified to follow spec-
ification I'(g) = (Py, Q) if we have a proof forP, = ¢[¥y~]
and every predicate in the sgtof proof obligations is valid. More



formally:

(Pg=9[y*]) A Npoes PO
(¢7 S) = ng(bOdy(g)7 in)
FHMP{PQ}Q{QQ}

Thwe{P'}o{Q"} P=P
Ihywe{P}g{Q}

Q'=Q

i, fwritesY YNFEV(p)=0
Ly b {eta{e}

rt Fwp{P}9{Q} r? hMP{Pl}g{Q/}

rs FuptP AP 1g{Q A Q"}

TUT kT TWE,TY
'k, T

IMP

where  T'+I" is a notation foivy. I'=T"(z)
VyDU(f) = (P, Qi) =T2(f) = (PL A P2,Q1 A Q2)
ViLo(f) = (g, ) AT =T"

The interpretation of the statemen,,.{ P, }9{@4} is stan-
dard: for any value: and environment such thatf Py /i), we
have that

(body(c), (o, 7)) ~mp <1, 7' >=[Qq["fes]]n' [y — 1 ).

To give an intuition, we will later requird, to behave exactly
asg, to simulate the original (simple imperative) behaviour of the
function.

We generalize the previous statement by adding an hypothesis
such that

r ':\MP{PQ}Q{Qg}
stands now for

(o

T(f)=(Ps,Qy)
Soundness of the VCGen implies that=,,.{ P, }9{Q4} when-
ever 'k, { Py }9{ Qg }-

):\MP{Pf}f{Qf}> = BEwiPeto{Qq}

Running example: We continue by specifying the method
defined in the previous section with pre and post-conditions

P,=0<i<N
Qm = res = mem[i]

and by declaring thain does not modify any global variable
(W,, = 0). To emphasize the modularity of the approach we
will deliberately leave its implementation and verification im-
plicit. Instead, simply suppose that we can derive the judgments
e { P }1{Qun } @A { Py} { Qum } Fiyp { PYmain{Q}, where
(P, Q) is an arbitrary specification. The intention is to prove that
main preserves its original specificatid®, Q) after extending the
programPr with the introduction of new aspects.

To specify methodd, f» and fs, we let¢ stand for the con-
sistency of thecache variable with respect to thevailability
array:

¢ = Vi.(available[i] = cache[i] = mem[s]) .

To specify these new methods we define their respective pre/post-
conditions:
Py, = true

Qfl o)
P, =0<i<NA@

Qy, = cache = cache™[i — V] A ¢
Py, =0<i<N
Qy, = res = available]i]

Since these functions and the verification of their specification are
standard we omit the actual implementation and the verification
steps.

In addition, since we suppose thahin does not modify neither
mem nor the new variablesvailable andcache, we can derive in
two steps

{Pm A }m{Qm A ¢} {P A pymain{Q A ¢}

4.2 \Verifying Advices in isolation

Verifying the specification of an advice body is similar to base
program statements, since they share most of their commands and
both are specified similarly.

For the sake of modularity, we extend the specification and VC-
Gen for around advices. This extension consists of a new specifi-
cation for the behavior expected when calling a proceed statement.
We generalize the specification by introducing a ngwogeed)
specificationP, andQ’, for eacharound advicea, and new vari-
ablesin], andres, that correspond respectively to the input and
output value for the execution triggered byoceed. The asser-
tion @, will refer to the variablesin/, andres,, as well as any
global variables (possible starred) aha,. Similarly, P, will in-
clude conditions ovein/, as well asin, and any global variable.

In addition, a normal postconditio®, for an around advice may
now refer also to the variables,,. We will require that a specifi-
‘cation forproceed declares the set of variables that are allowed to
change V).

The predicate transformevp is extended foproceed state-
ments:

wp, (x:= proceed(e), ¢p) =
(P2, ] ) .
AVY',ves'.Qal iy 11V 1) [T 1= S fo] [V fu) [ Fim, 1, S)

wherey represents any variable that may be modified by the nested
methods invoked byproceed, and P, and Q,, is the augmented
specification.

By using thiswp function we can prove that an advice satisfies
its specification by deriving a judgmerit, -, {P.}a{Q.} for
beforeandafter advices, andls k-, {(Pa, P.) }a{(Q%, Qa)} for
around advices.In the rest of the paper, since advices do not
perform method calls, the contekt, is considered empty. We
keep the rules this ways because we may want to extend advices
commands with invocations to other advices or methods.

Running example: We extend then the base program with a set
of advices that improves the store access time by profiting from the
introduced variables and functions. We start by introducing a non
control-flow preserving@round advicer; = fastRetrieve. This

new advice will replace the functionality of methedby receiving

as parameter the store addrésand returning theachedvalue if
available or, otherwise, by permitting the original functionto
continue:

around slowRetrieve(Address i) fastRetrieve {
b:= isAvailable(i);
if b
return cachel[i]
else {



Value v:=proceed(i);
updateCache(i, v);
return v

}

The specification for this advice, is
P,y =0<i<NA¢

P(:.1:Pm
Qéll:Qm
Qo =Qm A9

Notice that, since is a noncontrol-flow preservin@dvice, its
specification is similar to the specification far. In addition, since
it is intended to be executed only around we can safely define
theproceed specification P, , @, ) equal to the specification for
m.

We can now prove the correctnessgfin isolation, by deriving

Faov{(Par s Piy ) }ar{(Qh, » Qar)}- To this end, it is sufficient to
show, as a premise, that the proposition

Py AV (Q s [res] =
b= Q'm [cache[l]/res] A ¢
A
—b= Py A Vres.(Qm = Pr, A

vcache' '(QfQ [caChe//cache] [CaChecache*} =

(Qm A B[P eacne])))
is implied by P,, .

4.3 Verifying the weaved code
To verify a methodm included in an augmented program, we

need to compute previously the sequence of advices that will

be executed around itd{). We proceed by deriving an ap-
propriate judgmentT’, .t .{P}6,»,{Q}. To understand the
meaning of this judgment we first define gs, . {P}0{Q} the

6

fact that for anyn, n, n’ andn’ if <n,n> f <n’,n’> and
[P[inlln then [Q[Vi][" feslInly™ — n y]. By the judgment
[T, B {PH{Q} we mean |=,,.{P}0{Q} under the hy-
pothesis that for any anda such thatl'(f) = (Pr,Qy) and
I'. = (Pa, Qa), we have respectively thats,,.{Pr} f{Qr} and
':ADV{PG}(?‘{Q.Q}' o . . . )

The derivation of this judgment will be defined inductively on
the construction of and will rely strongly on the interference con-

This rule resembles a standard rule for weakening the judgment
by strengthning the hypothesis but it is explicitely stated here to
enfasize the fact that we are requiring functional preservation when
moving to an aspect oriented context.
The next rule helps remove hypothesis from the context, and is
intended to deal with mutually recursive functions:
Faovla TeUTg, Talbyoole

Fé Facpl'e®

TYFTY

4.3.1 Around advices.

In this case we need to consider two alternatives, depending on
how much the around advice interferes with the control flow of the
rest of the system. lproceed is never executed by, that will
imply also that no subsequent advice will be executed, and conse-
quently, any specification refinement until this point will be lost.
That means, that even if we can ensure a stronger postcondition for
0 thanks to the already weaved advicesx 6 may not propagate
this augmented specificationgfoceed is not always executed. A
similar reason explains why we should not galbceed more than
once. We defineontrol flow preservingadvices as those whose
every path in its control flow contains exactly opeoceed state-
ment. It may be argued that this condition is too strong, since we
are relying on syntactic properties. An alternative approach may be
designing a special purpose VCGen that ensures thpabaced
statement is executed exactly once. However, since this technique
implies defining a new set of loop invariants, and generating and
merging a new certificate, we prefer instead a static checking ap-
proach. Under the hypothesis thats a control flow preserving
advice we can apply the following rule:

Ia '_ADV{Pa}a{Qa} r, Fa/'_Aop{PB}GI{QG} , Wo C W/,
PP AV (P = Pl )
Qo[ efing [ fres][V fyx]= Qo AV (Qa[Tiny ][* /2] = Q[ [2])
T, Tabpop{P}a < 0{Q}
wherez’ represents the global variables potentially modified:by

In case that it cannot be checked whether the control flow will be
preserved, we use this rule instead:

Ia '_ADV{Pa}a{Q@}/ LT, FAQPiPB}G{C;?G} Wy C W,
Pa= Po[Mafing]  Qol™Mfing [ /res] = Qi
I, Tabpyop{Pata < 0{Qa}
It can be argued that the rule above restricts the completeness and

modularity of the approach. However we believe that is inherent to
advices with such level of interference. If an around advice replaces

ditions. Since this frame conditions are defined only for methods the original functionality of a base function (re-implementation),

and advices, we should extend this definition to nested feithis

then it would be expected to be specified at least as the original

definition does not represent any difficulty, its is straightforward g,ction (and in addition the functionality of subsequent advices

and safe to extend the judgment for frame conditions to augmented;

methods '+, 6., writes W) by takingl¥" as the union of the mod-
ifiable variables by all the components®y .

We start by defining the rule that relates executions on the sim-

s lost). This former fact may prevent to reuse the advice around
different functions.

ple imperative language to executions augmented with advices. Running example: To derive b, { Pu, }a1 > m{Qa, } we pro-

This rule serves as a basis for the construction of the égrrut in

ceed by applying the rule for nozontrol-flow preservinground

addition requires that the original specification of the invoked func- advices. This requires the previous derivation of the judgments

tions are preserved. We will say that an specificatiBp, Q) is a
refinement of( Py, Qy) if Py = P, andQ, = Q. Furthermore,
a contextl refines a context’, if for any g in the domain ofl",
I'(g) is a refinement fof’(g) and if for anyf, the sef™’(f) con-
tainsT™( f) (modulo introduced variables). This latter condition

reflects the fact that we only care about the variables that belonged ~ *
to the original program. The intention of the rule is to propagate

}_Aop{Pm}m{Qﬂ}} E?nd }_ADV{.(PG'17Polu)}all{(Q:l17Q.a1)} as
premises. The first judgment is clearly derivable since the con-
text is empty. It remains to discharge two proof obligations, but
according to the rule applied they are trivial by definitionZesf, ,

/
1-

a derivation on the simple imperative side relying on functionality 4.3.2 Before advices.

preservation after weaving the advices as declared.
Ihup{P}m{Q} Tg refinesT
Lo, Fakpop {PIm{Q}

In the following rule,w stand for global variables modified by the
body of the advicey stands for the variables modified by the nested
constructiory andz for any global variable modified either layor



jmpif ecmpe, I conditional jump
x:=invoke f e procedure invocation

(itis important to mention that if is a variable, them’ must always
return e end of program

be a fresh variable. That means that even whes y we require
thatw’ # y').

0 that appears on the new postcondit@n e = n constant

| =z variable

I, FAD/\,{Pa}a{Qa} T, FA9P{P9/}9{Q9} instr = nop no operation

Qo1 +] A Qul el = QD[] [7-+] | s

P[] = Pa AN (Qal” fu][Jur] = PoFing ][ fu]) | z=eope
[, Tk {Plar0{Q} i jmpl unconditional jump

|
|

Figure 7. INSTRUCTION SET

Running example: The judgment &, .{P,, }a1 > m{Qa, },
derived previously, requires a pre-condition that is stronger than the
original one @,,) (recall thatP,, is defined asP,, A ¢.) For this

Compiler for boolean conditioned jumps:
reason, we initially proposed to extend the specificatiomiatin P Jump

by deriving {Pn A ¢}m{Qm A ¢}y {P A ¢}main{Q A ¢}.
To prove preservation of the specification f@min we need to
weaken the precondition by introducingbefore advice to en-

Cb(l,lt,lf,true) = (l +1,0:jmply)
Cp(l,1t,1y,false) = (I + 1,1 : jmply)
Co(l,1t, 1y, e1 rop e2) =

let (ll, in51)=C:1 (l, 61) in
let (I2, in52)=C:1 (l1,e2)in
(l2 + 2,insy ::insg :: [l2 : jmpif 1 cmp z2, 1]
i la+1: jmply])
Cb(l7lt,lf,b1 \% bg) = let (lz, in52)=Cb(l + 17lt7lf,bz) in
let (ll, insl):Cb(lg,lt,l + l,bl) in
(L1, ]l : jmp l2] :: insg :: insy)
Co(l,le, g, —b) = Cp(l, Ly, le, )

sure the validity ofp. We do not need to fully specify the imple-
mentation of this new advice; that will simply call the function
initializeCache. We will instead suppose that it is verified in iso-
lation to satisfy the judgment,, {true}az{¢} and that it does
not modify any variable that may occur . Under this assump-
tions, we can apply the derivation rule foeforeadvices with the
premisesP = true A (¢= P A ¢) andQ A ¢ A = @ to get the
judgment{ P A ¢}m{Qm A ¢} e {P}az > main{Q}.

Compiler for standard commands:
4.3.3 After advices.

The case for weaving an after advice is symmetric to the previous
one. Under the same hypothesis over y and z we have the
following rule:

Ia FA/DV{PG]"L{QG} LT, FAOP/{PG}?{QGZIL
(Qa[* fu] [ ] A Qo [efres) = QL fu])[¥ /) [72+]
P[™ing] = Po N (Qol? y][%y*] = Pal"ina [V /y))

T, Tabyop{P}0<a{Q}

Cc(l,skip) = (I + 1, [l : nop))
Cc(l,z:=e) = CX(l,€)
Cc(l,cl;CQ) = let (ll, insl)ZCc(l,cl) in
let (12, inSg):Cc(ll,Cg) in
(l2,insy :: insg)
Cc(l,if bthency else cp) =
let (ll, inSl):Cc(l +1, 01) in
let (I2,ins2)=Cc(l1 + 1, ¢2) in
let (lb, insb)=Cb(lg + 1,1+ 1,0 + l,b) in
(Ip, [l : jmpla + 1] :zinsy =z [I1 : jmp ] =2 insa
2 [l : jmp lp] it insy)

Cc(l,whilebdoc) =
let (I¢,insc)=Cc(I + 2, ¢) in
let (Iy, insp)=Cp (le + 1,1+ 2,1+ 1,b) in
(Lpy [ :jmple] = I+ 1:jmply] i inse
it [le : assert] :: insp)
Cc(l,z:=h(e)) = let(l',ins)=Ci(l,¢) in
(" 4 1,ins :: [I’, z:=invoke fq, y])
Cc(l,returne) = let(l',ins)=C{(l,e) in
(' +1,ins :: [I” : return y])

5. Target Setting

In this section our target PCC architecture is defined. That is, we
present an appropriate lower level language, without aspects, to-
gether with a logical framework to verify input/output specifica-
tions for procedures. We also define a compiler from our simple
AOP language to the lower level language. In followings sections
we will study the relation of the verification conditions on the
source side with the verification conditions on the target side.

The target language is a non-structured RTL language, with Compiler for advice commands: The compiler function for ad-
function calls. However, the decision about how statements are vice commands is similar t€. but it takes an extra parameter
compiled, does not affect our results as long as it preserves thethat represents the code that has to be executed whenaed
verification conditions for proving statements in isolation. statement is executed. We are implicitly requiring that there are no

The syntax is defined in Fig. 7. For simplicity, variables are proceed statements in after or before advices.
defined in the same s&t as before, and functions have a single .. )
formal parameter. As usual, function calls are made over literal Ca(l,z:= proceed(e), f) = let(l',ins)=C;(l, €) in
identifiers. (I' +1,ins :: [z:=invoke f y])

Compiler for methods: When compiling the whole program,
sinceRTL function calls contains only literal function identifiers,
we must infer statically how advices will be weaved. Therefore, for
any methodmn we suppose we have already computed the repre-
sentation of the weaving,,, to assign a static function identifier
for each component df,,,.

For instance, i) = a > 6’ we let fy points to the compilation of

0 = a6, that will call firsta and then the functiorf,, that will
point to the compilation of the residu®. This process continues

5.1 Compiler
Compiler for integer expressions:

C(ly) = (1 +1,[z=y])
Ci(l,n) = (1 + 1, [a:=n])
Cé(l, e1 op 62) = let (ll, ins1)=C:1 (l, 61) in
let (I2,ins2)=C22(I1, e2) in
(l2 + 1,insy ::insg :: [l2 : x:=x1 op x2]



until the compilation of the original method.
Cw(m) = let(,ins) = Cc(1, body(m)) in
[m — ins]
Cw(ap0) = let(,,insq)=Cs(fg,body(a))in

letc = z:=a(in);

z:=fp(z);

returnx
let (-, ins)=Cc(1,¢) in
[fare = ins]
let (_, insa)=Ca(fp, body(a)) in
letc = z:=fp(in);

z:=a(z);

returnx
let (-, ins)=Cc(1,¢) in
[f(km = ins}
let (_, insq )=Ca(fo, body(a)) in

[fal><10 = insa]

In addition, when compiling standard commands, the result of
compiling a call to method will be a call to functionf, , which
will be in charge of calling the resulting weaved code.

Cw(f<a)=

Cw(ax0) =

5.2 \Verification over the target language
VCGen Suppos€ins,i’) = Cc(I, body(g))

Let (Pf,Qf)=T(f) and
(‘PC S/) = Wpins(SUCC(l)7 99) in
wpins(l 1 L, ) = (¢, 0) (ins[l] is undefined)
Wpins(l : nop, 30) = (50,7 Sl)
wpins(L 2 assert i, ) = (¢, {p=¢'} U S)
Wpins(l X = ev‘p) = (30,[6/93]7 S,)
Wpins(l ¢ & i=e10pez, 50) = (50/[61 op 62/1}7 Sl)
Wpins(l : jmp llv 50) = Wpins(llf 90)
Wpins (! : jmpif ex cmp ea, U, @) =

€8 ("7, S")=wpp(l', ) In

(e1 cmpea=" A —e1 cmpea=¢’, 5" US")
wp;ns (I - x:=invoke f e, p) =

(Pr[%in] A Vres, v Q [Fanl [V 1y [y ] = ' [V [V Jy], S7)
Wpins(l :returne, QO) = (90[6/73517 @)

(Pg=[%y~]) A Apoes PO
(l/7 ins) = CC(l) bOdY(g)) (¢’ S) = Wpins(lv Qg)

Phern {Pg}9{Qq}

TUT b I W, I
b T

RTL

6. Certificate Translation

Lemma 1 (expressions compiler).Let Ci(I,e) = (I, ins) and let
ins’ be a sequence of instructions containing, i.e.ins is equal to
the infixins'[l, ..., I"). If (¢/, S") = wp,,» (I', &), thenwp,, (I, &)

is equal to(¢’[%], S").

Lemma 2 (booleans compiler).LetCy (1, 1:,1¢,b) = (I',ins) and
let ins’ be s.t.ins = ins'[l,...,1I'). If (¢¢,5¢) = wpye (It, D)

and (¢5,Sr) = wp,e Iy, ¢) thenwp, (I, ¢) is equivalent to
(b=¢: A b=y, St U Sy).

We say proof obligations are equivalent instead of syntactically

equal since when compiling a composed boolean condition, for

instanceb; A b2, the wp function returns the propositioy =
b2 = ¢ but, in the other hand, syntactic equality would require
the equivalent propositiofb: A b2) = ¢.

Lemma 3 (statement compiler). Supposefy points to the com-
pilation of methodf (i.e., no advices have been weavedfio

Let Cc(l,c) = (I,ins) and letins’ be s.t.ins = ins'[l,...,l').

If (¢',9") wp, (I',¢) and (¢”,5") = wp(c,¢') then

WP/ (l7 d)) (d)”v SN U Sl)

We are abusing notation, when we s@y, S) = (¢',5’) we
mean¢ = ¢’ and that for any propositio® in .S there is an
equivalent propositio®’ in S’ and vice-versa.

Lemma 4 (merging judgments). (Consequently, one of the
derivation rules fort-vp is redundant.)

Proof. The proof is by simple structural induction on a com-
mandc. It can be proved that for any assertignif we com-
pute (¢1151) = Wp(C, ()07F1)1 (¢27S2) = Wp(C,QO,IQ) and
(¢1,53) = wp(c, o, %) thengy A $2 implies ¢3, and Ss can

be proved fromS; and S>. Furthermore, it can be proved that if

c does not contain function invocations then proof obligations are
indeed equivalent. O

Lemma 5 (global variable interference). Suppose we have an
assertiong andc is the function body for functiofi. Suppose also
that ¢ does not contaimes nor a variable that may be modified by

c. Under the hypothesis that the frame condition is verified, we can
generate a certificate fol', F,,.{#} f{#} where for any function
literal g, T's(9) = (¢, ). (Consequently, one of the derivation
rules forkup is redundant.)

Proof. When we say that a variable is not modified by a statement
we mean, generally speaking, that it can be proved that at the end
of the execution it will contain the same value. However, since
the possible approaches to ensure this condition may differ on
simplicity and completeness, we consider two cases:

¢ A simple to verify approach is to require that only variables
declared as modifiable appear in the right hand side of an
assignment (or a function call). Under this strong hypothesis,
is straightforward to generate a certificate for the validitypof
along the whole program To this end, it is sufficient to show
that for every statemeaat if we replace every assertion arti.e
invariants and postcondition) with (the resulting command
namedc’), and computé®’, S) = wp(c’, @), theng = ¢’ and

S contains proof obligations of the forgh=- x with xy = ¢.
However, if the condition of non-interference for a variahbte,
for instance, is guaranteed by proving that the statement

Z, is valid at both the pre and postcondition, then it may be the
case that is modified and restored later. Formally that means
that for any variablgy not modifiable by a statemeant(, S)
wp(e,y = Zy,I'y—z,) (wherel'y—z,(g9) = (y = Zy,y =
Z,)) will be such asp is implied byy = Z, andS contains
only valid propositions. However, we cannot assume anything
about verification conditions ¥, since it contains proofs for
intermediate loop invariants that not necessarily impk Z,,.

We proceed instead by renamingo remove every modifiable
variable:¢[%.]. We know from the previous case that we can
prove that this assertion is preserved alonderiving the judg-
ment Tz, e {6 7]} c{ (7]} We can then merge this re-
sult with the derivation ofl',—z k.. {z = Z}c{z = Z} to get
Ihyp{otc{o}-

O

Corollary 1 (base code judgment preservation). Supposef
is a function in an advice-free program and we have a certifi-

cate for I'k,,.{P}f{Q}, then we can generate a certificate for

I {PHAHQ}

Proof. Since we have proved that compilation fraMP to RTL
preservesvp modulo equivalence, and that some of the rules to
derive kvp are redundant, we can conclude thatp implies
Five. O



Corollary 2 (before and after advice code preservation of
proof obligations). Supposea is a before or after advice (it
does not containgroceed statements) and we have a certificate
for Tab,o {Pa}a{Qa}, then we can generate a certificate for

Db { Pa}a{Qu ).

Suppose that for a given methad, we have computed the
weaving representatiofy,,. We can show that for every auxiliary
function representing a sub-term &f,, we can generate a certifi-

cate that it satisfies the specification inferred by using the rules for
the weaving representations. Since we have defined the body of
each auxiliary function by compiling a particular statement we can

any constantvalue v, the judgment T’ {P(v)}c{Q(v)} is
valid. Now, letQ’, stand forQ., [**%es] [Z+*/y* |[Z¥y][#*/in,, ] Since

Q., contains only global variables not modified by (and ing),

we can easily generate a certificate for the extended specification
rur, l_R'rl.{PG /\_Q;}H{QG /\ Q;}

Now we modify the predicate transformesp for the case of
function invocation, so we can profit from the existence of logical
variables:

wp(z:=invoke g v, ¢) =
(Po[ha, 17210 , /
Vy', res. Py [ing IIY | [Yy~ 11 /2] = SV ][V /u], S)

concentrate on a high level version and rely on the PPO for standardwhere ¢’ is any appropriate expression (with the same type as

statements.

Lemma 6 (embedding a simple imperative program in an as-
pect oriented context). Suppose we have inferred the judgment
e, Tk {P}m{Q}, then we can generate a certificate for
Fe Uk {PIm{Q}.

Proof. To derive T'e, sk, . {P}m{Q} we need the premise
'k {P}m{Q} and thatT's is a refinementfor I" (that im-
plies thatW,, N Orig C W,, whereOrig is the set of original
program variables). By Corollary 1 we know that we can certify
I {PIm{Q}. To transform this certificate in a certificate for
Lo {PIm{Q}, we can show thatp,,, is a monotone function
on the context. That means thawif is stronger tham, andl's is
arefinement of'; then if we computée?, S1) = wp;. (I, $1,T'1)
and (¢5, S2) = wp;, (I, #2,T2), then ¢} will be stronger than
¢2 and Sz will contain weaker proof obligations thafi;. This
property is standard and can be proved by inductiord ¢the in-
duction principle comes frorins being the result of compiling a
commandc.) We will pay attention on the function call case. If
ins[l] = z:=invoke g w thenwp, (I, ¢1,T1) = (@7, S1), with
¢ = Pg["in] A Vres,y Q5[ ial [ Aul[] = 61[*/][=] and
(¢7,S51) = wp(succ(l), #1). In the other hand if we compute
wp;o (1, #2,T2) we get(gsy, S2) whereg, is equal to the propo-
sition P} [“ia] A Vres, 2'.Q5[“hal[7/:)[7:+] = ¢5[7/:][%.] and
(¢5,82) = wp(succ(l), #2). Then, by inductive hypothesis, we
have thatS, is provable fromS; and that#y is stronger that; .
This latter condition, together Witﬁ’g1 andQ?, being respectively
stronger thanPg2 and Q},, and that modified variables represented
by y includes the ones representeddyyve have that is weaker
thang?.

O

Lemma 7 (translation for before weaving certificates). Suppose
we have inferredl’, ', k.. { P}a > 0{Q}, then we can generate a
certificate forI' U I'a b { P} fara {Q}-

Proof. If we have derived the judgmeni, ', F,,.{P}a > 0{Q},
then we have as hypothesis:

1. Tak {P}a{Qa},
2. I, Tab o {Po }0{Q0},

3. (Qol" /][] A Qal%hes] = QU AL ful [7:+],
4. P["%sa] = (Pa A Q[ fu)[ 1= Po[rag ][ fu])-

From .k, {Pa}a{Q.} and Corollary 2 we can certify
the judgment ', {P.}a{Q.} and by inductive hypothesis
rur, '_RTL{PG}fQ{Q9}'

To complete the proof we need to specify that preserves
Q. modulo modified variables. To this end, we rely on the in-
troduction of logical variables in the specification of a program.
Thus now a pre- and post-condition may refer to a logic vari-
able Z, and Ik {P(2)}c{Q(Z)} will be interpreted as for

7). This makes the VCGen not decidable, unless we insert some
annotations around the function call. (Notice that, for soundness,
substitutions must be performed in the given order).

The weaving functiory,s¢ is compiled exactly from the code

x:=a(in);
x:=fo(z);
return z

When computing the weakest precondition for the compilation of
the first statement above we get:

Pa["fin] A Vres, w'(Qaling ][ ] = (D) [T [“ fu])
whereyp is the weakest precondition for the rest of the body.gf
(after simplifications):

p =" [x/ine} /\/Qa[x/res}/\ , , ,

Vres’ (Qol"®® fres] [Fing ] [Y /] [My* ] A QalTres] = Q'™ fres] [ y])
If we compose it with the rest of the proof obligation, that is, the
proposition

P = (Pa["ing |A

Vres, w,-(Qa [i!yina“w/w][w/w*] = (50) [re%][w/w]))[z/ﬂ]

wherez are the global variables possibly modified bothaogndd,
we can see that it is sufficient to require the premises

* QoA ] A Q™ s = QU AN FullTe]
* P"%hal = Pa A (Qal ][ 1= PolFang ][ o))

Lemma 8 (translation for after weaving certificates).
I, Tabop{P}0 <a{Q} impliesT U .t {P} foaa {Q}

Proof. The proof forafter advices is symmetrical to the one for
beforeadvices O

Lemma 9 (translation for around weaving certificates).
[, Tabop{Pta0{Q} implies T U T, br { P} farae { @}

Proof. Suppose we have derived the judgmémt}a < 6{Q} by
using the rule

PabpoviFfata{Qa}  T\Tabyop{F}0{Q0}
| P=Pa AV (P[] = Poloha, )Tl
Qo[ ofing | fres] [V Jyx 1= Qi A V2! (Qal[*Ving I[* /o] = Q[* /2])
Wy C W,
I, Dabyop{Pla < 0{Q}
thena is acontrol-flow preservingdvice. By definitionz is such
that for any program point, either it is located before or after a
proceed statement. That will imply, on the RTL side, that the result
of compiling a will be a sequence of instructions such as every
instruction occurs either before or after (in the control flow graph)
an invocation tofp, and no invocation tgf, can reach an invocation
to fg.




From T',T. k0. {Ps}0{Qs} and by inductive hypothesis we
have a certificate fol’ U 'y b { Po } fo{ Q0 }.

We proceed by extending the original compiler:

e replacing any intermediate assertignthat occurs before a
proceed statement with A Va'.(P.[*/x] = Po [/, |[*/2]),

¢ replacing any intermediate assertigrithat occurs after a pro-
ceed statement withh A V2. (Qa[in, ] [z//z] :>Q[””’/z]) and

we can prove inductively that for any subcommandof a, if
(I',ins) = Cy(l,ca, fo) andins’ is the modified (as explained)
variant forins, and we le{¢, S) and(¢’, S") stand respectively for
wp(ca, 1) andwp,.. (I, %) thenS’ can be discharged fro$i, and
¢ is implied byg AVa'.(PL[*/.] = Po [/, ][*/:]) (if 1 is located
before an invocation tgy) or ¢ A Va'.(Qa[Via, |[*/c] = Q[ /x]),
otherwise.

Proof. To prove this sub-lemma we can rely on the equivalence of

To derive I' U Ty, { P}a <1 6{Q} we must prove that every
proof obligation inS is valid and thatP implies ¢[7.~], where
(6.5) = wpy(1,false) and (ins,.) = Ca(ca, 1, fo). By hy-
pothesis, sincel’, k-, { P. }a{Qa.} has been derived, we have as
premises tha’ contains only valid proof obligations anfd, im-
plies ¢'[%x+], where(¢’, S’) = wp, (ca, false). By previous sub-
lemma we know tha$ is provable fromS’ and thatp is equivalent
t0 ¢' A V' .(PL[%e+] = Po[*hn,][%+]). Therefore by using the
premiseP = P, AV (P4 [Ye+] = Ps[*hny ][+ ]) of the rule for
aroundadvices applied, we get a proof for the remaining verifica-
tion conditionP = [+ ].

O

7. Extensions for dynamic point-cuts descriptors
7.0.1 Extension for Conditional point-cut descriptors

Supposé is a boolean condition, thus it may be represented in
our assertion language. We can extend the language for point-cut

verification conditions between simple commands (that does not yegcriptors with a boolean condition that is checked on runtime

contain aproceed) and itsRTL compilation result. In addition,
since we know that neithetz’.(PL[*/u] = Po[e/in,][*/:]) nOF
V' (Qa[Win, |[*/2] = Q[*7]) contain modifiable variables, its is
clear thatwp,,, = wp;,¢ and then the conclusion holds for this
cases. Therefore, the only cases remaining areéhearn (since
the post-condition is changed) apfloceed statements.

® CaSec, =returne.
Statement occurs obviously after proceed statement. Since
wp(c, ) = (Qulfhes], 0) and wp(c, 1)) = (Q[%hes], 0) we
can see thabp(c, v)[Jin, ) A V' -(QulPan, [ /e = QL))
implieswp(c, ¥)

e casec, = w:= proceed(e). We focus on the assertion re-
turned bywp, since this statement does not generate proof obli-
gations. In one side we have

P [sn, ] A Vres’ 5 (Q [Fsn 11 ) Yy 1= S ) o) s, )
and we have to prove that this together with the proposition
V' (PL[" [u] = Pa[™in, |[*/]) implies the corresponding as-

SertionPy iy A Vres, y' (Qo[%iag [V /][] = &' [V, ][])
for the modified statement. It is clear by definition t#a{%n, |

is implied by P, % ] A V' .(Pa[* /o] = Po [, |[*/:]), thus
we can focus in provin@s [ [¥/u] %+ 1= &' [V ] tak-
g Q0 i, 1V /o) [+ | = &1 Jy)[**/u] [ %in, ] S hypothesis. The

to decide whether an advice is executed or not. Usually when
compiling AOP, since this condition is not statically decidable, this
residue is ignored at first, and a piece of code that checks for this is
attached to the weaved code, and therefideeover-approximated.

We simulate this approach by attaching a corresponding boolean

condition to the constructor far. @ “ 31” and qu
I, Tabyop{P Ab}a>0{Q} T,Tak,p{P A-b}0{Q}

I, Tabop{P}at 0{Q}
I Ta FAop{P Ab}O aa{Q} T FAoP{P A -b}0{Q}

I, Tabop{P}0 4 a{Q}
T, Tabop{P AD}a s 0{Q}  T,Tabyop{P A—b}0{Q}

I, Tabyop{Pla ta 0{Q}

Running example: Recall the previous example, we have shown
that T'e, I'abyop{ Pm a2 > (a1 am){Qq, } is a valid judgment.
Since P, represents the boolean condition< i < N we can
introduce an advice triggerdaeforeas > (a1 > m) (but under
the conditionb = —(0 < i < N)) to enforce the precondition.
The implementation of this advice will take any possible measure
to deal with the initial states that does not satisfy the precondition
P,,,. For simplicity, we considerer the body of this new advige

former assertion can be proved by taking first the stronger (by to be anabort statement, and its specificatidh,, = true and

Inductive Hypothesis) formula
Qo P11 .,
(@ AV (Qa[Tina [ = QU D) )]

which in turn may be split to:

QolFino 1"/ ) 1= O[]
and
Qolin [/l = o
(V2" (Qa[Vna [* /2] = QL™ D)) [ ][] -
The former can be discharged since we have a proof for
Qo[ %ing | es] [V /] = Q. and we already have as hy-

pothesis thatdl [%ss, [/s][Yy+/] = 9[*/,][/ul %an, ] (notice
thatin], may not occur inp.)
The latter is a rewriting for one of the premises of the applied

rule: Qo [™ang | [ res]) = V' (Qa[Pia, ][] = Q7).
O
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Qa5 = Pn. It can be easily shown that the advice satisfies its spec-
ification. Using the rule for before advices we can derive the judg-
ment I'e, Lty oo { 7 Pm }as > a2 > (a1 < m){Qa, }, and together
with the judgmentl'e, I'a oo { P }a2 > (a1 >t m){Qq, } We can
apply one of the conditional rules to derive the more refined judg-

ment T'e, sk {true}as B ag > (a1 i m){Qa, }, which states
that original functionality is indeed preserved.

Extending the definition for the semantics relatijpto consider
this case is straightforward. Compiling the augmented construction

aée is similar toar>6, but with the call to functiom executed under

a conditional statement that checks for the conditiomherefore,
under this simple definition, it is not difficult to see the the rules
given above permits to translate the certificate of an augmented
method to a certificate for its correspondiR@ L representation.

7.0.2 Extension forcflow point-cut descriptors (cflow
considered harmful)

We proceed by defining a set of rules to deal wiftow point-cut
descriptors. However, in this case we omit the function name and



considerflow as a random choice. This presents the fact that, since [11] Gary T. Leavens, Erik Poll, Curtis Clifton, Yoonsik Cheon, Clyde

a priory we cannot associate eadtow declaration to a condition Ruby, David R. Cok, Peter Mler, Joseph Kiniry, and Patrice Chalin.
specifiable in our logic, we are not able to analyze them statically. JML Reference Manual. Department of Computer Science, lowa State
When defining the semantics of this weaving with residue, we may University. Available fromhttp://www. jmlspecs.org, February
(and certainly have to) extend execution states to include a call 2007.

stack, so that we can decide whethetflw condition is valid.
However, specifying and reasoning about a call stack will generate
huge and discouraging proof obligations.

[12] Mariela Pavlova. Java bytecode verification and its applications.
Thése de doctorat, gpialitt informatique, Universit Nice Sophia
Antipolis, France, January 2007.

I, Tabyop{Plar 0{Q} T, Tak,m{P}0{Q} [13] Martin Rinard, Alexandru Salcianu, and Suhabe Bugrara. A classifi-
How cation system and analysis for aspect-oriented progran®d8OFT
I, Tabyop{Pla > 0{Q} '04/FSE-12: Proceedings of the 12th ACM SIGSOFT twelfth inter-
national symposium on Foundations of software engineepages
[ PaFuopdPY0 0@} T Taboe{PHO{Q) 147-158 )ll\le\?v York, NY, USA, 2004. ACM Press. Ineepag
fi
I, Tabyop { P} a{Q} [14] David Walker, Steve Zdancewic, and Jay Ligatti. A theory of aspects.
[ Tabyop{Praa6{Q} T, Taby{P}0{Q} ,IAnCCIi/IOIISOICQJg,nCIman and Olin Shivers, editof§FP, pages 127—139.
1l
T, Tabyop{ PYa >4 0{Q} [15] Jianjun Zhao and Martin C. Rinard. Pipa: A behavioral interface

. . . . . specification language for aspectj. In Mauro Rezzditor,FASE
The simplicity of this rules comes with the cost of incomplete- volume 2621 olecture Notes in Computer Scienpages 150—165.
ness, but that is not surprising considering the harmfulnes$oeé Springer, 2003.

declaration.

However, it can be easily and modularly with non-interfering
advices. To illustrate this, if; is an around advice that does not
modify any variable (but icontrol-flow preserving with a triv-
ial specification, we can derivd’, 'y, .{P}a < 6{Q} from
I, T. k0o { P}0{Q}. And then, by applying one of the rules above,

cflow

we getl', T,k {Pta < 6{Q}.
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